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Exam A

QUESTION 1
Which of the following characteristics pertains to a good information management program?

An employee education program for those who utilize the classification system
Limited number of individuals who can initiate classification of information
Limitation of the duration during which the classification will remain in effect
All of the above

None of the above

mo O w >

Correct Answer: D
Section:

QUESTION 2
What are the three most common methods of information loss to be guarded against?

Newspaper articles, magazine articles, television
Employee payroll, personnel matters, market surveys
Theft by an insider, inadvertent disclosure, industrial espionage

o n >

Employee hirings, magazine articles, industrial espionage E. None of the above

Correct Answer: C
Section:

QUESTION 3
The elements of an information security program include:

Informing employees that the information is to be protected
Establishing the use of patent or nondisclosure agreements
Designation of certain information as sensitive

Providing the means for employees to protect sensitive information
All of the above

moo®p

Correct Answer: E
Section:

QUESTION 4
With regard to a potential nuclear attack, the attention or alert signal is usually a:

30-second wavering sound on sirens
30-second steady blast
2-minute wavering sound

o0 ®wp

4-minute wavering sound
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E. 3-to-5-minute steady blast on siren

Correct Answer: E
Section:

QUESTION 5
Which action should not be taken if one hears a standard warning signal of potential nuclear attack?

Go to a public fallout shelter.

Go to a home fallout shelter.

Turn on the radio.

Telephone the nearest civil defense office for more information.

m o0 w>

None of the above.

Correct Answer: D
Section:

QUESTION 6
Which of the following is not a recommended treatment for a person who may be in shock?

Keep the person lying down.
Keep the person from chilling.
Keep the person's head a little lower than his or her hips.

Encourage the person to drink.

m o 0w >

Give the person alcohol to drink.

Correct Answer: E
Section:

QUESTION 7
A symptom of radiation sickness is:

Lack of appetite
Nausea
Vomiting
Fatigue

All of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 8
Flood forecasts and warnings are issued by the:

A. Federal Emergency Management Agency
B. National Weather Service
C. Department of the Interior
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D. National Oceanic and Atmospheric Administration
E. Agriculture Department

Correct Answer: D
Section:

QUESTION 9
Which of the following is not a recommended action with regard to survival of earthquakes?

If outside, immediately go inside.
Keep calm.

Douse all fires.

Keep away from utility wires.

m o 0w >

Don't run through buildings.

Correct Answer: D
Section:

QUESTION 10
The firing train of a bomb generally consists of a:

Detonator
Booster

Main charge

All of the above
None of the above

m o0 w >

Correct Answer: D
Section:

QUESTION 11
A full evacuation of a building should be ordered upon receipt of a bomb threat when:

There is a reasonable suspicion that a bomb is present.
Any threat is received.

The threat is received during working hours.

The caller has a foreign accent.

moo®p

None of the above.

Correct Answer: A
Section:

QUESTION 12
Which of the following statements is not true in regard to an information security program?

A. The information security program is an attempt to make theft of sensitive information difficult, not necessarily to eliminate it.
B. The protection afforded against losses by either internal or external sources is, at best, limited.
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C. A good information security program will provide total protection from industrial espionage.
D. A trust relationship must be established and maintained with employees.

E. The good will and compliance of employees is crucial for success.

Correct Answer: C
Section:

QUESTION 13
Vital records normally constitute what percentage of the company's total records?

2 percent
5 percent
10 percent
15 percent

moo®p

20 percent

Correct Answer: A
Section:

QUESTION 14
Which of the following is considered to be an approved method of protecting vital records?

On-site storage in vaults or safes

Protection of original vital records

Natural dispersal within an outside organization
Planned dispersal of copies of vital records

All of the above

m o0 ®w >

Correct Answer: E
Section:

QUESTION 15
The term 'social engineering' is:

A function of the personnel department in which like persons are teamed together in workshops or seminars for maximum productivity
The subtle elicitation of information without revealing the true purpose of the call

The specific design of a business structure to facilitate the interaction of the inhabitants

Bothaandc

None of the above

m o 0w >

Correct Answer: B
Section:

QUESTION 16
Competitive intelligence gathering is a legitimate activity that is engaged in by many firms throughout the world. The most important function of competitive intelligence is to:

A. Alert senior management to changes in protocol in foreign countries
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Alert senior management as to the personal habits of competitive

senior management

Alert government intelligence agencies to marketplace changes

Alert senior management to marketplace changes in order to prevent surprise
All of the above

mmooN®

Correct Answer: D
Section:

QUESTION 17
The Secretary of Defense is not authorized to act on behalf of the following agency or department in rendering industrial security services:

Department of Commerce
Central Intelligence Agency
Department of Justice
Department of Labor

m o 0w >

None of the above

Correct Answer: B
Section:

QUESTION 18
The overall policy guidance for the Defense Industrial Security Program is provided by:

The Federal Bureau of Investigation

The Deputy Undersecretary of Defense for Policy
The Assistant Chief of Staff in Intelligence

The Defense Intelligence Agency

m o 0w >

None of the above

Correct Answer: B
Section:

QUESTION 19
The pre-testing interview prior to the polygraph examination itself is for the purpose of:

Helping the subject to relax

Helping the examiner to get to know the subject
Helping the examiner to judge the subject's character
All of the above

None of the above

m o0 w >

Correct Answer: D
Section:

QUESTION 20

IT Certification Exams - Questions & Answers | VCEplus.io


https://vceplus.io
https://vceplus.io
https://vceup.com
https://vceplus.io/
https://vceplus.io

On average, a polygraph examination takes:

10 hours

1 hour

15 minutes
5 hours |

m o0 w>»

4 hours

Correct Answer: B
Section:

QUESTION 21
Which of the following statements is not correct regarding the polygraph?

The polygraph is not a lie detector.

The polygraph does not automatically register truth or falsehood.

A polygraph test is conclusive.

Historically, polygraphs have more often been used to establish innocence rather than to prove guilt.

m o 0w >

None of the above.

Correct Answer: C
Section:

QUESTION 22
Persons are protected from abuses of polygraph by:

The courts through civil lawsuits
State labor departments

The National Labor Relations Board
All of the above

None of the above

m o 0w >

Correct Answer: D
Section:

QUESTION 23
The best way to verify an applicant's statements is:

A. By judicious use of the telephone

By a personal visit with the applicant
By mail

All of the above

None of the above

mo O ®

Correct Answer: E
Section:
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QUESTION 24
Which of the following should not be included in the written investigative report of an applicant?

Derogatory information

Confidential sources of information
Results of a lie detector examination
Arrest records

moo0O w>

None of the above

Correct Answer: B
Section:

QUESTION 25
Of all those with mental disorders, the most dangerous subject to handle is:

One suffering hysteria
A paranoid psychotic
A neurotic

One suffering phobia

m o 0w >

Schizophrenic

Correct Answer: B
Section:

QUESTION 26
Mental disorders may be determined by symptoms. Which of the following is such a symptom?

Sudden changes in behavior
Behavior that is not harmonious with a situation
Unduly prolonged depression

o0 ® >

All of the above E. None of the above

Correct Answer: D
Section:

QUESTION 27
In handling a mentally disturbed person, one should:

Take a strong position as the boss

Assume a calm and friendly position

Leave the impression he or she has control of the situation
All of the above

None of the above

m o 0w >

Correct Answer: B
Section:
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QUESTION 28
Which of the following is true in handling persons with mental disorders?

Don't deceive them.

Don't become involved in their personal problems.
Where physical restraint is required, use two officers.
All of the above.

None of the above.

moo0O w>

Correct Answer: D
Section:

QUESTION 29
The purpose for employing an access control program includes:

A. To protect persons, materials, or information

To slow or speed up the rate of movement to, from, or within an establishment
To permit or deny entrance

Bothaandc

All of the above

mo O

Correct Answer: E
Section:

QUESTION 30
Identification and access control systems have the widest application of:

Manual identification systems
Magnetic readers
Biometric-based systems
Dielectric readers

m o 0w >

None of the above

Correct Answer: A
Section:

QUESTION 31
The performance requirements of any trustworthy system of identification includes:

Resistance to surreptitious substitution or counterfeiting
Reliability

Validity

Both band c

All of the above

m o0 >

Correct Answer: E
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Section:

QUESTION 32
A general defect of manual identification systems is that:

Many are made of plastic.

Many do not have biometric characteristics on them.
Once issued, they tend to remain valid indefinitely.
They lack identifying colors.

m o 0w >

None of the above.

Correct Answer: C
Section:

QUESTION 33
Any formula, pattern, device, or compilation of information that is used in one's business and that gives you an opportunity to gain an advantage over competitors who do not use it or know about it is:

A patent

A trade secret

A monopoly
Copyrighted material

m o0 ®m >

None of the above

Correct Answer: B
Section:

QUESTION 34
What is most likely the main reason for loss of sensitive information?

Industrial espionage

An employee's loose lips
Inadvertent disclosure
Deliberate theft by an outsider
Both band c

None of the above

mmo o ®»

Correct Answer: E
Section:

QUESTION 35
Which of the following should be part of an effective information security program?

Pre-employment screening
Nondisclosure agreements from employees
Employee awareness programs

o0 ®p

Policy and procedural statements on the recognition, classification, and handling of sensitive information
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E. All of the above

Correct Answer: E
Section:

QUESTION 36
The primary tool of pre-employment screening is the:

Application form
Interview

Polygraph

o n >

Investigator performing the interview

Correct Answer: A
Section:

QUESTION 37
Which of the following is generally not allowed to be disclosed on an employment questionnaire?

Current residence
References
Prior employment

Prior arrests

m o0 w >

None of the above

Correct Answer: D
Section:

QUESTION 38
To be within the definition of a trade secret, sensitive information must meet which of the following criteria?

Individuals to whom it is disclosed must know it is secret.

It must be identifiable.

It must not be already available in public sources.

There must be some obvious indication that the owner is attempting to prevent its unauthorized disclosure.
a, c,andd.

All of the above.

mmoo®»

Correct Answer: E
Section:

QUESTION 39
According to the 'restatement of the law of torts,' a trade secret is:

A. Allinformation about a company that the company desires to protect
B. Any formula, pattern, device, or compilation of information that is used in one's business and that gives that business an opportunity to gain an advantage over competitors who do not know or use it

C. Information about a company that is registered with the U.S. Patent Office
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D. Bothaandb
E. All of the above

Correct Answer: B
Section:

QUESTION 40
A trade secret may be:

A formula for a chemical compound
A process of manufacturing materials
A pattern for a machine

A list of customers

All of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 41
The characteristics of a trade secret as compared with other confidential information are:

Those business secrets that have been duly registered pursuant to the requirements of law

Continuous or consistent business applications of a secret not known to others, from the use of which some advantage is gained by the user
Those business secrets that are fully protected in accordance with the Federal Privacy Act

Bothaandc

All of the above

m o0 w >

Correct Answer: B
Section:

QUESTION 42
Which of the following is generally not true in regard to trade secrets?

The more a business narrowly defines what it regards as a secret, the easier it is to protect that body of information.
It is difficult to protect a trade secret that can be found in publicly accessible sources.

Secret information does have to be specifically identifiable.

Secret information must be effectively protected.

moo®p

None of the above.

Correct Answer: E
Section:

QUESTION 43
In regard to a trade secret, it may be decided that its disclosure by another was innocent, rather than wrongful, even in the case where the person making the disclosure really was guilty of malice or wrong intent. This

situation may occur when:

A. The trade secret was not registered
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The trade secret did not involve national defense information

The trade secret was not in current use

There is absence of evidence that an owner has taken reason- able precautions to protect confidential information.
All of the above

mo O

Correct Answer: D
Section:

QUESTION 44
Proprietary information is:

Private information of a highly sensitive nature
Information that must be classified according to executive order of the U.S Government
Sensitive information that is classified according to executive order of the U.S. Government

o0 ®p

Anything that an enterprise considers relevant to its status or opera

Correct Answer: D
Section:

QUESTION 45
The class of person under a duty to safeguard a proprietary secret is known as a(n):

Agent

Proprietary security employee
Fiduciary

Business associate

m o0 ®w >

None of the above

Correct Answer: C
Section:

QUESTION 46
It is important for employees to know whether confidential information is a trade secret, or some other confidential material, because:

If it is a trade secret, the employee may be prevented from disclosing t by injunction.

If not a trade secret and it is disclosed, the employer must take action after the disclosure and must be able to prove some actual damage in order to recover
If not a trade secret, the information once disclosed is no longer defendable

If not a trade secret, the information once disclosed cannot be further prevented from disclosure by an injunction

All of the above.

m o 0w >

Correct Answer: E
Section:

QUESTION 47
Which of the following is not a correct statement as a general rule involving the protection of proprietary information?

A. As aclass, employees are the largest group of persons bound to secrecy because of their status or relationship
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B. By operation of common law, employees are presumed to be fiduciaries to an extent that they may not disclose secrets of their employers without authorization
C. Other than the employees, any other persons to be bound to secrecy must agree to be so bound

D. Any agreements to be bound must always be in writing and are not implied from acts

Correct Answer: D
Section:

QUESTION 48
To effectively involve the law for the protection of sensitive information, the owner of the proprietary information must be able to show 'objective indications of attempts to protect secrecy.' Which of the following has been

recognized in the past as such an indication?

Use of warning signs to alert employees to sensitive data and the places it is stored

Separately storing sensitive information in security containers with the appropriate security precautions
Special instructions providing a 'need-to-know' basis

Restrictions to nonemployee access to places containing sensitive information

All of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 49
Which of the following should be made part of a proprietary. information protection program?

Pre-employment screening

Effective perimeter control system
Execution of patent and secrecy agreement
Paper and data control

Bothaandc

All of the above

mmo o ® >

Correct Answer: F
Section:

QUESTION 50
In designing a proprietary information protection program, the area of greatest vulnerability is:

Personnel files
Employees
Computers

Marketing data
Perimeter boundaries

m o 0w >

Correct Answer: B
Section:

QUESTION 51
In devising proprietary information procedures, which of the following is considered to be a main area of paper or document vulnerability?
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Comprehensive paper controls
A technical report system
Control and issue of notebooks
All of the above

None of the above

m o0 w >

Correct Answer: B
Section:

QUESTION 52
When a loss of proprietary information is discovered, which of the following steps should be taken first?

Attempt to recover the material.
Attempt to apprehend the perpetrators.
Assess economic damage.

Re-evaluate the protection system.

All of the above.

m o0 w>

Correct Answer: E
Section:

QUESTION 53
Which of the following would not be considered in the 'trade secret' category?

Salary data

Market surveys

Personnel matters
Customer usage evaluations
All of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 54
Litigations concerning former employees involving trade secrets have some problems.
Which of the following is considered to be such a problem?

A. The cost of litigations is too high and the owner of the trade secret may lose.

Litigation is a waste of time.

The owner of the trade secret may have to expose the information that is being protected.
Both aandc.

All of the above.

mo O ®

Correct Answer: D
Section:
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QUESTION 55
A 'trash cover' is:

A sealed cover on a trash container

The process of examining one's trash for information
Placing the company's trash in a locked container
Bothaandc

All of the above

moo0O w>

Correct Answer: B
Section:

QUESTION 56
Sound waves too high in frequency to be heard by the human ear, generally above 20
kHz, are known as:

High-frequency sound waves
Microwave waves

Ultrasonic waves
Short-frequency sound waves

moo®p

None of the above

Correct Answer: C
Section:

QUESTION 57
The process of combining a number of transmission into one composite signal to be sent over one link is called:

Transmission integrity
Communication integration
A demultiplexer
Multiplexing

m o 0w >

None of the above

Correct Answer: D
Section:

QUESTION 58
Which of the following applies to the laser as a means of communication?

Line of sight transmission is necessary.

Poor weather conditions interfere with the beam.

It is practically impossible to intercept the beam without detection.
Both aandc.

All of the above.

m o0 ®m >
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Correct Answer: E
Section:

QUESTION 59
Which of the following is not correct in regard to microwave transmissions?

Microwave signals penetrate fog and snow.

Microwave signals are transmitted in short radio waves.

A large number of microwave signals can be transmitted.
Microwave signals travel in curved lines.

Microwave signals are not affected by ordinary man-made noise.

Mmoo ® P

None of the above.

Correct Answer: D
Section:

QUESTION 60
Electromagnetic radiation is detectable electromagnetic energy that is generated by electronic information processing devices. Which' of the following is used to protect very sensitive equipment?

A current carrier device
Pneumatic cavity shielding
Tempest shielding

o n >

Pen register shielding

Correct Answer: C
Section:

QUESTION 61
The practice of preventing unauthorized persons from gaining information by analyzing electromagnetic emanations from electronic equipment is often termed:

Bugging

Veiling
Tempest

All of the above

None of the above

moo®p

Correct Answer: C
Section:

QUESTION 62
A term used to indicate a method of disguising information so that it is unintelligible to those who should not obtain it is:

. Interconnection decoy

A

B. Multiplexing
C. Scrambling
D

. Mixed signal
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E. None of the above

Correct Answer: C
Section:

QUESTION 63
The most secure scrambler in common use is the:

Frequency inverter
Decoder

Laser beam
Vocoder

m o0 w>

None of the above

Correct Answer: D
Section:

QUESTION 64
The method used to monitor telephone calls by providing a record of all numbers dialed from a particular phone is called:

Electronic surveillance
Phone bug

Wiretap

Pen register

m o 0w >

None of the above

Correct Answer: D
Section:

QUESTION 65
A small hidden microphone and a radio transmitter are generally known as:

A wiretap

A bug

A beeper

Electronic surveillance
All of the above

m o 0w >

Correct Answer: B
Section:

QUESTION 66
A specially constructed microphone attached directly to an object or surface to be protected, which responds only when the protected object or surface is disturbed, is known as:

A. Parabolic microphone
B. Special audio microphone
C. Contact microphone
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D. Surreptitious microphone
E. None of the above

Correct Answer: C
Section:

QUESTION 67
A microphone with a disklike attachment that is used for listening to audio from great distances is known as a(n):

Contact microphone
Parabolic microphone
Ultrasonic microphone
Bothaandc

None of the above

m o 0w >

Correct Answer: B
Section:

QUESTION 68
A microphone that is installed on a common wall adjacent to the target area when it is impractical or impossible to enter the target area is known as a:

Carbon microphone
Parabolic microphone
Contact microphone
Dynamic microphone

m o0 w >

None of the above

Correct Answer: C
Section:

QUESTION 69
Which method of protection against telephone line eavesdropping is most reliable?

Don't discuss sensitive information.
Use a radio jammer.

Use encryption equipment.

Both aand c.

Use an audio jammer.

moo®p

Correct Answer: D
Section:

QUESTION 70
The unauthorized acquisition or dissemination by an employee of confidential data critical to his or her employer is known as:

A. Embezzlement

B. Larceny
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C. Industrial espionage
D. Burglary
E. False pretenses

Correct Answer: C
Section:

QUESTION 71
The term 'eavesdropping' refers to:

Wiretapping
Bugging

Trash cover
Bothaandb
All of the above

moo®p

Correct Answer: D
Section:

QUESTION 72
Which of the following methods could be used as a form of eavesdropping using a telephone instrument?

Wiring can be altered so the handset or receiver will act as an open microphone.
A radio transmitter can be concealed in the mouthpiece.

The infinity transmitter can be used.

Both band c.

All of the above.

m o0 ®w >

Correct Answer: E
Section:

QUESTION 73
A microphone that requires no power source, is very small, and is difficult to detect has the characteristics of a(n):

Contact microphone
Parabolic microphone
Dynamic microphone
Infinity microphone

m o 0w >

None of the above

Correct Answer: C
Section:

QUESTION 74
Installation of a wireless radio eavesdropping device usually consists of the following:

A. Transmitter and receiver
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Power supply
Antenna
Microphone
Bothaandd
All of the above

mmooN®

Correct Answer: F
Section:

QUESTION 75
The frequency range best suited for a wireless microphone because it provides better security and lower interference is:

25-50 mHz
88-104 mHz
88-120 mHz
150-174 mHz
None of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 76
The control software of a private board exchange (PBX) can be accessed and compromised by calling the telephone number of a device on the PBX from a computer and modem. The name of this PBX device is the:

Internal and remote signal port
Current carrier signaling port

Time domain reflectometer

Remote maintenance access terminal

m o 0w >

None of the above

Correct Answer: D
Section:

QUESTION 77
Which of the following is not true regarding electronic eavesdropping?

An effective countermeasure to detect evidence of electronic eavesdropping in telephone equipment should be conducted by a person who is technically familiar with such equipment.
An effective countermeasure would be to conduct a physical search as well as an electronic search.

All wiring should be traced and accounted for.

A listening device installed in a wire will cause a crackling sound, click, or other noise that can be heard on the line.

m o0 w >

None of the above.

Correct Answer: D
Section:

QUESTION 78
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The first federal legislation that attempted to regulate electronic surveillance in the United States was enacted by Congress in:

1910
1924
1934
1968
1971

m o0 w>»

Correct Answer: C
Section:

QUESTION 79
The manufacture, distribution, possession, and advertising of wire or oral communication interception devices is prohibited by:

The First Amendment

The Fourth Amendment

The Federal Communications Act of 1934

The Omnibus Crime Control and Safe Streets Act of 1968
The FBI

m o 0w >

Correct Answer: D
Section:

QUESTION 80
The criminal punishment for violation of the wiretapping phases of the Omnibus Crime
Control and Safe Streets Act of 1968 is:

A $10,000 fine

6 months in jail and/or a $5000 fine

1 year in jail and/or a $10,000 fine

5 years in prison and/or a $10,000 fine

m o 0w >

None of the above

Correct Answer: D
Section:

QUESTION 81
Which of the following is not a requirement under the Omnibus Crime Control and Safe
Streets Act of 1968 before a court may give permission for an electronic surveillance?

The identity of the offender should be stated.

The crime must be any felony under federal law.

The place and location of the electronic surveillance must be stated.

Initial approval must be granted by the attorney general of the United States or by a specially designated attorney general.
All of the above.

m o0 ®m >
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Correct Answer: B
Section:

QUESTION 82
Which of the following is provided for by the Omnibus Crime Control and Safe Streets
Act of 19687

It prohibits wiretapping or bugging unless a party to the intercepted conversation gives consent.

It prohibits the manufacture and distribution of oral communication interceptor devices.

Nonfederallaw enforcement representatives are denied the right to make use of electronic surveillance unless there is a state statute permitting it.
Both a and b.

All of the above.

m o 0w >

Correct Answer: E
Section:

QUESTION 83
Title lll of the Omnibus Crime Control and Safe Streets Act of 1968 requires that an approval for electronic surveillance must be obtained from the:

Chief Justice of the Supreme Court

Director of the FBI

Attorney general of the United States or any specially designated assistant attorney general
Director of the CIA

All of the above

m o0 >

Correct Answer: C
Section:

QUESTION 84
Criminal violations involving theft of trade secrets could be covered by:

Theft of trade secrets statutes

Bribery statutes involving trade secrets
Receipt of stolen property statutes
Criminal conspiracy statutes

All of the above

mo O w >

Correct Answer: E
Section:

QUESTION 85
The public statute passed to protect personal information in possession of federal agencies is:

A. The Espionage Statute
B. The Unauthorized Disclosure Act
C. The Omnibus Crime Control Act
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D. The Privacy Act of 1974
E. None of the above

Correct Answer: D
Section:

QUESTION 86
The Privacy Act of 1974 provides which of the following safeguards?

Permits individuals to gain access to certain information pertaining to themselves in federal agency records

Permits individuals to determine what records pertaining to themselves are collected and maintained by federal agencies

Permits individuals to prevent certain records pertaining to themselves from being used or made available for another purpose without their consent

Requires federal agencies to be subject to civil suits for any damages that may occur as a result of willful or intentional action that violates an individual's rights under the Privacy Act of 1974

All of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 87
Which of the following would not be permitted to review a student's record according to the Family Educational Rights and the Privacy Act of 1974?

Law enforcement officials
Other school officials

The school's registrar office
All of the above

None of the above

m o0 w >

Correct Answer: A
Section:

QUESTION 88
The Defense Industrial Security Program on behalf of all user agencies is administered by the:

Director, Defense Investigative Service
Comptroller, Assistant Secretary of Defense
Deputy Undersecretary of Defense for Policy
Defense Industrial Security Clearance Office

moo®p

None of the above

Correct Answer: A
Section:

QUESTION 89
The executive order that applies to classified information is:

A. E.O0.1044
B. E.O. 1066
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C. E.O. 12065
D. E.0.12523
E. E.O. 14084

Correct Answer: C
Section:

QUESTION 90
A controlled area established to safeguard classified material that, because of its size or nature, cannot be adequately protected by other prescribed safeguards is termed to be:

A restricted area
A classified area
A closed area
A limited area

moo®p

None of the above

Correct Answer: C
Section:

QUESTION 91
The DIS regional office under the support of the director of industrial security that has jurisdiction over the geographical area in which a facility is located is called the:

Regional Security Office
Division Security Office
Clearance Office
Cognizant Security Office

m o0 ®w >

None of the above

Correct Answer: D
Section:

QUESTION 92
Technical and intelligence information derived from foreign communications by other than the intended recipient is known as:

Restricted data
Communications intelligence
Classified security matters
Highly confidential

m o 0w >

None of the above

Correct Answer: B
Section:

QUESTION 93
The designation that should be applied to information or material showing unauthorized disclosure that could reasonably be expected to cause damage to national security is:

A. Restricted
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Top secret
Confidential
Unauthorized disclosure

mo O

None of the above

Correct Answer: C
Section:

QUESTION 94
Technical information used for training, maintenance, and inspection of classified military munitions of war would be classified as:

Restricted
Classified
Top secret
Confidential

Cosmic

m o0 >

Correct Answer: D
Section:

QUESTION 95
A designation or marking that identifies classified operational keying material and that indicates the material requiring special consideration with respect to access, storage, and handling is:

Cosmic

Special

Crypto

Communications intelligence
Red flagged

mo O w >

Correct Answer: C
Section:

QUESTION 96
The portion of internal security that is concerned with the protection of classified information in the hands of U.S. industry is called:

Information security
Classified security
National security
Industrial security

m o 0w >

Communications security

Correct Answer: D
Section:

QUESTION 97
The result of any system of administrative policies and procedures for identifying, controlling, and protecting from unauthorized disclosure of information and is authorized by executive order or statute is called:
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Computer security
Industrial security
Personnel security
Communications security

m o0 w >

Information security

Correct Answer: E
Section:

QUESTION 98
An administrative determination that an individual is eligible for access to classified information is:

Personnel security clearance
Industrial security clearance
National security clearance
Communications security clearance

m o0 w>

None of the above

Correct Answer: A
Section:

QUESTION 99
The combinations to safes, containers, and vaults should be changed at intervals of:

Every three months
Every four months
Every six months

Every nine months

m o 0w >

Every year

Correct Answer: E
Section:

QUESTION 100
The designation that shall be applied only to information or material that unauthorized disclosure could reasonably be expected to cause serious damage to national security is:

Restricted
Secret
Confidential
Top secret

m o0 ®w >

nauthorized disclosure

Correct Answer: B
Section:
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QUESTION 101
Information regarding the revelation of significant military plans or intelligence operations should be classified as:

Restricted
Secret
Confidential
Top secret

moo0O w>

Cosmic

Correct Answer: B
Section:

QUESTION 102
The designation that should only be applied to information or material that unauthorized disclosure could reasonably be expected to cause exceptionally grave damage to national security is:

Restricted
Secret
Confidential
Top secret

m o 0w >

Cosmic

Correct Answer: D
Section:

QUESTION 103
Which of the following should be part of a disaster recovery plan?

Make one person responsible for health and sanitary conditions.
Provide plan for emergency headquarters.

Provide briefing for employees returning to work.

All of the above.

None of the above.

m o 0w >

Correct Answer: D
Section:

QUESTION 104
The advantage of a mutual aid association in disaster planning is that it:

Establishes a workable disaster control organization to minimize damage
Helps ensure continued operation of the damaged facility

Helps in restoring a damaged facility

All of the above

None of the above

m o0 >

Correct Answer: D
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Section:

QUESTION 105
Which of the following should not be applicable to the development of an effective emergency disaster plan?

The plan should be written.

It should involve the minimum number of people possible in the preparation of the plan.
It should contain an inventory of available resources.

It should list preventative measures.

m o 0w >

None of the above.

Correct Answer: B
Section:

QUESTION 106
Once published, an emergency plan for disaster control should be distributed:

On a need-to-know basis

Only to the highest echelon

Only to division heads

Down to the lowest echelons assigned responsibility

m o0 ®m >

To none of the above

Correct Answer: D
Section:

QUESTION 107
The executive responsible for the development of the written emergency plan of an organization should be one who possesses which of the following qualifications:

Technical aptitude

Employment as a member of middle or senior management
Complete familiarity with the company's organization

All of the above

None of the above

mo 0o w>

Correct Answer: D
Section:

QUESTION 108
A study in 1976 by the Institute for Disaster Preparedness at the University of
Southern California revealed that the actual behavior of people during a post-disaster period was:

Widespread panic
Calmness
Docile and 'zombie-like'

o0 ®wp

Antisocial
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E. All of the above

Correct Answer: B
Section:

QUESTION 109
Voluntary participation in disaster control activities may be motivated by:

A. An interesting training program

Training in fire fighting

Training in bomb threat searches and related matters
Instruction in safety and fire hazard control

All of the above

mo O

Correct Answer: E
Section:

QUESTION 110
The correct procedure with respect to a bomb threat is that:

Searches should be performed only when the call appears to be valid.
Searches should always be conducted by the police.

Personnel in work areas should not participate in searches.

All of the above.

None of the above.

m o 0w >

Correct Answer: E
Section:

QUESTION 111
In emergency plans concerning a bomb threat, such a plan should require:

Training for employees involved in searches

A listing of telephone numbers of explosive disposal teams

That, in evacuation, employees should ordinarily use exits other than main entrances
All of the above

None of the above

m o 0w >

Correct Answer: D
Section:

QUESTION 112
Earthquake emergency plans should stress that the safest place. during a quake is:

A. Within a work area under pre-selected cover
B. In open spaces away from a building
C. Athome
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D. In a building made of concrete
E. None of the above

Correct Answer: A
Section:

QUESTION 113
In a strike, the refusal by management to allow members of the bargaining unit on the premises is called a:

Lockout

Shutout

Lock in

All of the above
None of the above

m o 0w >

Correct Answer: A
Section:

QUESTION 114
The most important single relationship by a security organization with outside agencies during a strike is with:

The fire department
The hospital

The police

A prosecuting attorney

m o0 w >

None of the above

Correct Answer: E
Section:

QUESTION 115
At the time of a strike, if no guard force is available, the following action should be taken as a general rule:

Immediately hire one.

Mobilize supervisory personnel into a patrol group.

Have police come on the property to act as a security force.
All of the above.

None of the above.

moo®p

Correct Answer: B
Section:

QUESTION 116
During a strike the professional position of the police should be:

A. To prevent violence
B. To enforce laws firmly and fairly
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C. To suppress criminal conduct whenever it occurs
D. All of the above
E. None of the above

Correct Answer: D
Section:

QUESTION 117
Which of the following officers or employees will always be placed on a staff to develop an emergency evaluation and disaster plan?

The finance office

The personnel office

The medical office

The facility's security director

moo®p

The corporation's president

Correct Answer: D
Section:

QUESTION 118
Which of the following should not generally be incorporated in a company's emergency evacuation and disaster plan?

Shutdown procedures
Evacuation procedures
Communications procedures
Public information procedures

m o0 ®w >

A specific plan to deal with civil disturbances if conditions dictate

Correct Answer: E
Section:

QUESTION 119
The emergency evacuation and disaster plan should be:

Detailed

Tested initially
Updated as required
All of the above
None of the above

m o 0w >

Correct Answer: D
Section:

QUESTION 120
The activation of the company's emergency plan generally will be done by the:

A. Security officer
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Plant manager
Chairman of the board
President of the company

mo O

Personnel manager

Correct Answer: B
Section:

QUESTION 121
The National Bomb Data Center is operated by the:

CIA

FBI

ATF

LEAA

Census Bureau

m o0 >

Correct Answer: B
Section:

QUESTION 122
The purpose of formulating a civil disorder plan is to:

Ensure the safety and well-being of all personnel

Ensure full protection of company property

Ensure the continued operation of the facility

Help bring about a peaceful solution of the community problem
All of the above

mo O w >

Correct Answer: E
Section:

QUESTION 123
The civil disorder plan should be:

Disseminated widely

Restricted only to those responsible for formulating policy in connection with the plan and implementing it
Posted on appropriate bulletin boards

Disseminated only to security personnel

m o 0w >

None of the above

Correct Answer: B
Section:

QUESTION 124
A civil disorder planning committee should be staffed by which of the following?
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Director of security
Personnel manager
Facility manager
All of the above
None of the above

m o0 w >

Correct Answer: D
Section:

QUESTION 125
With regard to civil disorder planning, the responsibility for maintaining law and order rests with:

The FBI

The Army Department

Local authorities

The proprietary security authority

m o0 w>

None of the above

Correct Answer: E
Section:

QUESTION 126
In connection with monitoring labor disputes, which of the following measures is not advisable?

Change all perimeter-gate padlocks

Issue special passes to no striking employees

Notify employees who go to work to keep windows rolled up
Provide armed guards

All of the above

m o 0w >

Correct Answer: D
Section:

QUESTION 127
Additional security personnel required to augment the regular security force during an emergency is usually accomplished by:

Using the National Guard
Using U.S. Army personnel
Using uniformed guards from a private security company

Using the facility's supervisory force

m o0 ®w >

None of the above

Correct Answer: E
Section:
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QUESTION 128
Which of the following is generally used by saboteurs to disrupt industrial operations?

Chemical means
Electronic methods
Fire

All of the above
None of the above

moo0O w>

Correct Answer: D
Section:

QUESTION 129
Sabotage can effectively be combated by:

Reducing target accessibility and vulnerability
. An effective training program

. All of the above

A.
B
C. Aclose liaison with FBI and other agencies
D
E. None of the above

Correct Answer: A
Section:

QUESTION 130
The least often used method of sabotage is:

Mechanical
Fire
Explosive
Electronic

m o 0w >

Psychological

Correct Answer: E
Section:

QUESTION 131
In any strike procedure plan, all security personnel should be briefed by company management regarding:

Company policy regarding the strike

Property lines

The importance of taking detailed notes of illegal activities
All of the above

None of the above

m o0 >

Correct Answer: D

IT Certification Exams - Questions & Answers | VCEplus.io


https://vceplus.io
https://vceplus.io
https://vceup.com
https://vceplus.io/
https://vceplus.io

Section:

QUESTION 132
Usually the most difficult part of an executive protection plan is:

m o 0w >

To secure trained personnel

To initiate liaison with federal agencies

To initiate liaison with local authorities

To convince the executive being protected of the need for such protection
None of the above

Correct Answer: D
Section:

QUESTION 133
Which of the following precautionary actions to provide executive protection is not advisable?

m o0 ®m >

Maintain a low profile.

Do not use commercial airlines.

Do not publicly announce travel.
Consider use of armor-plated autos.
None of the above.

Correct Answer: B
Section:

QUESTION 134
In a government-sponsored study of civil defense problems, the National Academy of
Sciences and the National Research Council' predict that the strategic warning before a general nuclear war would be:

moo®p

Days to months

Hours

Minutes

None

Approximately 30 days

Correct Answer: A
Section:

QUESTION 135
Defense Readiness Condition (DEFCON) ratings - a numerical indication of world tension - are established by the:

A. FBI
B.
C
D

NSA

. CIA
. NORAD
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E. State

Correct Answer: D
Section:

QUESTION 136
In emergency planning, vital records should be maintained at:

A. The Emergency Operating Center (EOC) Record Center
The National Archives in Washington, D .C.

The company headquarters

The local police department

mo O

The Federal Emergency Management Agency

Correct Answer: A
Section:

QUESTION 137
Which of the following is a characteristic of a mail bomb?

It was mailed from a foreign country.

It is addressed to an individual by name or title.

Its bulk and weight is greater than a normal airmail letter.
All of the above.

None of the above.

m o 0w >

Correct Answer: D
Section:

QUESTION 138
Which of the following is an abnormal reaction to stress?

Individual panic
Depression
Overactivity
Bodily disability
All of the above

m o 0w >

Correct Answer: E
Section:

QUESTION 139
A type of bodily disability wherein a person unconsciously converts his or her anxiety into a strong belief that some part of his or her body has ceased to function is:

A. Malingering
B. Hysterics
C. Conversion hysteria
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D. Depression
E. Phobia

Correct Answer: E
Section:

QUESTION 140
Which of the following is not recommended as .a preventive measure to prevent panic?

Give people a routine to keep down anxieties.

Don't emphasize discipline.

Provide full and appropriate information to combat ignorance.
Control rumors.

m o 0w >

None of the above.

Correct Answer: B
Section:

QUESTION 141
Which of the following is not a recommended action in planning for continuity of management during an emergency?

Avoid assigning as alternatives for the same key positions people who reside in the same neighborhood.
Keep top management from traveling together in the same vehicle.

Tell only top executives of plan.

Require at least yearly medical exams for key people.

m o0 w >

Prepare a job classifications file showing interrelated skills.

Correct Answer: E
Section:

QUESTION 142
Which of the following methods of duplication of records for emergency planning purposes is the least desirable?

Handwritten notations
Carbon copies
Photocopying
Microfilming

moo®p

None of the above

Correct Answer: B
Section:

QUESTION 143
The storage of records in vaults, safes, or storerooms on the premises rather than in dispersed storage is called:

A. Dispersion
B. Vaulting
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C. Restricted storage
D. Physical protection
E. None of the above

Correct Answer: B
Section:

QUESTION 144
Which of the following steps should be taken to provide viable emergency financial procedures?

Provide for duplicate billing daily and proper record storage.
Arrange vital files in readily portable units.

Avoid hazardous areas for record storage.

Have an adequate supply of actual cash on hand.

All of the above.

moo®p

Correct Answer: E
Section:

QUESTION 145
With regard to a nuclear attack, studies have shown that the numbers who would survive the initial effects of blast and heat would be:

Tens of millions

Less than 5 percent
Less than 10 percent
Less than 3 percent

m o0 ®w >

None of the above

Correct Answer: A
Section:

QUESTION 146
With regard to nuclear attack, depending on one's location and other circumstances, the following action should be considered for survival:

Seek private shelter at home.

Seek public shelter in your own community.

Leave your community for shelter in a less dangerous area.
All of the above.

None of the above.

m o 0w >

Correct Answer: D
Section:

QUESTION 147
A unit for measuring the amount of radiation exposure is called a(n):

A. Gamma ray
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B. Roentgen
C. Isotope
D. Gamma meter

Correct Answer: B
Section:

QUESTION 148
With regard to a possible nuclear attack, the attack warning signal is a:

30-second-long alarm
2-minute-long alarm
3-to-5-minute wavering sound on siren or a series of short blasts or whistle, etc.

30-second wavering sound

moo®p

None of the above

Correct Answer: C
Section:
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