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01 - Manage identity and access

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employees in the San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices. Each user is assigned an
Azure AD

Premium P2 license. Azure AD Privileged Identity Management (PIM) is activated.
The tenant contains the groups shown in the following table.

Name Type Description
A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
Graup] Securty grouy access to many Azure AD applications and Azure
resources.
. A group that has the Dynamic User membership type and
Braup2 SELUnty grovp contains the Chicago IT team
The Azure subscription contains the objects shown in the following table.
Name Type Description
ViNet1is avirtual network that contains
security-sensitive IT resources. ViNet1
L Vit natiork contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.
VMO is an Azure virjual machine that runs
Windows Server 2016, connects o
Vo Vidualmaching | ¢ net), and has just in time (JIT) VM
access configured.
VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects fo
Subnetl.
SQLDB1is an Azure SQL database cna
salpg1 | plue L SQL Database server named
LitwareSQLServeri.
WebApp1 is an Azure web app that is
WebApp1 | Webapp accessible by using https:/'www litwareinc.com
and hitp:/’www litwareinc.com.
RG1is a resource group that
Ral Resource group | contains ViNet1, VMO, and VM1
RG2 is a resource group that
RGZ Resource group contains shared IT resources.

Azure Security Center is set to the Standard tier.
Requirements
Planned Changes
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Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default

gateway and will be assigned to Subnet0.

AKS1 fﬂ::r;} Kubernetes Service A managed AKS cluster

Identity and Access Requirements

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to RG2 by using a permanent eligible assignment.

Users must be prevented from registering applications in Azure AD and from consenting to applications that access company information on the users’ behalf.
Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in RG1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

Azure AD users must be able to authenticate to AKS1 by using their Azure AD credentials.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.
A new custom RBAC role named Rolel must be used to delegate the administration of the managed disks in RG1. Rolel must be available only for RG1.
Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center.

Data and Application Requirements

Litware identifies the following data and applications requirements:

The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD credentials.

WebAppl must enforce mutual authentication.

General Requirements

Litware identifies the following general requirements:

Whenever possible, administrative effort must be minimized.

Whenever possible, use of automation must be maximized.

QUESTION 1
You need to meet the identity and access requirements for Group1.
What should you do?

Add a membership rule to Group1.
Delete Groupl. Create a new group named Groupl that has a membership type of Microsoft 365. Add users and devices to the group.

Modify the membership rule of Group1l.

o 0N >

Change the membership type of Group1 to Assigned. Create two groups that have dynamic memberships. Add the new groups to Group1.

Correct Answer: D

Section:

Explanation:

When you create dynamic groups, they can either contain users or devices. Hence here we need to create two separate dynamic groups and assign those groups to an Assigned group. Incorrect Answers:
A, C: You can create a dynamic group for devices or for users, but you can't create a rule that contains both users and devices.

D: For assigned group you can only add individual members.

Scenario:

Litware identifies the following identity and access requirements: All San Francisco users and their devices must be members of Groupl.

The tenant currently contain this group:
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Name Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access o many Azure AD applications and Azure
resources.

Group1 Security group

References:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-groups-create-azure-portal

QUESTION 2

HOTSPOT

You need to ensure that the Azure AD application registration and consent configurations meet the identity and access requirements. What should you use in the Azure portal? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
To configure the registration settings: v
Azure AD — User settings
Azure AD — App registrations settings
Enterprise Applications — User settings
To configure the consent settings: v
Azure AD — User settings
Azure AD - App registrations settings
Enterprise Applications — User settings
Answer Area:
Answer Area
To configure the registration settings: v
Azure AD - User settings
Azure AD — App registrations settings
Enterprise Applications — User settings
To configure the consent settings: v
Azure AD — User settings
Azure AD - App registrations settings
Enterprise Applications — User settings
Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/configure-user-consent

02 - Manage identity and access

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.
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To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Existing Environment

Azure AD
Contoso.com contains the users shown in the following table.
Name City Role

User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
User5 Seattle Cloud application administrator
User6 Seatile User administrator
User7 Sydney Reports reader
User8 Sydney None
User9 Sydney Owner

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —-contains “ON"
Group2 | Dynamic user user.city -match “*on”

Subl

Subl contains six resource groups

named RG1, RG2, RG3, RG4, RG5, and RG6.

User9 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4
Sub1l contains the locks shown in the following table.

Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4d RG3 Read-only

Subl contains the Azure policies shown in the following table.

Policy definition Resource type Scope
Allowed resgurce types | networkSecurityGroups RG4
Mot allowed resource virtualMNetworks/subnets RGS
types
Mot allowed resource networkSecurityGroups RGS
types
Mot allowed resource virtualMetworks/virtualNetworkPeerings | RG6E
types

Sub2
Sub?2 contains the virtual networks shown in the following table.
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MName Subnet
VNetworkl | Subnetll, Subnetl2, and Subnetl3
VNetwork?2 | Subnet21

Sub2 contains the virtual machines shown in the following table.

Name Network Application Connected to
interface security group
VM1 NIC1 ASG1 Subnetll
VM2 NIC2 ASG2 Subnetll
VM3 NIC3 None Subnetl12
VM4 MIC4 ASG1 Subnetl3
VM5 MNICS None Subnet21

All virtual machines have public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub?2 contains the network security groups (NSGs) shown in the following table.

Name Associated to

NSG1 NIC2

NSG2 Subnet11

NSG3 Subnet13

NSG4 Subnet21
NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action

| 65000 Any Any VirtualNetwork VirtualNetwork | Allow

65001 Any Any AzureLocadBalancer | Any Allow

65500 Any Any Any Any Deny
NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualMNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualMetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Technical requirements

Contoso identifies the following technical requirements:
Deploy Azure Firewall to VNetworkl in Sub2.
Register an application named App2 in contoso.com.

IT Certification Exams - Questions & Answers | Vdumps.com



https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

Whenever possible, use the principle of least privilege.
Enable Azure AD Privileged Identity Management (PIM) for contoso.com.

QUESTION 1
You need to ensure that User2 can implement PIM.
What should you do first?

Assign User2 the Global administrator role.
Configure authentication methods for contoso.com.
Configure the identity secure score for contoso.com.
Enable multi-factor authentication (MFA) for User2.

o0 ®p

Correct Answer: A

Section:

Explanation:

To start using PIM in your directory, you must first enable PIM.

1. Sign in to the Azure portal as a Global Administrator of your directory.

You must be a Global Administrator with an organizational account (for example, @yourdomain.com), not a Microsoft account (for example, @outlook.com), to enable PIM for a directory. Scenario: Technical requirements
include: Enable Azure AD Privileged Identity Management (PIM) for contoso.com

References:

https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started

03 - Manage identity and access

This is a case study. Case studies are not timed separately. You can use as much exam time as you would'like to.complete.each.cases=However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.

Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-getting-started
https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

(%)

Tenant Root Group

(%)

MG1

Subscription1
'
&
%)
RG1

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

Directory-
Mame T Role Delegated to
ype synced 9
Userl User Yes User MNone
. User Access Tenant Roaot
Adminl User Mo Lo
Administrator Group
Admin2 | User No AECUTHY MG1
administrator
Admin3 User No Contributor Subscriptionl
Admind Uiser Mo Owiner RG1
Groupl Group Mo Mot applicable | Mone
Azure AD contains the resources shown in the following table.
MName Type Setting
Users in the finance department
; s : must use multi-factor authentication
CAPolicyl Conditional access polic . :
Y pOieY (MFA) when accessing Microsoft
SharePoint Online
Sentinell Azure Sentinel workspace | Not applicable
: 0 Security configuration for virtual
SecPoll Azure Policy definition Ity 'd

machines

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.

Subscription1 contains the virtual machines shown in the following table.

dumps

Name Subnet Location Peer

VNET1 Subnetl, Subnet?2 | West US VMNET2, VNET3

VMET2 Subnetl Central US | VNETL, VNET3

VNET3 Subnetl West US VIMNET1, VNET2

Subscription1 contains the network security groups (NSGs) shown in the following table.

Name Location

NSG2 West US

NSG3 Central US

NSG4 West US
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MName Operating system Location Connected tor Associated NSG
VM1 ;"gr;lﬂws Server — R Mo
VM2 CentOS-based 8.2 | West US VNET1/5ubnet2 NSG2
VM3 ;"g:(?nws Server e -
Ubuntu Server
VM4 18.04 LTS West US VMNET3/Subnetl MNSG4

Subscriptionl contains the Azure key vaults shown in the following table.

MName Location Pricing tier Private endpoint
KeyVaultl West US Standard WVNET1/Subnetl
KeyVault2 Central US Premium None

VNET1/Subnetl,
KeyVault3 East US Premium VNET2/Subnetl,
VNET3/5ubnetl

Subscription1 contains a storage account named storagel in the West US Azure region.
Planned Changes and Requirements
Planned Changes

Fabrikam plans to implement the following changes:

Create two application security groups as shown in the following table.

Directory-
Name Type P Role Delegated to
Userl User Yes User None
. User Access Tenant Root

Adminl User No Administrator Group

Admin2 | User No Security MG1

administrator

Admin3 User No Contributor Subscriptionl
Admin4 User No Owner RG1

Groupl Group No Not applicable | None

Associate the network interface of VM1 to ASG1.

Deploy SecPoll by using Azure Security Center.

Deploy a third-party app named App1l. A version of App1l exists for all available operating systems.
Create a resource group named RG2.

Sync OU2 to Azure AD.

Add Userl to Groupl.

Technical Requirements

Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access SharePoint Online. Storagel must be encrypted by using customer-managed keys and automatic key rotation.
From Sentinell, you must ensure that the following notebooks can be launched:

- Entity Explorer — Account

- Entity Explorer — Windows Host

- Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

Appl must use a secure connection string stored in KeyVault1.

KeyVaultl traffic must NOT travel over the internet.
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QUESTION 1

DRAG DROP

You need to perform the planned changes for OU2 and Userl.

Which tools should you use? To answer, drag the appropriate tools to the correct resources. Each tool may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content. NOTE: Each correct selection is worth one point.

Select and Place:

Tools Answer Area
The Azure portal Ou2: Toaol
Azure AD Connect Userl: Tool

The Active Directory admin center
Active Directory Sites and Services
Active Directory Users and Computers

Correct Answer:

Tools Answer Area

OU2: Azure AD Connect
Userl:  The Azure portal
The Active Directory admin center
Active Directory Sites and Services

Active Directory Users and Computers

Section:
Explanation:

QUESTION 2
You need to meet the technical requirements for the finance department users.
Which CAPolicyl settings should you modify?

Cloud apps or actions
Conditions

Grant

Session

OO0 ®wp

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-session-lifetime
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QUESTION 3

HOTSPOT

You need to delegate the creation of RG2 and the management of permissions for RG1.

Which users can perform each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Create RG2: -

Admin3 only

AdminZ and Admin3 only

Admin3 and Admind only

Admin2, Admin3, and Admin4 only
Admini1, Admin2, Admin3, and Admind

Manage RG1 permissions: v

Admind only

Admin1 and Admind anly

Admin3 and Admin4 only

Admin1, Adming, and Admind only
Admin1, Adming, Admin3, and Admind

Answer Area:
Answer Area
Create RGZ2:

Admin3 onhy

Admin2 and Admin3 only

Admin3 and Admind only

Admin2, Admin3, and Admin4 only
Admin1, Adming2, Admin3, and Admind

Manage RG1 permissions: v
Admind only
Admin1 and Admind only
Admin3 and Admin4 only
Admin1, Adming, and Admind only
Admini, AdminZ, Admin3, and Admin4d

Section:

Explanation:

Box 1: Admin3 only

The Contributor role has the necessary write permissions to create the resource group.

Box 2: Admin4 only

You need Owner level access to be able to manage permissions. The Contributor role can do most things but cannot modify permissions on existing objects.

04 - Manage identity and access

QUESTION 1
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Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies. You discover that unauthorized users accessed both the file service and the
blob service.

You need to revoke all access to Sal.

Solution: You create a new stored access policy.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

Creating a new (additional) stored access policy with have no effect on the existing policy or the SAS’s linked to it. To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier.
Changing the signed identifier breaks the associations between any existing signatures and the stored access policy. Deleting or renaming the stored access policy immediately effects all of the shared access signatures
associated with it. References: https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

QUESTION 2

Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the planned authentication.

Solution: You deploy the On-premises data gateway to the on-premises network.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway. Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform
the following actions: Create Azure Virtual Network. Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver. Configure forwarding between the custom DNS server and your on-premises DNS server. References:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

QUESTION 3

Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have a hybrid configuration of Azure Active Directory (AzureAD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials. You need to configure the environment to support the planned authentication.

Solution: You create a site-to-site VPN between the virtual network and the on-premises network.

Does this meet the goal?
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A. Yes
B. No

Correct Answer: A

Section:

Explanation:

You can connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway. Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the
following actions: Create Azure Virtual Network. Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver. Configure forwarding between the custom DNS server and your on-premises DNS server. References:
https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

QUESTION 4

Your network contains an Active Directory forest named contoso.com. The forest contains a single domain. You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named
contoso.com. You plan to deploy Azure AD Connect and to integrate Active Directory and the Azure AD tenant.

You need to recommend an integration solution that meets the following requirements:

Ensures that password policies and user logon restrictions apply to user accounts that are synced to the tenant Minimizes the number of servers required for the solution. Which authentication method should you include in
the recommendation?

A. federated identity with Active Directory Federation Services (AD FS)
B. password hash synchronization with seamless single sign-on (SSO)
C. pass-through authentication with seamless single sign-on (SSO)

Correct Answer: B

Section:

Explanation:

Password hash synchronization requires the least effort regarding deployment, maintenance, and infrastructure. This'level of effortitypically applies to organizations that only need their users to sign in to Office 365, SaaS
apps, and other Azure AD-based resources. When turned on, password hash synchronization is part of the Azure AD Connect sync process and runs every two minutes. Incorrect Answers:

A: A federated authentication system relies on an external trusted system to authenticate users. Some companies want to reuse their existing federated system investment with their Azure AD hybrid identity solution. The
maintenance and management of the federated system falls outside the control of Azure AD. It's up to the organization by using the federated system to make sure it's deployed securely and can handle the authentication
load. C: For pass-through authentication, you need one or more (we recommend three) lightweight agents installed on existing servers. These agents must have access to your on-premises Active Directory Domain Services,
including your onpremises AD domain controllers. They need outbound access to the Internet and access to your domain controllers. For this reason, it's not supported to deploy the agents in a perimeter network. Pass-
through Authentication requires unconstrained network access to domain controllers. All network traffic is encrypted and limited to authentication requests. References: https://docs.microsoft.com/en-us/azure/active-
directory/hybrid/how-to-connect-pta

QUESTION 5

Your network contains an on-premises Active Directory domain named corp.contoso.com.

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. You sync all on-premises identities to Azure AD.

You need to prevent users who have a givenName attribute that starts with TEST from being synced to Azure AD. The solution must minimize administrative effort. What should you use?

Synchronization Rules Editor
Web Service Configuration Tool
the Azure AD Connect wizard

OO0 ®wp

Active Directory Users and Computers

Correct Answer: A

Section:

Explanation:

Use the Synchronization Rules Editor and write attribute-based filtering rule.

References: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync-change-the-configuration
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QUESTION 6

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the same Azure Active Directory (Azure AD) tenant.
You need to configure each subscription to have the same role assignments.

What should you use?

Azure Security Center

Azure Policy

Azure AD Privileged Identity Management (PIM)
Azure Blueprints

o0 ®p

Correct Answer: D

Section:

Explanation:

Just as a blueprint allows an engineer or an architect to sketch a project's design parameters, Azure Blueprints enables cloud architects and central information technology groups to define a repeatable set of Azure resources
that implements and adheres to an organization's standards, patterns, and requirements.

Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such as:
Role Assignments

Policy Assignments

Azure Resource Manager templates

Resource Groups

Reference:

https://docs.microsoft.com/en-us/azure/governance/blueprints/overview

QUESTION 7

You have an Azure subscription.

You create an Azure web app named Contoso1812 that uses an S1 App Service plan.

You plan to create a CNAME DNS record for www.contoso.com that points to Contoso1812.
You need to ensure that users can access Contoso1812 by using the https://www.contoso.com URL.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Turn on the system-assigned managed identity for Contoso1812.
Add a hostname to Contoso1812.

Scale out the App Service plan of Contoso1812.

Add a deployment slot to Contoso1812.

Scale up the App Service plan of Contoso1812.

Upload a PFX file to Contoso1812.

mm oo WP

Correct Answer: B, F

Section:

Explanation:

B: You can configure Azure DNS to host a custom domain for your web apps. For example, you can create an Azure web app and have your users access it using either www.contoso.com or contoso.com as a fully qualified domain
name (FQDN).

To do this, you have to create three records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

F: To use HTTPS, you need to upload a PFX file to the Azure Web App. The PFX file will contain the SSL certificate required for HTTPS.
References:
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https://docs.microsoft.com/en-us/azure/dns/dns-web-sites-custom-domain

QUESTION 8

Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure subscription named Sub1.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies. You discover that unauthorized users accessed both the file service and the
blob service.

You need to revoke all access to Sal.

Solution: You create a lock on Sal.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier. Changing the signed identifier breaks the associations between any existing signatures and the stored access policy.
Deleting or renaming the stored access policy immediately affects all of the shared access signatures associated with it. References:
https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

QUESTION 9

DRAG DROP

You are implementing conditional access policies.

You must evaluate the existing Azure Active Directory (Azure AD) risk events and risk levels to configure and implement the policies.
You need to identify the risk level of the following risk events:

Users with leaked credentials

Impossible travel to atypical locations

Sign ins from IP addresses with suspicious activity

Which level should you identify for each risk event? To answer, drag the appropriate levels to the correct risk events. Each level may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Levels Answer Area

r |

| High | | moossible traveligiatypical locations:

l Low | Users with leaked credentials: |

'Medium | Sign ins from IP addresses with suspicious activity: ' !
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Correct Answer:

Levels Answer Area
. Impossible travel to atypical locations: f Medium
Users with leaked credentials: High |
| Sign ins from IP addresses with suspicious activity: | | .,
Section:
Explanation:

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

Users with leaked credentials

Sign-ins from anonymous IP addresses

Impossible travel to atypical locations

Sign-ins from infected devices

Sign-ins from IP addresses with suspicious activity

Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks — High, Medium & Low:

Sign-in Activity Risk Level
Users with leaked credentials | High
Sign-ins from anonymous IP Medium
addresses
Impossible travel to atypical Medium
locations
Sign-ins from infected devices | Medium
Sign-ins from IP addresses with Low

suspicious activity

Sign-ins from unfamiliar locations Medium

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

QUESTION 10

HOTSPOT
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.
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Name Member of Mobile phone Multi-factor authentication

(MFA) status
User1 Group1 123 555 7890 | Disabled
User2 Group1, Group2 None Enabled
User3 Group1 123 555 7891 | Required

You create and enforce an Azure AD Identity Protection user risk policy that has the following settings:
Assignment: Include Group1, Exclude Group2

Conditions: Sign-in risk of Medium and above

Access: Allow access, Require password change

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No

If User1 signs in from an unfamiliar location, he must change his password. () O

If User2 signs in from an anonymous IP address, she must change her 3 )

password.
If User3 signs in from a computer containing malware that is communicating () Y P
with known bot servers, he must change his password. e
Answer Area:
Answer Area

Statements Yes No

If User1 signs in from an unfamiliar location, he must change his password. O

If User? signs in from an anonymous IP address, she must change her )
password.

Iif User3 signs in from a computer containing malware that is communicating ()
with known bot servers, he must change his password.

Section:
Explanation:
Box 1: Yes

Userl is member of Group1. Sign in from unfamiliar location is risk level Medium.
Box 2: Yes

User2 is member of Group1. Sign in from anonymous IP address is risk level Medium.
Box 3: No
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Sign-ins from IP addresses with suspicious activity is low.

Note:
Sign-in Activity L Risk Level
Users with leaked credentials | High
Sign-ins from anonymous IP Medium
addresses
Impossible travel to atypical Medium
locations
Sign-ins from infected devices Medium
Sign-ins from IP addresses with Low
suspicious activity
Sign-ins from unfamiliar locations Medium

Azure AD ldentity protection can detect six types of suspicious sign-in activities:

Users with leaked credentials

Sign-ins from anonymous IP addresses

Impossible travel to atypical locations

Sign-ins from infected devices

Sign-ins from IP addresses with suspicious activity

Sign-ins from unfamiliar locations

These six types of events are categorized in to 3 levels of risks — High, Medium & Low:

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/

QUESTION 11
DRAG DROP

You need to configure an access review. The review will be assigned to a new collection of reviews and reviewed by resource owners.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Create an access review program.

Set Reviewers to Selected users.

Create an access review audit. @

Create an access review control.

©

Set Reviewers to Group owners.

Set Reviewers to Members.

Correct Answer:

Actions Answer Area

Create an access revieW program. |

Set Reviewers to Selected users. Create an access review control. ‘

Create an access review audit. © Set Reviewers to Group owners. \)

Set Reviewers to Members.

Section:

Explanation:

Step 1: Create an access review program

Step 2: Create an access review control

Step 3: Set Reviewers to Group owners

In the Reviewers section, select either one or more people to review all the users in scope. Or you can select to have the members review their own access. If the resource is a group, you can ask the group owners to review.
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Reviewers

SrOuD Cramers o~

Group ewnery
Programs felected Uters
Lembers (sl

' ¥
References:

https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review
https://docs.microsoft.com/en-us/azure/active-directory/governance/manage-programs-controls

QUESTION 12
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.
Name Role Eign in frequency
User1 Password administrator | Sign in every work day
User2 Password administrator | Sign in bi-weekly
Global administrator, : "
Lses Password administrator Signe I svery imonth

You configure an access review named Review1 as shown in the following exhibit.

ACCess reviews enable reviewers 1o attest 1o usérs access

¥ Review name | Review
Description @&

2019-03-01 =
" End daty 2019-03-20 =
Users

Scope () Everyone

* Review role membership

Password administrator

Reviewers

Reviewers | Members(self) -

A Upon complaton settmgs

Fullvacslsal S

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
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NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
User3 can perform Review1 for v
User3 only
User1 and User2 only
User1, User2, and User3
If User?2 fails to complete Review1 by March 20, 2019 v

The Passwaord administratar role will be revoked from User?2
User2 will retain the Password administrator role
User3 will receive a confirmation request

Answer Area:

Answer Area

User3 can perform Review1 for v
User3 only l 2l = nmem
User1 and User2 only OIVIER
User1, User2, and User3

If User?2 fails to complete Review1 by March 20, 2019 v
The Password administrator role will be revoked from User2
User2 will retain the Passwaord administrator role
User3 will receive a confirmation request
Section:

Explanation:

Box 1: User3 only

Use the Members (self) option to have the users review their own role assignments.

Box 2: User3 will receive a confirmation request

Use the Should reviewer not respond list to specify what happens for users that are not reviewed by the reviewer within the review period. This setting does not impact users who have been reviewed by the reviewers
manually. If the final reviewer's decision is Deny, then the user's access will be removed.

No change - Leave user's access unchanged

Remove access - Remove user's access

Approve access - Approve user's access

Take recommendations - Take the system's recommendation on denying or approving the user's continued access

References:
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review

QUESTION 13
HOTSPOT

Your company has two offices in Seattle and New York. Each office connects to the Internet by using a NAT device. The offices use the IP addresses shown in the following table.

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://docs.microsoft.com/bs-latn-ba/azure/active-directory/privileged-identity-management/pim-how-to-start-security-review
https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

Location IP address space Public NAT segment
Seattle 10.10.0.0M186 190.15.1.0/24
New York 172.16.0.016 194.25.2.0/24
Name Muiti-factor authentication
(MFA) status
User1 Enabled
User2 Enforced

The company has an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.

The MFA service settings are configured as shown in the exhibit. (Click the Exhibit tab.)

;-f kip multi-factor ai

10.10.0.0116
194 252 .0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area
Yes No

If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 O 0O
must be authenticated by using a phone.
If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated O O
by using the Microsoft Authenticator app.
If User2 signs in to Azure from a device inthe New York office, User1 must be authenticated O
by using a phone '

Answer Area:
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Answer Area
Yes No

If User1 signs in to Azure from a device that uses an IP address of 134.18.14.10, User1 = O
must be authenticated by using a phone.

If User2 signs in to Azure from a device in the Seattle office, User2 must be authenticated O
by using the Microsoft Authenticator app.

If User2 signs in to Azure from a device in the New York office, User1 must be authenticated ' ®
by using a phone

Section:

Explanation:

Box 2: No

Use of Microsoft Authenticator is not required.

Note: Microsoft Authenticator is a multifactor app for mobile devices that generates time-based codes used during the Two-Step Verification process.
Box 3: No

The New York IP address subnet is included in the "skip multi-factor authentication for request.

References:

https://www.cayosoft.com/difference-enabling-enforcing-mfa/

QUESTION 14

HOTSPOT

You have an Azure Container Registry named Registry1.

You add role assignment for Registryl as shown in the following table.

User Role
User AcrPush
User2 | AcrPull

User3 | AcrimageSigner
Userd | Contributor

Which users can upload images to Registryl and download images from Registryl? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Upload images: v

User1 only

User1 and User4 only

User1, User3, and User4
‘User1, User2, User3, and User4

Download images: ‘ v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and Userd

Answer Area:

Answer Area

Upload images: v
User1 only
User1 and User4 only

User1, User3, and User4
User1, User2, User3, and User4

Download images: ‘ v
User2 only

User1 and User2 only

User2 ad User4 only

User1, User2, and User4

User1, User2, User3, and User4

Section:

Explanation:

Box 1: Userl and User4 only

Owner, Contributor and AcrPush can push images.
Box 2: Userl, User2, and User4
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All, except AcrlmagineSigner, can download/pull images.

Access Resource Create/delete r P‘u1h1 r Pull \ Delete image Change Sign
Role/Permission Manager registry image image data policies images
Crwner X X X X x X
Contributor X X X X X X
Readar X X
AcrPush X X
AcrPull X
AcrDelate u "
AcrimageSigner "

References:
https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles

QUESTION 15

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have a hybrid configuration of Azure Active Directory (Azure AD).
You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials.

You need to configure the environment to support the planned authentication.

Solution: You deploy Azure Active Directory Domain Services (Azure AD DS) to the Azure subscription.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver. Configure forwarding between the custom DNS server and your on-premises DNS server.
References:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

QUESTION 16

Your network contains an Active Directory forest named contoso.com. You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You plan to configure synchronization by using the Express Settings installation option in Azure AD Connect.

You need to identify which roles and groups are required to perform the planned configurations. The solution must use the principle of least privilege.
Which two roles and groups should you identify? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. the Domain Admins group in Active Directory
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the Security administrator role in Azure AD

the Global administrator role in Azure AD

the User administrator role in Azure AD

the Enterprise Admins group in Active Directory

mo O

Correct Answer: C, E

Section:

Explanation:

References:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

QUESTION 17

DRAG DROP

You create an Azure subscription with Azure AD Premium P2.

You need to ensure that you can use Azure Active Directory (Azure AD) Privileged Identity Management (PIM) to secure Azure roles.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

Discover privileged roles.

Sign up PIM for Azure AD roles.

Consent to PIM.

Discover resources.

Verify your identity by using multi-factor
authentication (MFA).

Correct Answer:
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Actions Answer Area

Discover privileged roles. H Consent to PIM.

Verify your identity by using multi-factor
authentication (MFA).

Sign up PIM for Azure AD roles.

Discover resources.

Section:
Explanation:

dumps
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Step: 2 Verify your identity by using multi-factor authentication (MFA)

Click Verify my identity to verify your identity with Azure MF

You'll be asked to pick an account.

Step 3: Sign up PIM for Azure AD roles

Once you have enabled PIM for your directory, you'll need to sign up PIM to manage Azure AD roles.

QUESTION 18

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a hybrid configuration of Azure Active Directory (Azure AD).

You have an Azure HDInsight cluster on a virtual network.

You plan to allow users to authenticate to the cluster by using their on-premises Active Directory credentials.

You need to configure the environment to support the planned authentication.

Solution: You deploy an Azure AD Application Proxy.

Does this meet the goal?

A. Yes
B. No
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Correct Answer: B

Section:

Explanation:

Instead, you connect HDInsight to your on-premises network by using Azure Virtual Networks and a VPN gateway.

Note: To allow HDInsight and resources in the joined network to communicate by name, you must perform the following actions:

Create Azure Virtual Network.

Create a custom DNS server in the Azure Virtual Network.

Configure the virtual network to use the custom DNS server instead of the default Azure Recursive Resolver. Configure forwarding between the custom DNS server and your on-premises DNS server.
Reference:

https://docs.microsoft.com/en-us/azure/hdinsight/connect-on-premises-network

QUESTION 19

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies.
You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sal.

Solution: You regenerate the Azure storage account access keys.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section:

Explanation:

Generating new storage account keys will invalidate all SAS’s that were based on the previous keys.

QUESTION 20
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

Mame | Member of Multi-factor authentication (MFA)

status
Userl None Disabled
User2 Groupl Disabled
user3 Groupl Enforced

Azure AD Privileged Identity Management (PIM) is enabled for the tenant.

In PIM, the Password Administrator role has the following settings:

Maximum activation duration (hours): 2

Send email notifying admins of activation: Disable

Require incident/request ticket number during activation: Disable

Require Azure Multi-Factor Authentication for activation: Enable

Require approval to activate this role: Enable

Selected approver: Groupl

You assign users the Password Administrator role as shown in the following table.
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Name Assignment type
Userl Active
User2 Eligible
user3 Eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area Yes No
When User1 signs in, the user is assigned the Password Administrator role
. O |0
automatically.
User2 can request to activate the Password Administrator role. O O
If User3 wants to activated the Password Administrator role, the user can O 0O
approve their own request.
Answer Area:
Answer Area Yes No
When Userl signs in, the user is assigned the Password Administrator role ~ '
automatically.
User2 can request to activate the Password Administrator role. Q | O
If User3 wants to activated the Password Administrator role, the user can O
approve their own request.
Section:
Explanation:
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Box 1: Yes
Active assignments don't require the member to perform any action to use the role. Members assigned as active have the privileges assigned to the role at all times.

Box 2: Yes

While Multi-Factor Authentication is disabled for User2 and the setting Require Azure Multi-Factor Authentication for activation is enabled, User2 can request the role but will need to enable MFA to use the role.

Note: Eligible assignments require the member of the role to perform an action to use the role. Actions might include performing a multi-factor authentication (MFA) check, providing a business justification, or requesting
approval from designated approvers.

Box 3: No

User3 is Groupl, which is a Selected Approver Group, however, self-approval is not allowed and someone else from group is required to approve the request.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles

QUESTION 21

You have a hybrid configuration of Azure Active Directory (Azure AD) that has Single Sign-On (SSO) enabled. You have an Azure SQL Database instance that is configured to support Azure AD authentication.
Database developers must connect to the database instance from the domain joined device and authenticate by using their on-premises Active Directory account.

You need to ensure that developers can connect to the instance by using Microsoft SQL Server Management Studio. The solution must minimize authentication prompts.

Which authentication method should you recommend?

Active Directory - Password

Active Directory - Universal with MFA support
SQL Server Authentication

Active Directory - Integrated

OO0 ®

Correct Answer: D

Section:

Explanation:

Active Directory - Integrated

Azure Active Directory Authentication is a mechanism of connecting to Microsoft Azure SQL Database by using identities in Azure Active Directory (Azure AD). Use this method for connecting to SQL Database if you are logged

in to Windows using your Azure Active Directory credentials from a federated domain.

Reference:
https://docs.microsoft.com/en-us/sql/ssms/f1-help/connect-to-server-database-engine?view=sql-server-2017 https://docs.microsoft.com/en-us/azure/sql-database/sql-database-aad-authentication-configure

QUESTION 22
You plan to use Azure Resource Manager templates to perform multiple deployments of identically configured Azure virtual machines. The password for the administrator account of each deployment is stored as a secret in

different Azure key vaults.
You need to identify a method to dynamically construct a resource ID that will designate the key vault containing the appropriate secret during each deployment. The name of the key vault and the name of the secret will be

provided as inline parameters.
What should you use to construct the resource ID?

a key vault access policy
a linked template
a parameters file

o 0N >

an automation account

Correct Answer: C

Section:

Explanation:

You reference the key vault in the parameter file, not the template. The following image shows how the parameter file references the secret and passes that value to the template.
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Azure

template parameter file Key Vault
==
-
' passes { } references
secret secret
Reference:

https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-manager-keyvault-parameter

QUESTION 23

HOTSPOT

You create a new Azure subscription that is associated to a new Azure Active Directory (Azure AD) tenant.

You create one active conditional access policy named Portal Policy. Portal Policy is used to provide access to the Microsoft Azure Management cloud app.
The Conditions settings for Portal Policy are configured as shown in the Conditions exhibit. (Click the Conditions tab.)

Portal Policy

Conditional access policy

[rli] Delete
Control user access based on conditional Control user access based on signals from Control user access based on their physical
access policy to bring signals together, to conditions like risk, device platform, location, location. Learn more
make decisions, and enforce organizational client apps, or device state. Learn more

R Configure (O
policies. Learn mare # 9 3 ©

Yes .l.\lo
o User risk () S
- Mot configured
Portal Policy o Ex
. Sign-in risk (D S um ps
Assignments ot codfigsed (O Any location
Usess ahd grouns. @ O All trusted locations
All users ’ Device platiomms 19 S (@) Selected locations
Mot configured
Cloud apps or actions (0 S
3 Select
1 app included Lo=ations §CX > Contoso ?
1 included o
Conditions ()
b - ; Contoso
1 condition selected e >
Mot configured
Access controls Device state (Preview) (O 5
Grant @O N Not configured
1 control selected
Session (1) 3

0 controls selected

The Grant settings for Portal Policy are configured as shown in the Grant exhibit. (Click the Grant tab.)
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> sk201104outlook (Default Directory) ©  Grant X

Portal Policy

Conditional access policy Control user access enforcement to block or

grant access. Learn more

Delete
O Block access

Control user access bas.ed on conditional @ Grant access
access policy to bring signals together, to
make decisions, and enforce organizational

policies. Learn more E Require multi-factor authentication ()

Name * :] Require device to be marked as
compliant ®

Portal Policy

Require Hybrid Azure AD joined

Assignments device ®
U d . .
o © ) Dot e @I M PS
All users See list of approved cliefit ap
Cloud apps or actions > Require app protection policy

1 app included (preview) ®
See list of policy protected client apps

Conditions ()

1 condition selected ? D Require password change (Preview) ©®
Access controls For multiple controls
DD b (®) Require all the selected controls
1 control selected _
(O Require one of the selected controls
Session (O
>

0 controls selected

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Hot Area:

Answer area
Statements Yes No

Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

Users from the Contoso named location must use multi-factor O O
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contoso named location must use multi-factor O O
authentication (MFA) to access the Azure portal.

Answer Area:

Answer area
Statements Yes

Q @

Users from the Contoso named location must use multi-factor
authentication (MFA) to access the Azure portal.

Nl
=

Users from the Contoso named location must use multi-factor O 1
authentication (MFA) to access the web services hosted in the Azure
subscription.

Users external to the Contoso named location must use multi-factor O
authentication (MFA) to access the Azure portal.

Section:

Explanation:

Box 1: Yes

The Contoso location is included in the policy and MFA is required.

Box 2: No

The policy applies to the Azure portal and Azure management endpoints. The policy does not apply to web services host in Azure.
Box 3: No

The policy applies only to users in the Contoso location. The policy does not apply to users external to the Contoso location.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

QUESTION 24

You have an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com.
An administrator named Admin1 has access to the following identities:

An OpenlD-enabled user account

A Hotmail account
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An account in contoso.com

An account in an Azure AD tenant named fabrikam.com

You plan to use Azure Account Center to transfer the ownership of Sub1 to Admin1.
To which accounts can you transfer the ownership of Sub1?

contoso.com only
contoso.com, fabrikam.com, and Hotmail only
contoso.com and fabrikam.com only

OO0 ®

contoso.com, fabrikam.com, Hotmail, and OpenlID-enabled user account

Correct Answer: C

Section:

Explanation:

When you transfer billing ownership of your subscription to an account in another Azure AD tenant, you can move the subscription to the new account's tenant. If you do so, all users, groups, or service principals who had
role based access (RBAC) to manage subscriptions and its resources lose their access. Only the user in the new account who accepts your transfer request will have access to manage the resources.

Reference:

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer

https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#ttransferring-subscription-to-an-account-in-another-azure-ad-tenant

QUESTION 25
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Name Member of Multi-factor authentication (MFA) status
Userl Groupl, Group2 Disabled
User2 Group?2 Disabled
The tenant contains the named locations shown in the following table.
Name IP address range | Trusted location
Seattle 193.77.10.0/24 Yes
Boston 154.12.18.0/24 Mo
You create the conditional access policies for a cloud app named App1l as shown in the following table.
Name Include Exclude Condition Grant
Paolicyl Groupl Group? Locations: Boston Block access
Policy2 Groupl None Locations: Any location | Grant access, Require
multi-factor authentication
| Palicy3 Group’? Groupl Locations: Boston Bock access
Policyd User? None Locations: Any location | Grant access, Require
multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
Statements Yes No

User1 can access App1from an IP address of 154.12.18.10. () ()

User2 can access App1 from an IP address of 193.77.10.15. ()

O

User2 can access App1 from an IPaddress of 154.12.18.34. ()

O

Answer Area:
Answer Area
Statements Yes No
User1 can access App1from an IP address of 154.12.18.10. ()
User2 can access App1from an IP address of 193.77.10.15. (1 ()
a |
LR
User2 can access App1from an IPaddress of 154.12.18.34. () W
Section:
Explanation:
QUESTION 26
HOTSPOT
You have an Azure subscription named Sub 1 that is associated to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.
Name Role
Userl Global administrator
User2 Security administrator
User3 Security reader
Userd License administrator

Each user is assigned an Azure AD Premium P2 license.

You plan to onboard and configure Azure AD Identity Protection.

Which users can onboard Azure AD ldentity Protection, remediate users, and configure policies? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Users who can onboard Azure AD Identity Protection: v
User1 only

Userl and User2 only

User1,User2, and User3 only
User1,User2, User3, and User4 only

Users who can remediate users and configure policies: v
Userl and User2 only

Userl and User3 only

User1, User2, and User3 nnly

User1, User2, User3, and User4

Answer Area:

Answer Area

Users who can onboard Azure AD Identity Protection: q_umpg
User1 only

User1 and User2 only
Userl,User2, and User3only
Userl,User2, User3, and User4 only

Users who can remediate users and configure policies: v
Userl and User2 only |
Userl and User3 only

User1, User2, and User3 only

Userl1, User2, User3, and User4

Section:
Explanation:

QUESTION 27

HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
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From Azure AD Privileged Identity Management (PIM), you configure the settings for the Security Administrator role as shown in the following exhibit.

Name Member of
User1 Group1
User2 Group2
User3 Group1, Group2
Settings
Assignment

Allow permanent eligible assignment
Expire eligible assignments after
| 3 Months v |

A.Iuwpermmacﬁveaﬁigmnt

Expire active assignments after
| 1 Month v

[ ] Require Azure Multi-Factor Authentication on active assignment

Require justification on active assignment

Activation

Activation maximum duration (hours)

O X

dumps

U () A S A e | S5 |

[ ] rRequire Azure Multi-Factor Authentication on activation
[ ] rRequire justification on activation

[ ] rRequire ticket information on activation

[ ] require approval to activate

Neo member or group selected

From PIM, you assign the Security Administrator role to the following groups:
Groupl: Active assignment type, permanently assigned
Group2: Eligible assignment type, permanently eligible

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No
User1 can only activate the Security Administrator role in O O
five hours.
If User2 activates the Security Administrator role, the user O e

will be assigned the role immediately.

User3 can activate the Security Administrator role. O O

Answer Area:
Answer Area

Statements Yes No

User1 can only activate the Security Administrator role in O
five hours.

If User2 activates the Security Administrator role, the user O
will be assigned the role immediately. -

User3 can activate the Security Administrator role. O
Section:
Explanation:
Box 1: No
Userl is a member of Groupl. Group1: Active assignment type, permanently assigned
Box 2: Yes

Active Type: A role assignment that doesn't require a user to perform any action to use the role. Users assigned as active have the privileges assigned to the role
Box 3: No

User3 is member of Groupl and Group2.
Groupl: Active assignment type, permanently assigned
Group?2: Eligible assignment type, permanently eligible
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Reference:

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure https://docs.microsoft.com/bs-cyrl-ba/azure/active-directory/privileged-identity-management/pim-resource-roles-configure-
role-settings

QUESTION 28
HOTSPOT
Your company has an Azure subscription named Subscription1 that contains the users shown in the following table.
MName Role
User1 Global administrator
User2 Billing administrator
User3 Owner
Userd Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscription1.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

User: v
User1
User2
User3
User4

Tool: ' v
Azure Account Center
Azure Cloud Shell

Azure PowerShell
Azure Security Center

Answer Area:
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Answer Area

User: v

User1
User?
User3
User4

Tool: v
Azure Account Center
Azure Cloud Shell

Azure PowerShell
Azure Security Center

Section:

Explanation:

Box 1; User2

Billing Administrator

Select Transfer billing ownership for the subscription that you want to transfer.

Enter the email address of a user who's a billing administrator of the account that will be the new owner for the subscription.
Box 2: Azure Account Center

Azure Account Center can be used.

Reference:
https://docs.microsoft.com/en-us/azure/billing/billing-subscription-transfer#transfer-billing-ownership-of-an-azure-subscription

QUESTION 29

SIMULATION

The developers at your company plan to create a web app named App10598168 and to publish the app to https://www.contoso.com.
You need to perform the following tasks:

Ensure that App10598168 is registered to Azure Active Directory (Azure AD).

Generate a password for App10598168.

To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

Step 1: Register the Application

1. Sign in to your Azure Account through the Azure portal.
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2. Select Azure Active Directory.
3. Select App registrations.
4. Select New registration.

5. Name the application App10598168 . Select a supported account type, which determines who can use the application. Under Redirect URI, select Web for the type of application you want to create. Enter the URI: https://
www.contoso.com , where the access token is sent to.

Dashboard > Microsoft - App registrations > Register an application

Register an application
A\ f you are building an application for external users that will be distributed by Microsoft, you must register as a
first party application to meet all security, privacy, and compliance policies. Read our decision guide [/

* Name

The user-facing display name for this application (this can be changed later).

example-app W

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (Microsoft)

'1'.,::' Accounts in any organizational directory d u m ps

() Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox, Outlook.com)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Web e https://contoso.org/exampléapp W

By proceeding, you agree to the Microsoft Platform Policies [

6. Click Register

Step 2: Create a new application secret

If you choose not to use a certificate, you can create a new application secret.
7 Select Certificates & secrets.
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8. Select Client secrets -> New client secret.

9. Provide a description of the secret, and a duration. When done, select Add.

After saving the client secret, the value of the client secret is displayed. Copy this value because you aren't able to retrieve the key later. You provide the key value with the application ID to sign in as the application. Store the key value where
your application can retrieve it.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

QUESTION 30

SIMULATION

You need to create a new Azure Active Directory (Azure AD) directory named 11641655.onmicrosoft.com and a user named Userl in the new directory. The solution must ensure that Userl is enabled for Azure Multi-Factor
Authentication

(MFA).

To complete this task, sign in to the Azure portal.

A

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

Step 1: Create an Azure Active Directory tenant

1. Browse to the Azure portal and sign in with an account that has an Azure subscription.
2. Select the plus icon (+) and search for Azure Active Directory.

MARKETPLALCE

Compute

3. Select Azure Active Directory in the search results.

| ! Azure Active Directory

Results
MAME % PUBLISHER

m Azure Active Directory [I ! Micrasoft

4, Select Create.
5. Provide an Organization name and an Initial domain name (10598168). Then select Create. Your directory is created.
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Create directory

w iy

-,_,rga"-:e.t on name @

Contoso Direct

* |nitial domain name @

contosodirect

contosodirect.onmicrosoft.com
Country or region @

United States W

Directory creation will take about
one minute.

6. After directory creation is complete, select the information box to manage your new directory.
Next, you're going to add tenant users.

Step 2: Create an Azure Active Directory tenant user

7. In the Azure portal, make sure you are on the Azure Active Directory fly out.

contoso direct

contoso direct

© Overview
Quick start
MAMAGE

i -
8. Under Manage, select Users.

O Overview

@

1 Getting started

Manage

L}
m  Users

g Groups
B2 Organizational relationships

s Roles and administrators
9. Select All users and then select + New user.
10. Provide a Name and User name (userl) for the regular user tenant You can also show the temporary password. When you're done, select Create.
Name: userl
User name: userl@11641655.onmicrosoft.com
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* Name @

| PEl Embed

* User name @

pbiembed@contosodirect.onmicrosoft.com

Profils ©

Mot configured

Properties @

Default

Groups @

0 groups selected

User

Password

Directory role e

Show Password

Reference:

https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

QUESTION 31
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Member of Multi-factor authentication (MFA) status
Userl Group1, Group?2 | Enabled
User2 Group1 Disabled
Userd Group1 Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:
Assignments: Include Group1, exclude Group2

Conditions: Sign-in risk level: Medium and above

Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.
What should you identify for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

When User1 signs in from an anonymous IP address, | v
the user will:

Beblocked

Be prompted for MFA

‘Sign in by using a username and password only
When User2 signs in from an unfamiliar location, | I v
the user will: Be blocked

BepromptedforMFA

Sign in by using a username and password only
When User3 signs in from an infected device, | I v
the user will: Be block

Be prompted Q D
Sign in by using a username and password only

Answer Area:
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Answer Area

When User1 signs in from an anonymous IP address,
the user will:

v

Be blocked
Be prompted for MFA
Sign in by using a username and password only

When User2 signs in from an unfamiliar location, ‘ v
the user will: [Be blocked

Be prompted for MFA

Sign in by using a username and password only

When User3 signs in from an infected device, \ v

the user will: [Be blockedy
Be promptediofl WK ) 1) S
Sign in by using a username and password only

Section:

Explanation:

References:
http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-policies/
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

QUESTION 32
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.
Name Multi-factor authentication (MFA) status
Userl Disabled
User2 Disabled
User3 Enforced

In Azure AD Privileged Identity Management (PIM), the Role settings for the Contributor role are configured as shown in the exhibit. (Click the Exhibit tab.)
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Role settings O X

Aszignment
D Allow permanent eligible assignment

Expire eligible assignments after
3 Months b

Allow permanent actrve assignment

Expare actrve assignments after
1 Manth i

v Require Multi-Factor Authentication on active assignment
| Require justification on active assignment

Activation

Actrvation maxamum duration (hours)
-----0--------------- B

v Require Multi-Factor Authenticabion on activation
[« Require justification on activation

Require ticket information on activation

: Reguire approval to actrvate

dumps

No member or group selected

You assign users the Contributor role on May 1, 2019 as shown in the following table.

MName Assignment type
User Eligible
User2 Active
User3 Active

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No
On May 15, 2019, User1 can activate the Contributor role. O
On May 15, 2019, User2 can use the Contributor role. O O
On June 15, 2019, User3 can activate the Contributor role. O
Answer Area:
Answer Area
Statements Yes No
On May 15, 2019, User1 can activate the Contributor role. O
On May 15, 2019, User2 can use the Contributor role. £
On June 15, 2019, User3 can activate the Contributor role. O
Section:
vererencos.

https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-assign-roles
QUESTION 33

HOTSPOT
You work at a company named Contoso, Ltd. that has the offices shown in the following table.
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Name IP address space
Boston 180.15.10.0/24
Seattle 132.32.15.0/24

Contoso has an Azure Active Directory (Azure AD) tenant named contoso.com. All contoso.com users have Azure Multi-Factor Authentication (MFA) enabled. The tenant contains the users shown in the following table.

Name User device Last sign-in During last sign-in, user selected
Don't ask again for 14 days

Userl Devicel June 1 Yes
User2 Device2 June 3 No

The multi-factor settings for contoso.com are configured as shown in the following exhibit.
multi-factor authentication

users  service settings

app passowrds (ieam more)

@ Allow users to create app paswords to sign in to non-browser apps
Do not allow users to create app passwords 1o sign in to non-browser apps

trusted ips (leam more)

| Skip multi-factor authentication for requests from federated users on my intranet

Skip multi-factor authentication for requests from following range of IP address subnets

dumps

verification options fearn mare)

Methods available to users:
call to phone
Text message to phone
Motification through mobile app
Verification code from mobile app or hardware token

remember multi-factor authentication earn more)

Allow users to remember multi-factor authentication on devices they trust
Days before a device must re-authenticate (1-60): | 14

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Hot Area:
Answer Area

Statements Yes No

When User1l signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. O O

When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O O

When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O O

Answer Area:

Answer Area

Statements Yes No
When Userl signs in to Devicel from the Seattle office
on June 10, the user will be prompted for MFA. _Q’ ™4
When User2 signs in to Device2 from the Boston office
on June 5, the user will be prompted for MFA. O
When Userl signs in to to a new device from the Seattle
office on June 7, the user will be prompted for MFA. O
Section:
Explanation:
QUESTION 34

You have an Azure subscription.

You configure the subscription to use a different Azure Active Directory (Azure AD) tenant.
What are two possible effects of the change? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

Role assignments at the subscription level are lost.
Virtual machine managed identities are lost.
Virtual machine disk snapshots are lost.

o0 ® >

Existing Azure resources are deleted.

Correct Answer: A, B
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Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-how-subscriptions-associated-directory

QUESTION 35

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have an Azure Subscription named Sub1.

You have an Azure Storage account named Sal in a resource group named RG1.

Users and applications access the blob service and the file service in Sal by using several shared access signatures (SASs) and stored access policies.
You discover that unauthorized users accessed both the file service and the blob service.

You need to revoke all access to Sal.

Solution: You generate new SASs.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

Instead you should create a new stored access policy.

To revoke a stored access policy, you can either delete it, or rename it by changing the signed identifier,Changingithe:signediidentifier,breaks the associations between any existing signatures and the stored access policy.
Deleting or renaming the stored access policy immediately affects all of the shared access signatures associated with it.

References:

https://docs.microsoft.com/en-us/rest/api/storageservices/Establishing-a-Stored-Access-Policy

QUESTION 36

You have an Azure subscription that contains virtual machines.

You enable just in time (JIT) VM access to all the virtual machines.
You need to connect to a virtual machine by using Remote Desktop.
What should you do first?

From Azure Directory (Azure AD) Privileged Identity Management (PIM), activate the Security administrator user role.
From Azure Active Directory (Azure AD) Privileged Identity Management (PIM), activate the Owner role for the virtual machine.

From the Azure portal, select the virtual machine, select Connect, and then select Request access.

OO0 w®

From the Azure portal, select the virtual machine and add the Network Watcher Agent virtual machine extension.

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/connect-logon

QUESTION 37

HOTSPOT
Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant. The tenant contains the users shown in the following table.
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Name Source

Userl Azure AD

User2 Azure AD

User3 On-premises Active Directory

The tenant contains the groups shown in the following table.

Name Members

Groupl Userl, User2, User3

Group2 User2

You configure a multi-factor authentication (MFA) registration policy that has the following settings:
Assignments:

- Include: Group1l

- Exclude Group2

Controls: Require Azure MFA registration

Enforce Policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Statements
Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

User2 must configure MFA during the user’s next Azure AD
authentication.

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication.

Answer Area:
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Answer Area
Statements Yes No

Userl will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O

User2 must configure MFA during the user’s next Azure AD
authentication. O

User3 will be prompted to configure MFA registration during
the user’s next Azure AD authentication. O

Section:
Explanation:

QUESTION 38

SIMULATION

The developers at your company plan to publish an app named App11641655 to Azure.

You need to ensure that the app is registered to Azure Active Directory (Azure AD). The registration must use the sign-on URLs of https://app.contoso.com.
To complete this task, sign in to the Azure portal and modify the Azure resources.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

Step 1: Register the Application

1. Sign in to your Azure Account through the Azure portal.
2. Select Azure Active Directory.

3. Select App registrations.

4. Select New registration.

5. Name the application App11641655. Select a supported account type, which determines who can use the application. Under Redirect URI, select Web for the type of application you want to create. Enter the URI:
https://app.contoso.com , where the access token is sent to.
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Dashboard > Microsoft - App registrations > Register an application

Register an application

A\ fyou are building an application for external users that will be distributed by Microsoft, you must register as a
first party application to meet all security, privacy, and compliance policies. Read our decision guide [

* Name

The user-facing display name for this application (this can be changed later).

example-app W

Supported account types

Who can use this application or access this API?

Ifi“l- Accounts in this organizational directory only (Microsoft)

'l:* Accounts in any organizational directory
(L) Accounts in any organizational directory and personal Microsoft accounts (e.g. Skype, Xbox Outlik.cum|

mps

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value 1s required for most authentication scenanos.

Web vl https://contoso.org/exampleapp I v

By proceeding, you agree to the Microsoft Platform Policies [

6. Click Register
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal

QUESTION 39
You have an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
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The User administrator role is assigned to a user named Admin1.

An external partner has a Microsoft account that uses the userl@outlook.com sign in.

Admin1 attempts to invite the external partner to sign in to the Azure AD tenant and receives the following error message: “Unable to invite user userl @outlook.com Generic authorization exception.”
You need to ensure that Adminl can invite the external partner to sign in to the Azure AD tenant.

What should you do?

From the Roles and administrators blade, assign the Security administrator role to Admin1.
From the Organizational relationships blade, add an identity provider.
From the Custom domain names blade, add a custom domain.

o 0N >

From the Users blade, modify the External collaboration settings.

Correct Answer: D
Section:

QUESTION 40
You have an Azure Active Directory (Azure AD) tenant.
You have the deleted objects shown in the following table.

Name Type Deleted on
Group1 Security group April 5, 2020
Group?2 Office 365 group April 5, 2020
Usert User March 25, 2020
User2 User Apnl 30, 2020

On May 4, 2020, you attempt to restore the deleted objects by using the Azure Active Directory admin center.
Which two objects can you restore? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

Groupl
Group2
User2
Userl

OO0 >

Correct Answer: B, C

Section:

Explanation:

Deleted users and deleted Office 365 groups are available for restore for 30 days.

You cannot restore a deleted security group.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-restore-deleted

QUESTION 41
HOTSPOT
You have an Azure subscription named Subscription1 that contains the resources shown in the following table.

Same Type In resource group
ggf g;ggéz%cc?"‘ 361-boet- Subscription ID Not applicable
RG1 Resource group Not applicable
VM1 Virtual machine RG1
VNET1 Virtual network RG1
storage Storage account RG1
Useri User account Not applicable
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You create an Azure role by using the following JSON file.

{
“properties”:{
“roleName”: “Rolel”,
“description”: ““,
“assignableScopes”: [

“/subscriptions/8372£433-2dcd-4361-b5ef-5b188£fed87d40",

“/subscriptions/8372£f433-2dcd-4361-b5ef-5b188fed87d0/resourceGroups/RG1"”
1,

“permissions”: [
{
“wactions”: [
“"Microsoft.Compute/*”
1.
“notActions®: [].
“datadctions”: []1,
“notDataActions”: []

}

You assign Rolel to Userl for RG1.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

dumps

Answer Area
Statements Yes No
User1 can create a new virtual machine in RG1. o] |©
User1 can modify the properties of storage1. o |10
User1 can attach the network interface of VM1 to VNET1. 0| [O]
Answer Area:
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Answer Area

Statements Yes No
User1 can create a new virtual machine in RG1. % O
User1 can modify the properties of storage1. Q
User1 can attach the network interface of VM1 to VNET1. O
Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-rolesttcompute

QUESTION 42

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains a user named User1.

You plan to publish several apps in the tenant.

You need to ensure that Userl can grant admin consent for the published apps.

Which two possible user roles can you assign to User1 to achieve this goal? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

Security administrator

Cloud application administrator
Application administrator

User administrator

m o 0w >

Application developer

Correct Answer: B, C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/grant-admin-consent

QUESTION 43

You have an Azure subscription that is associated with an Azure Active Directory (Azure AD) tenant.
When a developer attempts to register an app named App1l in the tenant, the developer receives the error message shown in the following exhibit.
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You do not have access X

Access denied
You do not have access

You don’t have permission to register applications in the sk200510outlook (Default
Directory) directory. To request access, contact your administrator.

Summary E

Session ID Resource ID
f8e55e67d10141b4bf0c7ac5115b3be? Mot available
Extension Content
Microsoft_AAD_RegisteredApps CreateApplication8lade
Error code

403

You need to ensure that the developer can register App1 in the tenant.
What should you do for the tenant?

Modify the Directory properties.

Set Enable Security defaults to Yes.

Configure the Consent and permissions settings for enterprise applications.
Modify the User settings.

OO0 >

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added
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QUESTION 44
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant and a user named User1.
The App registrations settings for the tenant are configured as shown in the following exhibit.

App registrations

G Mo

You plan to deploy an app named App1.
You need to ensure that Userl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to User1?

App Configuration Data Owner for the subscription
Managed Application Contributor for the subscription
Cloud application administrator in Azure AD

o 0N >

Application developer in Azure AD

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-by-task

QUESTION 45
You have the Azure virtual machines shown in the following table.
Name Location Connected to
VM West US 2 VNET1/Subnet1
VM2 West US 2 VINET1/Subnet1
VM3 West US 2 VNET1/Subnet2
V4 East US VINET2/Subnet3
VM5 West US 2 VIMNETS/Subnets

Each virtual machine has a single network interface.

You add the network interface of VM1 to an application security group named ASG1.

You need to identify the network interfaces of which virtual machines you can add to ASG1.
What should you identify?

VM2 only

VM2 and VM3 only

VM2, VM3, VM4, and VM5
VM2, VM3, and VM5 only

o0 ® >

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/application-security-groups

QUESTION 46

SIMULATION

You need to create a new Azure Active Directory (Azure AD) directory named 10317806.onmicrosoft.com. The new directory must contain a user named user10317806 who is configured to sign in by using Azure Multi-Factor
Authentication (MFA).
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A

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

To create a new Azure AD tenant:

1. Browse to the Azure portal and sign in with an account that has an Azure subscription.
2. Select the plus icon (+) and search for Azure Active Directory.

I ' Azure Active Directory

MARKETPLACE

Compute

3. Select Azure Active Directory in the search results.

| w Azurs Actrve Directory

Results

MAME e PUBLISHER

5 ; = )
lm Arure Actrve Directory Microsoft

4. Select Create.
5. Provide an Organization name (10317806) and an Initial domain name (10317806). Then select Create. This will create the directory named 10317806.onmicrosoft.com.

Create directory 0 X

* Organization name @

Contoso Direct

* |nitial domain name @

| contosodirect

contosodirect.onmicrosoft.com
=

Country or region @

United States W

Directory creation will take about
one minute,

6. After directory creation is complete, select the information box to manage your new directory.
To create the user:
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. In the Azure portal, make sure you are on the Azure Active Directory fly out.

contoso direct

contoso direct

D Overview

Chuick start

MAMAGE

L] -
If not, select the Azure Active Directory icon from the left services navigation.

B storage accounts

Virtual networks

& Azure Active Directo..

. Maonitor

2. Under Manage, select Users.
¢ Overview

t; Getting started

Manage

L

Users

Groups
B2 Organizational relationships

Roles and administrators
3. Select All users and then select + New user.
4. Provide a Name and User name (user10317806) for the user. When you're done, select Create.
To enable MFA:
1. In the Azure portal, make sure you are on the Azure Active Directory fly out.

contoso direct

contoso direct

imare Active Directory

D Overview

Chuick start

MAMAGE

L] -
If not, select the Azure Active Directory icon from the left services navigation.
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B storage accounts
7 Virtual networks

@ Azure Active Directo..

. Maonitor

2. Under Manage, select Users.
U Overview

Getting started

Manage

Users

s Groups
B2 Organizational relationships

Roles and administrators
3. Click on the Multi-Factor Authentication link.
4. Tick the checkbox next to the user’s name and click the Enable link.
Reference:
https://docs.microsoft.com/en-us/power-bi/developer/create-an-azure-active-directory-tenant

QUESTION 47

You have an Azure subscription named Subcription1 that contains an Azure Active Directory (Azure AD) tenant named contoso.com.and a resource group named RG1.
You create a custom role named Rolel for contoso.com.

Where you can use Rolel for permission delegation?

contoso.com only
contoso.com and RG1 only
contoso.com and Subscription1 only

o0 ® >

contoso.com, RG1, and Subscription1

Correct Answer: D
Section:

QUESTION 48

You have an Azure subscription.

You enable Azure Active Directory (Azure AD) Privileged Identity Management (PIM).
Your company’s security policy for administrator accounts has the following conditions:
The accounts must use multi-factor authentication (MFA).

The accounts must use 20-character complex passwords.

The passwords must be changed every 180 days.

The accounts must be managed by using PIM.

You receive multiple alerts about administrators who have not changed their password during the last 90 days.
You need to minimize the number of generated alerts.

Which PIM alert should you modify?

A. Roles are being assigned outside of Privileged Identity Management
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B. Roles don't require multi-factor authentication for activation
C. Administrators aren't using their privileged roles
D. Potential stale accounts in a privileged role

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-how-to-configure-security-alerts?tabs=new

QUESTION 49
Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD). Azure AD Connect is installed on a domain member server named Serverl.
You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options. The solution must use the principle of least privilege. Which Azure AD role should you assign to the

domain administrator?

A. Security administrator
B. Global administrator
C. User administrator

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions

QUESTION 50
You have an Azure subscription that contains the users shown in the following table.
Multi-factor
Name Subscription role nr:;:mrlﬂt:f_;ﬂy authentication
(MFA) status

Authentication
Usert Owner administrator Enabled

User? None Global administrator Enforced
User3 None Global administrator Disabled

Which users can enable Azure AD Privileged Identity Management (PIM)?

User2 and User3 only
Userl and User2 only
User2 only

o0 ®p»

Userl only

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-deployment-plan

QUESTION 51

You have an Azure subscription.
You plan to create a custom role-based access control (RBAC) role that will provide permission to read the Azure Storage account.
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Which property of the RBAC role definition should you configure?

NotActions []
DataActions []
AssignableScopes []
Actions []

o0 w®p

Correct Answer: D

Section:

Explanation:

To ‘Read a storage account’, ie. list the blobs in the storage account, you need an ‘Action’ permission. To read the data in a storage account, ie. open a blob, you need a ‘DataAction’ permission.
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions

QUESTION 52

You have an Azure subscription linked to an Azure Active Directory Premium Plan 1 tenant.
You plan to implement Azure Active Directory (Azure AD) Identity Protection.

You need to ensure that you can configure a user risk policy and a sign-in risk policy.

What should you do first?

Purchase Azure Active Directory Premium Plan 2 licenses for all users.
Register all users for Azure Multi-Factor Authentication (MFA).
Enable security defaults for Azure AD.

o0 w® P

Enable Azure Defender in Azure Security Center.

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/tutorial-risk-based-sspr-mfa

QUESTION 53

HOTSPOT
You have the hierarchy of Azure resources shown in the following exhibit.
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£e)

Tenant Root Group

|
v :

CeVte)

ManagementGroup1 ManagementGroup2
v

Subscriptiont Subscription?
! | |
v -
) () (%)
RG1

RG? RG3
+

VM2

RG1, RG2, and RG3 are resource groups.
RG2 contains a virtual machine named VM1.

You assign role-based access control (RBAC) roles to the users shown in the following table.
Name Role Added to resource u I l l ps

Useri Contributor Tenant Root Group
Virtual Machine i

Userd Contributor Subscription2
Virtual Machine

User3 Administrator Login | RC2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
User1 can deploy virtual machines to RG1. O O
User2 can delete VM2, O O
User3 can reset the password of the built-in Administrator account of VM2. O [e)
Answer Area:
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Answer Area

Statements Yes No
User1 can deploy virtual machines to RG1. O
User2 can delete VM2, C O

User3 can reset the password of the built-in Administrator account of VM2. O

Section:
Explanation:

QUESTION 54

HOTSPOT

You plan to implement an Azure function named Function1 that will create new storage accounts for containerized application instances.

You need to grant Function1 the minimum required privileges to create the storage accounts. The solution must minimize administrative effort.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Assign role to: v

A group account

A system-assigned managed identity
A user account
A user-assigned managed identity

Role assignment to create: v

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

Answer Area:
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Answer Area

Assign role to: v

A group account
A system-assigned managed identity

A user account

A user-assigned managed identity

Role assignment to create: v

Built-in role assignment
Classic administrator role assignment

Custom role-based access control (RBAC) role assignment

Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/howto-assign-access-portal

QUESTION 55

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant.
You need to grant Function1 the minimum required privileges.

Which additional resource will be created in Azure AD?

A. aservice principal
B. an X.5009 certificate
C. amanaged identity
D. auser account

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

QUESTION 56
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains the resources shown in the following table.
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Name Type
Userl User
User2 User
User3 User
Groupl Security group
Group?2 Security group
Appl Enterprise application

User2 is the owner of Group2.
The user and group settings for App1 are configured as shown in the following exhibit.

e Adduser # tdr M Ren I Update £2 Columns

() Got feedback?

o The application will appear on the access panel for assigned users. Set 'visible to users?' to no in properties to prevent this. =

| If.-t-c.' 100 shown, lo search all users & groups, enter a display name.

OBJECT TYPE

Group

You enable self-service application access for Appl as shown in the following exhibit.

ROLE ASSIGNED

Default Access

Allow users to request access to this - -

application? (0

To which group should assigned users be

added? O Select grovp
GroupZ

Require approval before granting access m Mo

to this application?

dumps

Whao is allowed to approve access to this

application? (0 Select approvers

1 users selected

To which role should users be assigned in
this application? '

User3 is configured to approve access to Appl.
You need to identify the owners of Group2 and the users of Appl.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Group2 owners:

Appl users:

Answer Area:

User2 only

User3 only
Userl and User2 only

~ User2 and UserB_Unly
Userl, User2, and User3

Groupl members only
Group2 members only

_ Grou;gl and Group2 members only

Groupl and Group2 members and Userl only

~ Groupl and Group2 members, Userl, and ms
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Answer Area

Group2 owners: v

User2 only
User3 only

Userl and User2 only
User2 and User3 only

Userl, User2, and User3

Appl users: v

Groupl members only

Group2 members only

Groupl and Group2 members only

Groupl and Group2 members and Userl only
Groupl and Group2 members, Userl, and Jsen3 anly

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

QUESTION 57

HOTSPOT

You have a management group named Group1 that contains an Azure subscription named sub1. Subl has a subscription ID of 11111111-1234-1234-1234-1111111111.
You need to create a custom Azure role-based access control (RBAC) role that will delegate permissions to manage the tags on all the objects in Group1.

What should you include in the role definition of Role1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Resource provider: v

Microsoft. Authorization
Microsoft.Resources
Microsoft.Support

Assignable scope: v

/
/Group1

/subscriptions/11111111-1234-1234-1234-1111111111

Answer Area:

Answer Area
Resource provider: v
Microsoft. Authorization
Microsoft.Resources
Microsoft.Support
Assignable scope: v
/
/Groupl | | .
/subscriptions/11111111-1234-1234-1234-1111111111
Section:
Explanation:

Note: Assigning a custom RBAC role as the Management Group level is currently in preview only. So, for now the answer to the assignable scope is the subscription level.
Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal#step-5-assignable-scopes

QUESTION 58

HOTSPOT
You have an Azure subscription that contains the custom roles shown in the following table.
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Name Type
Role1 | Azure Active Directory (Azure AD)
Role2 | Azure subscription

In the Azure portal, you plan to create new custom roles by cloning existing roles. The new roles will be configured as shown in the following table.

Name Type
Role3 | Azure AD
Role4 | Azure subscription

Which roles can you clone to create each new role? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Role3: v

Role1 only

Built-in Azure AD roles only

'Role1 and built-in Azure AD roles only

Rolet, built-in Azure AD roles, and built-in Azure subscription roles |

L. . .

r
Role4: el

Role2 only

Built-in Azure AD roles only .

Role2 and built-in Azure subscription roles only

Role2, built-in Azure subscription roles, and built-in Azure AD roles

Answer Area:
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Answer Area

Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/custom-create

Role1, built-in Azure AD roles, and built-in Azure subscription roles

Role3:

Role1 only

Built-in Azure AD roles only

'Role1 and built-in Azure AD roles only
Role4:

Role2 only

Built-in Azure AD roles only
Role2 and built-in Azure subscription roles only —
Role2, built-in Azure subscription roles, and built-in Azure AD roles

https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal

QUESTION 59
HOTSPOT
You have an Azure subscription that contains the Azure Active Directory (Azure AD) resources shown in the following table.
Name Description
Userl User
Groupl Security group that has a Membership type of Dynamic Device
Managed1 Managed identity
Appl Enterprise application
You create the groups shown in the following table.
Name Description
Group5 Security group that has a Membership type of Assigned
Groupb Microsoft 365 group that has a Membership type of Assigned

Which resources can you add to Group5 and Group6? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Answer Area:

Group5:

Group6:

Userl only
Userl and Groupl only

Userl, Groupl, and Managed1 only
Userl, Groupl, Managedl, and Appl

v

Userl only

Userl and Groupl only

Userl, Groupfl, and Managedi only

- Userl, G_roupl, h_flanagedl, and Appl
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Answer Area

Group5: v

Userl only

Userl and Groupl only

Userl, Groupl, and Managed1 only
Userl, Groupl, Managedl, and Appl

Groupé: v

Userl only
Userl and Groupl only
Userl, Groupl, and Managedl only

Userl, Groupl, Managedl, and Appl
QuUIY

Section:
Explanation:
QUESTION 60
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains three security groups named Groupl, Group2, and Group3 and the users shown in the following table.
Name Role Member of
Userl Application administrator Groupl
User2 Application developer Group?2
User3 Cloud application administrator Group3

Group3 is a member of Group2.

In contoso.com, you register an enterprise application named App1 that has the following settings:
Owners: Userl

Users and groups: Group2

You configure the properties of App1 as shown in the following exhibit.
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HSave X Discard # Delete 0 Got feedback

Enabled for users to sign-in? e | Yes | No

Name* o Appl
Homepage URL e

Logo e
AP

Select a file E
Applicatiﬂn ID o 75082704-3617-4347-ac6d-B8clda 564072
Object ID o 4926abfic-ef57-4c0f-3028-16d635¢de655
User assignment required? o Yes | No |
Visible to users o ' Yes | No
Notes e

For each of the following statements, select Yes if the statement is true. Otherwise, select no.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No
Userl has Appl listed on his My Apps portal. O
User2 has Appl listed on her My Apps portal. O

User3 has Appl listed on her My Apps portal. O O

Answer Area:
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Answer Area

Statements Yes No

User1 has Appl listed on his My Apps portal.
User2 has Appl listed on her My Apps portal.

User3 has Appl listed on her My Apps portal. O

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

QUESTION 61
You have an Azure subscription that contains the resources shown in the following table.
Name Type Description
RG1 Resource group | Used to store virtual machines
RG2 Resource group | Used to store virtual networks
ServerAdmins | Security group | Used to manage virtual machines

You need to ensure that ServerAdmins can perform the following tasks:

Create virtual machines in RG1 only.

Connect the virtual machines to the existing virtual networks in RG2 only.

The solution must use the principle of least privilege.

Which two role-based access control (RBAC) roles should you assign to ServerAdmins? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

a custom RBAC role for RG2

the Network Contributor role for RG2

the Contributor role for the subscription

a custom RBAC role for the subscription

the Network Contributor role for RG1

the Virtual Machine Contributor role for RG1

Mmoo ® R

Correct Answer: A, F

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles

QUESTION 62
HOTSPOT
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Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory (Azure AD).
The Azure AD tenant contains the users shown in the following table.

Name Source Password
Userl Azure AD Adatum123
User2 Azure AD N3w3rT0Gue33
User3 On-premises Active Directory ComplexPassword33

You configure the Authentication methods — Password Protection settings for adatum.com as shown in the following exhibit.
Custom smart lockout

Lockout threshold @

Lockout duration in seconds @ | 60

10

Custom banned passwords

e =

Adatum

Enforce custom list @

Custom banned password list @

Password protection for Windows Server Active Directory

Enable password protection on Windows Server Active Directory @ “

Mode @

Hot Area:

Answer Area

Userl will be prompted to change the password on the next sign-in. O

No |

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

User2 can change the password to @d@tum_COmpleX123. O C

User3 can change the password to Adatum123!.

Answer Area:
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Answer Area

Statements Yes No

Userl will be prompted to change the password on the next sign-in.

User2 can change the password to @d@tum_COmpleX123.

User3 can change the password to Adatum123!.

Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/concept-password-ban-bad

QUESTION 63
HOTSPOT
Your company has an Azure subscription named Subscriptionl. Subscriptionl is associated with the Azure Active Directory tenant that includes the users shown in the following table.
Name Role
Userl Global administrator
User2 Billing administrator
User3 Owner
User4 Account Admin

The company is sold to a new owner.

The company needs to transfer ownership of Subscriptionl.

Which user can transfer the ownership and which tool should the user use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

User: v
Userl
User2
User3
Userd

Tool: | v

Azure Account Center
Azure Cloud Shell
Azure PowerShell

~ Azure Security Center
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Answer Area

User: v

User]
User2
User3
User4d

Tool: v

Azure Account Center
Azure Cloud Shell
Azure PowerShell
Azure Security Center

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/cost-management-billing/manage/billing-subscription-transfer

01 - Implement platform protection

This is a case study.

Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure
that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

General Overview

Fabrikam, Inc. is a consulting company that has a main office in Montreal and branch offices in Seattle and New York. Fabrikam has IT, human resources (HR), and finance departments.

Existing Environment

Network Environment

Fabrikam has a Microsoft 365 subscription and an Azure subscription named subscription1.

The network contains an on-premises Active Directory domain named Fabrikam.com. The domain contains two organizational units (OUs) named OU1 and OU2. Azure AD Connect cloud sync syncs only OU1.

The Azure resources hierarchy is shown in the following exhibit.
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Tenant Root Group

l
(%)

MG1
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Subscription1

}
%)
RG1

The Azure Active Directory (Azure AD) tenant contains the users shown in the following table.

Directory-
Name Type synced Role Delegated u m ps
Userl User Yes User None
. User Access Tenant Root
Adminl User No Administrator Group
Admin2 | User No Security MG1
administrator

Admin3 User No Contributor Subscriptionl

Admin4 User No Owner RG1

Groupl Group No Not applicable | None

Azure AD contains the resources shown in the following table.
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Name Type Setting

Users in the finance department

CAPolicyl Conditional access policy nHELUse multi-fact_or aut.hentication
(MFA) when accessing Microsoft
SharePoint Online

Sentinell Azure Sentinel workspace | Not applicable

SecPoll Azure Policy definition Secur?ty configuration for virtual
machines

Subscription1 Resources
Subscription1 contains the virtual networks shown in the following table.

Name Subnet Location Peer
VNET1 Subnetl, Subnet2 | West US VNET2, VNET3
VNET2 Subnetl Central US VNET1, VNET3
VNET3 Subnetl West US VNET1, VNET2
Subscription1 contains the network security groups (NSGs) shown in the following table.
Name Location
NSG2 West US
NSG3 Central US
NSG4 West US d m
Subscription1 contains the virtual machines shown in the following table. u ps
Name Operating system Location Connected tor Associated NSG
VM1 ‘2"{;{‘;’”5 e West US VNET1/Subnetl | None
VM2 CentOS-based 8.2 West US VNET1/Subnet2 NSG2
VM3 ;\(’)';gws eV Central US | VNET2/Subnetl | NSG3
Ubuntu Server
VM4 18.04 LTS West US VNET3/Subnetl NSG4

Subscriptionl contains the Azure key vaults shown in the following table.

Name Location Pricing tier Private endpoint
KeyVaultl West US Standard VNET1/Subnetl
KeyVault2 Central US Premium None

VNET1/Subnetl,
KeyVault3 East US Premium VNET2/Subnetl,
VNET3/Subnetl

Subscription1 contains a storage account named storagel in the West US Azure region.
Planned Changes and Requirements

Planned Changes

Fabrikam plans to implement the following changes:
Create two application security groups as shown in the following table.
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Name Location
ASG1 West US
ASG2 Central US

Associate the network interface of VM1 to ASG1.

Deploy SecPol1 by using Azure Security Center.

Deploy a third-party app named App1l. A version of App1 exists for all available operating systems.
Create a resource group named RG2.

Sync OU2 to Azure AD.

Add Userl to Groupl.

Technical Requirements

Fabrikam identifies the following technical requirements:

The finance department users must reauthenticate after three hours when they access SharePoint Online. Storagel must be encrypted by using customer-managed keys and automatic key rotation.
From Sentinell, you must ensure that the following notebooks can be launched:

- Entity Explorer — Account

- Entity Explorer — Windows Host

- Guided Investigation Process Alerts

VM1, VM2, and VM3 must be encrypted by using Azure Disk Encryption.

Just in time (JIT) VM access for VM1, VM2, and VM3 must be enabled.

Appl must use a secure connection string stored in KeyVault1.

KeyVaultl traffic must NOT travel over the internet.

QUESTION 1

HOTSPOT

You implement the planned changes for ASG1 and ASG2.

In which NSGs can you use ASG1, and the network interfaces of which virtual machines can you assign to ASG2?

Hot Area:

Answer Area

NSGs: v
NSG2 only
NSG2 and NSG4 only
NSG2, NSG3, and NSG4
Virtual machines: v
VM3 only
VM2 and VM4 only

VM1, VM2, and VM4 only
VM2, VM3, and VM4 only
VM1, VM2, VM3, and VM4

Answer Area:
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Answer Area

NSGs: -
NSG2 only

inel RIS A

NSG2 NSG3. and NSG4

Virtual machines: v

VM3 only
VM2 and VM4 only

YIYERRYITE
W IVl | f )

VMZ, VMJ and VM4 only
VM1, VM2, VM3, and VM4

A2 and VM4 onl

Section:
Explanation:

QUESTION 2
You plan to implement JIT VM access.
Which virtual machines will be supported?

VM2, VM3, and VM4 only
VM1, VM2, VM3, and VM4
VM1 and VM3 only

VM1 only

o0 ® >

Correct Answer: C
Section:

QUESTION 3
You plan to configure Azure Disk Encryption for VM4.
Which key vault can you use to store the encryption key?

A. KeyVaultl
B. KeyVault2
C. KeyVault3

Correct Answer: A

Section:

Explanation:

The key vault needs to be in the same subscription and same region as the VM.

VM4 is in West US. KeyVaultl is the only key vault in the same region as the VM.

Reference: https://docs.microsoft.com/en-us/azure/virtual-machines/windows/disk-encryption-key-vault
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QUESTION 4
You need to encrypt storagel to meet the technical requirements.
Which key vaults can you use?

KeyVault2 and KeyVault3 only
KeyVaultl only

KeyVaultl and KeyVault3 only
KeyVaultl, KeyVault2, and KeyVault3

OO0 w®

Correct Answer: A
Section:
Explanation:

02 - Implement platform protection

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware, Inc. is a digital media company that has 500 employees in the Chicago area and 20 employeesiin the:San Francisco area.

Existing Environment

Litware has an Azure subscription named Sub1 that has a subscription ID of 43894a43-17c2-4a39-8cfc-3540c2653ef4.

Sub1 is associated to an Azure Active Directory (Azure AD) tenant named litwareinc.com. The tenant contains the user objects and the device objects of all the Litware employees and their devices. Each user is assigned an
Azure AD Premium P2 license. Azure AD Privileged ldentity Management (PIM) is activated.

The tenant contains the groups shown in the following table.

Name Type Description

A group that has the Dynamic User membership type,
contains all the San Francisco users, and provides
access to many Azure AD applications and Azure
resources.

A group that has the Dynamic User membership type and
contains the Chicago IT team

The Azure subscription contains the objects shown in the following table.

Group1 Security group

Group2 Security group
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Name Type Description

VNet1 is a virtual network that contains
security-sensitive IT resources. VNet1
contains three subnets named Subnet0,
Subnet1, and AzureFirewallSubnet.

VMO is an Azure virtual machine that runs
Windows Server 2016, connects to
Subnet0, and has just in time (JIT) VM
access configured.

VM1 is an Azure virtual machine that runs
VM1 Virtual machine Windows Server 2016 and connects to
Subnet0.

SQLDB1 is an Azure SQL database ona
SQL Database server named
LitwareSQLServer1.

WebApp1 is an Azure web app that is
WebApp1 | Web app accessible by using https://www litwareinc.com
and http://www litwareinc.com.

RG1is a resource group that

RG1 Resource group | o ntains VNet1, VMO, and VM.

RG2 is a resource group that

contains shared IT resources.

VNet1 Virtual network

VMO Virtual machine

Azure SQL

SQLDB1 Database

RG2 Resource group

Identity and Access Requirements

Azure Security Center is set to the Standard tier.

Requirements

Planned Changes

Litware plans to deploy the Azure resources shown in the following table.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VVNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default

gateway and will be assigned to Subnet0.

Azure Kubernetes Service
(AKS)

Litware identifies the following identity and access requirements:

All San Francisco users and their devices must be members of Group1.

The members of Group2 must be assigned the Contributor role to RG2 by using a permanent eligible assignment. Users must be prevented from registering applications in Azure AD and from consenting to applications that access company
information on the users’ behalf.

Platform Protection Requirements

Litware identifies the following platform protection requirements:

Microsoft Antimalware must be installed on the virtual machines in RG1.

The members of Group2 must be assigned the Azure Kubernetes Service Cluster Admin Role.

Azure AD users must be able to authenticate to AKS1 by using their Azure AD credentials.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access. A new custom RBAC role named Rolel must be used to delegate the administration of the managed disks in RG1. Rolel
must be available only for RG1.

Security Operations Requirements

Litware must be able to customize the operating system security configurations in Azure Security Center. Data and Application Requirements

Litware identifies the following data and applications requirements:

The users in Group2 must be able to authenticate to SQLDB1 by using their Azure AD credentials.

WebApp1l must enforce mutual authentication.

AKS1

A managed AKS cluster
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General Requirements

Litware identifies the following general requirements:
Whenever possible, administrative effort must be minimized.
Whenever possible, use of automation must be maximized.

QUESTION 1
You need to ensure that users can access VMO. The solution must meet the platform protection requirements. What should you do?

Move VMO to Subnet1.
On Firewall, configure a network traffic filtering rule.
Assign RT1 to AzureFirewallSubnet.

OO0 wp

On Firewall, configure a DNAT rule.

Correct Answer: A

Section:

Explanation:

Azure Firewall has the following known issue:

Conflict with Azure Security Center (ASC) Just-in-Time (JIT) feature.

If a virtual machine is accessed using JIT, and is in a subnet with a user-defined route that points to Azure Firewall as a default gateway, ASC JIT doesn’t work. This is a result of asymmetric routing — a packet comes in via the
virtual machine public IP (JIT opened the access), but the return path is via the firewall, which drops the packet because there is no established session on the firewall.

Solution: To work around this issue, place the JIT virtual machines on a separate subnet that doesn’t have a user-defined route to the firewall.

Scenario: e
VMO is an Azure virtual machine that runs
; . Windows Server 2016, connects to
VMO Vitialmactine Subnet0, and has just in time (JIT) VM
access configured.

Following the implementation of the planned changes, the IT team must be able to connect to VMO by using JIT VM access.

Name Type Description
Firewall1 Azure Firewall An Azure firewall on VNet1.
A route table that will contain a route
RT1 Route table pointing to Firewall1 as the default
gateway and will be assigned to Subnet0.

References:
https://docs.microsoft.com/en-us/azure/firewall/overview

QUESTION 2

HOTSPOT

You need to deploy Microsoft Antimalware to meet the platform protection requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Create a custom policy definition that has effect set to: v

Append
Deny
DeploylfMotExists

Create a policy assignment and modify: v

The Create a Managed Identify setting
The exclusion settings

The scope

Answer Area:

Answer Area

Create a custom policy definition that has effect set to: v
Append
Deny
Create a policy assignment and modify: v

 The Create a Managed |dentify setting
The exclusion settings
The scope

Section:

Explanation:

Scenario: Microsoft Antimalware must be installed on the virtual machines in RG1.

RG1 is a resource group that contains Vnetl, VMO, and VM1.

Box 1: DeploylfNotExists

DeploylfNotExists executes a template deployment when the condition is met.

Azure policy definition Antimalware

Incorrect Answers:

Append:

Append is used to add additional fields to the requested resource during creation or update. A common example is adding tags on resources such as costCenter or specifying allowed IPs for a storage resource.
Deny:

Deny is used to prevent a resource request that doesn't match defined standards through a policy definition and fails the request.

Box 2: The Create a Managed Identity setting

When Azure Policy runs the template in the deploylfNotExists policy definition, it does so using a managed identity. Azure Policy creates a managed identity for each assignment, but must have details about what roles to
grant the managed identity.

Reference:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

QUESTION 3
DRAG DROP
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You need to deploy AKS1 to meet the platform protection requirements.
Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Select and Place:

Actions Answer Area

Deploy an AKS cluster.

Create a client application.

Create a server application.

Create an RBAC binding.

Create a custom RBAC role.

Correct Answer:

Actions Answer Area

Create a server application.

Create a client application.

Deploy an AKS cluster.

Create an RBAC binding.

Create a custom RBAC role.

Section:

Explanation:

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services) cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server component that provides user authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication. This client application uses the server application for the actual authentication of the credentials provided by the
client.

Step 3: Deploy an AKS cluster.
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Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding.

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding. Roles define the permissions to grant, and bindings apply them to desired users. These assignments
can be applied to a given namespace, or across the entire cluster.

Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration

03 - Implement platform protection

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory (Azure AD) tenant named contoso.com.

Existing Environment

Azure AD

Contoso.com contains the users shown in the following table.

Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
User4 Ontario Application administrator
Userd Seattle Cloud application administrator
User6 Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None
User9 Sydney Owner

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city -contains “ON”
Group2 | Dynamic user user.city -match “*on”
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Sub1

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RG5, and RG6.
User9 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNET4 RG4
Subl contains the locks shown in the following table.

Name Set on Lock type
Lock1 RG1 Delete
Lock2 RG2 Read-only
Lock3 RG3 Delete
Lock4 RG3 Read-only

Sub1l contains the Azure policies shown in the following table.

Policy definition Resource type Scope
Allowed resource types | networkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RGS5
types
r?fgt allowed resource networkSecurityGroups RG5
types
rflrzt allowed resource virtualNetworks/virtualNetworkPeerings | RG6
types

Sub?2
Sub2 contains the virtual networks shown in the following table.

Name Subnet
VNetwork1 | Subnet1l, Subnet12, and Subnet13
VNetwork2 | Subnet21

Sub2 contains the virtual machines shown in the following table.

Name Network Application Connected to
interface security group
VM1 NIC1 ASG1 Subnet11
VM2 NIC2 ASG2 Subnetll
VM3 NIC3 None Subnet12
VM4 NIC4 ASG1 Subnetl3
VM5 MNICS None Subnet2l

All virtual machines have public IP addresses and the Web Server (lIS) role installed. The firewalls for each virtual machine allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.
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Name Associated to
NSG1 NIC2
NSG2 Subnet11
NSGS3 Subnet13
NSG4 Subnet21

NSG1 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG3 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Technical requirements

Contoso identifies the following technical requirements:

Deploy Azure Firewall to VNetwork1 in Sub?2.

Register an application named App2 in contoso.com.

Whenever possible, use the principle of least privilege.

Enable Azure AD Privileged Identity Management (PIM) for contoso.com.
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QUESTION 1
HOTSPOT
What is the membership of Group1 and Group2? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Group1: B 4
No members
Only User2
Only User2 and User4
User1, User2, User3, and User4
Group2: | v
No members
Only User3
Only User1 and User3
User1, User2, User3, and User4
Answer Area:
Answer Area
Group1: v
No members
Only User2
Only User2 and User4 |
User1 User? User3. and Userd
Group2: | v
[No members
l._".‘n.":l_'-. User3
Only User1 and User3
User1, User2, User3, and User4
Section:
Explanation:

Box 1: Userl, User2, User3, User4d

Contains "ON" is true for Montreal (Userl), MONTREAL (User2), London (User 3), and Ontario (User4) as string and regex operations are not case sensitive.
Box 2: Only User3

Match "*on" is only true for London (User3).

Scenario:

Contoso.com contains the users shown in the following table.
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Name City Role
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged role administrator
Userd Ontario Application administrator
UserS Seattle Cloud application administrator
Useré Seattle User administrator
User7 Sydney Reports reader
User8 Sydney None

Contoso.com contains the security groups shown in the following table.

Name | Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON"
Group2 | Dynamic user user.city -match “*on”

References:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/groups-dynamic-membership

QUESTION 2
HOTSPOT

You are evaluating the security of the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Statements Yes No

From VM1, you can successfully ping the public IP address of VM2. O @)

From VM1, you can successfully ping the private IP address of VM3. O O

From VM1, you can successfully ping the public IP address of VM5, O O

Answer Area:

Answer Area

Statements Yes No

From VM1, you can successfully ping the public IP address of VM2. O O

From VM1, you can successfully ping the private IP address of VM3. @]

From VM1, you can successfully ping the public IP address of VM5. | O
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Section:
Explanation:

Box 1: Yes. All traffic is allowed out to the Internet so you can ping the public IP.
NSG1, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Box 3: No (because VM5 is in a separate VNet).
Note: Sub2 contains the virtual machines shown in the following table.

Name MNetwork Application Connected to
interface security group
VM1 NIC1 ASG1 Subnetll
VM2 NIC2 ASG2 Subnet11
VM3 NIC3 None Subnet12
VM4 NIC4 ASG1 Subnetl3
VM5 MNICS None Subnet21
Name Subnet

VNetwork1 | Subnet1l, Subnet12, and Subnet13
VNetwork?2 | Subnet21

QUESTION 3

HOTSPOT

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any Any Internet Allow
65500 Any Any Any Any Deny

Box 2: Yes. VM3 is on Subnet12. There is no NSG attached to Subnet12 so the traffic will be allowed by default.

Name Network Application Connected to

interface security group
VM1 NIC1 ASG1 Subnetll
VM2 NIC2 ASG2 Subnet1l
Vi3 NIC3 None Subnet12
VM4 MNICA ASGL Subnetl3
VS MICS None Subnet2l
Name Associated to

NSG1 NIC2

NSG2 Subnet11

NSG3 Subnet13

NSG4 Subnet21

You are evaluating the effect of the application security groups on the network communication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer area
Statements Yes No
From VM1, you can successfully ping the private IP address of vM4. (O O
From VM2, you can successfully ping the private IP address of vm4. O O
From VM1, you can connect to the web server on VM4, O O
Answer Area:
Answer area
Statements Yes No
From VM1, you can successfully ping the private IP address of vm4, ()
From VM2, you can successfully ping the private IP address of VM4, O
From VM1, you can connect to the web server on VM4, O
Section:
Explanation:

Box 1: No. VM4 is in Subnet13 which has NSG3 attached to it.
VM1 is in ASG1. NSG3 would only allow ICMP pings from ASG2 but not ASG1. Only TCP traffic is allowed from ASG1.
NSG3 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 Any TCP ASG1 ASG1 Allow
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirualMetwork VirtualMetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny
Box 2: Yes.

VM2 is in ASG2. Any protocol is allowed from ASG2 so ICMP ping would be allowed.
Box3. VM1 is in ASG1. TCP traffic is allowed from ASG1 so VM1 could connect to the web server as connections to the web server would be on ports TCP 80 or TCP 443.

QUESTION 4
You need to meet the technical requirements for VNetwork1.
What should you do first?

Create a new subnet on VNetwork1.

Remove the NSGs from Subnetl1l and Subnet13.
Associate an NSG to Subnet12.

Configure DDoS protection for VNetwork1.

o 0N >

Correct Answer: A
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Section:

Explanation:

From scenario: Deploy Azure Firewall to VNetwork1 in Sub2.

Azure firewall needs a dedicated subnet named AzureFirewallSubnet.
References:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

QUESTION 5

HOTSPOT

You are evaluating the security of VM1, VM2, and VM3 in Sub2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer area

From the Internet, you can connect to the web server on VM1 by using HTTP. O O

From the Internet, you can connect to the web server on VM2 by using HTTP. O O

From the Internet, you can connect to the web server on VM3 by using HTTP. "6 O

Answer Area:

Answer area
Yes No
From the Internet, you can connect to the web server on VM1 by using HTTP. O
From the Internet, you can connect to the web server on VM2 by using HTTP. O
From the Internet, you can connect to the web server on VM3 by using HTTP. O
Section:
Explanation:

VM1: Yes. NSG2 applies to VM1 and this allows inbound traffic on port 80.
VM2: No. NSG2 and NSG1 apply to VM2. NSG2 allows the inbound traffic on port 80 but NSG1 does not allow it. VM3: Yes. There are no NSGs applying to VM3 so all ports will be open.

04 - Implement platform protection
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QUESTION 1

You have an Azure subscription named Sub1. Sub1l contains a virtual network named VNet1 that contains one subnet named Subnetl. You create a service endpoint for Subnet1.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 18.04.

You need to deploy Docker containers to VM1. The containers must be able to access Azure Storage resources and Azure SQL databases by using the service endpoint. What should you do on VM1 before you deploy the
container?

A. Create an application security group and a network security group (NSG).
B. Edit the docker-compose.yml file.
C. Install the container network interface (CNI) plug-in.

Correct Answer: C
Section:
Explanation:
The Azure Virtual Network container network interface (CNI) plug-in installs in an Azure Virtual Machine. The plug-in supports both Linux and Windows platform. The plug-in assigns IP addresses from a virtual network to
containers brought up in the virtual machine, attaching them to the virtual network, and connecting them directly to other containers and virtual network resources. The plug-in doesn’t rely on overlay networks, or routes, for
connectivity, and provides the same performance as virtual machines. The following picture shows how the plug-in provides Azure Virtual Network capabilities to Pods:

_Existing vitual network

- Goo>

Azure

Firewﬂ/}

Internet

— o —

Service Endpoints

Azure Services

B 0
References:

https://docs.microsoft.com/en-us/azure/virtual-network/container-networking-overview

On-premises

QUESTION 2
You have Azure Resource Manager templates that you use to deploy Azure virtual machines.
You need to disable unused Windows features automatically as instances of the virtual machines are provisioned. What should you use?

A. device configuration policies in Microsoft Intune
B. an Azure Desired State Configuration (DSC) virtual machine extension

C. application security groups
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D. device compliance policies in Microsoft Intune

Correct Answer: B

Section:

Explanation:

The primary use case for the Azure Desired State Configuration (DSC) extension is to bootstrap a VM to the Azure Automation State Configuration (DSC) service. The service provides benefits that include ongoing management
of the VM configuration and integration with other operational tools, such as Azure Monitoring. Using the extension to register VM's to the service provides a flexible solution that even works across Azure subscriptions.
Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-overview

QUESTION 3
You are configuring an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry. You need to use the auto-generated service principal to authenticate to the Azure Container Registry. What
should you create?

A. an Azure Active Directory (Azure AD) group

B. an Azure Active Directory (Azure AD) role assignment
C. an Azure Active Directory (Azure AD) user

D. asecretin Azure Key Vault

Correct Answer: B

Section:

Explanation:

When you create an AKS cluster, Azure also creates a service principal to support cluster operability with other Azure resources. You can use this auto-generated service principal for authentication with an ACR registry. To do
so, you need to create an Azure AD role assignment that grants the cluster's service principal access to the container registry. References: https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-
auth-aks

QUESTION 4
You have the Azure virtual machines shown in the following table.
Name Operating system Region Resource group
VM1 Windows Server 2012 EastUS RG1
i West
VM2 Windows Server 2012 R2 Europe RG1
i West
VM3 Windows Server 2016 Europe RG2
VM4 Red Hat Enterprise Linux 7.4 EastUS RG2

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region.
Which virtual machines can be enrolled in Analytics1?

A. VM1 only

B. VM1, VM2, and VM3 only
C. VM1, VM2,VM3, and VM4
D. VM1 and VM4 only

Correct Answer: A

Section:

Explanation:

Note: Create a workspace

In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin typing, the list filters based on your input. Select Log Analytics. Click Create, and then select choices for the following items:
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Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS workspaces are now referred to as Log Analytics workspaces. Select a Subscription to link to by selecting from the drop-down list if the
default selected is not appropriate. For Resource Group, select an existing resource group that contains one or more Azure virtual machines. Select the Location your VMs are deployed to. For additional information, see
which regions Log Analytics is available in. Incorrect Answers:

B, C: A Log Analytics workspace provides a geographic location for data storage. VM2 and VM3 are at a different location. D: VM4 is a different resource group.

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access

QUESTION 5
You are testing an Azure Kubernetes Service (AKS) cluster. The cluster is configured as shown in the exhibit. (Click the Exhibit tab.)

Subscription Microsoft Azure Sponsorship
Resource group AzureBackupRG_eastus2_1
Region EastUS

Kubemetes cluster name akscluster2

Kubernetes version 1115

DNS name prefix akscluster2

Node count 3

MNode size Standard DS2 v2

Virtual nodes (preview) Disabled

Enable RBAC Mo

HTTP application routing Yes

Network configuration Basic

Enable container monitoring Mo

You plan to deploy the cluster to production. You disable HTTP application routing.
You need to implement application routing that will provide reverse proxy and TLS termination for AKS servicestby using ajsingle.|P:address:
What should you do?

Create an AKS Ingress controller.
Install the container network interface (CNI) plug-in.
Create an Azure Standard Load Balancer.

o0 ® >

Create an Azure Basic Load Balancer.

Correct Answer: A

Section:

Explanation:

An ingress controller is a piece of software that provides reverse proxy, configurable traffic routing, and TLS termination for Kubernetes services. References: https://docs.microsoft.com/en-us/azure/aks/ingress-tls

QUESTION 6

DRAG DROP
You have an Azure subscription that contains the virtual networks shown in the following table.
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Name Region Description

HubVNet is a virtual network connected to the on-premises
network by using a site-to-site VPN that has BGP route
HubVNet East US propagation enabled. HubVNet contains subnets named
HubVNetSubnet0, AzureFirewallSubnet and GatewaySubnet.
Virtual network gateway is connected to GatewaySubnet.
SpokeVNet is a virtual network connected to HubVNet by
SpokeVMNet | East US using VNet peering. SpokeVNet contains a subnet named

SpokeVMetSubnet0.
The Azure virtual machines on SpokeVNetSubnetO can communicate with the computers on the on-premises network.

You plan to deploy an Azure firewall to HubVNet.

You create the following two routing tables:

RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall as the default gateway

You need to ensure that traffic between SpokeVNetSubnet0 and the on-premises network flows through the Azure firewall.

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route tables. Each subnet may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Answer Area
Subnets

AzureFirewallSubnet RT1: [

GatewaySubnet RT2:

SpokeVNetSubnet0

Correct Answer:
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Answer Area
Subnets

AzureFirewallSubnet RT1:

GatewaySubnet

RT2: [l SpokeVNetSubnet0

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-hybrid-portal#create-the-routes

QUESTION 7

HOTSPOT

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016.

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine extension installed.
How should you complete the policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

wifee =
wallofer: [
{

wfiald®” : “type®,

“aquals”: "Wicrosoft.lompute/virtualMachines"
}
{

“field” : “Microsoft.Compute/imageSKU”,

“egquals®” : “2016-Datacenter®,

}

|
“‘Ehen" . { :
“ﬁffeﬁt" H w |v “I
Append
Dey
DeployifNotExists
“details~ : {
“typs” : “Microsoft.GusstConfiguration/gusstConfigurationAssignments”,
“"roleDefinitionsIds™ : [
“fprcvidarsfmicrnsnft.autharizatinnfrcleﬁefinitiﬂ 5/12345678-1234-5678-abod-0123456789210"
1;
“name” : “oustomBExtension®, d um pS
“deployment” : {
wproperties” : {
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}
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Answer Area:
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Answer Area
{
\\ifrl . {
wallofer: [
{
\\fiE ldff H \\typelﬂ :
“aquals”: "Wicrosoft.lompute/virtualMachines"
}
{
wfiaeld” : “Microsoft.Compute/imageSKU",
“egquals®” : “2016-Datacenter®,
}
1
|
“then” : |
“gffect” ; ™ |v "y
'Append '
Deny
DeplovifNotExists
“details~ : {
“type” : “Microsoft.GusstConfiguration/gusstConfigurationAssignments”,
“roleDefinitionsIds™ : [
w/providers/microsoft.authorization/roleDefinitions/12345678-1234-5678-abod-012345678910~
1i
“name” : “oustomBExtension®,
“deployment” : {
wproperties” : {
“mode”: “incremental”.
“Wparameters®” : {
¥; _
n |v w:
existenceCondition
resources
template
}
}
}
}
}
}
Section:
Explanation:

Box 1: DeploylfNotExists
DeploylfNotExists executes a template deployment when the condition is met.
Box 2: Template

The details property of the DeploylfNotExists effects has all the subproperties that define the related resources to match and the template deployment to execute. Deployment [required]

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment
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References:

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects

QUESTION 8
HOTSPOT
You have an Azure subscription that contains the virtual machines shown in the following table.
Name Resource group Status
VM1 RG1 Stopped (Deallocated)
VM2 RG2 Stopped (Deallocated)
You create the Azure policies shown in the following table.
Policy definition Resource type Scope
Not allowed virtualMachines RG1
resource types
Allowed resource virtualMachines RG2
types
You create the resource locks shown in the following table.
Name Type Created on
Lock1 Read-only | VM1
Lock2 Read-only | RG2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements

You can start VM1.

You can start VM2.

You can create a virtual machine in RG2.

Answer Area:

Yes No
O O
O O
Q O
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Answer Area

Statements

You can start VM1.

You can start VM2.

You can create a virtual machine inRG2. ()

Section:

Explanation:
References:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

Yes No

Ir""'x
N

O O

QUESTION 9
HOTSPOT
You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the following table.
Name Operating system Region Resource group
VM1 Windows Server 2012 East US RG1
VM2 Windows Server 2012 R2 West US RG1
VM3 Windows Server 2016 West US RG2
VM4 Ubuntu Server 18.04 LTS West US rRG2
VMS Red Hat Enterprise Linux 7.4 EastUS RG1
VIME Cent0OS 7.5 East US RG1

You schedule two update deployments named Updatel and Update2. Updatel updates VM3. Update2 updates VM6.
Which additional virtual machines can be updated by using Updatel and Update2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking
https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

Answer Area

Update1: |

v

VM4 only
VM1 and VM2 only

VM2 only

VM1, VM2, VM4, VM5, and VM6

Update2:

v

VM5 only

VM1 and VM5 only

VM4 and VM5 only

VM1,VM2,andVMsonly
VM1, VM2, VM3, VM4, and VM5

Answer Area:

Answer Area

Update1: |

VM2 only

| VM4 only _
VM1 and VM2 only |

VM1, VM2, VM4, VM5, and VM6

Update2:

v

VM5 only

VM1,VM2 andVM5only
VM1, VM2, VM3, VM4, and VM5

VM1 and VM5 only
VM4 and VM5 only

Section:
Explanation:

dumps
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Updatel: VM1 and VM2 only
VM3: Windows Server 2016 West US RG2
Update2: VM4 and VM5 only
VM6: CentOS 7.5 East US RG1
For Linux, the machine must have access to an update repository. The update repository can be private or public.

References:

https://docs.microsoft.com/en-us/azure/automation/automation-update-management

QUESTION 10

HOTSPOT

You have an Azure subscription named Sub1.
You create a virtual network that contains one subnet.

On the subnet, you provision the virtual machines shown in the following table.

Network ﬁpp“c-ﬂtiﬂ'n Sﬂcurlt}' group
Naime interface assignment I ackiress
VM NIC1 AppGroupi2 10.0.0.10
VM2 NIC2 AppGroup12 10.0.0.11
VM3 NIC3 AppGroup3 10.0.0.100
VM4 NIC4 AppGroupa 10.0.0.200

Currently, you have not provisioned any network security groups (NSGs).

You need to implement network security to meet the following requirements:

Allow traffic to VM4 from VM3 only.

Allow traffic from the Internet to VM1 and VM2 only.
Minimize the number of NSGs and network security rules.
How many NSGs and network security rules should you create? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Answer Area:

NSGs:

W -

Network security rules:

W N -
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Answer Area

NSGs: v

W =

Network security rules: \ 4

=5

Section:

Explanation:

NSGs: 2

Network security rules: 3

Not 2: You cannot specify multiple service tags or application groups) in a security rule.
References:
https://docs.microsoft.com/en-us/azure/virtual-network/security-overview

QUESTION 11

HOTSPOT

You have an Azure key vault.

You need to delegate administrative access to the key vault to meet the following requirements:

Provide a user named Userl with the ability to set advanced access policies for the key vault.

Provide a user named User2 with the ability to add and delete certificates in the key vault.

Use the principle of least privilege.

What should you use to assign access to each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

User1:

A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

RBAC

User2:

v

A key vault access policy

Azure Information Protection
Azure Policy

Managed identities for Azure resources

RBAC

Answer Area:

U-dumps
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Answer Area

User1: B 4

A Kkey vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources

D A ™
RDAL

User2: v
A key vault access policy

Azure Information Protection

Azure Policy

Managed identities for Azure resources
RBAC

Section:

Explanation:

Userl: RBAC

RBAC is used as the Key Vault access control mechanism for the management plane. It would allow a user with the proper identity to:

set Key Vault access policies

create, read, update, and delete key vaults

set Key Vault tags

Note: Role-based access control (RBAC) is a system that provides fine-grained access management of Azure resources. Using RBAC, you can segregate duties within your team and grant only the amount of access to users that
they need to perform their jobs.

User2: A key vault access policy

A key vault access policy is the access control mechanism to get access to the key vault data plane. Key Vault access policies grant permissions separately to keys, secrets, and certificates.
References:

https://docs.microsoft.com/en-us/azure/key-vault/key-vault-secure-your-key-vault

QUESTION 12
HOTSPOT
You have two Azure virtual machines in the East US2 region as shown in the following table.
Name Operating system Type Tier
VM1 Windows Server 2008 R2 A3 Basic
VM2 Ubuntu 16.04-DAILY-LTS Lds Standard

You deploy and configure an Azure Key vault.

You need to ensure that you can enable Azure Disk Encryption on VM1 and VM2.

What should you modify on each virtual machine? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Hot Area:

Answer Area

VM1:

VM2:

Answer Area:

v

The operating system version
The tier
The type

v

The operating system version
The tier
The type

Answer Area

VM1:

VM2:

Section:
Explanation:

VM1: The Tier

v

The operating system version
The tier
The type

v

The operating system version
The tier
The type

The Tier needs to be upgraded to standard.
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Disk Encryption for Windows and Linux laaS VMs is in General Availability in all Azure public regions and Azure Government regions for Standard VMs and VMs with Azure Premium Storage.
VM2: The type

Need to change the VMtype to any of A, D, DS, G, GS, F, and so on, series laaS VMs.

Not the operating system version: Ubuntu 16.04 is supported.

References:

https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-overview
https://docs.microsoft.com/en-us/azure/security/azure-security-disk-encryption-fag#tbkmk_LinuxOSSupport

QUESTION 13

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines.

Solution: You add an extension to each virtual machine.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section:

Explanation:

You can use Visual Studio to enable and configure the Microsoft Antimalware service. This entails selecting Microsoft Antimalware extension from the dropdown list under Installed Extensions and click Add to configure with
default antimalware configuration.

References:

https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Subscription. The subscription contains 50 virtual machines that run Windows Server 2012 R2 or Windows Server 2016.

You need to deploy Microsoft Antimalware to the virtual machines.

Solution: You connect to each virtual machine and add a Windows feature.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

Microsoft Antimalware is deployed as an extension and not a feature.
References:
https://docs.microsoft.com/en-us/azure/security/fundamentals/antimalware

QUESTION 15
From Azure Security, you create a custom alert rule.
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You need to configure which users will receive an email message when the alert is triggered.
What should you do?

From Azure Monitor, create an action group.
From Security Center, modify the Security policy settings of the Azure subscription.
From Azure Active Directory (Azure AD). modify the members of the Security Reader role group.

o0 ®p

From Security Center, modify the alert rule.

Correct Answer: A

Section:

Explanation:

References:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/action-groups

QUESTION 16

You are configuring and securing a network environment.

You deploy an Azure virtual machine named VM1 that is configured to analyze network traffic.
You need to ensure that all network traffic is routed through VM1.

What should you configure?

A. asystem route
B. a network security group (NSG)
C. auser-defined route

Correct Answer: C

Section:

Explanation:

Although the use of system routes facilitates traffic automatically for your deployment, there are cases in which you want to control the routing of packets through a virtual appliance. You can do so by creating user defined
routes that specify the next hop for packets flowing to a specific subnet to go to your virtual appliance instead, and enabling IP forwarding for the VM running as the virtual appliance.

Note: User Defined Routes

For most environments you will only need the system routes already defined by Azure. However, you may need to create a route table and add one or more routes in specific cases, such as:
Force tunneling to the Internet via your on-premises network.

Use of virtual appliances in your Azure environment.

In the scenarios above, you will have to create a route table and add user defined routes to it.

Reference:

https://github.com/uglide/azure-content/blob/master/articles/virtual-network/virtual-networks-udr-overview.md

QUESTION 17
You have an Azure subscription that contains the virtual networks shown in the following table.
Name Region Subnet
VNET1 West US Subnetll and Subnet12
VNET2 West US 2 Subnet21
VMNET3 East US Subnet31

The subscription contains the virtual machines shown in the following table.
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Name MNetwork interface Connected to
VM1 NIC1 Subnetll
VM2 MNIC2 Subnetll
VM3 MNIC3 Subnetl2
V4 MIC4 Subnet?l
VM5 NICS Subnet31

On NIC1, you configure an application security group named ASG1.
On which other network interfaces can you configure ASG1?

NIC2 only

NIC2, NIC3, NIC4, and NIC5
NIC2 and NIC3 only

NIC2, NIC3, and NIC4 only

OO0 ®wp

Correct Answer: C

Section:

Explanation:

Only network interfaces in NVET1, which consists of Subnet11 and Subnet12, can be configured in ASG1, as all network interfaces assigned to an application security group have to exist in the same virtual network that the
first network interface assigned to the application security group is in.

Reference:

https://azure.microsoft.com/es-es/blog/applicationsecuritygroups/

QUESTION 18

You have 15 Azure virtual machines in a resource group named RG1.

All virtual machines run identical applications.

You need to prevent unauthorized applications and malware from running on the virtual machines.
What should you do?

Apply an Azure policy to RG1.
From Azure Security Center, configure adaptive application controls.
Configure Azure Active Directory (Azure AD) Identity Protection.

OO0 wp

Apply a resource lock to RG1.

Correct Answer: B

Section:

Explanation:

Adaptive application control is an intelligent, automated end-to-end application whitelisting solution from Azure Security Center. It helps you control which applications can run on your Azure and non-Azure VMs (Windows
and Linux), which, among other benefits, helps harden your VMs against malware. Security Center uses machine learning to analyze the applications running on your VMs and helps you apply the specific whitelisting rules
using this intelligence.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-adaptive-application

QUESTION 19

You plan to deploy Azure container instances.

You have a containerized application that validates credit cards. The application is comprised of two containers: an application container and a validation container.

The application container is monitored by the validation container. The validation container performs security checks by making requests to the application container and waiting for responses after every transaction.
You need to ensure that the application container and the validation container are scheduled to be deployed together. The containers must communicate to each other only on ports that are not externally exposed.
What should you include in the deployment?
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application security groups
network security groups (NSGs)
management groups

OO0 wp

container groups

Correct Answer: D

Section:

Explanation:

Azure Container Instances supports the deployment of multiple containers onto a single host using a container group. A container group is useful when building an application sidecar for logging, monitoring, or any other
configuration where a service needs a second attached process.

Reference:

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-container-groups

QUESTION 20
HOTSPOT
You create resources in an Azure subscription as shown in the following table.
Name Type Region
RG1 Resource group West Europe
VMNET1 Azure virtual network West Europe
Contosol901 Azure Storage account West Europe

VNET1 contains two subnets named Subnetl and Subnet2. Subnetl has a network ID of 10.0.0.0/24. Subnet2 has a network ID of 10.1.1.0/24.

Contoso1901 is configured as shown in the exhibit. (Click the Exhibit tab.)
PS5 C:\> (Get-AzStorageRccount i contosoli0l) . HetworkRuleSet

ByPaas : Logging, Metrieca

Defaulthotion : Deny

IpRules : [193.77.0.0/16,...1

VirtualNetworkRules : [/subscriptions/a%0cB8c8f-dBbc-4112-abfh-
dacd 90657344/ resourceGroupa /RG]l /providers Miorosoft . Network/
virtualNetworks/VNET1/subnets/Subnetl,...]

P8 C:\> (Gat-AzStoragelccount RE1 contosolf0l) . NetworkRuleSet
IpRules

Action IPAddressOrBange

o ———

Allow 193.77.0.0/16

PS C:\> (Get-AzStoragefccount contosol®0l) . NetworkRules

Action VirtualHetworkResourceId

Allow /fasubscriptions/a90cBcBf-dibo-4112-abfb dacd 50657344/ rescurceGroups/  ======
RGl/providers/Microscft.Network/virtualNetworks /VHETL /subnets/Subnetl Succeedsd

PS8 C:\>_

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer area

Statements Yes No
An Azure virtual machine on Subnetl can access data in Contoso1901. O O
An Azure virtual machine on Subnet2 can access data in Contoso01901. O o
A computer on the Internet that has an IP address of 193.77.10.2 can access O O
data in Contoso1901.
Answer Area:
Answer area
Statements Yes No
An Azure virtual machine on Subnet1 can access data in Contoso01901. _ O
An Azure virtual machine on Subnet2 can access data in Contoso1901. K) ]l
A computer on the Internet that has an IP address of 193.77.10.2 can access O
data in Contoso1901.
Section:
Explanation:
Box 1: Yes
Access from Subnetl is allowed.
Box 2: No
No access from Subnet?2 is allowed.
Box 3: Yes

Access from IP address 193.77.10.2 is allowed.

QUESTION 21

DRAG DROP

You are configuring network connectivity for two Azure virtual networks named VNET1 and VNET2.

You need to implement VPN gateways for the virtual networks to meet the following requirements:

VNET1 must have six site-to-site connections that use BGP.

VNET2 must have 12 site-to-site connections that use BGP.

Costs must be minimized.

Which VPN gateway SKU should you use for each virtual network? To answer, drag the appropriate SKUs to the correct networks. Each SKU may be used once, more than once, or not at all. You may need to drag the split bar
between panes or scroll to view content.
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NOTE: Each correct selection is worth one point.

Select and Place:

Answer Area
SKUs
Basic VpnGw1 VNET1: ‘
VpnGw2 VpnGw3 VNET2: ‘
Correct Answer:
Answer Area
SKUs
Basic VpnGw1 VNET1: VpnGwl1
VpnGw2 VpnGw3 VNET2: VpnGw1
Section:
Explanation:
References:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-vpngateways#tgwsku

QUESTION 22

You are securing access to the resources in an Azure subscription.

A new company policy states that all the Azure virtual machines in the subscription must use managed disks.
You need to prevent users from creating virtual machines that use unmanaged disks.

What should you do?

Azure Monitor
Azure Policy
Azure Security Center

OO0 >

Azure Service Health

Correct Answer: B
Section:

QUESTION 23

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.

You need to use automatically generated service principal for the AKS cluster to authenticate to the Azure Container Registry.
What should you create?
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a secret in Azure Key Vault
a role assignment
an Azure Active Directory (Azure AD) user

OO0 ® P

an Azure Active Directory (Azure AD) group

Correct Answer: B

Section:

Explanation:

References:
https://docs.microsoft.com/en-us/azure/aks/kubernetes-service-principal

QUESTION 24
You have the Azure virtual machines shown in the following table.
Name Operating system State
VM1 Windows Server 2012 Running
Vm2 Windows Server 2012 R2 Running
VM3 Windows Server 2016 Stopped
VM4 Ubuntu Server 18.04 LTS Running

For which virtual machine can you enable Update Management?

VM2 and VM3 only

VM2, VM3, and VM4 only
VM1, VM2, and VM4 only
VM1, VM2, VM3, and VM4
VM1, VM2, and VM3 only

m o 0w >

Correct Answer: C

Section:

Explanation:

References:
https://docs.microsoft.com/en-us/azure/automation/automation-update-management?toc=%2Fazure%2Fautomation%2Ftoc.json

QUESTION 25

DRAG DROP

You have an Azure subscription named Sub1.

You have an Azure Active Directory (Azure AD) group named Groupl that contains all the members of your IT team.

You need to ensure that the members of Groupl can stop, start, and restart the Azure virtual machines in Sub1. The solution must use the principle of least privilege.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Answer Area
Actions

Create a ISON file.

Run the Update-AzureRmManagementGroup cmdlet.

Create an XML file.

Run the New-AzureRmRoleDefinition cmdlet.

Run the New-AzureRmRoleAssignment cmdlet.

Correct Answer:

Answer Area
Actions

Create a JSON file.

Run the Update-AzureRmManagementGroup cmdlet. i
Run the New-Az ipit

Create an XML file.

Run the New-AzureRmRoleAssignment cmdlet.

Section:

Explanation:

References:
https://www.petri.com/cloud-security-create-custom-rbac-role-microsoft-azure

QUESTION 26

DRAG DROP

You have an Azure subscription that contains the following resources:

A virtual network named VNET1 that contains two subnets named Subnetl and Subnet?2.

A virtual machine named VM1 that has only a private IP address and connects to Subnet1.

You need to ensure that Remote Desktop connections can be established to VM1 from the internet.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.

Select and Place:
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Actions

Configure a network security group (NSG).

Create a network rule collection.

Create a NAT rule collection.

Create a new subnet.

Deploy Azure Application Gateway.

Deploy Azure Firewall.

Correct Answer:

Actions

Configure a network security group (NSG).

Create a network rule collection.

Deploy Azure Application Gateway.

Section:
Explanation:

QUESTION 27
You have an Azure subscription that contains a user named Userl and an Azure Container Registry named ContRegl.
You enable content trust for ContReg1.
You need to ensure that Userl can create trusted images in ContRegl. The solution must use the principle of least privilege.

Which two roles should you assign to Userl? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

o0 w® >

AcrQuarantineReader
Contributor

AcrPush
AcrlmageSigner

Answer Area

Answer Area

Create a new subnet. ﬂ

Create a NAT rule collection.
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E. AcrQuarantineWriter

Correct Answer: C,D

Section:

Explanation:

References:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-roles

QUESTION 28

You have an Azure Container Registry named ContRegl that contains a container image named imagel.
You enable content trust for ContRegl.

After content trust is enabled, you push two images to ContReg1 as shown in the following table.

Name Details
image]1 Image was pushed with client content enabled.
image3 Image was pushed with client content disabled.

Which images are trusted images?

A. imagel and image2 only
B. image2 only
C. imagel, image2, and image3

Correct Answer: B

Section:

Explanation:

Azure Container Registry implements Docker's content trust model, enabling pushing and pulling of signed images.

To push a trusted image tag to your container registry, enable content trust and push the image with docker push.

To work with trusted images, both image publishers and consumers need to enable content trust for their Docker clients. As a publisher, you can sign the images you push to a content trust-enabled registry.
Reference:

https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

QUESTION 29

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to configure Azure to allow RDP connections from the Internet to a virtual machine named VM1. The solution must minimize the attack surface of VM1.
To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

To enable the RDP port in an NSG, follow these steps:
1. Sign in to the Azure portal.

2. In Virtual Machines, select VM1

3. In Settings, select Networking.

4. In Inbound port rules, check whether the port for RDP is set correctly. The following is an example of the configuration:
Priority: 300

Name: Port_3389

Port(Destination): 3389
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Protocol: TCP

Source: Any

Destinations: Any

Action: Allow

Reference:
https://docs.microsoft.com/en-us/azure/virtual-machines/troubleshooting/troubleshoot-rdp-nsg-problem

QUESTION 30

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168 @ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

LEbLnstance: 1059§}68

LT L - = -~
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You need to add the network interface of a virtual machine named VM1 to an application security group named ASG1.

To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

1. In the Search resources, services, and docs box at the top of the portal, begin typing the name of a virtual machine, VM1 that has a network interface that you want to add to, or remove from, an application security group.
2. When the name of your VM appears in the search results, select it.

3. Under SETTINGS, select Networking. Select Configure the application security groups, select the application security groups that you want to add the network interface to, or unselect the application security groups that
you want to remove the network interface from, and then select Save.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface
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QUESTION 31

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10w5§8168 _
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You need to perform a full malware scan every Sunday at 02:00 on a virtual machine named VM1 by using Microsoft Antimalware for Virtual Machines.
To complete this task, sign in to the Azure portal.

Cm '_." R

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

Deploy the Microsoft Antimalware Extension using the Azure Portal for single VM deployment

1. In Azure Portal, go to the Azure VM1’s blade, navigate to the Extensions section and press Add.
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Dashboard > Virtual machines > devrgvm > devrg > devrgvm - Extensions

E.I devrgvm - Extensions

Virtual machine

D Search (Ctrl+/) ‘ «  «madd
@ Overview PEEEEI .
@ aciiy s et i il
s Access control (IAM) CustomScriptExtension Microsoft.Compute.CustomScriptEx
& Tags DependencyAgentWindows Microsoft.Azure.Monitoring.Depent
X Diagnose and solve problems enablevmaccess Microsoft.Compute.VMAccessAgen
Settings laaSDiagnostics Microsoft.Azure.Diagnostics.laaSDi:
& Networking MicrosoftMonitoringAgent Microsoft.EnterpriseCloud.Monitori
£ Disks

SiteRecovery-Windows Microsoft.Azure.RecoveryServices.S
B size N
0 seu dumps
I} Extensions

2. Select the Microsoft Antimalware extension and press Create.
3. Fill the “Install extension” form as desired and press OK.
Scheduled: Enable

Scan type: Full

Scan day: Sunday

IT Certification Exams - Questions & Answers | Vdumps.com


https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

Dashboard > Virtual machines *> devrgvm > devrg » devrgvm - Extensions * Mew resource

Install extension O x

Excluded files and locations @

Excluded file extensions @

Excluded processes @

Real-time protection @

Enable Dizable

Run a scheduled scan @

5can type @

Scan day @

— = dumps
Scan time @ p

| 120 |

Reference:
https://www.e-apostolidis.gr/microsoft/azure/azure-vm-antimalware-extension-management/

QUESTION 32
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SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lit.) 'D_?ta“CSj.%P.?R?lf.SM o ~

O Y Logunmecr odoftanilne. com

@ This site uses cookies for analytics, personalized content and ads. By [ p

Microsoft Azure

BT Microsoft

Sign in

to continae to hMecrosoft Aoure
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You need to prevent administrative users from accidentally deleting a virtual network named VNET1. The administrative users must be allowed to modify the settings
To complete this task, sign in to the Azure portal.

of VNETL.

A.

Correct Answer: A
Section:
Explanation:
Answer: A
Explanation:

Locking prevents other users in your organization from accidentally deleting or modifying critical resources, such as Azure subscription, resource group, or resource.

Note: In Azure, the term resource refers to an entity managed by Azure. For example, virtual machines, virtual networks, and storage accounts are all referred to as Azure resources.
1. In the Settings blade for virtual network VNET, select Locks.
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SUPPORT + TROUBLESHOOTING

#. Diagnose and solve problems >

B Activity logs 7

Mew support request >
SETTINGS

' Tags >

>

an Users b,

Bl Automation script >

2. To add a lock, select Add.

Management locks

+ Audd E Resource group ﬂ Subscription (‘J Refresh

LiOHCE MAME LOCK TYPE SCOPE HOTES

This resource has no locks.

3. For Lock type select Delete lock, and click OK
Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

QUESTION 33

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168@ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

Lab Instance: 10598168
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You need to ensure that a user named user21059868 can manage the properties of the virtual machines in the RG1lod10598168 resource group. The solution must use the principle of least privilege.
To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

1. In Azure portal, locate and select the RG1lod10598168 resource group.

2. Click Access control (IAM).

3. Click the Role assignments tab to view all the role assignments at this scope.
4. Click Add > Add role assignment to open the Add role assignment pane.
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Add role assignment : :
N R, nts  Deny assignments

Add co-administrator
VIGNAYE aLtess W AZUIE TESUUILES 101 USErS, groups, Service principa
creating role assignments. Learn more (£

5. In the Role drop-down list, select the role Virtual Machine Contributor.

Virtual Machine Contributor lets you manage virtual machines, but not access to them, and not the virtual network or storage account they're connected to.
6. In the Select list, select user user21059868

7. Click Save to assign the role.

Reference:

https://docs.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#virtual-machine-contributor

QUESTION 34

SIMULATION

Use the following login credentials as needed:

To enter your username, place your cursor in the Sign in box and click on the username below.

To enter your password, place your cursor in the Enter password box and click on the password below.
Azure Username: User1-10598168 @ExamUsers.com

Azure Password: Ag1Bh9!#Bd

The following information is for technical support purposes only:

L?JbLnstance: 1059§}68
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You need to ensure that only devices connected to a 131.107.0.0/16 subnet can access data in the rg1lod10598168 Azure Storage account.
To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

Step 1:

1. In Azure portal go to the storage account you want to secure. Here: rg1lod10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. To deny access by default, choose to allow access from Selected networks. To allow traffic from all networks, choose to allow access from All networks.
4. Click Save to apply your changes.
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Step 2:

1. Go to the storage account you want to secure. Here: rg1lod10598168

2. Click on the settings menu called Firewalls and virtual networks.

3. Check that you've selected to allow access from Selected networks.

4. To grant access to a virtual network with a new network rule, under Virtual networks, click Add existing virtual network, select Virtual networks and Subnets options. Enter the 131.107.0.0/16 subnet and then click Add.
Note: When network rules are configured, only applications requesting data over the specified set of networks can access a storage account. You can limit access to your storage account to requests originating from specified
IP addresses, IP ranges or from a list of subnets in an Azure Virtual Network (VNet).

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security

QUESTION 35

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

device configuration policies in Microsoft Intune
Azure Automation State Configuration

security policies in Azure Security Center

o0 ® P

device compliance policies in Microsoft Intune

Correct Answer: B

Section:

Explanation:

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager), on-premises VMs, Linux machines, AWS VMs, and on-premises physical machines.

Note: Azure Automation State Configuration provides a DSC pull server similar to the Windows Feature DSC-Service so that targetinodes automatically receive configurations, conform to the desired state, and report back on
their compliance. The built-in pull server in Azure Automation eliminates the need to set up and maintain your own pull server’Azure Automation can target virtual or physical Windows or Linux machines, in the cloud or on-
premises.

Reference:

https://docs.microsoft.com/en-us/azure/automation/automation-dsc-getting-started

QUESTION 36
You have an Azure subscription that contains the Azure virtual machines shown in the following table.
Name Operating system
VM1 Windows 10
VM2 Windows Server 2016
VM3 Windows Server 2019
VM4 Ubuntu Server 18.04 LTS

You create an MDM Security Baseline profile named Profilel.
You need to identify to which virtual machines Profilel can be applied.
Which virtual machines should you identify?

VM1 only

VM1, VM2, and VM3 only
VM1 and VM3 only

VM1, VM2, VM3, and VM4

o0 ®p
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Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines

QUESTION 37

SIMULATION

You need to ensure that connections from the Internet to VNET1\subnetO are allowed only over TCP port 7777. The solution must use only currently deployed resources.
To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

You need to configure the Network Security Group that is associated with subnetO.

. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation pane.

. In the properties of VNET1, click on Subnets. This will display the subnets in VNET1 and the Network Security Group associated to each subnet. Note the name of the Network Security Group associated to Subnet0.
. Type Network Security Groups into the search box and select the Network Security Group associated with SubnetO.

. In the properties of the Network Security Group, click on Inbound Security Rules.

. Click the Add button to add a new rule.

. In the Source field, select Service Tag.

. In the Source Service Tag field, select Internet.

. Leave the Source port ranges and Destination field as the default values (* and All).

. In the Destination port ranges field, enter 7777.

10. Change the Protocol to TCP.

11. Leave the Action option as Allow.

12. Change the Priority to 100.

13. Change the Name from the default Port_8080 to something more descriptive such as Allow_TCP_7777_from_Internet. The name cannot contain spaces. 14. Click the Add button to save the new rule.

OO NOOTUTL S WN -

QUESTION 38

SIMULATION

You need to prevent administrators from performing accidental changes to the Homepage app service plan.
To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

You need to configure a ‘lock’ for the app service plan. A read-only lock ensures that no one can make changes to the app service plan without first deleting the lock.

1. In the Azure portal, type App Service Plans in the search box, select App Service Plans from the search results then select Homepage. Alternatively, browse to App Service Plans in the left navigation pane.
2. In the properties of the app service plan, click on Locks.

3. Click the Add button to add a new lock.

4. Enter a name in the Lock name field. It doesn’t matter what name you provide for the exam.
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5. For the Lock type, select Read-only.
6. Click OK to save the changes.

QUESTION 39

SIMULATION

You need to ensure that a user named Danny11597200 can sign in to any SQL database on a Microsoft SQL server named web11597200 by using SQL Server Management Studio (SSMS) and Azure Active Directory (Azure AD)
credentials.

To complete this task, sign in to the Azure portal.

A

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

You need to provision an Azure AD Admin for the SQL Server.

1. In the Azure portal, type SQL Server in the search box, select SQL Server from the search results then select the server named web11597200. Alternatively, browse to SQL Server in the left navigation pane.
2. In the SQL Server properties page, click on Active Directory Admin.

3. Click the Set Admin button.

4. In the Add Admin window, search for and select Danny11597200.

5. Click the Select button to add Danny11597200.

6. Click the Save button to save the changes.

Reference:
https://docs.microsoft.com/en-us/azure/azure-sql/database/authentication-aad-configure?tabs=azure-powershell

QUESTION 40

SIMULATION

You need to configure a Microsoft SQL server named Web11597200 only to accept connections from the SubnetO subnet on the VNETO1 virtual network.
To complete this task, sign in to the Azure portal.

A.

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

You need to allow access to Azure services and configure a virtual network rule for the SQL Server.

. In the Azure portal, type SQL Server in the search box, select SQL Server from the search results then select the server named web11597200. Alternatively, browse to SQL Server in the left navigation pane.
. In the properties of the SQL Server, click Firewalls and virtual networks.

. In the Virtual networks section, click on Add existing. This will open the Create/Update virtual network rule window.
. Give the rule a name such as Allow_VNETO01-SubnetO (it doesn’t matter what name you enter for the exam).

. In the Virtual network box, select VNETO1.

. In the Subnet name box, select SubnetO.

. Click the OK button to save the rule.

. Back in the Firewall / Virtual Networks window, set the Allow access to Azure services option to On.

OO UL WN P

QUESTION 41
You have Azure Resource Manager templates that you use to deploy Azure virtual machines.
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You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

device configuration policies in Microsoft Intune
an Azure Desired State Configuration (DSC) virtual machine extension

security policies in Azure Security Center

o0 ®p

Azure Logic Apps

Correct Answer: B

Section:

Explanation:

The primary use case for the Azure Desired State Configuration (DSC) extension is to bootstrap a VM to the Azure Automation State Configuration (DSC) service. The service provides benefits that include ongoing management
of the VM configuration and integration with other operational tools, such as Azure Monitoring. Using the extension to register VM's to the service provides a flexible solution that even works across Azure subscriptions.
Reference:

https://docs.microsoft.com/en-us/azure/virtual-machines/extensions/dsc-overview

QUESTION 42
HOTSPOT
You have an Azure subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the following table.
Name Subscription role Azure AD user role

User Owner None

User2 Contributor None

User3 Security Admin None

User4 None Service administrator

You create a resource group named RG1.
Which users can modify the permissions for RG1 and which users can create virtual networks in RG1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Users who can modify the permissions for RG1: ( v
User1 only

User1 and User2 only

“User1 and User3 only

“User1, User2 and User3 only
User1, User2, User3, and User4

A .

. i
Users who can create virtual networks in RG1: \J
User1 only

‘User1 and User2 only
User1 and User3 only

“User1, User2, User3, and User4

k A

Answer Area:
Answer Area

Users who can modify the permissions for RG1: ( d_u_m
User1 only ps

' User1 and User2 only )

“User1 and User3 only
User1, User2 and User3 only

User1, User2, User3, and User4
h v,

Users who can create virtual networks in RG1: [ v
User1 only
User1 and User2 only
User1 and User3 only

“UserT, User2 and User3 only

‘User1, User2, User3, and User4

Section:

Explanation:

Box 1: Only an owner can change permissions on resources.

Box 2: A Contributor can create/modify/delete anything in the subscription but cannot change permissions.

QUESTION 43
SIMULATION
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You need to configure network connectivity between a virtual network named VNET1 and a virtual network named VNET2. The solution must ensure that virtual machines connected to VNET1 can communicate with virtual
machines connected to VNET2.
To complete this task, sign in to the Azure portal and modify the Azure resources.

A

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

You need to configure VNet Peering between the two networks. The questions states, “The solution must ensure that virtual machines connected to VNET1 can communicate with virtual machines connected to VNET2”. It
doesn’t say the VMs on VNET2 should be able to communicate with VMs on VNET1. Therefore, we need to configure the peering to allow just the one-way communication.

. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET1. Alternatively, browse to Virtual Networks in the left navigation pane.

. In the properties of VNET1, click on Peerings.

. In the Peerings blade, click Add to add a new peering.

. In the Name of the peering from VNET1 to remote virtual network box, enter a name such as VNET1-VNET2 (this is the name that the peering will be displayed as in VNET1)

. In the Virtual Network box, select VNET2.

. In the Name of the peering from remote virtual network to VNET1 box, enter a name such as VNET2-VNET1 (this is the name that the peering will be displayed as in VNET2). There is an option Allow virtual network access
from VNET to remote virtual network. This should be left as Enabled.

7. For the option Allow virtual network access from remote network to VNET1, click the slider button to Disabled.

8. Click the OK button to save the changes.

Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-manage-peering

Uk, WN -

QUESTION 44

SIMULATION

You need to deploy an Azure firewall to a virtual network named VNET3.

To complete this task, sign in to the Azure portal and modify the Azure resources.

This task might take several minutes to complete. You can perform other tasks while the task completes.

A

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

To add an Azure firewall to a VNET, the VNET must first be configured with a subnet named AzureFirewallSubnet (if it doesn’t already exist).
Configure VNET3.

. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET3. Alternatively, browse to Virtual Networks in the left navigation pane.
. In the Overview section, note the Location (region) and Resource Group of the virtual network. We’ll need these when we add the firewall.
. Click on Subnets.

. Click on + Subnet to add a new subnet.

. Enter AzureFirewallSubnet in the Name box. The subnet must be named AzureFirewallSubnet.

. Enter an appropriate IP range for the subnet in the Address range box.

. Click the OK button to create the subnet.

Add the Azure Firewall.

1. In the settings of VNET3 click on Firewall.

2. Click the Click here to add a new firewall link.

No o b~ WwN e
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3. The Resource group will default to the VNET3 resource group. Leave this default.

4. Enter a name for the firewall in the Name box.

5. In the Region box, select the same region as VNET3.

6. In the Public IP address box, select an available public IP address if one exists, or click Add new to add a new public IP address.
7. Click the Review + create button.

8. Review the settings and click the Create button to create the firewall.

Reference:

https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

QUESTION 45

SIMULATION

You need to configure a virtual network named VNET2 to meet the following requirements:
Administrators must be prevented from deleting VNET2 accidentally.

Administrators must be able to add subnets to VNET2 regularly.

To complete this task, sign in to the Azure portal and modify the Azure resources.

A

Correct Answer: A

Section:

Explanation:

Answer: A

Explanation:

Locking prevents other users in your organization from accidentally deleting or modifying critical resources, such as Azure subscription, resource group, or resource.

Note: In Azure, the term resource refers to an entity managed by Azure. For example, virtual machines, virtual networks, and storage.accounts are all referred to as Azure resources.

1. In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNET2. Alternatively, browse to Virtual Networks in the left navigation pane.
2. In the Settings blade for virtual network VNET2, select Locks.

SUPPCRET + TROUBLESHOOTING

Diagnose and sohee problems 2
B Activity logs b
& New support request b
SETTINGS
& Tags >
ﬂ Locks
cay Users »

S Automation script

3. To add a lock, select Add.
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Management locks

+ Add n Resource group ﬂ Subscription CJ Refrech

LOCE MAME LOCK TYPE SCOFE HOTES

This resource has no locks.

4. For Lock type select Delete lock, and click OK
Reference:
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-lock-resources

QUESTION 46

You have an Azure virtual machine named VM1.

From Azure Security Center, you get the following high-severity recommendation: “Install endpoint protection solutions on virtual machine”.
You need to resolve the issue causing the high-severity recommendation.

What should you do?

Add the Microsoft Antimalware extension to VM1.

Install Microsoft System Center Security Management Pack for Endpoint Protection on VM1.
Add the Network Watcher Agent for Windows extension to VM1.

Onboard VM1 to Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).

o0 ®p

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-endpoint-protection

QUESTION 47

HOTSPOT
You have a file named Filel.yaml that contains the following contents.
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apiVersion: 2018-18-81

location: eastus
name: containergroupl
properties:
containers:
= name: containerl
properties:

environmentVariables:

- name: 'Variablel'
value: 'Valuel'

- name: 'Variable2'

secureValue:
image: nginx
ports: []
resources:
requests:
cpu: 1.@

*Walue2'

memoryInGB: 1.5

osType: Linux

restartPolicy: Always

tags: null

type: Microsoft.ContainerInstance/containerGroups

You create an Azure container instance named containerl by using Filel.yaml.
You need to identify where you can access the values of Variablel and Variable2.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Variable1:

Variable2:

Answer Area:

Cannot be accessed

Can be accessed from the Azure portal only
Can be accessed from inside container1 only
Can be accessed from inside container1 and the Azure portal

A

Cannot be accessed

Can be accessed from the Azure portal only
Can be accessed from inside container1 only
Can be accessed from inside container1 and the Azure portal
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Answer Area

Variable1: v

Cannot be accessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 nhly

Can be accessed from inside container1 and the Azure portal

Variable2: v

Cannot be accessed

Can be accessed from the Azure portal only

Can be accessed from inside container1 only

Can be accessed from inside container1 and the Azure portal

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables

QUESTION 48

You have an Azure subscription that contains a virtual network. The virtual network contains the subnets shown in the following table.

Has a network security group (NSG)
associated to the virtual subnet

Name

Subneti Yes
Subnet?2 No

The subscription contains the virtual machines shown in the following table.

N Has an NSG associated to the network | Connected
adaptor of the virtual machine to
VM1 No Subnet1
VM2 No Subnet2
VM3 No Subnet1
VM4 Yes Subnet2

You enable just in time (JIT) VM access for all the virtual machines.
You need to identify which virtual machines are protected by JIT.
Which virtual machines should you identify?

VM4 only

VM1 and VM3 only

VM1, VM3 and VM4 only
VM1, VM2, VM3, and VM4

OO0 >

Correct Answer: C
Section:
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Explanation:

An NSG needs to be enabled, either at the VM level or the subnet level.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

QUESTION 49
HOTSPOT
You have an Azure subscription that contains the virtual machines shown in the following table.
Private IP Public IP
Name | Connected to i “da

VM1 VNET1/Subnet1 |10.1.1.4 13.80.73.87

VM2 VNET2/Subnet2 [10.2.1.4 213.199.133.190

VM3 VNET2/Subnet2 |10.2.1.5 None

Subnetl and Subnet2 have a Microsoft.Storage service endpoint configured.
You have an Azure Storage account named storageaccl that is configured as shown in the following exhibit.

H X

L Refresh

Allow access from
All networks

= Selected networks

Configure network security for your storage accounts. Learn more

Virtual networks

Secure your storage account with virtual networks.

14 r |
Bl } §, i
(L LN % VI LLEdL 1)

VIRTUAL
NETWORK

Mo network selected.

Firewall

LS

SUBNET

ADDRESS

RANGE S5TATUS

ENDPOINT

Add existing virtual networ

RESOURCE
GROUP

SUBSCRIBTION

Add IP ranges to allow access from the internet on your on-premises networks. Learn more

Address Range

13.80.73.87
IP address or CIDR

Exceptions

Allow trusted Microsoft services to access this storage account ©

] Allow read access to storage logging from any network
] Allow read access to storage metrics from any network
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Hot Area:
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Answer Area

Statements Yes No
From VM1, you can upload a blob to storageacc]. O O
From VM2, you can upload a blob to storageacc. O O
From VM3 , you can upload a blob to storageacc1. © O
Answer Area:
Answer Area
Statements Yes No
From VM1, you can upload a blob to storageacc]. O O
From VM2, you can upload a blob to storageacc. O] [©
From VM3 , you can upload a blob to storageacc1. ©
Section:
Explanation:
Box 1: Yes
The public IP of VM1 is allowed through the firewall.
Box 2: No

The allowed virtual network list is empty so VM2 cannot access storageaccl directly. The public IP address of VM2 is not in the allowed IP list so VM2 cannot access storageaccl over the Internet.
Box 3: No

The allowed virtual network list is empty so VM3 cannot access storageaccl directly. VM3 does not have a public IP address so it cannot access storageaccl over the Internet.

Reference:

https://docs.microsoft.com/en-gb/azure/storage/common/storage-network-security

QUESTION 50

You have Azure Resource Manager templates that you use to deploy Azure virtual machines.

You need to disable unused Windows features automatically as instances of the virtual machines are provisioned.
What should you use?

device compliance policies in Microsoft Intune
Azure Automation State Configuration
application security groups

o 0N >

Azure Advisor

Correct Answer: B

Section:

Explanation:

You can use Azure Automation State Configuration to manage Azure VMs (both Classic and Resource Manager),on-premises VMs, Linux machines, AWS VMs, and on-premises physical machines. Note: Azure Automation State
Configuration provides a DSC pull server similar to the Windows Feature DSC Service so that target nodes automatically receive configurations, conform to the desired state, and report back on their compliance. The built-in
pull server in Azure Automation eliminates the need to set up and maintain your own pull server. Azure Automation can target virtual or physical Windows or Linux machines, in the cloud or on-premises.
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QUESTION 51

You have an Azure Container Registry named Registry1l.

From Azure Security Center, you enable Azure Container Registry vulnerability scanning of the images in Registry1l.
You perform the following actions:

Push a Windows image named Imagel to Registryl.

Push a Linux image named Image2 to Registry1.

Push a Windows image named Image3 to Registryl.

Modify Imagel and push the new image as Image4 to Registry1.

Modify Image2 and push the new image as Image5 to Registry1.

Which two images will be scanned for vulnerabilities? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Imaged
B. Image2
C. Imagel
D. Image3
E. Image5

Correct Answer: B, E

Section:

Explanation:

Only Linux images are scanned. Windows images are not scanned.

Reference:
https://docs.microsoft.com/en-us/azure/security-center/azure-container-registry-integration

QUESTION 52
You have an Azure subscription that contains the virtual machines shown in the following table.
Name Location Virtual network name
VI East US VMNET1
V2 West US VMNETZ
W3 East US WNET1
Wivid West US VMNET3

All the virtual networks are peered.
You deploy Azure Bastion to VNET2.
Which virtual machines can be protected by the bastion host?

VM1, VM2, VM3, and VM4
VM1, VM2, and VM3 only
VM2 and VM4 only

VM2 only

o 0N >

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/bastion/vnet-peering

QUESTION 53
You have an Azure Active Directory (Azure AD) tenant named Contoso.com and an Azure Kubernetes Service (AKS) cluster AKS1.
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You discover that AKS1 cannot be accessed by using accounts from Contoso.com.
You need to ensure AKS1 can be accessed by using accounts from Contoso.com. The solution must minimize administrative effort.
What should you do first?

From Azure recreate AKS1.
From AKS1, upgrade the version of Kubernetes.
From Azure AD, implement Azure AD Premium.

OO0 w®

From Azure AD, configure the User settings.

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli

QUESTION 54
You have an Azure subscription that contains an Azure Container Registry named Registryl. Azure Defender is enabled in the subscription. You upload several container images to Registerl.
You discover that vulnerability security scans were not performed.

You need to ensure that the container images are scanned for vulnerabilities when they are uploaded to Registry1.
What should you do?

From the Azure portal modify the Pricing tier settings.
From Azure CLI, lock the container images.
Upload the container images by using AzCopy.

o0 ®p

Push the container images to Registryl by using Docker

Correct Answer: A

Section:

Explanation:

Reference:
https://charbelnemnom.com/scan-container-images-in-azure-container-registry-with-azure-security-center/

QUESTION 55

HOTSPOT

You have a network security group (NSG) bound to an Azure subnet.

You run Get-AzNetworkSecurityRuleConfig and receive the output shown in the following exhibit.
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Name
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Protocol

SourcePortRange
DestinationPortRange
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DestinationAddreszsPrefix
SourcelpplicationSecurityGroups
DeszstinatienhpplicationSecurityGroups
Acoess

Priority

Direction

Name

ProvisioningState

Deszcription

Protocol

SourceFortRange
DestinationPortRange
Sourcelddressirellx
DestinationhAddressPrefix
SourcelpplicationSecurityGroups
DastinationfpplicationSecurityGroups
Acoess

FPriority

Direction

Hame
Description

1

ortRange
DesztinationPortEange
SourcelddressPrefix
DestinationhddressPrefix
SocurcefpplicationSecurityGroups
DestinationApplicationSacurityGroupsa
Access
Priority
Direction

DenyStoragelccess

Cutbound

StorageERZAllow
Sucoeaded

L

i*}

{443)

(™}
{Storage . EastUSsS2}

Cutbound

tnntaseﬂrTP

TCE
™)

21}
{1.2.3.4/732)
{10.0.0.5/32)
[]

[1]
Allow
504
Inbound

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Traffic destined for an Azure Storage account is [answer choice]. | v

able to connect to East US

able to connect to East US 2

able to connect to West Europe
prevented from connecting to all regions

FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice]. v

allowed
dropped
forwarded

Answer Area:

Answer Area
Traffic destined for an Azure Storage account is [answer choice]. | v
able to connect to East US
able to connect to East US 2
able to connect to West Europe
prevented from connecting to all regions
FTP connections from 1.2.3.4 t0 10.0.0.10/32 are [answer choice]. v
dropped
forwarded
Section:
Explanation:

Box 1: able to connect to East US 2
The StorageEA2Allow has DestinationAddressPrefix {Storage/EastUS2}

Box 2: allowed
TCP Port 21 controls the FTP session. Contoso_FTP has SourceAddressPrefix {1.2.3.4/32} and DestinationAddressPrefix {10.0.0.5/32}

Note:
The Get-AzureRmNetworkSecurityRuleConfig cmdlet gets a network security rule configuration for an Azure network security group. Security rules in network security groups enable you to filter the type of network traffic

that can flow in and out of virtual network subnets and network interfaces.
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Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/manage-network-security-group

QUESTION 56

You have a web app hosted on an on-premises server that is accessed by using a URL of https://www.contoso.com.
You plan to migrate the web app to Azure. You will continue to use https://www.contoso.com.

You need to enable HTTPS for the Azure web app.

What should you do first?

A. Export the public key from the on-premises server and save the key as a P7b file.

B. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using TripleDES.
C. Export the public key from the on-premises server and save the key as a CER file.

D. Export the private key from the on-premises server and save the key as a PFX file that is encrypted by using AES256.

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/app-service/configure-ssl-certificate#fprivate-certificate-requirements

QUESTION 57

HOTSPOT

You have an Azure subscription that contains a storage account named storagel and several virtual machines. The storage account and virtual machines are in the same Azure region. The network configurations of the virtual
machines are shown in the following table.

Name Public IP address | Connected to
VM1 52.232.128.194 VNET1/Subnetl
VM2 52.233.129.82 VNET2/Subnet?
VM3 52.233.130.11 VNET3/Subnet3

The virtual network subnets have service endpoints defined as shown in the following table.

Name Service endpoint
VNET1/Subnetl | Microsoft.Storage

VINET2/Subnet2 | None
VNET3/Subnet3 | Microsoft. KeyVault

You configure the following Firewall and virtual networks settings for storagel:

Allow access from: Selected networks

Virtual networks: VNET3\Subnet3

Firewall — Address range: 52.233.129.0/24

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No

VM1 can connect to storagel.
VM2 can connect to storagel.

VM3 can connect to storagel.

Answer Area:

Answer Area

Statements Yes No

VM1 can connect to storagel.
VM2 can connect to storagel.

VM3 can connect to storagel.

Section:

Explanation:

Box 1: No

VNet1l has a service endpoint configure for Azure Storage. However, the Azure storage does not allow access from VNet1 or the public IP address of VM1.

Box 2: Yes

VNet2 does not have a service endpoint configured. However, the Azure storage allows access from the public IP address of VM2.

Box 3: No

Azure storage allows access from VNet3. However, VNet3 does not have a service endpoint for Azure storage. The Azure storage also does not allow access from the public IP of VM3.

QUESTION 58

You plan to create an Azure Kubernetes Service (AKS) cluster in an Azure subscription.
The manifest of the registered server application is shown in the following exhibit.
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Save Discard Upload Download

The editor below allows you to update this application by directly modifying its JSON representation. For more
details, see: Understanding the Azure Active Directory application manifest.

1 {
2 "id": "deb00db3i-Tefd4-4f3c-ble7-8346f0a59546",
3 "acceptMappedClaims"™: null,
4 "accessTokenAcceptedVersion": null,
5 "addIn=": [].,
6 "allowPublicClient™: null,
7 TappId": "88137405-6a75-4c20-903a-f7blBff7d496",
g8 "appRoles": [],
=] "oauthZ2AllowUrlPathMatching": false,
10 "createdDateTime": "2019-07-15T21:09:202",
11 "groupMembershipClaims": null,
12 "identifierUris™: [].
13 "informationalUrls": {
14 "termsOfService™: null,
15 "support": null,
16 "privacy™: null,
17 "marketing": null
18 } e
19 "keyCredentials": [],
20 "knownClientApplications": [],
21 "logoUrl™: null, umps
22 "logoutUrl": null,
23 "name™: "AKSAzureADServer",
24 "cauthZ2AllowIdTokenImplicitFlow": false,
25 "ocauth2AllowImplicitFlow": false,
26 "osauth2Permissions": [].
27 "oauthZ2RequirePostResponse": false,
28 "optionalClaims": null,
29 "orgRestrictions": [],
30 "parentalControlSettingsa": {

You need to ensure that the AKS cluster and Azure Active Directory (Azure AD) are integrated.
Which property should you modify in the manifest?

. accessTokenAcceptedVersion

A

B. keyCredentials

C. groupMembershipClaims
D

. acceptMappedClaims

Correct Answer: C
Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications
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QUESTION 59

HOTSPOT
You have the Azure virtual networks shown in the following table.
Mame Location Subnet Peered network
VMETL East Us Subnetl VINETZ
VMET2 West US Subnet? Subnet3 | VNET1
VNET4 East LIS Subnetd None
You have the Azure virtual machines shown in the following table.
ication Network securi Public IP
Name sz:lty group group (NSG) R4 Connected to S
VM1 ASG1 N5G1 Subnetl No
Vimz2 ASGZ N5G1 Subnet2 No
VM3 ASG2 NSG1 Subnet3 Yes
V4 ASGA NSG1 Subnet4 Yes

The firewalls on all the virtual machines allow ping traffic.
NSG1 is configured as shown in the following exhibit.
Inbound security rules

Priority Name Port Protocol Source Destination Action

110 & Allow _RDP 3389 Any Any Any = Allow

130 Rulel Any  Any @ ASG1 Any o Allow

140 Rule2 Any  Any o ASG2 Any s Allow

150 Rule3 Any  Any o ASG4 Any o Allow

160 A Ruled Any  Any Any Any o Deny -

65000  AllowVnetinBound Any  Any VirtualNetwork VirtualNetwork @ Allow, d u m ps

65001  AllowAzureLoadBalan.. Any Any AzureLoadBalancer Any L] Aﬁc; -

65500  DenyAllinBound Any  Any Any Any e Deny
Outbound security rules

Priority MName Port Protocol Source Destination Action

65000  AllowVnetOutBound Any  Any VirtualNetwork VirtualMetwork = Allow

65001  AllowinternetOutBou.. Any  Any Any Internet o Allow

65500 DenyAllOutBound Any  Any Any Any o Deny

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully.

VM3 can be accessed by using Remote Desktop from the internet.

Answer Area:

Answer Area

Statements Yes No
VM1 can ping VM3 successfully.

VM2 can ping VM4 successfully. < ™

VM3 can be accessed by using Remote Desktop from the internet.

Section:

Explanation:

Box 1: Yes

VM1 and VM3 are on peered VNets. The firewall rules with a source of ASG1 and ASG2 allow ‘any’ traffic on ‘any’ protocol so pings are allowed between VM1 and VM3.

Box 2: No

VM2 and VM4 are on separate VNets and the VNets are not peered. Therefore, the pings would have to go over the Internet. VM4 does have a public IP and the firewall allows pings. However, for VM2 to be able to ping VM4,
VM2 would also need a public IP address. In Azure, pings don’t go out through the default gateway as they would in a physical network. For an Azure VM to ping external IPs, the VM must have a public IP address assigned to
it.

Box 3: Yes

VM3 has a public IP address and the firewall allows traffic on port 3389.

QUESTION 60

You have an Azure subscription that contains two virtual machines named VM1 and VM2 that run Windows Server 2019.
You are implementing Update Management in Azure Automation.

You plan to create a new update deployment named Updatel.

You need to ensure that Updatel meets the following requirements:

Automatically applies updates to VM1 and VM2.

Automatically adds any new Windows Server 2019 virtual machines to Updatel.

What should you include in Updatel?

IT Certification Exams - Questions & Answers | Vdumps.com


https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

a security group that has a Membership type of Assigned
a security group that has a Membership type of Dynamic Device

a dynamic group query

o 0N >

a Kusto query language query

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/automation/update-management/configure-groups

QUESTION 61

You have multiple development teams that will create apps in Azure.

You plan to create a standard development environment that will be deployed for each team.

You need to recommend a solution that will enforce resource locks across the development environments and ensure that the locks are applied in a consistent manner.
What should you include in the recommendation?

an Azure policy
an Azure Resource Manager template

a management group

o0 ®p»

an Azure blueprint

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/governance/blueprints/concepts/resource-locking

Exam |
QUESTION 1
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains two administrative units named AU1 and AU2. Users are assigned to the administrative units as shown in the following table.
User name Member of
Adrmin AL
Admind AL
Admin3 A2
Adrnind ALZ
Liser AU
Hot Area:
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Answer Area

Statements Yes

Admin1 can reset the password of User!

Admin2 can reset the password of User3.

Admin3 can reset the password of Admind.

Answer Area:
Answer Area
Statements Yes
Adminl can reset the password of User]
Admin2 can reset the password of User3.
Admin3 can reset the password ofidiid
Section:
Explanation:
QUESTION 2

You have an Azure subscription that uses Microsoft Sentinel.
You need to create a Microsoft Sentinel notebook that will use the Guided Investigation - Anomaly Lookup template. What should you create first?

an analytics rule
a Log Analytics workspace
an Azure Machine Learning workspace

o0 ® >

a hunting query

Correct Answer: A
Section:

QUESTION 3
You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl1.

You need to ensure that Userl can create and manage administrative units. The solution must use the principle of least privilege.
Which role should you assign to User1?

A. Privileged role administrator
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B. Helpdesk administrator
C. Global administrator

D. Security administrator

Correct Answer: A

Section:

QUESTION 4

DRAG DROP

You have an Azure subscription that contains an Azure SQL database named SQLDB1. SQLDB1 contains the columns shown in the following table.
Mame | Data type | Samplevalue |

[Emai [ Varchar [ adminEcontosacom |

[Bethday | Date [2010-07-07 |
For the Email and Birthday columns, you implement dynamic data masking by using the default masking function. Which value will the users see in each column? To answer, drag the appropriate values to the correct columns. Each value may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Select and Place:
Values Answer Arca

sl Ema Valug

Birthday Value

3000 ”

Correct Answer:
Values Answer Arca

Ema 1900-01-01

1900-01-01 0C00:00.0000 g
SN0 X00-0K

Birthday

3000 ”

Section:
Explanation:

QUESTION 5
You have an Azure subscription that contains the resources shown in the following Table.
You plan to enable Microsoft Defender for Cloud for the subscription. Which resources can be protected by using Microsoft Defender for Cloud?

VM1, VNET1, and storagel only
VM1, storagel, and Vaultl only
VM1.VNET], storagel, and Vaultl
VM1 and storagel only

VM1 and VNET only

m o0 ®w >
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Correct Answer: C
Section:

QUESTION 6
You have an Azure Active directory tenant that syncs with an Active Directory Domain Services (AD DS) domain. You plan to create an Azure file share that will contain folders and files.

Which identity store can you use to assign permissions to the Azure file share and folders within the share? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Azure files share: v
Folders in the file share: .
A.
Answer Area
Azure files share:  AD DS only o
Folders in the file share: AD DS and Azure AD v
by

Correct Answer: A
Section:

QUESTION 7

You have an Azure subscription that contains an Azure SQL Database logic server named SQL1 and an Azure virtual machine named VM1. VM1 uses a private IP address only. The Firewall and virtual networks settings for SQL1
are shown in the following exhibit.
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Add chent IP

Deny public network access |

0 Chick here to create a new private endpoint

_reate Provate Endpoaint

Mimmum TLS Version

Connection Palicy

Default Proocy Redirect
All AZure services ang rescurces 1o access thas sa
Chient 1P address 89.212.25.10€

Rule name

Rule name

Mo vnet rules for this senver

End IP

Virtual network

Subnet

You need to ensure that VM1 can connect to SQL1. The solution must use the principle of least privilege. What should you do?

A. Add an existing virtual network.
B. Set Connection Policy to Proxy.
C. Create a new firewall rule.

D

Set Allow Azure services and resources to access this server to Yes.

Correct Answer: C
Section:

QUESTION 8

You have an Azure subscription that contains an Azure key vault. The role assignments for the key vault are shown in the following exhibit.
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"RoleAssigrmentId”: "3336Fcbf-33d8-4cBa- 8506 -dBeddab4762b7,
"Scope”: “/subscriptions/76cA2af)-babd-48Fd-bf3b-de37basarfia”,
"Displayiame™: TUserl™,

"SignlnName™: "Userlficontoso.com”,

"RoleDetinitioniame™: "Owner”,

"RolefssignmentId”; T9d088a14- 2466 - 4580 - BbEb - 8IThFeC22FTCT,

"Scope”™: "/subscriptions/76c42af2-bdod -48Fd-bf 3b-deiTbaaalFFa/ resourceGroups/RG1/ providers/Microsoft . KeyVault /vaul ts/KeyVaulti™,
"Hiplayama™:  "User2”,

“SignloName™: “User2@contoso.com”,

"RoleDefinitionName™: “Key Vault Crypto Officer”,

"RolesssigmmentId”: i

“Seope”y Tlsubseriptions/ socalatl-Daba-autd-prib-ded/baaarrral resourcetroups/ L/ providersiMicrosorioReyVanuil T/ vauitsreeyvaultl
"DisplayName™: “"Useri”,

SignInfiame™: "USeriBcontoso.com”,

"RoleDefinitiooName™: “Key Vault Secrets Officer”,

"RoledAssignment1d”; "fledbiod-chodp-4519-9ee7- 12859300007,
TEoopeT: "Is.uhs-:fiptiansf?ﬁcdi‘afl-Mﬂd»dﬁfﬁ-bﬂ:b-dﬂ?b&u?ffafreﬁwrﬁiﬁdﬁpsmﬁa roviders/Microsofy KeyWault/vaults/KeyVaultl/kevs Eeyl™,
"DisplayMame™: “Userd™, S d

"Sigolniame” - "Userd@contoso.com”, u m ps

"RoleDefinitionName”™: “Key Vault Administrator”,

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct selection is worth one point.

Answer Area

[Answer cheice] can create keys in the key vault. i

[Answer chodce] can create secréts in the key vaull, b

[Answer choice] can create keys in the key vault.  Only l..lser$ and Userd b

[Answer cholce] can create secrets in the key vault.  Only User1 and User3 ¥

Correct Answer: A

Section:
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QUESTION 9

HOTSPOT

You have an Azure subscription that contains a resource group named RG1. RG1 contains a virtual machine named VM1 that uses Azure Active Directory (Azure AD) authentication. You have two custom Azure roles named
Rolel and Role2 that are scoped to RG1.

The permissions for Rolel are shown in the following JSON code.

“permissions™: [

I
L

“"sctions™: [
"Microsoft.Compute/virtualMachines/*"

|

"notActions™: [
"Microsoft.Compute/virtualMachines/delete”

)i

“detaActions™: [],

“notDatadctions”™: []

]
The permissions for Role2 are shown in the following JSON code.
“permissionsT: [
{
“actions™: |
"Microsoft.Compute/virtualMachines/*"™

I

“"notActions™: [],
"datsActions”": [],
“notDatadctions™: []

You assign the roles to the users shown in the following table.

Name Role
Userl Role1
User2 Role1, Role2
User3 Role1, Role2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area:

Answer Area

Section:
Explanation:

QUESTION 10

Statements Yes
User1 can delete VM1,

User2 can delete VM1, QO

User3 can sign in to VM1 by using Azure AD credentials.

Statements Yes
User1 can delete VM1,

dumps

User3 can sign in to VM1 by using Azure AD credentials,

User2 can delete VM.

You have an Azure subscription that contains a resource group named RG1 and the network security groups (NSGs) shown in the following table.

Name | Location

Flow logs status

NSG1 West Europe

Off

MNSG2 West Europe

Off

You create the Azure policy shown in the following exhibit.
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Basics Parameters Remediation Non-compliance messages Review + create

Basics
L~ is, e i I
‘-|: 1 _1
B | Qr
A ment name I n € enabled Tor e & Ks€ r
& '-ll‘_'.‘.‘ {
f Tient \ i
= ¥
Parameters
i 1
Remediation
im i Nt ¥
=1 ] &y T | [} - [ e
reate a remechation task
Non-compliance messages
Default non-compliance message Message

You assign the policy to RG1.
What will occur if you assign the policy to NSG1 and NSG2?

Flow logs will be enabled for NSG1 and NSG2.
Flow logs will be enabled for NSG2 only
Flow logs will be disabled for NSG1 and NSG2.
Flow logs will be enabled for NSG1 only.

o0 ® >

Correct Answer: B
Section:

QUESTION 11

You have a Microsoft Sentinel deployment.

You need to connect a third-party security solution to the deployment. The third-party solution will send Common Event Format (CER-formatted messages. What should you include in the solution? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Deplay : -

Forward events to Microsoft Sentinel by using: -
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Deploy: A Windows server and a Windows Event Forwarding subscription iod

Forward events to Microsoft Sentinel by using: = An Azure Log Analytics agent b
Correct Answer: A
Section:
QUESTION 12
You have an Azure subscription that contains an Azure SQL database named SQL1 and an Azure key vault named KeyVaultl. KeyVaultl stores the keys shown in the following table.
Mame | Type | RSA key sire CLINVE NAme
| Koyl | RSA | 2048 Mot appiratie
Key2 | RSA | 3072 Mot opplicobie
Ray) | WA | aowe Not appacabie
Kt | EC ot opplicobie | P-513

You reed to configure Transparent Data Encryption (TDE). TDE will use a customer-managed key for SQL1?

Keyl. Key2 Key3. and Key4
Keyl only

Key2 only

Keyl and key2 only

m o 0w >

Key2 and Key3 only

dumps

Section:
QUESTION 13
You have an Azure subscription that contains the storage accounts shown in the following, table.
Marme Performance Account kind Axure Data Lake Storage
Gend
storsge1 Standard BlobStorage Enabled
storages | Premium BlockBlobStworage | Disabded
storage3 Standard Storage Dizabled
storaged | Premium FileStorage Drrabilec
storageS | Standard Storageva Enabled

You enable Microsoft Defender for Storage.
Which storage services of storages are monitored by Microsoft Defender for Storage, and which storage accounts are protected by Microsoft Defender for Storage? To answer, select the appropriate options in the answer area.

Answer Area
Monitored storages senices: =
Protected stOrage ACCOUNs: -
A.
Answer Area
Monitored storages services:  File senaces and table services only -
Protected storage accounts:  storagel, storaged, and storageS only -
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Correct Answer: A
Section:

QUESTION 14

HOTSPOT

You have a management group named MG1 that contains an Azure subscription and a resource group named RG1. RG1 contains a virtual machine named VM1. You have the custom Azure roles shown in the following table.
Name | Scopedto |
Rolel MGT

Role2 RG1

The permissions for Rolel are shown in the following role definition file.

“"permissions™: [

{

“"Microsoft . Computes/virtualMachines,/*"™

]J
"notActionsT = |

“Mmicro=oft « D omprurt & f v irtualMachines /dalss=™
1.

“daradctions™: [].
The pensassrs s o i TSt afe s mnsii e T des iomovwinng 1w wsirmaess | e

"permizsionsT: |

{
“"asctions™: [
"Microseft.Compute/virtualMachinas /™"
I
“"motactionsT: [].
“dataactions™s [].

“notDatasctions™: [] u I l l ps

You assign the roles to the users shown in the following table.

MName Role
Userl Role1

Liser2 Role1, Role2
Liser3 RolaeZ

For each of the following statements, select Yes if the statement is true. Otherwise, select No
NOTE: Each correct selection is worth one point.

[

1

Hot Area:
Answer Area
Statements Yes MNo
Uiser1 can delete VM1, O
Uiser2 can delete VM.
User3 can delete VM. S
Answer Area:
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Statements Yes MNo

Liser1 can delete VM1,
Uiser2 can delete VM1,

Uiser3 can delete VM.

Section:
Explanation:
QUESTION 15
You have an Azure subscription that contains the virtual machines shown in the following table.
Hame Azure region Connected to | Associated network security
group (NSG)
VA West LS VMNET 1/Subnet | None
Vha2 West LS VNET 1 /Subnet2 | NSG2
VA3 Central US VMNET2/Subnmnet 1 NSG3
[y West LS VNETI/Subnetl | NSGS

VNET1, VNET2, and VNET3 are peered with each other. You perform the following actions:
* Create two application security groups named ASG1 and ASG2 in the West US region.

* Add the network interface of VM1 to ASG1.
Answer Arca

Correct Answer: A

Section:

QUESTION 16

You have 15 Azure virtual machines in a resource group named RG1.

All virtual machines run identical applications.

You need to prevent unauthorized applications and malware from running on the virtual machines.
What should you do?

A. Configure Azure Active Directory (Azure AD) Identity Protection.

ASGT: -

ASG2 — 1)

ASGT:  WMZ2, VM3, and VN4 only -

ASGZ2:  WMI1, VM2 and V4 only i

B. From Microsoft Defender for Cloud, configure adaptive application controls.
C. Apply an Azure policy to RGI.
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D. Apply a resource lock to RGI.

Correct Answer: B

Section:

Explanation:

Microsoft Defender for Cloud helps you prevent, detect, and respond to threats. Defender for Cloud gives you increased visibility into, and control over, the security of your Azure resources. It provides integrated security
monitoring and policy management across your Azure subscriptions. It helps detect threats that might otherwise go unnoticed, and works with a broad ecosystem of security solutions. Defender for Cloud helps you optimize
and monitor the security of your virtual machines by:

Providing security recommendations for the virtual machines. Example recommendations include:

apply system updates, configure ACLs endpoints, enable antimalware, enable network security groups, and apply disk encryption. Monitoring the state of your virtual machines.
https://learn.microsoft.com/en-us/azure/security/fundamentals/virtual-machines-overview

QUESTION 17
HOTSPOT
You have an Azure subscription that contains the key vaults shown in the following table.
Name Days to retain Purge Permission model
Ly deleted vaults | protection
KeyVaultl | 10 Enabled Azure role-based access control (Azure
RBAC)
KeyVaultZ | 15 Disabled Azure role-based access control (Azure
RBAC)
The subscription contains the users shown in the following table.
Name Role Assigned to
Adminl | Key Vault Contributor KeyVault1
AdminZ | Key Vault Secrets Officer KeyVault2
Admin3 | Key Vault Administrator KeyVault1

On June 1, you perform the following actions:

¢ Delete a key named keyl from KeyVaultl.

¢ Delete a secret named secret 1 from KeyVault2.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Hot Area:

Statements Yes MNo

Admin1 can recover key1 on June 5.

4

Adming ¢an purge secret1 on June 12

Admin3 can recover key1 on June 17

Answer Area:
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Statements Yes MNo

Admin1 can recover key1 on June 5.

4

Adming can purge secretl on June 12.

Admin3 can recover key1 on June 17

Section:
Explanation:

QUESTION 18
HOTSPOT

You have an Azure subscription that contains a blob container named contl. Contl has the access policies shown in the following exhibit.

identifier Start time Expiry time Permissions

w00 poniLy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented'in the graphic.

Hot Area:
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The maximum number of additional stored access policies that you can add

to cont1 is [answer choice]. R

1

2

4 |
7

15

The maximum number of additional immutable blob storage policies that =
you can add to contl is [answer choice].

[ 1

2
4

-

15

Answer Area:

The maximum number of additional stored access policies thatyoucanadd — +
to cont1 is [answer choice]. g u m ps

Rl

The maximum number of additional immutable blob storage policies that

you can add to contl is [answer choice].
[ 1

2
4

Section:
Explanation:

QUESTION 19
You have an Azure environment.
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You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001:2013 standards. What should you use?

Azure Active Directory (Azure AD) Identity Protection
Microsoft Defender for Cloud
Microsoft Defender for Identity

o0 w®p

Microsoft Sentinel

Correct Answer: B

Section:
QUESTION 20
You have an Azure subscription that contains an Azure SQL database named DB1 in the East US Azure region. You create the storage accounts shown in the following table.
Name | Location | Performance | Premium account type
storagel | East US Standard Not applicable
storageZ | East US Premium Block blobs
storages | East US Premium File shares
storaged | East US 2 | Standard MNot applicable

You plan to enable auditing for DB1.
Which storage accounts can you use as the auditing destination for DB1?

storagel only
storagel and storage4 only
Storage2 and storage3 only

OO0 wp

storagel, storage2 and storage3 only

Correct Answer: C
Section:

QUESTION 21

You have an Azure subscription that contains an Azure Files share named sharel and a user named Userl. Identity-based authentication is configured for sharel. Userl attempts to access sharel from a Windows 10 device by
using SMB.

Which type of token will Azure Files use to authorize the request?

OAuth 20

JSON Web Token (JWT)
Kerberos

SAML

o0 ® >

Correct Answer: C
Section:

QUESTION 22

You have an Azure Active Directory (Azure AD) tenant. The tenant contains users that are assigned Azure AD Premium Plan 2 licenses. You have an partner company that has a domain named The fabrikam.com domain
contains a user named user'. User' has an email address of userl@tabrikam.com. You to provide Userl with to the resources in the tenant The solution must meet the following requirements:

userl must be able to sign in by using the userl@fabrikam.com credentials You must be able to grant User1 access to the resources in the tenant Administrative effort must be minimized.

What should you do?
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Create a user account for userl.
Create an invite for Userl.
To the tenant add fabrikamcom as a custom domain

o 0N >

Set Enable guest self-service sign up via user flows to Yes for the tenant.

Correct Answer: B
Section:

QUESTION 23

You have an Azure Kubernetes Service (AKS) cluster that will connect to an Azure Container Registry.

You need to use the automatically generated service principal for the AKS cluster to authenticate to the Azure Container Registry.
What should you create?

. an Azure AD user

A
B. asecretin Azure Key Vault
C. an Azure AD group

D

. arole assignment

Correct Answer: D
Section:

QUESTION 24

You have an Azure subscription named Sub1. Subl contains a virtual network named VNet1 that contains one subnet named Subnetl.

Subnetl contains an Azure virtual machine named VM1 that runs Ubuntu Server 20.04.

You create a service endpoint for Microsoft. Storage in Subnetl.

You need to ensure that when you deploy Docker containers to VM1, the containers can access Azure Storage resources by using the service endpoint.
What should you do on VM1 before you deploy the container?

A. Create an application security group and a network security group (NSG).
B. Install the container network interface (CNI) plug-in.
C. Edit the docker-compose.ym1 file.

Correct Answer: B
Section:

QUESTION 25

You have an Azure subscription that uses Microsoft Defender for Cloud.
You have an Amazon Web Services (AWS) account.

You need to add the AWS account to Defender for Cloud.

What should you do first?

From the Azure portal, add the AWS enterprise application.
From the AWS account, enable a security hub.
From Defender for Cloud, configure the Security solutions settings.

o0 ®p»

From Defender for Cloud, configure the Environment settings.

Correct Answer: D
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Section:

QUESTION 26
HOTSPOT
You have a Microsoft Entra tenant that contains the users shown in the following table.
Name | Member of Role
Admin1 | Group1 Global Administrator
Admin2 | Group1 Privileged Authentication Administrator
User1 None None

You configure the Temporary Access Pass settings as shown in the following exhibit.

Temporary Access Pass settings ¥

Temporary Access Pass, or TAP, is a time-limited or limited-use passcode that can be used by users
for bootstrapping new accounts, account recovery, or when other auth methods are unavailable.
Learn more.

TAP is issuable only by administrators, and is seen by the system as strong authentication. It is not
usable for Self Service Password Reset.

Enable and Target  Configure d u I I l ps
Enable 0

Include Exclude

Target O All users @ Select groups

Add groups
Name Type Registration
Group1 Group Optiona

You add the Temporary Access Pass authentication method to Admin2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Answer Area:
Answer Area

Section:
Explanation:

Statements

Admin1 can view the Temporary Access Pass of Admin2.

Admin2 can add the Temporary Access Pass authentication method to User1.

Admin2 can add the Temporary Access Pass authentication method to Admin1.

Statements

Admin1 can view the Temporary Access Pass of Admin2.
Admin2 can add the Temporary Access Pass authentication method to User1.

Admin2 can add the Temporary Access Pass a_uthentirtfan method to Admin1.
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