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Case

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study. At the end of this case study, a review screen will appear. This screen allows you to review your answers and
to make changes before you move to the next section of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. When you are ready to answer a question, click the Question button to return to the question. Overview

Litware, Inc. is a financial company that has a main datacenter in Boston and 20 branch offices across the United States. Users have Android, iOS, and Windows 10 devices.

Existing Environment

Hybrid Environment

The on-premises network contains an Active Directory forest named litwareinc.com that syncs to an Azure Active Directory (Azure AD) tenant named litwareinc.com by using Azure AD Connect. All offices connect to a virtual
network named Vnetl by using a Site-to-Site VPN connection.

Azure Environment

Litware has an Azure subscription named Sub1 that is linked to the litwareinc.com Azure AD tenant. Sub1 contains resources in the East US Azure region as shown in the following table.

Name Tyvpe Description
Vnetl Virtual network Uses an [P address space of
A 192.168.0.0/20 & ]
GatewaySubnet Virtual network Located in Vnetl and uses an I[P
subnet address space of 192 16815 12829
| VPNGW]1 VPN gateway Deploved to Vnetl
Vnet2 Virtual network Uses an [P address space of
192.168.16.0/20
SubnetA Virtual network Located in Vnet2 and uses an [P
subnet address space of 192.168.16.0/24
Vnet3 Virtual network Uses an [P address space of
: J 192.168.32.0/20 .
cloud hitwareinc.com Private DNS zone | None
VMScaleSetl Virtual machine Contains four virtual machines
scale set deploved to SubnetA
VMScaleSet? Virtual machine Contains two virtual machines
scale set deploved to SubnetA
storagel Storage account Has the public endpoint blocked
storage. Storage account Has the public endpoint blocked

A diagram of the resource in the East US Azure region is shown in the Network Diagram exhibit.
There is bidirectional peering between Vnetl and Vnet2. There is bidirectional peering between Vnetl and Vnet3. Currently, Vnet2 and Vnet3 cannot communicate directly. Azure Environment Diagram
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Requirements
Business Requirements
Litware wants to minimize costs whenever possible, as long as all other requirements are met.
Virtual Networking Requirements
Litware identifies the following virtual networking requirements:
Direct the default route of 0.0.0.0/0 on Vnet2 and Vnet3 to the Boston datacenter over an ExpressRoute circuit. Ensure that the records in the cloud.litwareinc.com can be resolved from the on-premises locations.
Automatically register the DNS names of Azure virtual machines to the cloud.litwareinc.com zone.
Minimize the size of the subnets allocated to platform-managed services.
Allow traffic from VMScaleSet1 to VMScaleSet2 on the TCP port 443 only.
Hybrid Networking Requirements
Litware identifies the following hybrid networking requirements:
Users must be able to connect to Vnet1 by using a Point-to-Site (P2S) VPN when working remotely. Connections must be authenticated by Azure AD. Latency of the traffic between the Boston datacenter and all the virtual networks must be
minimized.
The Boston datacenter must connect to the Azure virtual networks by using an ExpressRoute FastPath connection. Traffic between Vnet2 and Vnet3 must be routed through Vnet1.
PaaS Networking Requirements

Litware identifies the following networking requirements for platform as a service (PaaS):
The storagel account must be accessible from all on-premises locations without exposing the public endpoint of storagel. The storage2 account must be accessible from Vnet2 and Vnet3 without exposing the public endpoint of storage2.

QUESTION 1
You need to connect Vnet2 and Vnet3. The solution must meet the virtual networking requirements and the business requirements. Which two actions should you include in the solution? Each correct answer presents part of

the solution. NOTE: Each correct selection is worth one point.

A. On the peerings from Vnet2 and Vnet3, select Use remote gateways.
B. On the peering from Vnetl, select Allow forwarded traffic.
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C. On the peering from Vnetl, select Use remote gateways.
D. On the peering from Vnetl, select Allow gateway transit.
E. On the peerings from Vnet2 and Vnet3, select Allow gateway transit.

Correct Answer: B, D
Section:

QUESTION 2

DRAG DROP

You need to prepare Vnetl for the deployment of an ExpressRoute gateway. The solution must meet the hybrid connectivity requirements and the business requirements. Which three actions should you perform in sequence
for Vnet1? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Correct Answer:

Section:
Explanation:

QUESTION 3
You need to configure the default route on Vnet2 and Vnet3. The solution must meet the virtual networking requirements. What should you use to configure the default route?

route filters
BGP route exchange
a user-defined route assigned to GatewaySubnet in Vnetl

o0 ® >

a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3
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Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

QUESTION 4
You need to configure the default route in Vnet2 and Vnet3. The solution must meet the virtual networking requirements. What should you use to configure the default route?

a user-defined route assigned to GatewaySubnet in Vnet2 and Vnet3
a user-defined route assigned to GatewaySubnet in Vnetl
BGP route exchange

OO0 >

route filters

Correct Answer: C
Section:
Explanation:

QUESTION 5

DRAG DROP

You need to implement outbound connectivity for VMScaleSet1. The solution must meet the virtual networking requirements and the business requirements. Which three actions should you perform in sequence? To answer,
move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
Actions Answer Area
Craate o haalth probs
Creals a public load balancer in the Standard SKU
Create a public load balancer in the Basic SKL @
Creale a backend pool thal contalna ViMScaleSet 1 @
Croate & MAT rule

Create an outbound ruls

Correct Answer:

Actions Answer Area

Create o health proba Creata a public knad balancer in the Standard S

Create a backend pool thal contains ViMScale S

Creala a public load balancer in the Basic SKU @ Create an outbound ruls

Create a NAT rule
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Section:
Explanation:
Reference: https://docs.microsoft.com/en-us/azure/load-balancer/skus https://docs.microsoft.com/en-us/azure/loadbalancer/load-balancer-outbound-connections#foutboundrules

QUESTION 6
You need to provide connectivity to storagel. The solution must meet the PaaS networking requirements and the business requirements.

What should you include in the solution?

a service endpoint
Azure Front Door

a private endpoint

o 0N >

Azure Traffic Manager

Correct Answer: A
Section:
Explanation:

Exam A

QUESTION 1
HOTSPOT
You have the Azure environment shown in the Azure Environment exhibit.
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122.124.50.23

The settings for each subnet are shown in the following table.

RN AR

4, - 4 ‘. 5 . v ._ 4B
Vnetl/Subnetl Storage
Vnet1/Subnet2 Storage
Vnet2/Subnetl None

The Firewalls and virtual networks settings for storagel are configured as shown in the Storagel exhibit.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

VM1 can access storagel.

VM2 can access storagel by using a service endpoint.

VM3 can access storagel by using the public IP address.

Answer Area:

Statements

Yes No
C 3
- | -

= il
\__‘_.' | I'~._.-'.
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Answer Area

Statements Yes No

VM1 can access storagel.
VM2 can access storagel by using a service endpoint.

VM3 can access storagel by using the public IP address.

Section:

Explanation:

Box 1: Yes

The firewall allows VNet1\Subnet1 through the service endpoint.
Box 2: No

The firewall does not allow VNet1\Subnet2 through the service endpoint.
Box 3: No

The firewall allows 132.124.53.0/26 which means it allows all IP addresses between 132.124.53.0 and 132.124.53.63. The public IP of VM3 is 132.124.53.76 which is outside the allowed range.

QUESTION 2
HOTSPOT
You have the network topology shown in the Topology exhibit. (Click the Topology tab.)

Arure Firdeedll
Fhrmwralll

( On-premises network [ Aguie ViFiusl Netwaik i [ Arure ViFtual Network
Address spade Wretl Vel
100078 Addiedt Apace 101000014 Fcddrose apace 10,107 000016

Comreesthon Baskpnat 1 Zubnet®

You have the Azure firewall shown in the Firewall 1 exhibit. (Click the Firewall tab.)

— Firewalll =

You have the route table shown in the RouteTablel exhibit. (Click the RouteTablel tab.)
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Arca

The resources in Subnet1 can connect to the internet throughgFirewall1.

du

The resources 1n Subnet2 can connect to the internet through Firewall1.

The rescurces in Subnet1 can connect to the resources in

Answer Area:
Answer Arca

The resources in Subnetl can connect to the internet through Firewall1.

The rescurces in Subnet1 can connect to the resources in Vnet2,

The resources 1n Subnet2 can cannect to the internet through Firewalll.

Section:
Explanation:

Statements

Statements

mps

Yes

Yes

§

0
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QUESTION 3

You have an Azure virtual network named Vnetl and an on-premises network.

The on-premises network has policy-based VPN devices. In Vnetl, you deploy a virtual network gateway named GW1 that uses a SKU of VpnGw1 and is route-based.
You have a Site-to-Site VPN connection for GW1 as shown in the following exhibit.

Liss Arurs Brivare 10 Address
Ddrabde Emabbea
Ernablied] Erabied

F

T KE poficy

[+ oy Based trafhic aslector

You need to ensure that the on-premises network can connect to the route-based GW1. What should
you do before you create the connection?

A. Set Use Azure Private IP Address to Enabled
B. Set IPsec/ IKE policy to Custom.

C. Set Connection Mode to ResponderOnly

D. Set BGP to Enabled

Correct Answer: A

Section:
QUESTION 4
HOTSPOT
You have an Azure Front Door instance that provides access to a web app. The web app uses a hostname of www.contoso.com. You have the routing rules shown in the following table.
Name Path
RuleA /abc/def
RuleB /ab
RuleC I/
RuleD /abc/*

Which rule will apply to each incoming request? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point

Hot Area:


www.contoso.com
https://vdumps.com
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Answer Area

www.contoso.com/abc/def

www.contoso.com/default.htm

www.contoso.com/abc/def/default.htm

Answer Area:

IT Certification Exams - Questions & Answers | Vdumps.com
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Answer Area

www.contoso.com/abc/def | v ]

. RuleA
RuleB
RuleC
' RuleD

www.contoso.com/default.htm | ik 4

 RuleA
. RuleB

| RuteC 7%
| RuleD

o

www.contoso.com/abc/def/default.htm : ¢ E v_ |

——

. RuleA
| RuleB

e Y'dumps

Section:
Explanation:

QUESTION 5

HOTSPOT

You have an Azure virtual network named Vnet1 that contains two subnets named Subnetl and Subnet2.
You have the NAT gateway shown in the NATgateway1 exhibit.
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Lecation ! Morth Europe (Zone 1)
Subsoription [change) : Subscription
Subscription 1D - 489f2hht-seTy-98Tv-g 57 1-463hw36T9512
Virtual netwark Vet
Subnets 4 |
Putilec 1P addresses 0
Pulblic IP prefines by |
Tags (charge) * Click hare to add tags
You have the virtual machine shown in the VM1 exhibit.
BvM 2
WPEAR ST
» * Connect P S P Restat B Stop 8 Capture O Delete L) Refresh
“ Essentials
Resource group (change) Oparating system
RG1 Windows
Status Size
Running Standard B1s (1 vepus, 1 GiB

Location Pubhic IP address i
s umps
Subscription (change) )

Virtiual network/subnet
Subscription 1 Vnet1/Subnetl

Subscnpon 1D DS name
A89Zhht-seTy- 28 7Tv-g571-463hw367T9512

Availability rone
2

Tags (change)
Chick here to add tags

Subnetl is configured as shown in the Subnetl exhibit.
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Subnet]1

vnetl

MName
Subnetl

Subnet address range * (1)

| 10.100.1.0/24 |
10.100.1.0 - 10.100.1.255 (251 + 5 Azure reserved addresses)

(] Add iPvé address space @

NAT «‘:1_;3tenn.v«raj,,-r‘-_'-1I

| MATgateway1 v]
Network security group

| Mone d ]
Route table

| RouteTabie1 v |

SERVICE EMDPOINTS

Create service endpoint policies to allow traffic to specific azure resources from your
virtual network over service endpoints. Learn more

Services ()
[ Micrﬂsaﬂ.Stcrarge Y ]

Service Status

- dumps

Service endpoint policies
| 0 selected e o ]

SUBMET DELEGATION

Delegate subnets to a service (0
| Mone e

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes Mo
VM1 can communicate outbound by using NATgatewayl O O
The virtual machines in Subnet2 communicate outbound by using NATgateway1l O | O
All the virtual machines that use NATgateway1 to connect to the internet use the same O O

public IP address

Answer Area:
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Answer Area

Statements Yes No
VM1 can communicate outbound by using NATgatewayl O
The virtual machines in Subnet2 communicate outbound by using NATgateway1 O

All the virtual machines that use NATgatewayl to connect to the internet use the same O
public IP address

Section:

Explanation:

Box 1: No

VM1 is in Zone2 whereas the NAT Gateway is in Zonel. The VM would need to be in the same zone as the NAT Gateway to be able to use it. Therefore, VM1 cannot use the NAT gateway.

Box 2: Yes

NATgatewayl is configured in the settings for Subnet2.

Box 3: No

The NAT gateway does not have a single public IP address, it has an IP prefix which means more than one IP address. The VMs the use the NAT Gateway can use different public IP addresses contained within the IP prefix.
Reference:

https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

QUESTION 6

HOTSPOT

Your company has 10 instances of a web service. Each instance is hosted in a different Azure region and.is accessible.through.a.public.endpoint. The development department at the company is creating an application named
Appl. Every 10 minutes, Appl will use a list of endpoints and connect to the first available endpoint. You plan to use Azure Traffic Manager to maintain the list of endpoints.

You need to configure a Traffic Manager profile that will minimize the impact of DNS caching. What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:


https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource
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Answer Area

Traffic Manager algorithm:

Answer Area:

Endpoint type:

o
Geographic
Multivalue g
| Priority
Subnet
b 4

Azure endpoint

External endpoint
Nested endpoint

rdumps
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Answer Area

Traffic Manager algorithm: b,
Geographic
Multivalue
Priority
Subnet
Endpoint type: . 4

Azure endpoint
External endpoint

Nested endpoint

Section:
Explanation:
https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-routing-methods https://docs.microsoft.com/enus/azure/traffic-manager/traffic-manager-endpoint-types

QUESTION 7

DRAG DROP

You have an Azure Front Door instance named FrontDoor1.

You deploy two instances of an Azure web app to different Azure regions.

You plan to provide access to the web app through FrontDoorl by using the name appl.contoso.com.

You need to ensure that FrontDoorl is the entry point for requests that use appl.contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

! Add a custom demain to FrontDoorl. ]
| Add a PTR record to DNS. |
|

| Add a rules engine configuration to FrontDoorl.

'| Add a routing rule to FrontDoorl.

®
©

O

|
['Add a CNAME record to DNS. e

Correct Answer:

Actions Answer Area

"Add a CNAME record to DNS.

| Add a PTR record to DNS.

Add a custom demain to FrontDoorl.

F %

@ Add a routing rule to FrontDoorl. -3
Section:

) dumps

https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#associate-the-custom-domain-with-your-frontdoor https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door

I
!

|
| Add a rules engine configuration to FrontDoorl. |

QUESTION 8

HOTSPOT

You create NSG10 and NSG11 to meet the network security requirements.

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No
From VM1, you can establish a Remote Desktop session with VM2 O

From VM2, you can ping VM1 O

Q00

From VM2, you can establish a Remote Desktop session with VM1 O

Answer Area:
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Answer Area

Statements Yes No
From VM1, you can establish a Remote Desktop session with VM2 %_ O
From VM2, you can ping VM1 () O

From VM2, you can establish a Remote Desktop session with VM1 O

Section:

Explanation:

Yes

subnet1(WM1->NSG1 outbound->NSG10 outbound)->subnet2(NSG1 inbound->NSG11 inbound>VM2) Yes
NSG10 blocks ICMP from VNet4 (source 10.10.0.0/16) but it is not blocked from VM2's subnet
(VNet1/Subnet2).

No

NSG11 blocks RDP (port TCP 3389) destined for VirtualNetwork. VirtualNetwork is a service

tag and means the address space of the virtual network (VNet1) which in this case is 10.1.0.0/16.
Therefore, RDP traffic from subnet2 to anywhere else in VNet1 is blocked.

QUESTION 9

HOTSPOT

You need to restrict traffic from VMScaleSet1 to VMScaleSet2. The solution must meet the virtual networking requirements. What is the minimum number of custom NSG rules and NSG assignments required? To answer,
select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Minimum number of custom NSG rules:

0, B - VE I W6 T

Minimum number of NSG assignments:

|90 B - W B LS

Answer Area:
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Answer Area

Minimum number of custom NSGrules: | 1 |
2
3
ho 2 G
5
Minimum number of NSG assignments: g
AL MO
3
LM ET TN
5
Section:
Explanation:

Box 2: One NSG

The minimum requirement is one NSG. You could attach the NSG to VMScaleSet1 and restrict outbound traffic, or you could attach the NSG to VMScaleSet2 and restrict inbound traffic. Either way you would need two custom
NSG rules. Box 1: Two custom rules

With the NSG attached to VMScaleSet2, you would need to create a custom rule blocking Wfrom VMScaleSetl. Then you would need to create another custom rule with a higher priority than the first rule that allows

dumps

The default rules in the NSG will allow all other traffic to VMScaleSet2.

QUESTION 10

HOTSPOT

You have an Azure application gateway named AppGw1.

You need to create a rewrite rule for AppGw1. The solution must rewrite the URL of requests from https://www.contoso.com/fashion/shirts to ttps://www.contoso.com/buy.aspx?categoryfashion&product=shirts. How should you
complete the rule? To answer NOTE: Each correct selection is worth one point appropriate options in the answer area.

Hot Area:

L
L ) m

T uuumuu \

gl nmumm\mm \
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QUESTION 11
HOTSPOT
You have an Azure subscription that contains the virtual machines shown in the following table.

JI_M_ _J_“’_ rtual network ]E;m [ Workload.

saLl VNet1 Subnet1 Microsoft SQL Server 20: S
Web1 VNetl Subnetl s p
Web2 VNetl Subnet2 s

saL2 VNet2 Subnet1 Microsoft SQL Server 2019

Web3 VNet2 Subnetl s

sQL3 VNet2 Subnet2 Microsoft SQL Server 2019

VNetl and VNet2 are NOT connected to each other.

You need to block traffic from SQL Server 2019 to IIS by using application security groups. The solution must minimize administrative effort. How should you configure the application security groups? To answer, select the appropriate options in

the answer area. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area:

Minimum number of application security groups:

Minimum number of application security group assignments:

Answer Area:

AN dumps

Minimum number of application security groups:

Minimum number of application security group assignments:

Section:
Explanation:
"All network interfaces assigned to an application security group have to exist in the same virtual network that the first network interface assigned to the application security group is in."
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https://learn.microsoft.com/en-us/azure/virtual-network/application-security-groups

QUESTION 12
HOTSPOT
You have an Azure subscription that contains the virtual networks.shown in the following table.

You have a virtual machine named VM5 that has the following IP address configurations:

¢ |P address: 10.4.0.5

e Subnet mask:255.255.255.0

¢ Default gateway:10.4.0.1

® DNSserver:168.63.129.16

You have an Azure Private DNS zone named, fabrikam.com that contains the records shown in, the following table.

The virtual network links in the fabrikam.com DNS /one are configured as shown in the exhibit. (Click the Exhibit tab.) VMS fails to resolve the IP address for.appKfabrik3in.com.
For each of the following statements, select Yes if, the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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QUESTION 13
You have two Azure virtual networks named Vnetl and Vnet2.
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You have a Windows 10 device named Client1 that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN. You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit Vnet2 can use
the. You discover that Clientl cannot communicate with Vnet2.

You need to ensure that Clientl can communication with Vnet2.

Solution: You resize the gateway of Vnetl to a larger SKU.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 14
You fail to establish a Site-to-Site VPN connection between your company’s main office and an Azure virtual network. You need to troubleshoot what prevents you from establishing the IPsec tunnel.
Which diagnostic log should you review?

IKEDiagnosticLog
RouteDiagnosticlLog
GatewayDiagnosticLog

OO0 wp

TunnelDiagnosticlLog

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/troubleshoot-vpn-with-azure-diagnostics

QUESTION 15

You have an Azure virtual network and an on-premises datacenter.

You are planning a Site-to-Site VPN connection between the datacenter and the virtual network.

Which two resources should you include in your plan? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

A. auser-defined route

B. avirtual network gateway

C. Azure Firewall

D. Azure Web Application Firewall (WAF)
E. anon-premises data gateway

F. an Azure application gateway

G. alocal network gateway

Correct Answer: B, G

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/vpn-gateway/tutorial-site-to-site-portal

QUESTION 16
Your company has an on-premises network and three Azure subscriptions named Subscription1, Subscription2, and Subscription3. The departments at the company use the Azure subscriptions as shown in the following table.
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| Department i Subscription

T | Subscription |

| Research _"i?uﬁscmoﬁi_ WG
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| Distribution | Subscription3

All the resources in the subscriptions are in either the West US Azure region or the West US 2 Azure region. You plan to connect all the subscriptions to the on-premises network by using ExpressRoute.
What is the minimum number of ExpressRoute circuits required?

m o 0w >
g A W N -

Correct Answer: A

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-introduction

QUESTION 17

Your company has offices in New York and Amsterdam. The company has an Azure subscription. Both offices connect to Azure by using a Site-to-Site VPN connection. The office in Amsterdam uses resources in the North
Europe Azure region. The office in New York uses resources in the East US Azure region. You need to implement ExpressRoute circuits to connect each office to the nearest Azure region. Once the ExpressRoute circuits are
connected, the on-premises computers in the Amsterdam office must be able to connect to the on-premises servers in the New York office by using the ExpressRoute circuits.

Which ExpressRoute option should you use?

ExpressRoute FastPath
ExpressRoute Global Reach
ExpressRoute Direct

o0 ® >

ExpressRoute Local

Correct Answer: B

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-global-reach

QUESTION 18

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Client1 that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN. You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use
the remote gateway. You discover that Clientl cannot communicate with Vnet2.

You need to ensure that Clientl can communicate with Vnet2.

Solution: You reset the gateway of Vnetl.
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Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.
Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

QUESTION 19

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Client1 that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN. You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use
the remote gateway. You discover that Clientl cannot communicate with Vnet2.

You need to ensure that Clientl can communicate with Vnet2.

Solution: You enable BGP on the gateway of Vnet1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.
Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

QUESTION 20

You plan to deploy Azure virtual network.

You need to design the subnets.

Which three types of resources require a dedicated subnet? Each correct answer presents a complete solution. NOTE: Each correct selection is worth one point.

Azure Bastion

Azure Active Directory Domain Services
Azure Private Link

Azure Application Gateway v2

m o 0w >

VPN gateway

Correct Answer: A, D, E

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services

QUESTION 21
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
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correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have two Azure virtual networks named Vnetl and Vnet2.

You have a Windows 10 device named Client1 that connects to Vnetl by using a Point-to-Site (P2S) IKEv2 VPN.

You implement virtual network peering between Vnetl and Vnet2. Vnetl allows gateway transit. Vnet2 can use the remote gateway.

You discover that Clientl cannot communicate with Vnet2.

You need to ensure that Clientl can communicate with Vnet2.

Solution: You download and reinstall the VPN client configuration.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section:

Explanation:

The VPN client must be downloaded again if any changes are made to VNet peering or the network topology.
Reference:

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-about-point-to-site-routing

QUESTION 22

You have an Azure virtual network named Vnet1 that hosts an Azure firewall named FW1 and 150 virtual machines. Vnetl is linked to a private DNS zone named contoso.com. All the virtual machines have their name
registered in the contoso.com zone.

Vnetl connects to an on-premises datacenter by using ExpressRoute.

You need to ensure that on-premises DNS servers can resolve the names in the contoso.com zone.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Modify the DNS server settings of Vnetl.

For FW1, configure custom DNS server.

For FW1, enable DNS proxy.

On the on-premises DNS servers, configure forwarders that point to the frontend IP address of FW1.

moo®p

On the on-premises DNS servers, configure forwarders that point to the Azure provided DNS service at 168.63.129.16.

Correct Answer: C, D

Section:

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-dnst#ton-premises-workloads-using-a-dns-forwarder https://azure.microsoft.com/en-gb/blog/new-enhanced-dns-features-in-azure-firewall-now-generally-
available/

QUESTION 23
You are planning the IP addressing for the subnets in Azure virtual networks.
Which type of resource requires IP addresses in the subnets?

A. internal load balancers
B. storage account
C. service endpoints
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D. service endpoint policies

Correct Answer: A

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/load-balancer/load-balancer-overview

QUESTION 24
You have an Azure subscription that contains the public IP addresses shown in the following table.
| Name | IP version SKU IP address assignment
[IP1 | IPv4 Basic Static 3 g
P2 JiPv4 -~  ~lBasic - |Dynamwc - . & ' |
|IP3_ |IPv4 f Standard | Static N A0, Nl
| 1P4 _[1Pv6 | Basic | Dynamic
IP5 | IPV6 | Standard | Static

You plan to deploy a NAT gateway named NAT1.
Which public IP addresses can be used as the public IP address for NAT1?

IP3 only

IP5 only

IP2 and IP4 only

IP1, IP3 and IP5 only
IP3 and IP5 only

m o0 >

Correct Answer: A

Section:

Explanation:

Only static IPv4 addresses in the Standard SKU are supported. IPv6 doesn’t support NAT.
Reference: https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

QUESTION 25

You have an Azure application gateway named AGW1 that has a routing rule named Rulel. Rule 1 directs traffic for http://www.contoso.com to a backend pool named Pooll. Pool1 targets an Azure virtual machine scale set named
VMSS1. You deploy another virtual machine scale set named VMSS2.

You need to configure AGW1 to direct all traffic for http://www.adatum.com to VMSS2.

The solution must ensure that requests to http://www.contoso.com continue to be directed to Pool1.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Add a backend pool.
Modify an HTTP setting.
Add an HTTP setting.
Add a listener.

Add a rule.

m o 0w >

Correct Answer: A, D, E

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/application-gateway/configuration-overview
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QUESTION 26

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure application gateway that has Azure Web Application Firewall
(WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway.
Solution: You add a rewrite rule for the host header.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 27
HOTSPOT
You have an Azure Front Door instance that provides access to a web app. The web app uses a hosthname of www.contoso.com. You have the routing rules shown in the following table.

Name Path
RuleA /abc/def
RuleB /ab
RuleC 'y
RuleD /abc/*

Which rule will apply to each incoming request? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point Hot Area:



www.contoso.com
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Answer Area

www.contaso.com/abc/def v

www.contoso.com/default.htm | v

www.contoso.com/abc/def/default.htm i A 4 J
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Answer Area

www.contaso.com/abc/def

www.contoso.com/default.htm

www.contoso.com/abc/def/default.htm
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Answer Area

www.contoso.com/fabc/def

www.contoso.com/default.htm

www.contoso.com/abc/def/default.htm

Answer Area:

_RuleD 7

~RuleA
RuleB
RuleC

RuleA
RuleB
RuleC
Bule L)

RuleA
RuleB 3

e dumps
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Answer Area

www.contoso.com/ahc/def 4
RuleA
RuleB
RuleC
RuleD

www.contoso.com/default.htm |V

RuleA

Rule

Rulel(

RuleD
www.contoso.com/abc/def/default.htm v

RuleA _i
RuleB
RuleC

Rulel

Section:
Explanation:
Reference: https://docs.microsoft.com/en-us/azure/frontdoor/front-door-route-matching

QUESTION 28

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure application gateway that has Azure Web Application Firewall
(WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway.
Solution: You disable the WAF rule that has a ruleld 920300.
Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section:

QUESTION 29
You have an Azure application gateway for a web app named App1. The application gateway allows end-tosendrencryption. Yourconfigure the listener for HTTPS by uploading an enterprise-signed certificate.

You need to ensure that the application gateway can provide end-to-end encryption for Appl.
What should you do?

A. Increase the Unhealthy threshold setting in the custom probe.
B. Enable the SSL profile to the listener.

C. Set Listener type to Multi site.

D. Upload the public key certificate to the HTTP settings.

Correct Answer: D

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal

QUESTION 30

You have an Azure application gateway named AppGW1 that balances requests to a web app named App1.
You need to modify the server variables in the response header of App1.

What should you configure on AppGW1?

HTTP settings
rewrites

rules

o0 ®p»

listeners


https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://docs.microsoft.com/en-us/azure/application-gateway/end-to-end-ssl-portal
https://vdumps.com
https://vdumps.com

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/rewrite-http-headers-url

QUESTION 31

You have an Azure Virtual Desktop deployment that has 500 session hosts.

All outbound traffic to the internet uses a NAT gateway.

During peak business hours. some users report that they cannot access internet resources. In Azure Monitor, you discover many failed SNAT connections. You need to increase the available SNAT connections.
What should you do?

A. Bind the NAT gateway to another subnet.
B. Add a public IP address.
C. Deploy Azure Standard Load Balancer that has outbound rules.

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-gateway-resource

QUESTION 32

You have an Azure subscription that contains the public IPv4 addresses shown in the following table.

[__Name [ SKU [ IPaddress assignment |  Location |

LIP1 ¥ {Basic | Static | West US A |
P2 |Basic | Oynamic |WestUS
IP3 Standard | Static _ WestUS

| 1P4 |Basic [ Static 5 TWestuS2

(PS5 — |Standard [Staic [ WestUS |

You plan to create a load balancer named LB1 that will have the following settings:

Name: LB1

Location: West US

Type: Public

SKU: Standard
Which public IPv4 addresses can be used by LB1?

IP1, IP2, IP3, IP4, and IP5
IP3 and IP5 only

A. IP1,IP3, IP4, and IP5 only
B. IP3 only

C. IP1andIP3 only

D. IP2 only

E.

F.

Correct Answer: F

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-public-ip-address

QUESTION 33
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You have the Azure environment shown in the exhibit.

VM1 is a virtual machine that has an instance-level public IP address (ILPIP).

Basic Load Balancer uses a public IP address. VM1 and VM2 are in the backend pool.

NAT Gateway uses a public IP address named IP3 that is associated to SubnetA.

VNetl has a virtual network gateway that has a public IP address named IP4.

When initiating outbound traffic to the internet from VM1, which public address is used?

A. IP1
B. IP2
C. IP3
D. IP4

Correct Answer: A
Section:

QUESTION 34
You are configuring two network virtual appliances (NVAs) in an Azure virtual network. The NVAs will be used to inspect all the traffic within the virtual network. You need to provide high availability for the NVAs. The solution
must minimize administrative effort. What should you include in the solution?

Azure Standard Load Balancer
Azure Application Gateway
Azure Traffic Manager

o 0N >

Azure Front Door

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/dmz/nva-ha?tabs=cli
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QUESTION 35

You have five virtual machines that run Windows Server. Each virtual machine hosts a different web app. You plan to use an Azure application gateway to provide access to each web app by using a hostname of
www.contoso.com and a different URL path for each web app, for example: https:// www.contoso.com/app1. You need to control the flow of traffic based on the URL path.

What should you configure?

HTTP settings
listeners
rules

o0 ®

rewrites

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/application-gateway/url-route-overview

QUESTION 36
You plan to publish a website that will use an FQDN of www.contoso.com. The website will be hosted by usmg the Azure App Service apps shown in the following table.
| Name | ~_FQDN [ Location | Public IP address |
AS1 As1.contoso Ci“- LE@__& US 131 107 100 1 ~ _+
[FAS20 _ | A 2 contoso.com | WestUS __1_.;_1_1 Dj_?ﬂﬂj VAl

You plan to use Azure Traffic Manager to manage the routing of traffic for www.contoso.com between AS1 and AS2. You need to ensure that Traffic Manager routes traffic for www.contoso.com.
Which DNS record should you create?

two A records that map www.contoso.com to 131.107.100.1 and 131.107.200.1
a CNAME record that maps www.contoso.com to TMprofilel.azurefd.net
a CNAME record that maps www.contoso.com to TMprofilel.trafficmanager.net

o n >

a TXT record that contains a string of asl.contoso.com and as2.contoso.com in the details

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/traffic-manager/quickstart-create-traffic-manager-profile
https://docs.microsoft.com/en-us/azure/app-service/configure-domain-traffic-manager

QUESTION 37

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure application gateway that has Azure Web Application Firewall
(WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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You need to ensure that the URL is accessible through the application gateway.
Solution: You create a WAF policy exclusion for request headers that contain 137.135.10.24.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 38

Add a custom domain %

Add a custom domain to your Front Door. Create a DNS mapping from your custom domain to the
Front Door azurefd.net frontend host with your DNS provider

Frontend host end

ContosoFD1.azurefd.net

wWiWW. Contoso.com

NAME re | Tor wan contosa.tom that Bolnts o Contosal D1 anmehd net could

™ A
&

You have a website that uses an FQDN of www.contoso.com. The DNS record for www. contoso.com resolves to an onpremises web server. You plan to migrate the website to an Azure web app named Web1. The website on Web1 will be
published by using an Azure Front Door instance named ContosoFD1. You build the website on Web1.

You plan to configure ContosoFD1 to publish the website for testing.

When you attempt to configure a custom domain for www.contoso.com on ContosoFD1, you receive the error message shown in the exhibit. (Click the Exhibit tab.) You need to test the website and ContosoFD1 without affecting user access to
the on-premises web server.

Which record should you create in the contoso.com DNS domain?

A. a CNAME record that maps afdverify.www.contoso.com to ContosoFD1.azurefd.net
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B. a CNAME record that maps www.contoso.com to ContosoFD1.azurefd.net
C. a CNAME record that maps afdverify.www.contoso.com to afdverify.ContosoFD1.azurefd.net

D. a CNAME record that maps www.contoso.com to Web1.contoso.com
Correct Answer: C

Section:

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain##fmap-the-temporary-afdverifysubdomain

QUESTION 39
You have the Azure load balancer shown in the Load Balancer exhibit.

LB2 e X

~ [Essentials

Resource group ) Backend pool
LB2-BEP] {2 virtual machines)

Location Lload balancing rule

MNaorth Europe

Subscription | ] Healih probe

sulbscription IC MAT rules

169d1bba-badec-471c-b513-0892eb FDG3 265 0 inbound

SK1 Public IP address

Standard

Tags (

LB2 has the backend pools shown in the Backend Pools exhibit.
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LB2 | Backend pools "

b Al Refresh

Backend pool = = all Resource Name = = all Resource Status == all IP address = = all
MNetwork interface = = all Availability rone = = all
Backand poal Reiourca Name Retource Statur IP addeeis Notwork interface Availability sane
LB2-BEP1
YMNISS] (imatance 1) Running 10.0.0.€ RG1-vnet-nicD]
YRASS] (Instamce 1) Running 10.,0.0.7 RG1-wnet-nicD]

You need to ensure that LB2 distributes traffic to all the members of VMSS1.
Which two actions should you perform? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

Add a network interface to VMSS1.

Add a load balancing rule.

Configure a health probe.

Add a public IP address to each member of VMSS1.

OO0 wp

Correct Answer: B, C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/load-balancer/quickstart-load-balancer-standard-public-portal?tabs=option-1-createload-balancer-standard

QUESTION 40
You have an Azure virtual network that contains the subnets shown in the following table.

Name IP address space
AzureFirewallSubnet | 192.168.1.0/24
Subnet2 192.168.2.0/24

You deploy an Azure firewall to AzureFirewallSubnet. You route all traffic from Subnet2 through the firewall. You need to ensure that all the hosts on Subnet2 can access an external site located at https://*.contoso.com. What should you do?

In a firewall policy, create a DNAT rule.
Create a network security group (NSG) and associate the NSG to Subnet?2.
In a firewall policy, create a network rule.

o 0N >

In a firewall policy, create an application rule.

Correct Answer: D
Section:
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/firewall/tutorial-firewall-deploy-portal

QUESTION 41

You have an Azure Web Application Firewall (WAF) policy in prevention mode that is associated to an Azure Front Door instance. You need to configure the policy to meet the following requirements:
Log all connections from Australia.

Deny all connections from New Zealand.

Deny all further connections from a network of 131.107.100.0/24 if there are more than 100 connections during one minute. What is the minimum number of objects you should create?

three custom rules that each has one condition
one custom rule that has three conditions
one custom rule that has one condition

o0 ® >

one rule that has two conditions and another rule that has one condition

Correct Answer: A

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/web-application-firewall/afds/afds-overview

QUESTION 42
You have an Azure subscription that contains multiple virtual machines in the West US Azure region. You need to use Traffic Analytics.
Which two resources should you create? Each correct answer presents part of the solution. (Choose two.) NOTE: Each correct answer selection is worth one point.

an Azure Monitor workbook
a Log Analytics workspace

a storage account

an Azure Sentinel workspace

m o0 ®w >

an Azure Monitor data collection rule

Correct Answer: B, C

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/network-watcher/traffic-analytics

QUESTION 43
You have a hybrid environment that uses ExpressRoute to connect an on-premises network and Azure.
You need to log the uptime and the latency of the connection periodically by using an Azure virtual machine and an onpremises virtual machine. What should you use?

Azure Monitor
IP flow verify
Connection Monitor

o0 ®p

Azure Internet Analyzer

Correct Answer: C

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/network-watcher/connection-monitor
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QUESTION 44

You have an Azure subscription that contains the following resources:

A virtual network named Vnetl

Two subnets named subnetl and AzureFirewallSubnet A public Azure Firewall named FW1 A route table named RT1 that is associated to Subnetl A rule routing of 0.0.0.0/0 to FW1 in RT1 After deploying 10 servers that run
Windows Server to Subnetl, you discover that none of the virtual machines were activated.

You need to ensure that the virtual machines can be activated.

What should you do?

Deploy an application security croup mat allows outbound traffic to 1688
Deploy an Azure Standard Load Balancer that has an outbound NAT rule
On fW1.configure a DNAT rule for port 1688.

Add an internet route to RI1 for the Azure Key Management Service (KMS).

o n >

Correct Answer: D

Section:

Explanation:

Reference: https://ryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop-wvd/

QUESTION 45

You have an Azure virtual network that contains a subnet named Subnetl. Subnetl is associated to a network security group (NSG) named NSG1. NSG1 blocks all outbound traffic that is not allowed explicitly. Subnetl
contains virtual machines that must communicate with the Azure Cosmos DB service.

You need to create an outbound security rule in NSG1 to enable the virtual machines to connect to Azure Cosmos DB. What should you include in the solution?

a service tag
a service endpoint policy
a subnet delegation

o0 ®p

an application security group

Correct Answer: A

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview https://docs.microsoft.com/enus/azure/virtual-network/virtual-network-service-endpoint-policies-portal

QUESTION 46

Your company has offices in Montreal, Seattle, and Paris. The outbound traffic from each office originates from a specific public IP address. You create an Azure Front Door instance named FD1 that has Azure Web Application
Firewall (WAF) enabled. You configure a WAF policy named Policyl that has a rule named Rulel. Rulel applies a rate limit of 100 requests for traffic that originates from the office in Montreal.

You need to apply a rate limit of 100 requests for traffic that originates from each office.

What should you do?

Modify the rate limit threshold of Rulel.
Create two additional associations.
Modify the conditions of Rulel.

Modify the rule type of Rulel.

o0 ® P

Correct Answer: A
Section:
Explanation:
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QUESTION 47

You have an Azure virtual network named Vnet1.

You need to ensure that the virtual machines in Vnetl can access only the Azure SQL resources in the East US Azure region. The virtual machines must be prevented from accessing any Azure Storage resources. Which two
outbound network security group (NSG) rules should you create? Each correct answer presents part of the solution. NOTE: Each correct selection is worth one point.

a deny rule that has a source of VirtualNetwork and a destination of Sql

an allow rule that has the IP address range of Vnetl as the source and destination of Sqgl.EastUS
a deny rule that has a source of VirtualNetwork and a destination of 168.63.129.0/24

a deny rule that has the IP address range of Vnet1 as the source and destination of Storage

o0 ®p

Correct Answer: C,D
Section:
Explanation:

QUESTION 48

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure subscription that contains the following resources:

A virtual network named Vnet1

A subnet named Subnetl in Vnetl

A virtual machine named VM1 that connects to Subnetl

Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts. Solution: You configure the firewall on storagel to only accept connections from Vnet1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 49

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure subscription that contains the following resources:

A virtual network named Vnet1

A subnet named Subnetl in Vnetl

A virtual machine named VM1 that connects to Subnetl

Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts. Solution: You create a network security group (NSG) and associate the NSG to Subnet].

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:
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QUESTION 50

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen. You have an Azure subscription that contains the following resources:

A virtual network named Vnet1

A subnet named Subnetl in Vnetl

A virtual machine named VM1 that connects to Subnet1

Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage accounts. Solution: You create a network security group (NSG). You configure a service tag for Microsoft.Storage
and link the tag to Subnet1. Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 51

You have an Azure virtual network named Vnet1 that has one subnet. Vnetl is in the West Europe Azure region. You deploy an Azure App Service app named App1 to the West Europe region.
You need to provide App1 with access to the resources in Vnetl. The solution must minimize costs.

What should you do first?

Create a private link.
Create a new subnet.
Create a NAT gateway.

o0 ®p

Create a gateway subnet and deploy a virtual network gateway.

Correct Answer: D

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet

QUESTION 52

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. The subscription contains the following resources:

An Azure App Service app named Appl

An Azure DNS zone named contoso.com

An Azure private DNS zone named private.contoso.com A virtual network named Vnetl You create a private endpoint for Appl. The record for the endpoint is registered automatically in Azure DNS. You need to provide a
developer with the name that is registered in Azure DNS for the private endpoint. What should you provide?

appl.contoso.onmicrosoft.com
appl.private.contoso.com
appl.privatelink.azurewebsites.net

o0 ® P

appl.contoso.com

Correct Answer: C
Section:

QUESTION 53
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You have Azure App Service apps in the West US Azure region as shown in the following table.

Name App Service Plan Number of instances
| App1 ASP1 E
| App2 ASP1 3
'App3 | ASP2 | 2 Yo CE O
| Appd | AsP3 1

You need to ensure that all the apps can access the resources in a virtual network named Vnetl without forwarding traffic through the internet. How many integration subnets should you create?

mo 0O w >
A b W L O

Correct Answer: C

Section:

Explanation:

One integration subnet is required per App Service Plan regardless of how many apps are running in the App Service Plan.
Reference: https://docs.microsoft.com/en-us/azure/app-service/overview-vnet-integration

QUESTION 54

HOTSPOT

You need to recommend a configuration for the ExpressRoute connection from the Boston datacenter. The solution must meet the hybrid networking requirements and business requirements. What should you recommend?
To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Set the ExpressRoute pateway type to: ¥
High Performance (ERGw2AZ)
! Standard Performance (ERGwWIAZ)
Ultra Performance (ERGw3AZ)
To minimize latency of traffic to Vnet2: | L J
| Create a dedicated ExpressRoute dircuit for Vinet2
Connect Wnet2 directly to the ExpressRoute circuit
! Configure gateway transit for the peering between Vnet1 amd Vnet2
Answer Area:
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Answer Area

Set the ExpressRoute gateway type to: Y

High Performance (ERGw2AZ)
| Standard Performance (ERGwWIAZ)

To minimize latency of traffic to Vnet2: | L4

| Create a dedicated ExpressRoute cincuit for Vnet2
Connect Wnet2 directly to the ExpressRoute circuit

nfigure { i TRMSIH L i) WL 1 W

Section:

Explanation:
https://docs.microsoft.com/en-us/azure/expressroute/about-fastpath

QUESTION 55

HOTSTOP

You need to connect an on-premises network and an Azure environment. The solution must use ExpressRoute and support failing over to a Site-to-Site VPN connection if there is an ExpressRoute failure. What should you configure? To answer,
select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Routing type: |
Policy-based
Route-based
Static routing
Number of virtual network gateways: -w
1
2
3
Answer Area:
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Number of virtual network gateways: |

Section:
Explanation:

Answer Area

Routing type:

4
Policy-based
Route-based X =
Static routing
- hd

Reference: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-howto-coexist-resource-manager
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QUESTION 56
DRAG DROP
You have an Azure subscription that contains the resources shown in the following table.
Name Type Description
Gateway1 | NAT gateway | Unconfigured
NIC1 Network A network interface with a statically
interface assigned public IP address named PIP1
PIP1 Public IP A Basic SKU public IP address
address
VNet1 Virtual Contains a subnet named Subnet
network
Subnetl | Virtual Part of VNet1
subnet
VM1 Virtual Connected to Subnet1 via NIC1
machine

You need to associate Gateway 1 with Subnetl. The solution must minimize downtime on VM1.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Change the PIP1 SKU to Standard.

Start VM.

Shut down VM1.

| Disassociate PIP1 from NIC1.

i Change Assignment to Dynamic for PIP1.

} Associate PIP1 to NIC1.

Correct Answer:

Actions Answer Area
Change the PIP1 SKU to Standard. ‘ Disassociate PIP1 from NIC1.
Start VM1, Change Assignment to Dynamic for PIP1.
Shut down VM1, Associatm fto NICH
|
|
Section:
Explanation:

Diassociate PIP1 from NIC1.
Change Assignment to Dynamic for PIP1.
Associate PIP1 to NIC1.

QUESTION 57

HOTSPOT

You have an Azure application gateway.

You need to create a rewrite rule that will remove the origin port from the HTTP header of incoming requests that are being forwarded to the backend pool.
How should you configure each setting? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Common header: ['y"Forwarded-For ]
Via

X-Forwarded-Host

Header value: | chient_port
add_x_forwarded_for_proxy

Answer Area:
Answer Area
Common header: ['y"Forwarded-For ]
1Via [
X-Forwarded-For
X-Forwarded-Host
Header value: | client_port s
add_x_forwarded_for_proxy
client_port |
host
Section:
Explanation:
QUESTION 58
HOTSPOT
Your on-premises network contains the subnets shown in the following table.
Name IPv4 network address
Subnet1 192.168.10.0/24
Subnet2 192.168.20.0/24

The network contains a firewall named FW1 that uses a public IP address of 131.107.100.200.
You have an Azure subscription that contains the resources shown in the following table.
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Name Type Description
VNet1 Virtual network Uses an address space of 10.1.0.0/16
GW1 Virtual network gateway e Uses a public IP address of
20.231.231.174
e Uses 3 private IP address of
10.1.255.10
GatewaySubnet Subnet Uses an address space of 10.1.255.0/27
LNG1 Local network gateway None

You plan to configure a Site-to-Site (S2S) VPN named VPN1 that will connect GW1 to FW1.
You need to configure LNG1 to support VPN1. The solution must meet the following requirements:
* Ensure that the resources on Subnetl and Subnet2 can communicate with the resources on VNell.

* Minimize administrative effort.

How should you configure LNG1? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Answer Area:

Address space:

i

192.168.10.0/23

192.168.10.0/24 and 192.168.20.0/24

(10.1.255.0/27 v
10.1.0.0/16

IP address: | 20.231.231.174 v

10.1.0.1
10.1.255.10

20.231.231.174

131.107.100.200
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Answer Area

Address space:

192.168.10.0/24 and 192.168.20.0/24

P address: | 20.231.231.174 ez
10.1.0.1
10.1.255.10

121.107.100.200
Section:
Explanation:

QUESTION 59

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Front Door Premium profile named AFD1 and an Azure Web Application Firewall (WAF) policy named WAF1. AFD1 is associated with WAF1.

You need to configure a rate limit for incoming requests to AFD1.

Solution: You configure a managed rule for WAF1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 60

HOTSPOT
You need to implement a P2S VPN for the users in the branch office. The solution must meet the hybrid networking requirements. What should you do? To answer, select the appropriate options in the answer area.

Hot Area:
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Answer Area

On the VPN gateway in Vnetl, set the P25 VPN tunnel type to: |V

IKEw2
OpenVPN (SS5L)
SSTP (S5L)

In the litwareinc.com tenant: | v
Create a device abject

Create a managed identity

Grant consent to an Azure AD application

Answer Area:
Answer Area
On the VPN gateway in Vnetl, set the P25 VPN tunnel type to: |V
IKEw2 ]
OpenVPN (SSL) [
| SSTP (s5L) '
In the litwareinc.com tenant: | v

Create a device abject
Create a managed identity
Grant consent to an Azure AD applicati@h

' 'dumps

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant

——————

QUESTION 61
HOTSPOT
ogg W
B o 8 o ;
m":'du VPN Gty ham | VM1
_ s 2 |
e Spicms
erabied r_ i W |.-""_ n W
RS —te> [e]]
v o ] v /l | L 'h"lllﬂ'l_ VM3 ;
327 e |
Subacngton 2 St prtaon 1

You have an Azure environment shown in the following exhibit.
Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

Hot Area:

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant
https://vdumps.com
https://vdumps.com

Answer Area

VM1 can communicate with (answer choice): | i _ \ . |'

| VM2 only

| VM2 and VM3 only

| the on-premises datacenter and VM2only |
| the on-premises datacenter, VMZ, and VM3 only j

VM2 can communicate with (answer choice): .__._ M {7 -l ._|'_
VT enly
- VM1 and Vi3 only
| the on-premises datacenter and VM3 only
| the on-premises datacenter, VM1, and VM3 only |
Answer Area:
Answer Area
VM1 can communicate with (answer choice): . 2 _ 7 _ oA & __ o |i'

| VM2 only
| WM2 and VM3 only
the on-premises datacenter and VM2 only
IR on-premises datacenter, VVIZ and VM3 only |

VM2 can communicate with (answer choice): .__._ _- __ _- ) _: ___ 4 -_ - ___ __ _Ii_‘ u I l l S
VT enly
VM1 and VM3 only
| the on-premizes datacenter and VM3 only
the on-premises datacenter, VM1, and VM3 only :1

Section:
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-peering-gateway-transit?toc=/azure/virtualnetwork/toc.json

QUESTION 62

HOTSPOT

You have an Azure subscription.

You have the on-premises sites shown the following table.

Number Number of users Connection type to Azure F

Site 1 | 500 ' ExpressRoute , 1

' Site 2 I 100 Site-to-Site VPN }
[site3 1 | Point-to-site (P25) VPN 3

You plan to deploy Azure Virtual WAN.
You are evaluating Virtual WAN Basic and Virtual WAN Standard.
Which type of Virtual WAN can you use for each site? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Virtual WAN Basic: by
Site2 only
Site3 only
Site2 and Site3 only
Sitel, Site2, and Site3
Virtual WAN Standard: |
Sitel only

Sitel and Site3 only
Site2and Site3only
Sitel, Site2, and Site3

Answer Area:

Answer Area

Virtual WAN Basic: _N| b A

Site2 only

Site2 and Site3 only

Sitel, Site2, and Site3

Virtual WAN Standard: ~

Sitel only

Sitel and Site3 only
Site2 and Site3 only
Sitel, Site2, and Site3

Section:
Explanation:
Reference: https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about

QUESTION 63

HOTSPOT

You have an Azure subscription that contains two virtual networks named Vnet1 and Vnet2.

You register a public DNS zone named fabrikam.com. The zone is configured as shown in the Public DNS Zone exhibit.
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You have a private DNS zone named fabrikam.com. The zone is configured as shown in the Private DNS Zone exhibit.
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You have a virtual network link configured as shown in the Virtual Network Link exhibit.
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«.» Fabrikam.com | Virtual network links - X

- '

-
= Add () Relresh
e L]
Link Name Link status Virtual network Auto-Reqistration
vnetl_lnk Completed Vnet) Disabled T

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No
Queries for www. fabrikam.com from the internet are resolved to 131.107.1.1.
Queries for serverl.fabrikam.com can be resolved from the internet. |

Queries for www. fabrikam.com from Vnet2 are resolved to 131. 107.100. 10.

L.

Answer Area:

Answer Area

Statements Yes No

Queries for www. fabrikam.com from the internet are resolved to 131.107.1.1.
Clueries for serverl.fabrikam.com can be resolved from the internet.

Queries for www. fabrikam.com from Vnet2 are resolved to 131. 107.100. 10.

Section:
Explanation:
Box 1: Yes

DNS queries from the internet use the public DNS zone. In the public DNS zone, www.fabrikam.com is a CNAME record that resolves to appservicel.fabrikam.com which resolves to 131.107.1.1.
Box 2: No

DNS queries from the internet use the public DNS zone. There is no DNS record for serverl.fabrikam.com in the public DNS zone.
Box 3: No
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The private DNS zone is linked to VNet1, not VNet2. Therefore, resources in VNet2 cannot query the private DNS zone.

QUESTION 64

HOTSPOT

You have two Azure virtual networks named Vnetl and Vnet2 in an Azure region that has three availability zones. You deploy 12 virtual machines to each virtual network, deploying four virtual machines per zone. The virtual
machines in Vnetl host an app named App1l. The virtual machines in Vnet2 host an app named App2. You plan to use Azure Virtual Network NAT to implement outbound connectivity for Appl and App2.

You need to identify the minimum number of subnets and Virtual Network NAT instances required to meet the following requirements:

A failure of two zones must NOT affect the availability of either App1 or App2.

A failure of two zones must NOT affect the outbound connectivity of either Appl1 or App2.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Minimum number of subnets: | |
1
2
| 6
| 12
Minimur number of Virtual Network NAT instances: [ ™ N B
1
2
6
12
Answer Area:
Answer Area
Minimum number of subnets: ,r |
1
| &
| 12
Minimum number of Virtual Network NAT instances: [ e e v e d
1
L
12
Section:

Explanation:
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Reference: https://docs.microsoft.com/en-us/azure/virtual-network/nat-gateway/nat-overview

QUESTION 65

HOTSPOT

You are implementing the virtual network requirements for VM-Analyze.

What should you include in a custom route that is linked to Subnet2? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Address prefix:

| 0.0.0.0/0 |
| 0.0.0.0/32
' 10.1.0.0/16
| 255.255.255.255/0
255.255.255.255/32

™1

Next hop type:

None i
Internet

Virtual appliance

Virtual network

Virtual network gateway

Answer Area:
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Answer Area

Address prefix:

{

| :
{ 0.0.0.0/0 |
HOODAEE, LT PPN 2 s Bl
| 10.1.0.0/16 |
[255.23’5.%325536"' PR CON "0y

. 255.255.255.255/32

Next hop type: |

None

internet

Virtual appliance
Virtual network

Virtual network gateway

i
|
|
1
|
1
{

Section:
Explanation:
https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview
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QUESTION 66
HOTSPOT
You have an Azure subscription that contains the route tables and routes shown in the following table.
Route table name Route name Prefix Destination
RT1 Default Route 0.0.0.0/0 VirtualNetworkGaleway
RT2 Default Route 0.0.0.0/0 Internet
The subscription contains the subnets shown in the following table.
Name Prefix Route table Virtual network
Subnet1 10.10.1.0/24 RT1 Vnet1
Subnel2 10.10.2.0/24 RT2 Vnel1
GatewaySubnet 10.10.3.0/24 None Vnet1
The subscription contains the virtual machines shown in the following table.
Name IP address
VM1 10.10.1.5
VM2 10.10.2.5

There is a Site-to-Site VPN connection to each local network gateway.
For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Hot Area:
Answer Area

Statements

Traffic from VM2 to the internet is routed through the New-York Site-to-Site VPN
connection

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection

Traffic from VM1 to the internet is routed through the New-York Site-to-Site VPN

QIO R
OO0 &

connection
Answer Area:
Answer Area
Statements Yas No
Traffic from VM2 to the internet is routed through the New-York Site-to-Site VPN O O '
connection :

O

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection

O
olle)

Traffic from VM1 to the internet is routed through the New-York Site-to-Site VPN L J
connection

AN

Section:
Explanation:
Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

QUESTION 67
HOTSPOT
You have an Azure Traffic Manager parent profile named TM1. TM1 has two child profiles named TM2 and TM3. TM1 uses the performance traffic-routing method and has the endpoints shown in the following table.

Name Location
App1 North Europe
App?2 East US
App3 Central US
TM2 West Europe
TM3 West US
TM2 uses the weighted traffic-routing method with MinChildEndpoint = 2 and has the endpoints shown in the following table.

Name Location Weight
App4 West Europe | 99
AppS West Europe | 1

TM3 uses priority traffic-routing method and has the endpoints shown in the following table.
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Name Location
Appb West US
App2 East US

The App2, App4, and App6 endpoints have a degraded monitoring status.
To which endpoint is traffic directed? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point

Hot Area:

Answer Area

Traffic from West Europe: | v |
|
App1 ‘
|

App2
App4 |
App5S J

Traffic from West US: %2 3 _|_i__'i d u m ps

[ et il

. App1

 App2
| App3
. App6

Answer Area:
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Answer Area

Traffic from West Europe:

Traffic from West US: |

Appl

App<Z
Appd
App5

App1
App2
App3

Appb6

Section:
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/traffic-manager/traffic-manager-nested-profiles

QUESTION 68
HOTSPOT

You have an Azure subscription that contains the virtual machines shown in the following table.

Name Connected to
VM1 Vnet1/Subnet1
VM2 Vnet1/Subnet?2

Subnetl and Subnet2 are associated to a network security group (NSG) named NSG1 that has the following outbound rule:

Priority: 100

Port: Any

Protocol: Any

Source: Any

Destination: Storage Action: Deny

You create a private endpoint that has the following settings:
Name: Privatel

Resource type: Microsoft.Storage/storageAccounts
Resource: storagel

Target sub-resource: blob

Virtual network: Vnetl Subnet: Subnetl

For each of the following statements, select Yes of the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
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Hot Area:

Answer Area

Statements No

From ¥YM2, you can create a container in storagel

From VM1, you can upload data to a blob storage container in storagel

COO¢E
QO 10

From VM2, you can upload data to a blob storage container in storagel

Answer Area:

Answer Area

Statements Yes No
From VM2, you can create a container in storagel O “ﬁ‘*
From VM1, you can upload data to a blob storage container in storagel f_ 2 O
From VM2, you can upload data to a blob storage container in storagel O Q

Section:
Explanation:
Reference: https://docs.microsoft.com/en-us/azure/private-link/disable-private-endpoint-network-policy

QUESTION 69

HOTSPOT
You have an Azure firewall shown in the following exhibit.
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@ rirevalll 2

Farew all

> @ Delote ﬁ Lock

o Vigit Azure Firewall Manager to configure and manage this firewall. =+

~ Essentials
Resource group (change) Firewall sku
RGY Stangard
Location Firewa|l subnet
Morth Europe ArureFirewallSubnet
Subscription (change) Firewall public IP
Subscription Firgwall-1P1
Subseription 1D Firdwall provate [P
ABF12hit-seTy-96Tv-g571-463hw36T3512 10.100.253.4
Virtual network Management subnot
Vet
Firewall policy Managemeni pubbc 1P
FirewailPolicy
Provisianing stale Private IP Ranges
Succeeded Managed by Firewall Policy
Tags (change)
Click here o add tags

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct selection is worth one point.

Mot Area: | d um ps

Answer Area

On Firewalll1, forced tunneling [answer choice] g A~
isenabledaleady

cannot be enabled
'lLHis dizabled but can be enabled

On Firewalll, management by Azure Firewall Manager [answer choice] [_ “ ' 4 v
l is enablad already

| cannotbeenabled

\_is disabled but can be enabled

Answer Area:
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Answer Area

On Firewalll, forced tunneling [answer choice] | €} P~ o W Y
| is enabled already

! cannot be enabled
| is disabled but can be enabled |

On Firewalll, management by Azure Firewall Manager [answer choice] .- =3 ; T
is enabied already l
| cannot be enabled 3 |
is disabled but can be enabled

Section:

Explanation:

Box 1:

If forced tunneling was enabled, the Firewall Subnet would be named AzureFirewallManagementSubnet. Forced tunneling can only be enabled during the creation of the firewall. It cannot be enabled after the firewall has
been deployed. Box 2:

The “Visit Azure Firewall Manager to configure and manage this firewall” link in the exhibit shows that the firewall is managed by Azure Firewall Manager.

QUESTION 70
HOTSPOT
You have an Azure application gateway named AppGW1 that provides access to the following hosts:d. a o) m www.fabrikam.com AppGW1 has the listeners shown in the following table.
Name Frontend IP address Type Host name umps
Listen1 Public Multi site www.contoso.com
Listen2 Public Multi site www.fabrikam.com
Listen3 Public Multi site www.adatum.com
You create Azure Web Application Firewall (WAF) policies for AppGW1 as shown in the following table.
Name | Policy mode Custom rule
Priority Condition Association
Policyl | Prevention S0 If IP address does contain Application gateway:
131.107.10.15 then deny AppGW1
traffic.
Policy2 | Detection 10 If IP address does contain HTTP listener: Listenl
131.107.10.15 then allow
traffic.
Policy3 | Prevention 70 If IP address does contain HTTP listener: Listen2
131.107.10.15 then allow
traffic

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements

From 131.107.10.15, you can access www.contoso.com

From 131.107.10.15, you can access www.fabrikam.com

QIO &
QQIO ¢

From 131.107.10.15, you can access www.adatum.com

Answer Area:
Answer Area
Statements Yes No
From 131.107.10.15, you can access www.contoso.com O i O
From 131.107.10.15, you can access www.fabrikam.com {:}: o

From 131.107.10.15, you can access www.adatum.com

o)
dumps

Explanation:
Reference: https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/per-site-policies

QUESTION 71
HOTSPOT
You have the Azure App Service app shown in the App Service exhibit.
B Rk »
[ Browes B¢ fian = D Restart T Dalete & Gotpublih profe T Reset publish pealfile

B T

A, Finentish

Brpurre QoD | hange]

B ettt L adurreer B L e

A HahEh TR

npped Contguned

LA Risp Tordie Pl

e Bt o ARG

gt [ e FEF e frai? yrge i

taemiptin Mo FERAdepioymment ue wrt

Subriiipten 1D FIP hoslnms

Bt £ T Pk A T E T Tl Prp gt rsd g 14T ATt d L sk Al W
TP hostrge @
AP AR -0 1 1T A0 St L e O SN, T ATt

Tagpt (chupmge

Cl herw B a0 T3

The VNet Integration settings for as12 are configured as shown in the Vnet Integration exhibit.
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z.» VNet Integration
N i

& Disconnect O Refresh

/' . '} VNet Configuration

Securely access resources available in or through your Azure VNet. Learn more

VNet Details
VNet NAME Vnetl
LOCATION MNorth Europe
VNet Address Space
Start Address End Address
oo dumps
Subnet Details
Subnet NAME Subnet1
Subnet Address Space
Start Address End Address
10.1002.0 10.100.2.255

The Private Endpoint connections settings for as12 are configured as shown in the Private Endpoint connections exhibit.
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.1:, Private Endpoint connections

L

) Eafresh

< I > Private Endpoint connections

Private access 1O services hostad on the Azure platform. keeping your data on the Microsoft netwark Learr
All connection STaTes L
Connection name T Connection state 7L Private endpoint T Description

A

For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements

Subnet2 can contain only App Service apps in the A5P1 App Service plan

As12 will use an IP address from Subnet2 for network communications

OO0 ¢%
Offad O 7

Computers in Vnetl will connect to a private IP address when they connect to as12

Answer Area:
Answer Area
Statements Yes No
Subnet2 can contain only App Service apps in the A5P1 App Service plan ' O
As12 will use an IP address from Subnet2 for network communications f: O
Computers in Vnetl will connect to a private IP address when they connect to as12 O :}
Section:
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet

QUESTION 72

DRAG DROP

You have an Azure virtual network named Vnet1 that connects to an on-premises network.

You have an Azure Storage account named storageaccountl that contains blob storage.

You need to configure a private endpoint for the blob storage. The solution must meet the following requirements:

Ensure that all on-premises users can access storageaccountl through the private endpoint. Prevent access to storageaccountl from being interrupted. Which four actions should you perform in sequence? To answer, move
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the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

| Install the DNS server role and configure the forwarding |
of biob_core.windows.net 1o 168.63.129.16
‘Configure on-premises DNS servers to forward
ﬂ:ﬂﬂ..mfel.wlnq!}'ﬁls..ﬁﬂt o the virtual machine

C&nﬁgu{e a privale endpoint an ﬁageam@nm @

and disable public access to the account 3
"Cur_ali‘lsil.l-re-mr—arémi_se_s DNS server lo forward
blob.core.windows.net to 168.63.129.16

OB

! Deploy & virtual machine (o & subnet in Vnet1

Correct Answer:

Actions Answer Area

Configure a private endpaoint on sEtageacm—uml
and disable public access to the account

| @ Deploy & virtusl machine (o 8 subnet in Vnet1

Install the DNS server role and configure the fonwarding

of blob.core windows. net io 168.63,129.16
Configure on-premises DNS server to forward | ‘Configure on-premises DNS servers 1o forward g4
blob.core.windows.net to 168.63.129.16 ¢ biob.core windows net to the virfual machine |
|
Section:

Explanation:

168.63.129.16 is the IP address of Azure DNS which hosts Azure Private DNS zones. It is only accessible from within a VNet which is why we need to forward on-prem DNS requests to the VM running DNS in the VNet. The VM
will then forward the request to Azure DNS for the IP of the storage account private endpoint.

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-private-endpoints

QUESTION 73
You have an Azure Front Door instance named FD1 that is protected by using Azure Web Application Firewall (WAF). FD1 uses a frontend host named app1.contoso.com to provide access to Azure web apps hosted in the East
US Azure region and the West US Azure region. You need to configure FD1 to block requests to appl.contoso.com from all countries other than the United States. What should you include in the WAF policy?

a frontend host association
a managed rule set
a custom rule that uses a rate limit rule

o 0N >

a custom rule that uses a match rule
Correct Answer: D

Section:
Explanation:

QUESTION 74
You have an application named App1 that listens for incoming requests on a preconfigured group of 50 TCP ports and UDP ports. You install App1 on 10 Azure virtual machines.You need to implement load balancing for App1l
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across all the virtual machines. The solution must minimize the number of load balancing rules.What should you include in the solution?

Azure Standard Load Balancer that has Floating IP enabled
Azure Application Gateway V2 that has multiple listeners
Azure Application Gateway v2 that has multiple site hosting enabled

o0 ® >

Azure Standard Load Balancer that has high availability (HA) ports enabled

Correct Answer: B
Section:

QUESTION 75
You have two Azure App Service instances that host the web apps shown the following table.

FIIJFH“"”'rrIrHiiI F(”IH [ g rfﬂ'"]" r'"‘lm""""mwﬂmﬂw
il HMJ”

”Hj'u

r” M
|“U

il
FEETFATITI (o e v .
. 'I'.I I _.'I| ' wtoso.com/ Furu ____ (LN |
You deploy an Azure appllcatlon gateway that has one publlc frontend IP address and two backend pools. You need to publish all the web apps to the application gateway. Requests must be routed based on the HTTP host headers. What is the
minimum number of listeners and r utlng rules you should onﬁgure? To answer select the appropriate optlons in the answer area. NOTE: Each correct selection is worth one point.
[T } ]

Correct Answer: A
Section:

QUESTION 76
You have 10 Azure App Service instances. Each instance hosts the same web app. Each instance is in a different Azure region. You need to configure Azure Traffic Manager to direct users to the instance that has the lowest
latency. Which routing method should you use?

geographic
weighted
performance

o0 ® >

priority

Correct Answer: D
Section:

QUESTION 77
HOTSPOT
You configure a route table named RT1 that has the routes shown in the following table.

_';7// /
i

/////!//'
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You have an Azure virtual network named Vnet1 that has the subnets shown in the fIIowing table.

You have the resources shown in the following table.

Vnetl connects to an ExpressRoute circuit. The on-premises router advertises the following routes:
*0.0.0.0/0

*10.0.0.0/16

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE:
Each correct selection is worth one point.

Hot Area:

Answer Area:

Section:
Explanation:

QUESTION 78
HOTSPOT

You have an Azure virtual network named Vnet1 that contains two subnets named Subnetl and Subnet2. Both subnets contain virtual machines. You create a NAT gateway named NATgateway1 as shown in the following
exhibit.
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Home > NAT gateways

Create network address translation (NAT) gateway
@ Valdation passed

Basis Outbound IP  Subnet Tags  Review + create

Basics

Subscnption Subscniption?
Resource group RG1

MName NATgateway1
Region North Europe
Availability zone

idle timeout (minutes) 4

Outbound IP

Public IP address MNone

Pubhic IP prefox (New) NATgateway -prefux (28) u m ps
Subnets

Virtual network Vnetl

Subnets MNone

Tags

MNone

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Answer Area:
Answer Area

Section:
Explanation:

QUESTION 79
HOTSPOT

NATgateway1 can be linked to [answer choice].

NATgateway1 is assigned [answer choice].

NATgateway1 can be linked to [answer choice].

NATgateway1 is assid [um

only Vnet1 4
only GatewaySubnet @

only Subnet1 or Subnet2

both Subnet1 and Subnet2

0 IP addresses i

1 IP address

2 IP addresses
16 IP addresses
28 |P addresses

only Vnet1 v
only GatewaySubnet @

only Subnet? or Subnet2

| both Subnet1 and Subnet2

1 IP address
2 |IP addresses
16 IP addresses
28 IP addresses

You have an Azure subscription that contains a virtual network named VNet1. VNet1 contains the resources shown in the following table.

Name Type

Description

AG1 Azure Application
Gateway

Will automatially scale up to three instances

VM55 Virtual machine scale set

Consists of four virtual machines that run an app

named App1

You need to publish App1 by using AG1 and a URL of https://appl.contoso.com. The solution must meet the following requirements:
¢ TLS connections must terminate on AG1.
* Minimize the number of targets in the backend pool of AG1.

¢ Minimize the number of deployed copies of the SSL certificate of App1.
How many locations should you import to the certificate, and how many targets should you add to the backend pool of AG1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Hot Area:
Answer Area

Certificates: ‘ 1 E "’

2
3
4
B
Backend pool targets: 1 st
| P
3
5-4
Answer Area:
Answer Area
Certificates: |1 ¥ |
)
2
¢
4
E
Backend pool targets: 1 vt
iz
3
5-4
Section:
Explanation:
QUESTION 80
HOTSPOT

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl has a /24 IPv4 address space. You need to subdivide Vnet1. The solution must maximize the number of usable subnets.
What is the maximum number of IPv4 subnets you can create, and how many usable IP addresses will be available per subnet? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

Hot Area:
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Answer Area

Usable IP addresses: | 7 @ v |
1
3
IPv4 subnets: 128 v
16

128

I?J &

Answer Area:
Answer Area

Usable IP addresses: | 7 @ v
1
3
IPvd subnets: 128 v
16
- o4 |
Section:
Explanation:
QUESTION 81

You have a network security group named NSG1.
You need to enable network security group (NSG) flow logs for NSG1. The solution must support retention policies. What should you create first?

A standard general-purpose v2 Azure Storage account
An Azure Log Analytics workspace
A premium Block blobs Azure Storage account

o0 ® >

A standard general-purpose v1 Azure Storage account

Correct Answer: A
Section:

QUESTION 82
You have an Azure subscription that contains the resources shown in the following table.
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Name | Type Description |

ViMet? Virtual network Contains a subnet named '
Subnet |

storage Storage account ."'.I'm?n-_ |
VM1 Virtual machine Linked to Subnetl i
VM2 Virtual machine Linkad to Subnetl |

You need to ensure that VM1 and VM2 can connect only to storagel. The solution must meet the following requirements:
* Prevent VM1 and VM2 from accessing any other storage accounts.

e Ensure that storagel is accessible from the internet.

What should you use?

a network security group (NSG)
a private endpoint
a private link

o0 ® >

a service endpoint policy

Correct Answer: D
Section:

QUESTION 83
Your company has five offices. Each office has a firewall device and a local internet connection. The offices connect to a third-party SD-WAN. You have an Azure subscription that contains a virtual network named Vnet1. Vnetl

contains a virtual network gateway named Gatewayl. Each office connects to Gateway1 by using a Site-to-Site VPN connection. You need to replace the third-party SD-WAN with an Azure Virtual WAN. What should you
include in the solution?

Delete Gatewayl.
Create new Point-to-Site (P2S) VPN connections on the firewall devices.
Create an Azure Traffic Manager profile.

o0 ® >

Enable active-active mode on Gatewayl1.

Correct Answer: B
Section:
Explanation:

QUESTION 84

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains 20 subnets and 500 virtual machines. Each subnet contains a virtual machine that runs network monitoring software.
You have a network security group (NSG) named NSG1 associated to each subnet.

When a new subnet is created in Vnetl, an automated process creates an additional network monitoring virtual machine in the subnet and links the subnet to NSG1.

You need to create an inbound security rule in NS61 that will allow connections to the network monitoring virtual machines from an IP address of 131.107.1.15. The solution must meet the following requirements:
¢ Ensure that only the monitoring virtual machines receive a connection from 131.107.1.15.

e Minimize changes to NSG1 when a new subnet is created.

What should you use as the destination in the inbound security rule?

a virtual network
an IP address
an application security group

OO0 ®p

a service tag
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Correct Answer: C

You have an Azure subscription that contains the virtual networks shown in the following table.

Section:

QUESTION 85

HOTSPOT
Name Subnet Peered with
VNetl | Subnet1], Subnet12 ViNet2
Viet2 | Subnet21 ViNett

The subscription contains the virtual machines shown in the following table.

Name | Connected to | Availability set
VM1 Subnet11 AS1

VM2 Subnet1? AS1

VM2 | Subnet12 None

VM4 | Subnet21 None

You create a load balancer named LB1 that has the following configurations:

e SKU: Basic
¢ Type: Internal

e Subnet: Subnetl2

e Virtual network VNet1
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE:
Each correct selection is worth one point.

Hot Area:

Answer Area

Answer Area:

Answer Area

Section:

Explanation:

Statements Yes No I
LE1 can balance requests between VM1 and VM2,

LB1 can balance requests between VM2 and VM3,

LE1 can balance requests between VM3 and VM4

Statements Yes No
LB1 can balance requests between VM1 and VM2,

LB1 can balance reguests batween VM2 and VM3,

LE1 can balance requests between VM3 and VM4
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QUESTION 86
HOTSPOT
You have the Azure environment shown in the following exhibit.

RO ek 3

Site-to site veN  VNETL | vmi
Datacenter VPN Gateway
‘ Fay
Bi-directional VNet peering , b
:::ng:;ewav transit ::1 Subscriptionl

¢->, 2] E<
w2 | we W wen ' e

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic. NOTE: Each correct selection is worth one point.
Hot Area:
Amswer Area

VM1 can communicate with [answer choice] [ihe on-premises datacenter and VM2 only

the on-premises datacenter and VM2 only

| the on-premises datacentes VMY, ar :
VM1 only
VM1 and VM3 only

the on-premises datacenter and VM3 only

the on-premises datacenter, VM1, and VM3

Answer Area:
Arnswer Area

VM1 can communicate with [answer cholce] [ et datacenter and VM2 only =]

VM2 only
VM2 and VM3 only

|

| the on-premises datacenter, VM1, and VM3 & |
VM1 only
VM1 and VM3 only

_ the on-premises datacenter and VM3 only

the on-premises datacenter VM1, and VM3 |

Section:
Explanation:

QUESTION 87

HOTSPOT
You have the Azure resources shown in the following table.
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Name Type Location Description
Sub1 Azure subscription West Europe | None
Sub2 Azure subscription West Europe None
ViNet1 Virtual network West Europe Created in Subi
VNet2 Virtual network West Europe | Created in Sub2
Circuitl ExpressRoute circuit West Europe Linked to VNet1
Gatewayl ExpressRoute gateway West Europe Created in VNet1
Gateway? ExpressRoute gateway West Europe Created in VNet2

You need to link VNei2 to Circuitl
What should you create in each subscription? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
: [Anew ExpressRoute aircuit
A new ExpressRoute arcuit
An ExpressRoute circuit connection
An ExpressRoute crcult connection authonzation
| An ExpressRoute circuit connectign | |
| An ExpressRoute circuit connection auth u m ps
Answer Area:
Answer Area
Subl: | A new ExpressRoute
An ExpressRoute circuit connection
An ExpressRoute circuit connection authornzation
Sub2: | A new ExpressRoute circuit
il A new ExpressRoute arcuit |
An ExpressRoute circuit connection
| An ExpressRoute arcuit connection authonzation
Section:
Explanation:
QUESTION 88
HOTSPOT

You have an on-premises datacenter.

You have an Azure subscription that contains 10 virtual machines and a virtual network named VNet1 in the East US Azure region. The virtual machines are connected to VNet1 and replicate across three availability zones.
You need to connect the datacenter to VNetllby using ExpressRoute. The solution must meet the following requirements:
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* Maintain connectivity to the virtual machines if two availability zones fail.

e Support 1000-Mbps connections-
What should you include in the solution? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

One ExpressRoute Standard circuit
One ExpressRoute Premium circuit
Two ExpressRoute Standard circuits
Two ExpressRoute Premium circuits

Three ExpressRoute Standard circuits
Ansiwgr sren Three Expressfoute Premium circuits

Minimum number of ExpressRoute circuits: | Three ExpressRoute Standard circuits »

Minimum number of ExpressRioute gateways' [ One ExpressRoute gateway of the ErGw1AZ SKU v |

: QOne l-_;:press!{outr_- g-.élewafv of the ErGw1AZ SKU
QOne ExpressRoute gateway of the High performance SKU
Two ExpressRoute gateways of the ErGw1AZ SKU
Two ExpressRoute gateways of the High performance SKU
Three ExpressRoute gateways of the ErGw1AZ SKU
Three ExpressRoute gateways of the High performance SKU

Answer:

Hot Area:

One ExpressRoute Standard circuit
One ExpressRoute Premum circut
Two ExpressRoute Standard circuits
Tweo ExprescRouts Pramium circuits

Three Expri e Standard crcuits

s fan Three ExpressRoute Prermium ciroults

Mindmum number of ExpressRoute crcuits: | Thiee ExpressRoute Standard cincuits

::‘.-I

Uumps

Minimum number of Expressfoute gateways _ gatewdy of the EnGw AT SKLI

Cine ExprisscHoute Galiwary of the EriEw AT SKU

One ExpressRoute gateway of the High performance SKLU
Tweg Expressfioute gateways of the ErGwlAZ SKLU

Two ExpressRoute gateways of the High performance SKU
Three ExpressRoute gateways of the ErGwl AZ SKU

Three ExpressRoute gateways of the High performance SEL

Answer Area:

One ExpressRoute Standard cincuit
One ExpressRoute Premium circut
Two ExpressRouts Standard circuits
Two ExpressRoute Pramium circuits
[Three Expressioute Standard circuits
e foan Three ExpressRoute Premium ciroults

Minimum number of ExpressRoute circuits: | Three Expressfioute Standard circuits r

Minimum number of ExpressRoute gateways  [Dre ExpressRoute gateway of the ErGwAZ 55U -
IO ExpressRouir gatewary of the Erizw A7 SKU

Cine ExpressRoute gateway of the High performance SKU
Twwo ExpressRoute gateways of the SriGwlAZ SKL

Two ExpressRoute gateways of the High performance SKU
Thiree ExprassRoute gateways of the ErGwl AZ SKU

Three ExpressRoute gateways of the High performance SEL
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Section:

Explanation:
QUESTION 89
You have an Azure subscription that contains the Azure app service web apps show in the following table:
Name Location Description
Appieu | West Europe Production app service for a URL of hitps:/fwww.fabirikam.com
Applus | EastUS Standby app service for a URL of hitps:/fwww labrikam.com

You need to deploy Azure Traffic Manager. The solution must meet the following requirements:

e Traffic to https//www.fabrikam.com must be directed to Appleu.

e If Appleu becomes unresponsive, all the traffic to https://www.fabrikam.com must be directed to Applus. You need to implement Traffic Manager to meet the requirements.
Which two resources should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

a Traffic Manager profile that uses the priority routing method

a Traffic Manager profile that uses the geographic routing method
a CNAME record in a DNS domain named fabrikam.com

a TXT record in @ DNS domain named tabrikam.com

m o0 w >

a real user measurements key in Traffic Manager

Correct Answer: A, C
Section:

QUESTION 90

HOTSPOT

You have an Azure load balancer that has the following configurations:
e Name:LB1

e Location: East US 2

e SKU: Standard

* Private IP address: 10.3.0.7

e Load balancing rule: rule! (Tcp/80)

¢ Health probe: probel (Http:80)

¢ NAT rules; 0 inbound

The backend pool of LB1 has the following configurations:

e Name: backend |

e Virtual network: Vnetl

* Backend pool configuration: NIC

e |P version: IPv4

e Virtual machines: VM1.VM2. VM3:

You have an Azure virtual machine named VM4 that has the following network configurations:
e Network interface: vm49SI

¢ Virtual network/subnet: Vnet3/Subnet3

* NIC private IP address: 10.4.0.4

¢ Accelerated networking: Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Anuwer Area

Slatements Yes Mo
To add WYL 1o LB, vou maust créale & new backend pool
% annecied 1o Vet
onnectons 1o http 0.7 vl b load balanced betwaen VM T, VM and W
Answer Area:
Anwwer Area
Statements Yes No
To add W 10 LB, vou must créale & new backend pool
% annecied 1o Vnet?
onnechions 1o http G.7 vl be load Dalanced Detween VM T, VML and Vb
Section:
Explanation:
QUESTION 91
DRAG DROP

Your on-premises network contains an Active Directory Domain Services {AD DS) domain named contoso.com that has an internal certification authority (CA).

You have an Azure subscription.

You deploy an Azure application gateway named AppGwy1 and perform the following actions:

e Configure an HTTP listener.

¢ Associate a routing rule with the listener.

You need to configure AppGwy1 to perform mutual authentication for requests from domain-joined computers to contoso.com.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
Answer:

Actions Answer Area

From AppGwy1, create & routing rule

| From AppGwy1, create a frontend |P configuration @ @
| From AppGwy1, create an SSL profile @ @

| From an on-premises computer, upload a certificate to AppGwy1.

| From AppGwy1. add an HTTP listener and assaciate the listener to the S5L profile

Select and Place:
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Actions Answer Area
Frarm Applwy1, oreate 2 routing nie

From Applwy 1. create 2 frontend 19 configuration @

From AppGwy 1. create an 550 profile @

From an an-premises computer, upload a certificate’ to AppGary

O

From AppGwy. add an HTTP Estener and assaciate the listener 1o the S5L profile

Correct Answer:

Actions Answer Area
Fram AppSwy1, oreate 2 routing nule From AppGwyl, create 2 fronfend [P configurasion
Fram AppGwy 1. create an 550 profile

Fram an on-premises computer, updoad a certificate to Appliay!

@O
O

From AppGwy1. add an HTTP Bstener and associate the listener 1o the 551 profile.

Section:
Explanation:
QUESTION 92
You have an Azure subscription that contains the resources shown in the following table.
Name Type Description
Vhet Virtual network Contains & subnet named Subnet]
Subnetl | Virual subnet Part of Vet
MNSG1 Network secunity group (NSG) | Linked to Subnet!
ASG1 Application security group Mot linked

Subshell contains Three virtual machines that host an app named App1. Appl is accessed by using the SFTP protocol.

From NSG1. you configure an inbound security rule named Rule2 that allows inbound SFTP connections to ASG1.

You need to ensure that the inbound SFTP connections are managed by using ASG1. The solution must minimize administrative effort.
What should you do?

From NSG1. modify the priority of Rule2.
From each virtual machine, associate the network interface to ASG1
From Subnetl create a subnet delegation.

OO0 w®

From ASG1, modify the role assignments.

Correct Answer: B
Section:

QUESTION 93

You have an Azure subscription that contains a virtual network name Vnetl. Vnetl contains a virtual machine named VM1 and an Azure firewall named FW1.
You have an Azure Firewall Policy named FP1 that is associated to FW1.

You need to ensure that RDP requests to the public IP address of FW1 route to VM1.

What should you configure on FP1?

A. an application rule
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B. anetwork rule
C. URLfiltering
D. a DNAT rule

Correct Answer: D
Section:

QUESTION 94

HOTSPOT

Your company has 40 branch offices across North America and Europe. You have an Azure subscription that contains the following virtual networks:
e Two networks in the East US Azure region

® Three networks in the West Europe Azure region

You need to implement Azure Virtual WAN. The solution must meet the following requirements:

¢ Each branch office in North America must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the East US region.
¢ Each branch office in Europe must have an ExpressRoute circuit and a Site-to-Site VPN that connects to the West Europe region.

e Transitive connections must be supported between all the branch offices and all the virtual networks.

e Costs must be minimized.

What is the minimum number of Virtual WAN resources required? To answer, select the appropriate

options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Virtual WAN: | | One Standard virtual WAN v |
One Basic virtual WAN
Two-Basic virtual WANs

Two Standard virtual WANs
FOUr VIFTUS! NETWOrK gateways -

Virtusl WAN hubx | Two virtual WAN hubs *
One virtual WAN hub

Two virtual WAN hubs

Four virtual WAN hubs
Frve virtual WAN hubs

Virtual network gateway: ! Four virtual network gateways - |

One wirtual network gateway

Two virtual network gateways

Four wirtual network gateways

Five virtual network gateways
Answer:

Hot Area:
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Virtual WAN: | ['One Standard wirtual WAN v
One Basic virtual WAN

One Standard virtual WAN

Two Basic virtual WANs

Two Standard virtual WANs
FOUT VIFTUS) NETWOTK QaTeWays gt

Virtual WAN hubx  Two virtual WAN hubs &
One virtual WAN hub

Two virtual WAN hubs
Four wirtual WAN hubs
Five virtual WAN hubs

Virtual network gateway: | Four virtual network gateways __ ™ |

One wirtual network gateway
Two wirtual network gateways

Four wvirtual network |.j E":\I\'-.:'}-‘:

Five wrtual network gateways

Answer Area:

Answer Area

Two. Basic virtual WANs I

Two Standard virtual WANs
FOUT VIFTUS) NETWOTK GaTeways . e

Virtuzl WAN hutx  Two wirtual WAN hubs N
One virtual WAN hub

Two virtual WAN hubs |
Four wirtual WAN hubs
Five virtual WAN hubs

Virtual network gateway. { Four vietual network gateways > ]

Cne wirtual network gataway

Two virtual network cateways

l
Five wirtual network gateways

Section:
Explanation:

QUESTION 95
You have an Azure subscription that contains the resources shown in the following table.
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Name Type Description
F 1 Arure Firewall Has a network intrusion detection and prevention system
Premium (1DPS) enahled
HP1 Azure Virtual All outbound traffic from HP1 to the subscription s
Desktop host pool resources route through FW1
Server Virtual machine Hosts an application named Appl
KV Azure Key Vault None

Users on HP1 connect to App1 by using a URL of https://appl.comoso.com.

You need to ensure that the IDPS on FW1 can identify security threats in the connections from HP1 to Serverl.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Enable TLS inspection for FW1.
import a server certificate to KV1.
Enable threat intelligence for FW1.
Add an application group to HP1.

moo®

Add a secured virtual network to FW1.

Correct Answer: A, C
Section:

QUESTION 96

You have an Azure application gateway configured for a single website that is available at https://www.contoso.com.

The application gateway contains one backend pool and one rule. The backend pool contains two backend servers. Each backend server has an additional website that is available on port 8080.
You need to ensure that if port 8080 is unavailable on a backend server, all the traffic for https://www.contosoe.com is redirected to the other'backend server.

What should you do?

Create a health probe.
Add a new rule.
Add a new listener.

o0 ® >

Change the port on the listener.

Correct Answer: A
Section:

QUESTION 97

HOTSPOT

You have an Azure subscription that contains an Azure key vault named Vaultl and an app registration for an Azure AD app named App1.
You have a DNS domain named contoso.com that is hosted by a third-party DNS provider.

You plan to deploy App1 by using Azure App Service. App1 will have the following configurations:

* App1 will be hosted across five App Service apps.

* Users will access App1 by using a URL of https://appl.contoso.com.

* The user traffic of Appl will be managed by using Azure Front Door.

* The traffic between Front Door and the App Service apps will be sent by using HTTP.

* App1l will be secured by using an SSL certificate from a third-party certificate authority (CA).

You need to support the Front Door deployment.

Which two DNS records should you create, and to where should you import the SSL certificate for App1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Hot Area:
Answer Area

Answer Area:

Answer Area

Section:
Explanation:

QUESTION 98

DNS records: | A CNAME record and a TXT record v

A CNAME record and a TXT record

An A record and a SRV record
An A record and a CNAME record
A TXT record and a SRV record

Import the certificate to: r Vault1 v 1
The app registration for App1

The App Service apps

DNS records: | A CNAME record and a TXT record | ¥
A CNAME record and a TXT record
An A record and a SRV record
Import the certificate to:

An A record and a CNAME record
TAIeCord and a SRV record

‘I Nl S
vault]
The app registration for App1 [

The App Service apps

You have an internal Basic Azure Load Balancer named LB1 That has two frontend IP addresses. The backend pool of LB1 contains two Azure virtual machines named VM1 and VM2.

You need to configure the rules on LB1 as shown in the following table.

Rule | Frontend IP | Protocol | ILB1 port Destination VM port
address

1 65.52.0.1 TCP 80 IP address of the NIC of VM1 and VM2 80

2 65.52.0.2 TCP 80 IP address of the NIC of VM1 and VM2 80

What should you do for each rule?

A. Enable Floating IP.
B. Disable Floating IP.
C. Set Session persistence to Enabled.
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D. Set Session persistence to Disabled

Correct Answer: A
Section:

QUESTION 99
HOTSPOT
You have the Azure firewall shown in the following exhibit.

Firewalll =

Firewall

» [ Delete A Lock

0 Visit Azure Firewall Manager to configure and manage this firewall. =»

- Essentials

Resource group (change)
RG1

Location
North Europe

Subscnption (change)
Subscnption

Subscnption ID

Virtual network
Vnet1

Firewall policy
FirewallPolicy1

Provisioning state
Succeaded

Tags (change)
Click here to add tags

d

Firewall sku
Standard

Firewall subnet
AzureFirewallSubnet

URPS

Firewall pnvate IP
10.100.2534

Management subnet

Management public IP

Private IP Ranges
Managed by Firewall Policy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
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On Firewall1, forced tunneling [answer choice]. rcannot be enabled ol
1s enabled already

cannot be enabled

Is disabled but can be enabled

On Firewall1, management by Azure Firewall Manager [answer choice]. | is enabled alread Sl

is enabled already
cannot be enabled

1s disabled but can be enabled

Answer Area:
Answer Area
On Firewall1, forced tunneling [answer choice]. rcannot be enabled b
Is enabled already _
cannot be enabled |
is disabled but can be enabled
On Firewall1, management by Azure Firgwall Manager [answer choice]. r is enabled alread w
u m s is enabled already |
cannot be enabled
1s disabled but can be enabled
Section:
Explanation:

QUESTION 100

DRAG DROP

You have an Azure subscription that contains an Azure Firewall Premium policy named FWP1.
To FWP1, you plan to add the rule collections shown in the following table.

Which priority should you assign to each rule collection? To answer, drag the appropriate priority values to the correct rule collections- Each value may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Select and Place:
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Priorities Answer Area

100 RCY: [
200 -
RCZ:
300
RC3:

Correct Answer:

Priorities Answer Area
RC1: | 300
rc2: | 200
Rc3; 100
Section:
Explanation:

QUESTION 101

DRAG DROP

You have an on-premises network.

You have an Azure subscription that contains a virtual network named VNet1. VNetl contains an ExpressRoute gateway.

You need to connect VNet1 to the on-premises network by using an ExpressRoute circuit.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area
Configure Azure public peering.

| Create the ExpressRoute circuit.

[
i Send a service key to your connectivity provider.

! Configure Azure private peering.

| Create a connection from VNet1 to the ExpressRoute
circuit.
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Correct Answer:

Actions Answer Area

Configure Azure public peering. Create the ExpressRoute circuit.
) Send a service key to your connectivity provider.
( Configure Azure private peering.

Create a connection from VNet1 to the ExpressRoute
Circuit.

Section:

Explanation:

Create the Express circuit.

Send a service key to your connectivity provider.

Configure Azure private peeting.

Create a connection from VNetl to the ExpressRoute circuit.

QUESTION 102

Note: This question is part of a series of questions that present the same scenario. Each question in the'series‘contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Front Door Premium profile named AFD1 and an Azure Web Application Firewall (WAF) policy named WAF1. AFD1 is associated with WAF1.

You need to configure a rate limit for incoming requests to AFD1.

Solution: You modify the policy settings of WAF1.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 103

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Azure subscription that contains an Azure Front Door Premium profile named AFD1 and an Azure Web Application Firewall (WAF) policy named WAF1. AFD1 is associated with WAFT.

You need to configure a rate limit for incoming requests to AFD1.

Solution: You configure a custom rule for WAF1.

Does this meet the goal?

A. Yes
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B. No

Correct Answer: A
Section:

QUESTION 104

LAB 1

You plan to deploy a firewall to subnetl-2. The firewall will have an IP address of 10.1.2.4.

You need to ensure that traffic from subnetl-1 to the IP address range of 192.168.10.0/24 is routed through the firewall that will be deployed to subnetl-2. The solution must be achieved without using dynamic routing
protocols.

A. See the Explanation below for step by step instructions

Correct Answer: A

Section:

Explanation:

To deploy a firewall to subnetl-2, you need to create a network virtual appliance (NVA) in the same virtual network as subnetl-2.An NVA is a virtual machine that performs network functions, such as firewall, routing, or load
balancingl.

To create an NVA, you need to create a virtual machine in the Azure portal and select an image that has the firewall software installed.You can choose from the Azure Marketplace or upload your own image2.

To assign the IP address of 10.1.2.4 to the NVA, you need to create a static private IP address for the network interface of the virtual machine.You can do this in the IP configurations settings of the network interface3.
To ensure that traffic from subnetl-1 to the IP address range of 192.168.10.0/24 is routed through the NVA, you need to create a user-defined route (UDR) table and associate it with subnetl-1.A UDR table allows you to
override the default routing behavior of Azure and specify custom routes for your subnets4.

To create a UDR table, you need to go to the Route tables service in the Azure portal and select + Create.You can give a name and a resource group for the route table5.

To create a custom route, you need to select Routes in the route table and select + Add.You can enter the following information for the route5:

Destination: 192.168.10.0/24

Next hop type: Virtual appliance

Next hop address: 10.1.2.4

To associate the route table with subnetl-1, you need to select Subnets in the route table and select + Associate.You can select the virtual network and subnet that you want to associate with the route table5.

QUESTION 105
HOTSPOT
You have an Azure subscription that contains an app named Appl. App1l is deployed to the Azure App Service apps show in the following table.

Mame ! Worker instances
| AppiEast =~ |EastUS] L4
ApD1-West West US 1 4

You need to publish App1 by using Azure Front Door. The solution must ensure that all the requests to App1 are load balanced between all the available worker instances.
What is the minimum number of origin groups and origins that you should configure? To answer,

select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer:

Hot Area:
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Answer Area

Answer Area:

Answer Area
Ongin groups: | -
r: |
Ongins: | 4 sl
Section:
Explanation:

QUESTION 106

You have an Azure subscription that contains a virtual network named Vnetl. Vnetl contains 20 subnets and 500 virtual machines. Each subnet contains a virtual machine that runs network monitoring software.
You have a network security group (NSG) named NSG1 associated to each subnet.

When a new subnet is created in Vnet1, an automated process creates an additional network monitoring virtual machine in the subnet and links the subnet to NSG1.

You need to create an inbound security rule in NS61 that will allow connections to the network monitoring virtual machines from an IP address of 131.107.1.15. The solution must meet the following requirements:
¢ Ensure that only the monitoring virtual machines receive a connection from 131.107.1.15.

¢ Minimize changes to NSG1 when a new subnet is created.

What should you use as the destination in the inbound security rule?

a virtual network
an IP address
an application security group

o0 ® >

a service tag

Correct Answer: C
Section:

QUESTION 107
HOTSPOT
You have an on-premises network.
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You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
Vnetl Virtual network None
VM1 Virtual machine Connected to Vnet1
VM2 Virtual machine Connected to Vnet1
SQL1 Azure SQL Database Internet accessible

You need to implement an ExpressRoute circuit to access the resources in the subscription. The solution must ensure that the on-premises network connects to the Azure resources by using the ExpressRoute circuit.
Which type of peering should you use for each connection? To answer, select the appropriate options in the answer are a.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Connection 1o Vnet1:  Private peering o
Microsoft peering
Public peering

Virtual network peering

Connection to SQL1: | Microsoft peering
Microsoft peering

d u m p Frivate peering

Public peering
Virtual network peering

Answer Area:

Answer Area

Connection 1o Vnetl:  Private peering o
Microsoft peering

Privatepeering |
Public peering

Virtual network peering

Connection to SQL1: | Micraosoft peering w |
|

Private peering

Public peering

Virtual network peering

Section:
Explanation:
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QUESTION 108
You have the Azure virtual networks shown in the following table.

Name Resource group Location
Vnetl RG1 East US
Vnet2 RG1 UK West
Vnet3 RG1 East US
Vnet4 RG1 UK West
You have the Azure resources shown in the following table.
Name Type Virtual Resource Location
network group
VM1 | Virtual machine Vnet1 RG1 East US
VM2 | Virtual machine | Vnet2 RG2 UK West
VM3 | Virtual machine Vnet3 RG3 East US
App1 | App Service Vnet1 RG4 East US
st Storage account | Not applicable | RG5 UK West

You need to check latency between the resources by using connection monitors in Azure Network Watcher.
What is the minimum number of connection monitors that you must create?

moo® >
v b W N B

Correct Answer: C
Section:

QUESTION 109

You have an Azure virtual machine named VM1.

You need to capture all the network traffic of VM1 by using Azure Network Watcher.
To which locations can the capture be written?

a file path on VM1 only

blob storage only

a premium storage account only

blob storage and a file path on VM1 only

blob storage and a premium storage account only

mmoOo®®

blob storage, a file path on VM1, and a premium storage account

Correct Answer: D
Section:
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QUESTION 110
HOTSPOT
You have an Azure subscription that contains the resources shown in the following table.

Name Type Description
appservicel | Azure App Service | Hosts an app named App1
contoso.com | Azure DNS zone | Resolves name requests from the internet
FD1 Azure Front Door | Standard profile with App1 configured as the origin
KeyVauit1 Azure Key Vault Key vault with Permission model set to Vault access policy
KeyVault2 Azure Key Vault Key vault with Permission model set 10 Azure role-based access control

You purchase a certificate for appl.contoso.com from a public certification authority (CA) and install the certificate on appservicel.

You need to ensure that App1 can be accessed by using a URL of https://appl.contoso.com. The solution must ensure that all the traffic for App1 is routed via FD1.
Which type of DNS record should you create, and where should you store the certificate? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point

Hot Area:
Answer Area

DNS record type: | TXT b

du

CNAME
Store the certificate in: | KeyVault2

SRV

FD1

Answer Area:

Answer Area

DNS record type: | TXT h,
A

CNAME
SRV

g

Store the certificate in: | KeyVauit2 |
FD1 '
KeyVaultl )

|

Section:
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Explanation:

QUESTION 111

LAB 2

You need to create an Azure Firewall instance named FW1 that meets the following requirements:
* Has an IP address from the address range of 10.1.255.0/24

* Uses a new Premium firewall policy named FW-pohcy1l

* Routes traffic directly to the internet

A. See the Explanation below for step by step instructions

Correct Answer: A

Section:

Explanation:

To create an Azure Firewall instance, you need to go to the Azure portal and select Create a resource. Type firewall in the search box and press Enter.Select Firewall and then select Createl.

To assign an IP address from the address range of 10.1.255.0/24 to the firewall, you need to select a public IP address that belongs to that range.You can either create a new public IP address or use an existing onel.

To use a new Premium firewall policy named FW-policyl, you need to select Premium as the Firewall tier and create a new policy with the name FW-policy12.A Premium firewall policy allows you to configure advanced
features such as TLS Inspection, IDPS, URL Filtering, and Web Categories3.

To route traffic directly to the internet, you need to enable SNAT (Source Network Address Translation) for the firewall.SNAT allows the firewall to use its public IP address as the source address for outbound traffic4.

QUESTION 112

LAB 3

You plan to implement an Azure application gateway in the East US Azure region. The application gateway will have Web Application Firewall (WAF) enabled.

You need to create a policy that can be linked to the planned application gateway. The policy must block connections from IP addresses in the 131.107.150.0/24 range. You do NOT need to provision the application gateway to
complete this task.

A. See the Explanation below for step by step instructions

Correct Answer: A

Section:

Explanation:

Here are the steps and explanations for creating a policy that can be linked to the planned application gateway and block connections from IP addresses in the 131.107.150.0/24 range:
To create a policy, you need to go to the Azure portal and selectCreate a resource.Search forWAF, selectWeb Application Firewall, then selectCreatel.

On theCreate a WAF policypage,Basicstab, enter or select the following information and accept the defaults for the remaining settings:

Policy for: Regional WAF (Application Gateway)

Subscription: Select your subscription name

Resource group: Select your resource group

Policy name: Type a unique name for your WAF policy

On theCustom rulestab, selectAdd a ruleto create a custom rule that blocks connections from IP addresses in the 131.107.150.0/24 range2. Enter or select the following information for the custom rule:
Rule name: Type a unique name for your custom rule

Priority: Type a number that indicates the order of evaluation for this rule

Rule type: Select Match rule

Match variable: Select RemoteAddr

Operator: Select IPMatch

Match values: Type 131.107.150.0/24

Action: Select Block

On theReview + createtab, review your settings and selectCreateto create your WAF policyl.

To link your policy to the planned application gateway, you need to go to theApplication Gatewayservice in the Azure portal and select your application gateway3.
On theWeb application firewalltab, select your WAF policy from the drop-down list and selectSave
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QUESTION 113
LAB 4
You need to ensure that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name storage34280945.pnvatelinicblob.core.windows.net.

A. See the Explanation below for step by step instructions

Correct Answer: A

Section:

Explanation:

Here are the steps and explanations for ensuring that connections to the storage34280945 storage account can be made by using an IP address in the 10.1.1.0/24 range and the name stor-
age34280945.pnvatelinicblob.core.windows.net:

To allow access from a specific IP address range, you need to configure the Azure Storage firewall and virtual network settings for your storage account.You can do this in the Azure portal by selecting your storage account and
then selecting Networking under Settings1.

On the Networking page, select Firewalls and virtual networks, and then select Selected networks under Allow access from1. This will block all access to your storage account except from the networks or resources that you
specify.

Under Firewall, select Add rule, and then enter 10.1.1.0/24 as the IP address or range.You can also enter an optional rule name and description1. This will allow access from any IP address in the 10.1.1.0/24 range.

Select Save to apply your changesl.

To map a custom domain name to your storage account, you need to create a CNAME record with your domain provider that points to your storage account endpoint2. A CNAME record is a type of DNS record that maps a
source domain name to a destination domain name.

Sign in to your domain registrar's website, and then go to the page for managing DNS settings2.

Create a CNAME record with the following information2:

Source domain name: stor-age34280945.pnvatelinlcblob.core.windows.net

Destination domain name: stor-age34280945.pnvatelinlcblob.core.windows.net

Save your changes and wait for the DNS propagation to take effect2.

To register the custom domain name with Azure, you need to go back to the Azure portal and select your storage account.Then.select Custom domain under Blob service2.

On the Custom domain page, enter stor-age34280945.pnvatelinicblob.core.windows.net as the custom domain name and select Save2.

QUESTION 114
LAB 5
You need to ensure that requests for wwwjelecloud.com from any of your Azure virtual networks resolve to frontdoorl.azurefd.net.

A. See the Explanation below for step by step instructions

Correct Answer: A

Section:

Explanation:

Here are the steps and explanations for ensuring that requests for wwwijelecloud.com from any of your Azure virtual networks resolve to frontdoorl.azurefd.net:

To use a custom domain with your Azure Front Door, you need to create a CNAME record with your domain provider that points to the Front Door default frontend host.A CNAME record is a type of DNS record that maps a
source domain name to a destination domain namel.

To create a CNAME record, you need to sign in to your domain registrar's website and go to the page for managing DNS settings1.

Create a CNAME record with the following information1:

Source domain name: wwwijelecloud.com

Destination domain name: frontdoorl.azurefd.net

Save your changes and wait for the DNS propagation to take effectl.

To verify the custom domain, you need to go to the Azure portal and select your Front Door profile.Then select Domains under Settings and select Add?2.

On the Add a domain page, select Non-Azure validated domain as the Domain type and enter wwwijelecloud.com as the Domain name.Then select Add2.

On the Domains page, select wwwijelecloud.com and select Verify.This will check if the CNAME record is correctly configured2.

Once the domain is verified, you can associate it with your Front Door endpoint. On the Domains page, select wwwijelecloud.com and select Associate endpoint.Then select your Front Door endpoint from the drop-down list
and select Associate2.
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QUESTION 115
LAB 6
You need to ensure that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address. The solution must minimize administrative effort when adding hosts to the subnet.

A. See the Explanation below for step by step instructions

Correct Answer: A

Section:

Explanation:

Here are the steps and explanations for ensuring that all hosts deployed to subnet3-2 connect to the internet by using the same static public IP address:
To use the same static public IP address for multiple hosts, you need to create a NAT gateway and associate it with subnet3-2.A NAT gateway is a resource that performs network address translation (NAT) for outbound traffic
from a subnetl.lt allows you to use a single public IP address for multiple private IP addresses2.

To create a NAT gateway, you need to go to the Azure portal and selectCreate a resource.Search forNAT gateway, selectNAT gateway, then selectCreate3.
On theCreate a NAT gatewaypage, enter or select the following information and accept the defaults for the remaining settings:

Subscription: Select your subscription name

Resource group: Select your resource group

Name: Type a unique name for your NAT gateway

Region: Select the same region as your virtual network

Public IP address: SelectCreate newand type a name for your public IP address.SelectStandardas the SKU andStaticas the assignment method4.
SelectReview + createand then selectCreateto create your NAT gateway3.

To associate the NAT gateway with subnet3-2, you need to go to theVirtual networksservice in the Azure portal and select your virtual network.

On theVirtual networkpage, selectSubnetsunderSettings, and then select subnet3-2 from the list.

On theEdit subnetpage, underNAT gateway, select your NAT gateway from the drop-down list. Then selectSave.

QUESTION 116
HOTSPOT
You have an Azure subscription that contains the resources shown in the following table.

~ Name . Type | Description
- duinl P m the West § D& ATLME

You plan to deploy an app named App1l to meet the following requirements.

* External users must be able to access Appl from the internet.

* App1l will be load balanced across all the virtual machines.

* App1l will be hosted on VM1, VM2. VM3. and VM4.

* Appl must be available if an Azure region fails.

* Costs must be minimized.

You need to implement a global load balancer solution for App.

What should you configure? To answer, select the appropriate options in the answer area
NOTE: Bach correct answer is worth one point.

Hot Area:
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Arswer Area

Number and type of load balancers

ad balancers only o J

One cross-region load balancer only
One cross-reg

ion load balancer and one re

Load balancer SKU

Answer Area:
Answer Area
Number and type of load balancers -
) i I One cross-region load balancer and two regional |L'!5‘;U balancers only b J
One cross-region load balancer only
One cross-region load balancer and one regional load balancer only
|Two cross-region load balancers and two regional load balancers only
Load balancer SKU
Gateway
Section:
Explanation:

QUESTION 117
You have an Azure Private Link service named PL1 that uses an Azure load balancer named LB1. You need to ensure that PL1 can support a higher volume of outbound traffic. What should you do?

Redeploy LB1 with a different SKU.
Increase the number of NAT IP addresses assigned to PL1.
Deploy an Azure Application Gateway v2 instance to the source NAT subnet.

OO0 >

Increase the number of frontend IP configurations for LB1.

Correct Answer: B
Section:

QUESTION 118

DRAG DROP

You have an Azure subscription that contains a virtual machine named VM1. VM1 contains a NIC named NIC1 and a public IP address named PIP1.PIP1 is assigned to NIC1.

You plan to deploy four Network Virtual Appliances (NVAs).

You need to ensure that all the inbound traffic from the internet to PIP1 is inspected by the NVAs. The solution must ensure that the NVA deployment is highly available.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

Actions

Create a gateway load balancer.

Answer Area

Link NICT to the load balancer.

Deﬁ;y the NVAs.

®
©

Create a standard public load balancer.

Assign PIP1 to the load balancer.

Correct Answer:
Actions

| Create a gateway load balancer.

Answer Area

| Link NICT to the load balancer,

Section:

Explanation:

Deploy the NVAs.

Create a standard public load balancer.
Assign PIP1 to the load balancer.

| Deploy the NVAs,

)
®

! Create a standard public load balancer. |

@ ! Assign PIP1 to the load balancer. . @
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