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Case 01

Overview

Fabrikam, Inc. is an electronics company that produces consumer products. Fabrikam has 10,000 employees worldwide.

Fabrikam has a main office in London and branch offices in major cities in Europe, Asia, and the United States.

Existing Environment

Active Directory Environment

The network contains an Active Directory forest named fabrikam.com. The forest contains all the identities used for user and computer authentication. Each department is represented by a top-level organizational unit (OU) that contains several
child OUs for user accounts and computer accounts.

All users authenticate to on-premises applications by signing in to their device by using a UPN format of username@fabrikam.com.
Fabrikam does NOT plan to implement identity federation.

Network Infrastructure

Each office has a high-speed connection to the Internet.

Each office contains two domain controllers. All domain controllers are configured as DNS servers.

The public zone for fabrikam.com is managed by an external DNS server.

All users connect to an on-premises Microsoft Exchange Server 2016 organization. The users access their email by using Outlook Anywhere, Outlook on the web, or the Microsoft Outlook app for iOS.
All the Exchange servers have the latest cumulative updates installed.

All shared company documents are stored on a Microsoft SharePoint Server farm.

Requirements

Planned Changes

Fabrikam plans to implement a Microsoft 365 Enterprise subscription and move all email and shared documents to the subscription.
Fabrikam plans to implement two pilot projects:

Project1: During Project1, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams will be enabled in Microsoft 365 for the sales department users.

Fabrikam plans to create a group named UserLicenses that will manage the allocation of all Microsoft 365 bulk licenses.
Technical Requirements

Fabrikam identifies the following technical requirements:

All users must be able to exchange email messages successfully during Project1 by using their current email address.
Users must be able to authenticate to cloud services if Active Directory becomes unavailable.

A user named User1 must be able to view all DLP reports from the Microsoft Purview compliance portal.

Microsoft 365 Apps for enterprise applications must be installed from a network share only.

Disruptions to email access must be minimized.

Application Requirements

Fabrikam identifies the following application requirements:

An on-premises web application named App1 must allow users to complete their expense reports online. App1 must be available to users from the My Apps portal.
The installation of feature updates for Microsoft 365 Apps for enterprise must be minimized.

Security Requirements

Fabrikam identifies the following security requirements:

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
The membership of the UserLicenses group must be validated monthly. Unused user accounts must be removed from the group automatically.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloudbased applications automatically.

The principle of least privilege must be used.

QUESTION 1

You are evaluating the required processes for Project1.

You need to recommend which DNS record must be created while adding a domain name for the project.
Which DNS record should you recommend?

host (A)

host information
text (TXT)

alias (CNAME)

o0 ® >

Correct Answer: C
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Section:

Explanation:
https://learn.microsoft.com/en-us/microsoft-365/admin/setup/add-domain?view=0365-worldwide#add-a-domain

QUESTION 2
You need to ensure that all the sales department users can authenticate successfully during Projectl and Project2.
Which authentication strategy should you implement for the pilot projects?

pass-through authentication
pass-through authentication and seamless SSO
password hash synchronization and seamless SSO

o0 ®p

password hash synchronization

Correct Answer: C

Section:

Explanation:

Projectl: During Projectl, the mailboxes of 100 users in the sales department will be moved to Microsoft 365.

Project2: After the successful completion of Project1, Microsoft Teams & Skype for Business will be enabled in Microsoft 365 for the sales department users.
After the planned migration to Microsoft 365, all users must be signed in to on-premises and cloud-based applications automatically.

Fabrikam does NOT plan to implement identity federation.

After the planned migration to Microsoft 365, all users must continue to authenticate to their mailbox and to SharePoint sites by using their UPN.

You need to enable password hash synchronization to enable the users to continue to authenticate to their mailbox and to SharePoint sites by using their UPN.
You need to enable SSO to enable all users to be signed in to on-premises and cloud-based applications automatically.
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

QUESTION 3
Which role should you assign to User1?
Available Choices (select all choices that are correct)

Hygiene Management
Security Reader
Security Administrator

o0 w®

Records Management

Correct Answer: B
Section:

Explanation:

Security Reader
View and investigate active threats to your Microsoft 365 users, devices, and content.

QUESTION 4

HOTSPOT

You create the Microsoft 365 tenant.

You implement Azure AD Connect as shown in the following exhibit.
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Azure Active Directory admin center

» Home > Azure AD Connect
Azure AD Connect
Azure Active Direc tory
*
3'( Troubleshoot O Refresh
= R
¢ SYNC STATUS
® Sync Status Enabled
Bl
Last Sync Less than 1 hour ago
£

Password Hash Sync Enabled

USER SIGN-IN

Federation Disabled 0 domains
Seamless single sign-on Disabled 0 domains
Pass-through authentication Disabled 0 agents

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

During Projectl, sales department users can access [answer choice] applications |' v
by using SSO. %

both on-premises and cloud-based
only cloud-based
only on-premises

If Active Directory becomes unavailable during Projectl, sales department users
can access the resources [answer choicel. |. LY

both on-premises and in the cloud

in the cloud only

on-premises only

Answer Area:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Answer Area

During Projectl, sales department users can access [answer choice] applications v

by using SSO. both on-premises and cloud-based

only cloud-based

only on-premises

If Active Directory becomes unavailable during Projectl, sales department users
can access the resources [answer choice].

both on-premises and in the cloud

in the cloud only

on-premises only

Section:
Explanation:

QUESTION 5

HOTSPOT

You need to ensure that the Microsoft 365 incidents and advisories are reviewed monthly.

Which users can review the incidents and advisories, and which blade should the users use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point. d u m ps

Hot Area:

Answer Area

Users: [admin1 and Admin3 only =

' Admin1 only

Admin1 and Admin3 only

iAdminL Adming, and Admin3 only
Admin1, Admin2, Admin3, and Admin4

Blade: | Service Health v |
Reports

' Message center

Answer Area:
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Answer Area

Users: - . - -
l Admin1 and Admin3 only > !
Admin1 only
Admm1, Admin2, and Admin3 only
Adminl, Admin2, Admin3, and Admind
Blade: | Service Health v |
;

Reports

Message centel

Section:
Explanation:

QUESTION 6
You need to configure Azure AD Connect to support the planned changes for the Montreal Users and Seattle Users OUs.
What should you do?

From the Microsoft Azure AD Connect wizard, select Customize synchronization options.
From PowerShell, run the Add-ADSyncConnectorAttnbuteinclusion cmdlet.
From PowerShell, run the start-ADSyncSyncCycle cmdlet.

o0 ® >

From the Microsoft Azure AD Connect wizard, select Manage federation.

Correct Answer: A
Section:

QUESTION 7

HOTSPOT

Overview

Litware, Inc. is a consulting company that has a main office in Montreal and a branch office in Seattle.

Litware collaborates with a third-party company named A. Datum Corporation.

Environment

On-Premises Environment

The network of Litware contains an Active Directory domain named litware.com. The domain contains three organizational units (OUs) named LitwareAdmins, Montreal Users, and Seattle Users and the users shown in the
following table.

The domain contains 2,000 Windows 10 Pro devices and 100 servers that run Windows Server 2019.

Cloud Environment
Litware has a pilot Microsoft 365 subscription that includes Microsoft Office 365 Enterprise E3 licenses and Azure AD Premium P2 licenses.
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The subscription contains a verified DNS domain named litware.com.
Azure AD Connect is installed and has the following configurations:

¢ Password hash synchronization is enabled.
e Synchronization is enabled for the LitwareAdmins OU only.

Users are assigned the roles shown in the following table.
Self-service password reset (SSPR) is enabled.

The Azure AD tenant has Security defaults enabled.
Problem Statements
Litware identifies the following issues:

e Adminl cannot create conditional access policies.
e Admin4 receives an error when attempting to use SSPR.
e Users access new Office 365 service and feature updates before the updates are reviewed by Admin2.

Requirements
Planned Changes
Litware plans to implement the following changes:

e Implement Microsoft Intune.

e Implement Microsoft Teams.

e Implement Microsoft Defender for Office 365.

e Ensure that users can install Office 365 apps on their device.

e Convert all the Windows 10 Pro devices to Windows 10 Enterprise ES.

e Configure Azure AD Connect to sync the Montreal Users OU and the Seattle Users OU.

Technical Requirements

Litware identifies the following technical requirements:

e Administrators must be able to specify which version of an Office 365 desktop app will be available to users and to roll back to previous versions.
* Only Admin2 must have access to new Office 365 service and feature updates before they are released to the company.
e Litware users must be able to invite A. Datum users to participate in the following activities:

¢ Join Microsoft Teams channels.

e Join Microsoft Teams chats.

e Access shared files.

e Just in time access to critical administrative roles must be required.

e Microsoft 365 incidents and advisories must be reviewed monthly.

¢ Office 365 service status notifications must be sent to Admin2.

e The principle of least privilege must be used.

You need to ensure that Admin4 can use SSPR.
Which tool should you use. and which action should you perform? To answer, select the appropriate options m the answer area.
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NOTE: Each correct selection is worth one point.

Fnable password writeback. o |
Enable app registrations.

Enable password wrileback
Enable password hash synchronization.
Disable password hash synchronization.

Azure AD Connect -

Synchronization Rules Editor
Microsoft Entra admin center

Enable password writeback. Iy
Enable app registrations.

|Enable password hash synchronization.

Disable password hash synchronization.

Azure AD Connect v

| Azure AD Connet |

Hot Area:
Answer Area
Action:
Tool:
Answer Area:
Answer Area
Action:
Tool:
Section:
Explanation:
QUESTION 8
HOTSPOT

Synchronization Rules Editor
Microsoft Entra admin center

You are evaluating the use of multi-factor authentication (MFA).
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No

Users will have 14 days to register for MFA after they sign in for the first time.
Users must use the Microsoft Authenticator app to complete MFA,

After registering, users must use MFA for every sign-in.

Answer Area:

Answer Area

Statements Yes No

Users will have 14 days to register for MFA after they sign in for the first time.

Users must use the Microsoft Authenticator app to complete MFA,

After registering, users must use MFA for every sign-in. d u I l l ps

Section:
Explanation:

QUESTION 9
You need to configure just in time access to meet the technical requirements.
What should you use?

entitlement management

Azure AD Privileged Identity Management (PIM)
access reviews

Azure AD ldentity Protection

o0 ® >

Correct Answer: B
Section:

QUESTION 10

HOTSPOT

You need to configure the Office 365 service status notifications and limit access to the service and feature updates. The solution must meet the technical requirements.
What should you configure in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Hot Area:

Answer Area
To configure the notifications:  Briefing email hd
Briefing email
| Help desk information
|
| Organization information |
To imit access: Release preferences el
| Pnvileged Access
Release preferences

| Office installation options

Answer Area:

Answer Area
To configure the notifications.  Briefina email o
| Help desk information
|
| Organization information
To imit access: Release preferences v

| Pnvileged Access
| Office installation options

Section:

Explanation:

Case 02

Case Study

This is a case study. Case studies are not timed separately. You can use as much exam time as you on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the scenario that is described
in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot return to this section.
To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such as business
requirements, existing environment, and problem statements.

If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to the question.
Overview

General Overviews

Litware, Inc. is a technology research company. The company has a main office in Montreal and a branch office in Seattle.

Environment

Existing Environment

The network contains an on-premises Active Directory domain named litware.com. The domain contains the users shown in the following table.
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Name Office
User1 Montreal
User2 Montreal
User3 Seattle
Userd Seattle

Microsoft Cloud Environment

Litware has a Microsoft 365 subscription that contains a verified domain named litware.com. The subscription syncs to the on-premises domain.
Litware uses Microsoft Intune for device management and has the enrolled devices shown in the following table.

Name Platform
Device1 Windows 10
Device2 Windows 8.1

Device3 MacOS
Device4 10S
Device5 Android

Litware.com contains the security groups shown in the following table.

Name Members
UserGroup1 All the users in the Montreal office
UserGroup2 All the users in the Seattle office
DeviceGroup1 All the devices in the Montreal office
DeviceGroup?2 All the devices in the Seattle office

Litware uses Microsoft SharePoint Online and Microsoft Teams for collaboration.

The verified domain is linked to an Azure Active Directory (Azure AD) tenant named litware.com.
Audit log search is turned on for the litware.com tenant.

Problem Statements

Litware identifies the following issues:

Users open email attachments that contain malicious content.

Devices without an assigned compliance policy show a status of Compliant.

User1 reports that the Sensitivity option in Microsoft Office for the web fails to appear.

Internal product codes and confidential supplier ID numbers are often shared during Microsoft Teams meetings and chat sessions that include guest users and external users.
Requirements

Planned Changes

Litware plans to implement the following changes:

Implement device configuration profiles that will configure the endpoint protection template settings for supported devices.
Configure information governance for Microsoft OneDrive, SharePoint Online, and Microsoft Teams.

Implement data loss prevention (DLP) policies to protect confidential information.

Grant User2 permissions to review the audit logs of he litware.com tenant.

Deploy new devices to the Seattle office as shown in the following table.
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Name Platform
Deviceb Windows 10
Device7 Windows 10
Device8 10S
Device9 Android
Device10 Android

Implement a notification system for when DLP policies are triggered.

Configure a Safe Attachments policy for the litware.com tenant.

Technical Requirements

Litware identifies the following technical requirements:

Retention settings must be applied automatically to all the data stored in SharePoint Online sites,

OneDrive accounts, and Microsoft Teams channel messages, and the data must be retained for five years.

Emails messages that contain attachments must be delivered immediately, and placeholder must be provided for the attachments until scanning is complete.
All the Windows 10 devices in the Seattle office must be enrolled in Intune automatically when the devices are joined to or registered with Azure AD.
Devices without an assigned compliance policy must show a status of Not Compliant in the Microsoft Endpoint Manager admin center.

A notification must appear in the Microsoft 365 compliance center when a DLP policy is triggered.

User2 must be granted the permissions to review audit logs for the following activities:

- Admin activities in Microsoft Exchange Online

- Admin activities in SharePoint Online

- Admin activities in Azure AD

Users must be able to apply sensitivity labels to documents by using Office for the web.

Windows Autopilot must be used for device provisioning, whenever possible.

A DLP policy must be created to meet the following requirements:

- Confidential information must not be shared in Microsoft Teams chat sessions, meetings, or channel messages.

- Messages that contain internal product codes or supplier ID numbers must be blocked and deleted.
The principle of least privilege must be used.

QUESTION 1

HOTSPOT

You need to configure automatic enrollment in Intune. The solution must meet the technical requirements.

What should you configure, and to which group should you assign the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Configure: v
Device configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: v

UserGroup1
UserGroup?2
DeviceGroup1
DeviceGroup?2
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Answer Area:

Configure: v
Device configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope

The mobile application management (MAM) user scope

Group: v
UserGroup1
UserGroup?2
DeviceGroup 1
DeviceGroup?2

Section:
Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

QUESTION 2
You need to create the Safe Attachments policy to meet the technical requirements.
Which option should you select?

Replace

Enable redirect
Block

Dynamic Delivery

OO0 wp

Correct Answer: D

Section:

Explanation:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md

QUESTION 3

HOTSPOT

You plan to implement the endpoint protection device configuration profiles to support the planned changes.
You need to identify which devices will be supported, and how many profiles you should implement.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll
https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/safe-attachments.md
https://vdumps.com

Supported devices: \ v
Device1 only

Device1 and Device2 only

Device1 and Device3 only

Device1, Device2, and Device3

Device1, Device4, and Device5

Device1, Device2, Device3, Device4, and Device5

Number of required profiles: v

N W N =

Answer Area:

Supported devices: Jé_'!
Device1 only

Device1 and Device2 only
Device1 and Device3 only
Device1, Device2, and Device3
Device1, Deviced, and Deviceb
Device1, Device2, Device3, Device4. and Device5

Number of required profiles: | v

SIFEI e

Section:
Explanation:
https://docs.microsoft.com/en-us/mem/intune/configuration/device-profile-create

QUESTION 4
HOTSPOT

You need to ensure that User2 can review the audit logs. The solutions must meet the technical requirements.
To which role group should you add User2, and what should you use? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Hot Area:

Role group:

Tool:

Answer Area:

Role group:

Tool:

Section:
Explanation:

v

Reviewer

Global reader

Data Investigator
Compliance Management

v

Exchange admin center
SharePoint admin center
Microsoft 365 admin center
Microsoft 365 security center

v

Compliance Management

Reviewer
Global reader
Data Investigator

v

Exchange admin center
SharePoint admin center
Microsoft 365 admin center

Microsoft 365 security center

https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?view=0365-worldwide

QUESTION 5

You need to configure Office on the web to meet the technical requirements.

What should you do?

OO0 wp

Assign the Global reader role to Userl.
Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
Configure an auto-labeling policy to apply the sensitivity labels.

Assign the Office apps admin role to Userl.
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Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0365-worldwide

QUESTION 6

You create the planned DLP policies.

You need to configure notifications to meet the technical requirements.
What should you do?

From the Microsoft 365 security center, configure an alert policy.
From the Microsoft Endpoint Manager admin center, configure a custom notification.
From the Microsoft 365 admin center, configure a Briefing email.

OO0 >

From the Microsoft 365 compliance center, configure the Endpoint DLP settings.

Correct Answer: D

Section:

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-policies ?view=0365-worldwide

QUESTION 7
You need to configure the compliance settings to meet the technical requirements.
What should you do in the Microsoft Endpoint Manager admin center?

From Compliance policies, modify the Notifications settings.
From Locations, create a new location for noncompliant devices.
From Retire Noncompliant Devices, select Clear All Devices Retire State.

o0 ® >

Modify the Compliance policy settings.

Correct Answer: D

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

QUESTION 8
You need to create the DLP policy to meet the technical requirements.
What should you configure first?

sensitive info types
the Insider risk management settings
the event types

o 0N >

the sensitivity labels

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dlp-policy?view=0365-worldwide
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QUESTION 9

HOTSPOT

You need to configure the information governance settings to meet the technical requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Policy type: ] Retention o l
Label

Auto-labeling

Number of required policies: 2

=
IJ|-

Answer Area:

Answer Area
- P -_
Policy type: | Retention _.{'ﬁl
Labed |
Auto-labeling
Number of required policies: 2 ¥
Section:
Explanation:
Exam C
QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the forest and the domain is Windows Server 2012 R2.
The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.
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Solution: You raise the forest functional level to Windows Server 2016. You copy the Group Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.
Does this meet the goal?

A. yes
B. No

Correct Answer: B
Section:

QUESTION 2

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the forest and the domain is Windows Server 2012 R2.
The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You copy the Group Policy Administrative Templates from a Windows 10 computer to Serverl.

Does this meet the goal?

A. yes
B. No

Correct Answer: A
Section:

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the forest and the domain is Windows Server 2012 R2.
The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You upgrade Serverl to Windows Server 2019.

Does this meet the goal?

A. yes
B. No

Correct Answer: A
Section:

QUESTION 4

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.
You have the devices shown in the following table.
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Name Platform Configuration
Devicel Windows 10 Hybrid joined to on-premises Active Directory and
Azure AD only
Device2 Windows 10 Joined to Azure AD and enrolled in Configuration
Manager only
Device3 Windows 10 Enrolled in Microsoft Endpoint Manager and has
the Configuration Manager agent installed only

You plan to enable co-management.
You need to identify which devices support co-management without requiring the installation of additional software.
Which devices should you identify?

Devicel only
Device2 only
Device3 only
Device2 and Device3 only

moo® P

Devicel, Device2, and Device3

Correct Answer: D

Section:
QUESTION 5
HOTSPOT
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Member of Azure Active Directory (Azure AD) role
Userl Groupl Global administrator
User2 Group2 Cloud device administrator

You configure an Enrollment Status Page profile as shown in the following exhibit.
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Settings

The enroliment status page appears during initial device setup. If enabled,
users can see the installation progress of assigned apps and profiles.

Show app and profile installation progress.

Show time limit error when installation takes
longer than specified number of minutes.

Show custom message when time limit error

OCCurs.

Allow users to collect logs about instalattion

efrors.

Only show page to devices provisioned by

out-of-box experience (OOBE)

Block device use until all apps and profiles are

installed

You assign the policy to Groupl.

You purchase the devices shown in the following table.

Name Platform
Devicel Windows 10
Device2 Android

Yes No
60

Yos QEIED

Yes QETID

Yes Mo

ZX o )

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show. O O
If User1 performs the initial device enroliment for Device2, the Enroliment e O
Status Page will show.
If User2 performs the initial device enrcliment for Device2, the Enroliment O O

Status Page will show.

Answer Area:
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Statements

Yes No

If User1 performs the initial device enroliment for Device1, the Enroliment
Status Page will show.

If User1 performs the initial device enrollment for Device2, the Enroliment O
Status Page will show.

If User2 performs the initial device enroliment for Device2, the Enroliment O 0
Status Page will show.

Section:
Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains the users shown in the following table.

QUESTION 6
HOTSPOT
Name Member of
Userl Groupl
User2 Group2
User3 Groupl. Group2

You integrate Microsoft Intune and contoso.com as shown in the following exhibit.
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Configure

Microsoft Intune

Hsave X Discard @ Delete

Select groups >
Groups Group1

MDM terms of use URL @ | https://portal.manage.microsoft.com/TermsofUse.aspx

MDM discovery URL @ https://enrollment.manage.microsoft.com/enrolimentserver/discov ...

MDM compliance URL @ | https://portal. manage.microsoft.com/?portalAction=Compliance

Restore default MDM URLs

MAM User scope @ Mone All
Select groups
Groups Group2

!dumps

MAM Terms of use URL @

MAM Discovery URL @ https://wip.mam.manage.microsoft.com/Enroll

MAM Compliance URL @

Restore default MAM URLs

You purchase a Windows 10 device named Devicel.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Statements Yes No

If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O ®
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. ® ®
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O O

Answer Area:

Statements Yes No
If User1 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. ®)
If User2 joins Device1 to contoso.com, Device1 is enrolled in Intune automatically. O
If User3 registers Device1 in contoso.com, Device1 is enrolled in Intune automatically. O
Section:
Explanation:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

QUESTION 7

You have a Microsoft 365 subscription.

You need to identify which administrative users performed eDiscovery searches during the past week.
What should you do from the Security & Compliance admin center?

Perform a content search
Create a supervision policy
Create an eDiscovery case

oSN >

Perform an audit log search

Correct Answer: D
Section:

QUESTION 8

HOTSPOT
You configure a data loss prevention (DLP) policy named DLP1 as shown in the following exhibit.
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Choose the types of content to protect

This policy will protect that matches these requirements. You can choose sensitive info types and

existing labels

Content contains

Any of these =

Sensitive info type Match accuracy
min max

Credit Card Number 85 100

Retention labels

1 year

HAdd -

+ Add group

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:

DLP1 cannot be applied to [answer choice].

DLP1 will be applied only to documents that have [answer choice].

Answer Area:

‘Exchange email
SharePoint sites

OneDrive accounts

v

both a credit card number and the 1 year label applied
either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers
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DLP1 cannot be applied to [answer choice]. v

Exchange email
SharePoint sites
OneDrive accounts

DLP1 will be applied only to documents that have [answer choice]. ' v

both a credit card number and the 1 year label applied
either a credit card number or the 1 year label applied
between 85 and 100 credit card numbers

Section:
Explanation:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwidettusing-a-retention-label-as-a-condition-in-a-dlp-policy

QUESTION 9

HOTSPOT

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50
computers that run Windows 10.

You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

In Azure: v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

On the computers: v

Create an event subscription.
Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

Answer Area:
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On the computers: v

Section:
Explanation:

In Azure: v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share.

Create an event subscription.

Modify the membership of the Event Log Readers group.
Enroll in Microsoft Endpoint Manager.

Install the Microsoft Monitoring Agent.

https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-windows-computer

QUESTION 10

You enable the Azure AD ldentity Protection weekly digest email.
You create the users shown in the following table.

Name Role
Admin1 Security reader
Admin2 User administrator
Admin3 Security administrator
Admin4 Compliance administrator

Which users will receive the weekly digest email automatically?

Admin3 only

moo® P

Correct Answer: E
Section:
Explanation:

Admin2, Admin3, and Admin4 only
Adminl, Admin2, Admin3, and Admin4
Admin2 and Admin3 only

Adminl and Admin3 only

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or
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Security Administrators will automatically be added to the recipients list.

QUESTION 11
You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action.

To which location can the policy be applied?

OneDrive accounts
Exchange email
Teams chat and channel messages

OO0 >

SharePoint sites

Correct Answer: B
Section:

QUESTION 12
HOTSPOT

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.

A user named User1 stores documents in Microsoft OneDrive.
You need to place the contents of Userl's OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

https://

onedrive.live.com/
contoso.onmicrosoft.com/
contoso.sharepoint.com/
contoso-my.sharepoint.com/

User1

Sites/UserT

contoso_onmicrosoft com/User1
personal/User1_contoso_onmicrosoft_com

Answer Area:

https://

onedrive.live.com/
contoso.onmicrosoft.com/

contoso.sharepoint.com/
contoso-my.sharepoint.com/

User1

Sites/User1

contoso_onmicrosoft com/User1
personal/User1_contoso_onmicrosoft_com

Section:
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds
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QUESTION 13

HOTSPOT
You have a Microsoft 365 E5 subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains a group named Group1l and the users shown in the following table:
Name Role

Admini Conditional Access administrator

Admin2 | Security administrator
Admin3 | User administrator

The tenant has a conditional access policy that has the following configurations:
Name: Policyl

Assignments:

- Users and groups: Group1

- Cloud aps or actions: All cloud apps

Access controls:

Grant, require multi-factor authentication

Enable policy: Report-only

You set Enabled Security defaults to Yes for the tenant.

For each of the following settings select Yes, if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
Admin1 can set Enable policy for Policy1 to On. Bl
Admin2 can set Enable policy for Policy1 to Off. O o
Admin3 can set Users and groups for Policy1 to All users. o )
Answer Area:
Statements Yes No
Admin1 can set Enable policy for Policy1 to On. )
Admin2 can set Enable policy for Policy1 to Off. ; o
Admin3 can set Users and groups for Policy1 to All users. o) O
Section:
Exptl-lanation:

https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only

QUESTION 14

DRAG DROP

You have a Microsoft 365 subscription.

In the Exchange admin center, you have a data loss prevention (DLP) policy named Policyl that has the following configurations:
Block emails that contain financial data.

Display the following policy tip text: Message blocked.

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-report-only
https://vdumps.com

From the Security & Compliance admin center, you create a DLP policy named Policy2 that has the following configurations:

Use the following location: Exchange email.

Display the following policy tip text: Message contains sensitive data.

When a user sends an email, notify the user if the email contains health records.

What is the result of the DLP policies when the user sends an email? To answer, drag the appropriate results to the correct scenarios. Each result may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Results Answer Area

The email will be blocked, and the user will ; ;
receive the policy tip: Message blocked. When the user sends an email that contains

financial data and health records:

The email will be blocked, and the user will

receive the policy tip: Message contains When the user sends an email that contains
sensitive data. only financial data:

‘The email will be allowed, and the user will
receive the policy tip: Message blocked.

IThe email will be allowed, and the user will
receive the policy tip: Message contains
sensitive data.

‘The email will be allowed, and a message
‘policy tip will NOT be displayed.

Correct Answer:
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Results Answer Area

| The email will be blocked, and the user will
| receive the policy tip: Message blocked.

When the user sends an email that contains
financial data and health records:

When the user sends an email that contains

. ] | The email will be blocked, and the user will
only financial data:

| receive the policy tip: Message contains
| sensitive data.

‘The email will be allowed, and the user wil
receive the policy tip: Message blocked.

'The email will be allowed, and the user will
receive the policy tip: Message contains
sensitive data.

‘The email will be allowed, and a message
‘policy tip will NOT be displayed.

Section:
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/how-dlp-works-between-admin-centers

QUESTION 15
DRAG DROP
Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD). The domain contains the servers shown in the following table.
Name Operating system Configuration
, File Server Resource
Serverl Windows Server 2016
Manager (FSRM)
Server2 Windows Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area
Authorize Server1.

Install the Microsoft Rights Management connector on
Server2.

Install a certificate on Server2.

Install a certificate on Server1.

Register a service principal name for Server1.

Run GenConnectorConfig.ps1 on Serverl.

Run GenConnectorConfig.psl on ServerZ.

Correct Answer:

Actions Answ rea

Inst | soft nagement connector on
Server2.

' Authorize Server1.

Install a certificate on Server2. Run GenConnectorConfig.psl on Serverl.

Install a certificate on Server1.

Register a service principal name for Server1.

Run GenConnectorConfig.psl on Server2.

Section:
Explanation:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector
https://docs.microsoft.com/en-us/azure/information-protection/configure-servers-rms-connector
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QUESTION 16
You have a Microsoft 365 E5 subscription.
Users have the devices shown in the following table.

Enrolled in Microsoft Endpoint

Name Platform Owner

Manager
Device1l |Android User1 Yes
Device2 |Android User1 No
Device3 |iOS User1 No

Deviced |Windows 10 | User2 Yes
Device5 | Windows 10 | User2 No
Device6 |i0S User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

Devicel, Device4, and Deviceb
Device2, Device3, and Device5
Devicel, Device2, Device3, and Deviceb

o n >

Devicel, Device2, Device4, and Device5

Correct Answer: C

Section:

Explanation:

You can create and use app configuration policies to provide configuration settings for both i0S/iPadOS or Android apps on devices that are and are not enrolled in Microsoft Endpoint Manager.
https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

QUESTION 17

HOTSPOT

You have a Microsoft 365 subscription that contains the users in the following table.
Name Member of
User1 Group1
User2 Group1, Group2
User3 Group3

In Microsoft Endpoint Manager, you create two device type restrictions that have the settings shown in the following table.
Priority Name Allowed platform Assigned to
1 TypeRest1 Android, Windows (MDM) | Group1
2 TypeRest2 iI0S Group2

In Microsoft Endpoint Manager, you create three device limit restrictions that have the settings shown in the following table.
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Priority Name Device limit Assigned to
1 LimitRest1 7 Group?2
2 LimitRest2 10 Group1
3 LimitRest3 + Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. () &
User2 can enroll up to 10 10S devices in Microsoft Endpoint Manager. O O
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. O O
Answer Area:
Statements Yes No
User1 can enroll up to 10 Windows 10 devices in Microsoft Endpoint Manager. () O
User2 can enroll up to 10 10S devices in Microsoft Endpoint Manager. O &
User3 can enroll up to five Android devices in Microsoft Endpoint Manager. O
Section:
Explanation:
QUESTION 18

Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never analyzes them.
What should you create in the Microsoft Defender Security Center?

A. acustom detection rule
B. an allowed/blocked list rule

C. an alert suppression rule
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D. anindicator

Correct Answer: D
Section:

Explanation:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

QUESTION 19

HOTSPOT
You have a Microsoft 365 E5 subscription that contains two users named Admin1 and Admin2.

All users are assigned a Microsoft 365 Enterprise E5 license and auditing is turned on.
You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)
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New audit retention policy

MNamea *;

Folicy1

Description

Record Types

AzureActiveDirectory -

Activities

Added user, Deleted user, Reset user password, Changed user password, Changed user license, ..(7) =

Users:

Admin?

Duration *
(®) 90 Days
6 Months

1 Year

Priority *:

100

After Policyl is created, the following actions are performed:

Admin1 creates a user named User1.

Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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User1:

User?:

Answer Area:

User1:

User2:

Section:
Explanation:

0 days
30 days
90 days
180 days
365 days

0 days
30 days
90 days
180 days
365 days

0 days
30 days
90 days
180 days
365 days

0 days
30 days
90 days
180 days

365 days

https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

QUESTION 20

You implement Microsoft Azure Advanced Threat Protection (Azure ATP).
You have an Azure ATP sensor configured as shown in the following exhibit.
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L pdatas

How long after the Azure ATP cloud service is updated will the sensor update?

20 hours
12 hours
7 hours

48 hours

o0 ® >

Correct Answer: B
Section:

QUESTION 21
HOTSPOT
You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.

» Nusmier of I
alcheases |n the e
Pl dne |
Fi=? i 2
En_'-l.xllx 3
Ll i
FRRL00 a
The Sitel users are assigned the roles shown in the following table.
Eiserd Cwenry
il I Wil

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

Review vour settings

_ ) _ enoat: name Il
Chocee the information to protect 3
o poH oy
M yaur polic
FOK-posy Podoy name il
Pisley
Chosxe [ocatom
Mg o Tadl
Pasies setliE
Agnplers Ly cosmbennl iy L bora v i
W Review jour settings St diae
Py sl s it
i o enrtart EveAits Tues Nymin of Eassies bt B Ad
Imsm mralsly e iy o proay b armd Ewal 0 e
W S i il Pl 2 i O 1P §ieme Wpi O s i il
bleu ki arcess bo ile conieni
um policy 08 ater its oewted it

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.

Hot Area:

At Ares

Answer Area:

ARVEST ATEd
L l_
Section:
Explanation:
QUESTION 22

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must
Meet the following requirements.

Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V)

Which version should you identify?

Window 10 Pro, version 1909
Window 10 Pro, version 2004
Window 10 Pro, version 1909
Window 10 Enterprise, version 2004

o0 ®p»

Correct Answer: D

Section:

Explanation:

https://docs.microsoft.com/en-us/windows/release-health/release-information
https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-supported-configurations

QUESTION 23

You have a Microsoft 365 subscription.

You discover that some external users accessed center for a Microsoft SharePoint site.

You modify the sharePoint sharing policy to prevent sharing, outside your organization.

You need to be notified if the SharePoint sharing policy is modified in the future.

Solution: From the Security S Compliance admin center you create a threat management policy.
Does this meet the goal?
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A. Yes
B. No

Correct Answer: B
Section:

QUESTION 24

DRAG DROP

You have a Microsoft 365 E5 subscription.

Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an i0S/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

https://docs.microsoft.com/en-us/mem/intune/enroliment/apple-mdm-push-certificate-get

Select and Place:
Actions Answer Area

-I;mm the Microsoft Endpoint Manager admin center,-!
add a device enroliment manager. !

From the Microsoft Endpoint Manager admin center, I
download a certificate signing request. | @

Upload an Apple MDM push certificate to Microsoft 1

Endpoint Manager. | @
Create a certificate from the Apple Push Cemﬁcates!

Portal.

QRO

From the Microsoft Endpoint Manager admin ‘
center, configure device enrollment restrictions.

Correct Answer:
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Actions Answer Area

'Frnm the Microsoft Endpoint Manager admin center_.'

: From the Microsoft Endpoint Manager admin center,
. add a device enrollment manager.

download a certificate signing request.

Create a certificate from the Apple Push Certificates |

s A — @ Portal.
| | ‘ Upload an Apple MDM push certificate to Microsoft

@ Endpoint Manager. @

From the Microsoft Endpoint Manager admin
center, configure device enroliment restrictions.

Section:
Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/apple-mdm-push-certificate-get

QUESTION 25

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP).
You need to create a detection exclusion in Azure ATP.

Which tool should you use?

the Security & Compliance admin center
Microsoft Defender Security Center

the Microsoft 365 admin center

the Azure Advanced Threat Protection portal

moo®p

the Cloud App Security portal

Correct Answer: D

Section:

Explanation:

https://docs.microsoft.com/en-us/defender-for-identity/what-is
https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

QUESTION 26

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Endpoint Management admin center, you create a device configuration profile.

Does this meet the goal?

A. Yes
B. No
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Correct Answer: B

Section:

Explanation:

You need to create a trusted location and a conditional access policy.

QUESTION 27

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdmin1 the Security administrator role.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section:

QUESTION 28

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions\wilknot-appear inithe review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdmin1 the SharePoint admin role.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

You need to assign the Security Administrator role.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

QUESTION 29

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?
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A. Yes
B. No

Correct Answer: B

Section:

Explanation:

You need to assign the Security Administrator role.
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

QUESTION 30

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform the following tasks in Microsoft Store for Business:
* Assign licenses to users.

* Procure apps from Microsoft Store.

* Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to User1?

Basic Purchaser
Device Guard signer
Admin

Purchaser

o0 ®p

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview

QUESTION 31

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enrollment option that meets the following requirements:

* Minimizes user interaction

* Minimizes administrative effort

* Automatically installs corporate apps

What should you recommend?

A. Automated Device Enrollment (ADE)
B. bring your own device (BYOD) user and device enrollment
C. Apple Configurator enrollment

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enrollment/ios-enroll

QUESTION 32
HOTSPOT
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You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name Microsoft 365 role
Usert Cloud application administrator
User2 Application administrator
User3 Application developer
User4 None

Users are assigned Microsoft Store for Business roles as shown in the following table.
User Role
Usert None
User2 Basic Purchaser
User3 Purchaser
User4 Device Guard signer

Which users can add apps to the private store in Microsoft Store for Business, and which users can install apps from the private store? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Add apps to the private store: \ W
User3 only

User2 and User3 only

User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: ‘ v

User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only
User1, User2, User3, and User4

Answer Area:
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Add apps to the private store: v
User3 only

User2 and User3 only |
User1 and User3 only

User1, User2 and User3 only
User1, User2, User3, and User4

Install apps from the private store: v
User3 only

User2 and User3 only

User1 and User3 only

User2, User3 and User4 only

User1, User2, User3, and User4

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-store/acquire-apps-microsoft-store-for-business
https://docs.microsoft.com/en-us/microsoft-store/distribute-apps-from-your-private-store

QUESTION 33

Your company has offices in five cities.

The company has a Microsoft 365 tenant.

Each office is managed by a local administrator.

You plan to deploy Microsoft Intune.

You need to recommend a solution to manage resources in intune that meets the following requirements:
Local administrators must be able to manage only the resources in their respective office.

Local administrators must be prevented from managing resources in other offices.

Administrative effort must be minimized.

What should you include in the recommendation?

device categories
scope tags
configuration profiles

o0 ® >

conditional access policies

Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

QUESTION 34
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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MName Platform
Devicel MacD5
Device2 Windows 10 Pro
Deviceld Windows 10 Enterprise
| Deviced Ubuntu 1804 LTS

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

Device 1, Device2, and Device3 only
Device3 only
Device2 and Device3 only

o0 ® >

Devicel, Device2, Devices and Device4

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?view=0365-worldwide#requirements

QUESTION 35
You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps to the devices. You need to track used licenses and manage the
apps by using Intune. What should you use to purchase the apps?

Microsoft Store for Business
Apple Business Manager
Apple iTunes Store

o0 ® >

Apple Configurator

Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

QUESTION 36

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups.

Which cmdlet should you run?

. set-unifiedGroup

Execute-AzureAdLebelSync

A

B. Set-Labelpolicy

C

D. Add-UnifiedGroupLinks

Correct Answer: C
Section:

QUESTION 37

You have a Microsoft 365 E5 tenant.

You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
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You need to ensure that the users can apply the sensitivity labels when they use Word for the web.
What should you do?

Copy policies from Azure information Protection to the Microsoft 365 Compliance center
Publish the sensitivity labels.
Create an auto-labeling policy

o0 ®p

Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Correct Answer: B
Section:

QUESTION 38

You have a Microsoft 365 E5 tenant.

You plan to deploy a monitoring solution that meets the following requirements:
Captures Microsoft Teams channel messages that contain threatening or violent language.
Alerts a reviewer when a threatening or violent message is identified.

What should you include in the solution?

Data Subject Requests (DSRs)
Insider risk management policies
Communication compliance policies

o0 ®p

Audit log retention policies

Correct Answer: C
Section:

QUESTION 39

Your company has a Microsoft 365 subscription.

you implement sensitivity Doris for your company.

You need to automatically protect email messages that contain the word Confidential m the subject line.
What should you create?

. asharing policy from the Exchange admin center

A

B. a mail flow rule from the Exchange admin center

C. a message Dace from the Microsoft 365 security center
D

. adata loss prevention (DLP) policy from the Microsoft 365 compliance center

Correct Answer: B
Section:

QUESTION 40

You have a Microsoft 365 tenant that contains two groups named Groupl and Group?2.

You need to prevent the members or Groupl from communicating with the members of Group2 by using Microsoft Teams. The solution must comply with regulatory requirements and must not affect other user in the tenant.
What should you use?

A. information barriers

B. communication compliance policies
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C. moderated distribution groups
D. administrator units in Azure Active Directory (Azure AD)

Correct Answer: A

Section:
QUESTION 41
You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.
Name Plattarm '
Dewce | Macts
| Deviced | Windows 10 Pro for Workstations
'r Device 3 | Windows 10 Enterprise
| Deviced | S
| Devices Androd

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

O 0 w >
(IR T B Y)

Correct Answer: D

Section:
QUESTION 42
HOTSPOT
You have device compliance policies shown in the following table.
| Policy! | Windows 10 and later | Davice!
{ il 1.-,-: | Windows 10 and later Deyice]
| Policyd | Windows 10 and later Deviced
Policyd | Windows 10 and later Device2
PolicyS | i05/iPadQS Deviced
Policyt | I06/iPagO5 Device3

The device compliance state for each policy is shown in the following table.

Policy |  State

Policy 1 Compliant
Policy’? | In grace period
Policy3 Compliant

| Polcyd | Mot compliant
Poboy5 In grace period
Poboyt Compliant

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes Mo
evice 1 has an overall comphiance state of Complant
Device? has a i tate of i 3t
Deacel hat an overs rripiance state of Ir Qrace [Er
Answer Area:
Answer Area
Statements Yes Mo
evice 1 has an overall comphance state of Complant
Device? has an overall complisnce state of Not compliant
Deace ] has an overs rripance starte of Ir Orace e
Section:
Explanation:
QUESTION 43

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics

What should you do?

Configure the Endpoint analytics baseline regression threshold.
Create a configuration profile.
Create a Windows 10 Security Baseline profile

o0 ® >

Create a compliance policy.

Correct Answer: B
Section:

QUESTION 44
HOTSPOT
You have 2,500 Windows 10 devices and a Microsoft 365 E5 tenant that contains two users named Userl and User2. The devices are not enrollment in Microsoft Intune.

In Microsoft Endpoint Manager, the Device limit restrictions are configured as shown in the following exhibit.
Device limit restrictions

Priority Name Device limit Assignred

In Azure Active Directory (Azure AD), the Device settings are configured as shown in the following exhibit.
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From Microsoft Endpoint Manager, you add User2 as a device enrollment manager (DEM).
For each of the following statement, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Arca

Statements Yes Mo

User! can enroll only e déwaces in Intune

User! can poin only free devices (o Azure Al
|'|1'|..' Cam o all thes desvaoes im Inlune

Answer Area:

Answer Area
Statements Yes Mo

Userl can enroll only e desaces in Intune
User! can poin only free devices to Azure Al
|'|I!'|..' Camn oyeg all T EAIOES 1M Il

Section:

Explanation:

QUESTION 45

You have a Microsoft 365 tenant.
You plan to implement Endpoint Protection device configuration profiles.
Which platform can you manage by using the profile?

Android
CentOS Linux
i0S

Window 10

OO0 wp

Correct Answer: D
Section:
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Explanation:

https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

QUESTION 46

You purchase a new computer that has Windows 10, version 2004 preinstalled.
You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

OO0 >

install the West feature update and the latest quality update only.

Correct Answer: B

Section:

QUESTION 47
HOTSPOT

Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.

install all the feature updates released since version 2004 and the latest quality update only.
install the latest feature update and all the quality updates released since version 2004.

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains the users shown in the following table.

Name Microsoft Store for Business role | Azure Active Directory (Azure AD) role
Usert | Purchaser Billing administrator

User2 | Admin Global administrator

User3 | Basic Purchaser None

User4 | Basic Purchaser, Device Guard signer | Global reader

All users have Windows 10 Enterprise devices.
The Products & services settings in Microsoft Store for Business are shown in the following exhibit.
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Microsoft Remote Desktop

Free « Online « Product Details m

Licenses Billing Settings & Actions

- . - Mot in private store
U nI ImItEd Ilcenses €0‘00 (Free app) More actions available on details page
0 used

- Excel Mobile _ )
Free = Online » Product Details

Licenses Billing Settings & Actions

. - . In private store
U n l I m ltEd I |CenSeS €0-00 (Free app) More actions available on details page
0 used

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
User2 can install the Microsoft Remote Desktop app from the private store. ®) O
User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. O O
User4 can manage the Microsoft Remote Desktop app from the private store. ® O
Answer Area:
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Statements Yes No

User2 can install the Microsoft Remote Desktop app from the private store. @

User1 can install the Microsoft Remote Desktop app from Microsoft Store for Business. ¢ O
User4 can manage the Microsoft Remote Desktop app from the private store. S

Section:

Explanation:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

QUESTION 48

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section:

Explanation:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628bec99-476a-2c¢13-5296-9dd081cdd808

QUESTION 49
You have a Microsoft 365 subscription that contains the alerts shown in the following table.
Name Severity Status Comment Category
Alert1 Medium Active Comment! | Threat management
Alert2 | Low Resolved Comment2 | Other

Which properties of the alerts can you modify?

Status only

Status and Comment only

Status and Severity only

Status, Severity, and Comment only

moo® P

Status, Severity, Comment and Category

Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#limitations
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QUESTION 50

DRAG DROP

Your company purchases a cloud app named Appl.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. App1l supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

Select and Place:

Actions Answer Area

Deploy Azure Active Directory
(Azure AD) Application Proxy.

From the Cloud App Security admin
center, add an app connector.

Signinto App1.

Ol
©O

‘ Create a conditional access policy.

From the Azure Active Directory admin
center, configure the Diagnostic settings.

From the Azure Active Directory admin
center, add an app registration for App1.

Correct Answer:
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Actions Answer Area

Deploy Azure Active Directory | From the Cloud App Security admin
(Azure AD) Application Proxy. | center, add an app connector.

‘ Create a conditional access policy.

@ | Signinto App1. a
© ©

| From the Azure Active Directory admin
 center, configure the Diagnostic settings.

From the Azure Active Directory admin
center, add an app registration for App1.

Section:
Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

QUESTION 51

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

a device configuration policy
a device compliance policy
a conditional access policy

o n >

an endpoint detection and response policy

Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

QUESTION 52

HOTSPOT
You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure
https://vdumps.com

Name Member of

User1 All users, Sales team

User2

All users, Office users

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.

Home / Policy Management

Policy configurations
-+ Create ' Copy 1l Reorder priority
Name

Office Users Policy

Sales Team Policy

All users

& Remove Total policy configurations: 3
Priority T Recommendation status

0

1

2

{1 MNotifications

The policies use the settings shown in the following table.

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

The default shared folder location for User1 is:

The default Office theme for User 2 is:

Answer Area:

dumps

v

https://sharepoint.contoso.com/addins_all_users
https://sharepoint.contoso.com/addins_office_users
https://sharepoint. contoso.com/addins_sales_team_users_

v

Colorful
Dark Gay
White
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The default shared folder location for User1 is: v

hitps:/isharepoint.contoso.com/addins_all_users
hittps://sharepoint.contoso.com/addins_office _users

A at=la=lalallal ARt c Tala ..-1 ITaT: lae  Faa £
MIPsS.ASnarepolnt.Ccontos0. caomaddins saies ealll Usels

The default Office theme for User 2 is: v

Dark Gray
White

Section:
Explanation:
https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

QUESTION 53

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.
From Microsoft Defender Security Center, you perform a security investigation.

You need to run a PowerShell script on the device to collect forensic information.

Which action should you select on the device page?

. Initiate Live Response Session

. Collect investigation package

A
B. Initiate Automated Investigation
C
D. Go hunt

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwide

QUESTION 54

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

Identify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
Report on shared documents that contain PII.

What should you create?

an alert policy
a data loss prevention (DLP) policy
a retention policy

OO0 wp

a Microsoft Cloud App Security policy

Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about-dlp?view=0365-worldwide
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QUESTION 55

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of
User1 Group1, Group2
User2 Group2, Group3
User3 Group1, Group3

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.

Name Priority | Applies to
Policy1 0 Group1
 Policy?2 1 Group2
Policy3 2 Group3
The policies use the settings shown in the following table.
Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Statements Yes No
User1 has their cache cleared on close. O

User2 has Cursor movement setto Visual. ©

User3 has Cursor movement setto Visual. O O
Answer Area:

Statements Yes No

User1 has their cache cleared on close. O

User2 has Cursor movement setto Visual. O O

User3 has Cursor movement setto Visual. O O

Section:
Explanation:
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https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service

QUESTION 56

You have a Microsoft 365 tenant.

You plan to enable BitLocker Disk Encryption (BitLocker) automatically for all Windows 10 devices that enroll in Microsoft Intune.
What should you use?

an attack surface reduction (ASR) policy
an app configuration policy
a device compliance policy

o0 ® >

a device configuration profile

Correct Answer: D

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/encrypt-devices

QUESTION 57

You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.
You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps.

Which policy type should you configure?

. conditional access

A

B. account protection

C. attack surface reduction (ASR)
D

. Endpoint detection and response

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

QUESTION 58
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.
Block execution of potentially
obfuscated scripts (js/vbs/ps)
Policy1 Attack surface reduction | Audit mode

Name Type

(ASR)

Policy?2 Microsoft Defender ATP | Disable
Baseline

Policy3 Device configuration Not configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
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C. only the settings of Policy3
D. no settings

Correct Answer: D
Section:

QUESTION 59

HOTSPOT

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to attack surface reduction (ASR) rules for the Windows 10 devices.

You configure the ASR rules in audit mode and collect audit data in a Log Analytics workspace.

You need to find the ASR rules that match the activities on the devices.

How should you complete the Kusto query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Alertinfo
DeviceEvents
Devicelnfo

| W ActionType startswith ‘ASR’

lookup
project
render
where

Answer Area:

Alertinfo
DeviceEvents

Devicelnfo

| W ActionType startswith ‘ASR’
lookup
project
render

~nlli'l [-IH !‘T-:'-'

Section:
Explanation:
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/demystifying-attack-surface-reduction-rules-part-3/ba-p/1360968
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QUESTION 60

HOTSPOT

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint.
You have devices enrolled in Microsoft Intune as shown in the following table.

Name Platform
Device1 Windows 10
Device?2 Windows 8.1
Device3 1I0S
Device4 Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing corporate resources.
You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Devices that can onboarded to v
Microsoft Defender for Endpoint: [Device 1 only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only

Device 1, Device 2, and Device 4 only
Device 1, Device 2, Device 3, and Device 4

Endpoint security policies v
that must be configured: A conditional access policy only

A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device configuration profile, device compliance policy, and conditional access policy

Answer Area:
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Devices that can onboarded to v
Microsoft Defender for Endpoint: [Device 1 only

Device 1 and Device 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only

Device 1, Device 2, and Device 4 only

and vy A
dand pevice 5

Device 1, Device 2, Device 3

Endpoint security policies v
that must be configured: A conditional access policy only

|A device compliance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only
Device configuration profile, device compliance policy, and conditional access policy

Section:
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?view=0365-worldwide

QUESTION 61

You have a Microsoft 365 E5 tenant that contains a user named Userl.
You plan to implement insider risk management.

You need to ensure that Userl can perform the following tasks:
Review alerts.

Manage cases.

Create notice templates.

Review user emails by using Content explorer.

The solution must use the principle of least privilege.

To which role group should you add User1?

Insider Risk Management
Insider Risk Management Analysts
Insider Risk Management Investigators

o0 ®

Insider Risk Management Admin

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=0365-worldwide

QUESTION 62

Your company has a Microsoft 365 E5 tenant that contains a user named Userl.

You review the company's compliance score.

You need to assign the following improvement action to Userl:Enable self-service password reset.
What should you do first?

A. From Compliance Manager, turn off automated testing.
B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).
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C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Correct Answer: D

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0365-worldwide
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-users-assign-role-azure-portal

QUESTION 63

Your company has a Microsoft E5 tenant.

The company must meet the requirements of the ISO/IEC 27001:2013 standard.
You need to assess the company's current state of compliance.

What should you use?

eDiscovery

Information governance
Compliance Manager

Data Subject Requests (DSRs)

OO0 w® P

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/compliance/regulatory/offering-iso-27001

QUESTION 64

You have a Microsoft 365 E5 tenant.

Users store data in the following locations:

Microsoft Teams

Microsoft OneDrive

Microsoft Exchange Online

Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.

What is the minimum number of retention policies that you should create?

o0 w >
A W N

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=0365-worldwide

QUESTION 65

HOTSPOT
You have a Microsoft 365 E5 tenant.
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You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the Sensitivity label tab.)
You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)
A user sends an email that contains the components shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Statements Yes No

Sensitivity1 is applied to the email.

A watermark is added to File1.docx.

A header is added to File2.xml. O @)
Answer Area:
Statements Yes No
Sensitivity1 is applied to the email. @)

A watermark is added to File1.docx. O

A header I1s added to File2 xml. O

Section:
Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

QUESTION 66

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

Ccsv
XLSX
JSON
XML

o0 ® >

Correct Answer: B
Section:
Explanation:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldwide#export-a-template

QUESTION 67

You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

Require complex passwords.

Require the encryption of removable data storage devices.

Have Microsoft Defender Antivirus real-time protection enabled.

You need to configure the devices to meet the requirements.

What should you use?

A. an app configuration policy
B. acompliance policy C a security baseline profile D a conditional access policy

Correct Answer: B

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

QUESTION 68

HOTSPOT

You have a Microsoft 365 tenant that contains the groups shown in the following table.
You plan to create a compliance policy named Compliancel.

You need to identify the groups that meet the following requirements:

Can be added to Compliancel as recipients of noncompliance notifications

Can be assigned to Compliancel

To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Can be added to Compliance1 as recipients v
of noncompliance notifications: Group1 and Group4 only
Group3 and Group4 only
Group1, Group?2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4
Can be assigned to Compliance1: v

Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Answer Area:

IT Certification Exams - Questions & Answers | Vdumps.com


o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
o365-worldwide#export-a-template
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started
https://vdumps.com

Can be added to Compliance1 as recipients v
of noncompliance notifications: Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Can be assigned to Compliance1: | v
Group1 and Group4 only

Group3 and Group4 only

Group1, Group2 and Group3 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Section:
Explanation:

https://www.itpromentor.com/devices-or-users-when-to-target-which-policy-type-in-microsoft-endpoint-manager-intune/

QUESTION 69

HOTSPOT

You have a Microsoft 365 E5 tenant.

You configure a device compliance policy as shown in the following exhibit.
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Compliance settings Edit

Microsoft Defender ATP

Require the device to be at or under the
machine risk score:

Device Health

Rooted devices
Require the device to be at or under the
Device Threat Level

System Security

Require a password to unlock mobile
devices

Required password type

Encryption of data storage on device.
Block apps from unknown sources

Actions for noncompliance Cdit
Action

Mark device noncompliant

Retire the noncompliant device

Low

Block

Require
Device default
Require

Block
Schedule

Immediately

Immediately

dumps

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
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When a device reports a medium threat level, the device will | v
be locked remotely

display a notification

marked as compliant

marked as noncompliant
removed from the database

Rooted devices will be l v
allowed to access company resources

marked as compliant '

prevented from accessing company resources
reported with a low device threat

Answer Area:

When a device reports a medium threat level, the device will | v
be locked remotely
display a notification
marked as compliant
marked as noncampiiant
removed from the databages
- -I o = |‘!
|

Rooted devices will be

allowed to access company resources

marked as compliant '

prevented from accessing company resources
reported with a low device threat '

Section:
Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-android

QUESTION 70

You have a Microsoft 365 E5 tenant.
You create a retention label named Retentionl as shown in the following exhibit.
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Review your settings

Name Edit
Retention1

Description for admins Edit
Description for users Edit
File plan descriptors Edit

Reference Id:1

Business function/denartment Legal
Category: Compliance

Authority type: Legal

Retention Edit
7 years

Retain only

Based on when it was created

Back Create this label Cancel

When users attempt to apply Retentionl, the label is unavailable.
You need to ensure that Retention1 is available to all the users.
What should you do?

Create a new label policy
Modify the Authority type setting for Retention!
Modify the Business function/department setting for Retention 1.

0N >

Use a file plan CSV template to import Retention1.

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-labels?view=0365-worldwide

QUESTION 71
You have the sensitivity labels shown in the following exhibit.
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Home = sensitivity

Labels

Label policies

Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Learn more
about sensitivity labels

-+ Create a label

= Publish labels

() Refresh

Name Order Created by Last modified
Label1 0-highest Prvi 04/24/2020
- Label2 1 Prvi 04/24/2020
Label3 0-highest Prvi 04/24/2020
Labeld 0-highest Prvi 04/24/2020
= Label5 D Prvi 04/24/2020
Label6 0-hiahest Prvi 04/24/2020

Which labels can users apply to content?

OO0 wp

Correct Answer: D
Section:
Explanation:

Label3, Label4, and Label6 only
Labell, Label2. Label3. Label4. Label5. and Label6
Labell, Label2, and Label5 only

Labell, Label3, Label4, and Label6 only

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

QUESTION 72
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
AD) (MDM) enrollment
Devicel Windows 10 Pro Reqistered Microsoft Intune
Device2 Windows 10 Enterprise Joined Microsoft Intune
Device3 Windows 10 Pro Joined Not enrolled
Deviced Windows 10 Enterprise Registered Microsoft Intune
Device5 Windows 10 Enterprise Joined Not enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business.
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To which devices can the policy be applied?

m o0 w >

Device2 only

Devicel and Device3 only

Device2 and Device4 only

Device2, Device3, and Device5 only

Devicel, Device2, Device3, Device4, and Device5

Correct Answer: C

Section:

QUESTION 73
HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.
You have devices enrolled in Intune as shown in the following table.
You create the device configuration profiles shown in the following table.

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Device1:

Device2:

Answer Area:

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only
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Device1: v

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profile4 only

DeviceZ: v

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

Section:
Explanation:

QUESTION 74

You have a Microsoft 365 E5 tenant that uses Microsoft Intune.

You need to ensure that users can select a department when they enroll their device in Intune.
What should you create?

scope tags
device configuration profiles
device categories

OO0 wp

device compliance policies

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enrollment/device-group-mapping

QUESTION 75

HOTSPOT

You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name | Azure Active Directory Microsoft Store for Member

(Azure AD) role Business role of

User1 | Application administrator | Basic Purchaser Group1
User2 | None Purchaser Group2
User3 | None Basic Purchaser Group3

You perform the following actions:
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Provision the private store in Microsoft Store for Business.

Add an app named App1 to the private store.

Set Private store availability for App1 to Specific groups, and then select Group3.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
User1 can install App1 from the private store. O O
User2 can install App1 from the private store. O O

User3 can install App1 from the private store. O O

Answer Area:

Statements Yes No

User1 can install App1 from the private store. O
User2 can install App1 from the private store. @, @

User3 can install App1 from the private store. O O

Section:
Explanation:
https://docs.microsoft.com/en-us/microsoft-store/app-inventory-management-microsoft-store-for-business#private-store-availability

QUESTION 76

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a local administrator.
You need to ensure that the local administrators can manage only the devices in their respective office.

What should you use?

. scope tags

A
B. configuration profiles
C. device categories

D

. conditional access policies

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

QUESTION 77
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HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | GroupT
User2 | Group?2

You purchase the devices shown in the following table.
Name | Platform

Devicel | Windows 10

Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings:
Show app and profile configuration progress: Yes

Allow users to collect logs about installation errors: Yes

Only show page to devices provisioned by out-of-box experience (OOBE): No

Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment @ O
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.
Answer Area:
Statements Yes No
If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment @ O
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enroliment @

status page will appear.

Section:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

QUESTION 78
You have a Microsoft 365 tenant that contains the groups shown in the following table.
Name Type
Group1 Distribution :
Group2 Mail-enabled security -
Group3 Security

You plan to create a new Windows 10 Security Baseline profile.
To which groups can you assign to the profile?

Group3 only
Group1 and Group3 only
Group2 and Group3 only

OO0 wp

Groupl. Group2. and Group3

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#fcreate-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=0365-worldwide

QUESTION 79

You have a Microsoft 365 E5 subscription that contains a user named User1.
The subscription has a single anti-malware policy as shown in the following exhibit.
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general ;
) Malware Detection Response
» settings : : : . :
If malware is detected in an email attachment, the message will be quarantined and can
be released only by an admin.

Do you want to notify recipients if their messages are quarantined?
® Mo
() Yes and use the default notification text

() Yes and use custom notification text

*Custom notification text:

Common Attachment Types Filter

Turn on this feature to block attachment types that may harm your computer.

® Off

{C) On - Emails with attachments of filtered file types will trigger the Malware

Detection Response (recommended).

dumps

FILE TYPES hd

I

.ani

Adpp

docm

Motifications

Sender Notifications
Sends a message to the sender of the undelivered message.

] MNotify internal senders
[] Notify external senders

Administrator Notifications
Sends a message to the administrator of the undelivered message.

5] MNotify administrator about undelivered messages from internal senders

An email message that contains text and two attachments is sent to Userl. One attachment is infected with malware.
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How will the email message and the attachments be processed?

A. Both attachments will be removed. The email message will be quarantined, and Used will receive an email message without any attachments and an email message that includes the following text: 'Malware was
removed.'

B. The email message will be quarantined, and the message will remain undelivered.

C. Both attachments will be removed. The email message will be quarantined, and Userl will receive a copy of the message containing the original text and a new attachment that includes the following text: ‘Malware was
removed.'

D. The malware-infected attachment will be removed. The email message will be quarantined, and User1 will receive a copy of the message containing only the uninfected attachment.

Correct Answer: C

Section:

Explanation:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-protection ?view=0365-worldwide#anti-malware-policies

QUESTION 80
HOTSPOT
From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains the roles shown in the following table.
Role Member
Site owner Prvi
Site member | User1
Site visitor User2

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)
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=  SharePoint

Slte1 |2 Share
Search Documents + New $ Upload v f Quick edit $ Sync -+ = AllDocuments v Y @®
Documents
[ Name Modified Modified By Add column
@1 :II:ile‘l docx About a minute ago Prvi
ﬁ_-“ :'Iliilez_docx A few seconds ago Prvi
E l\II'-‘|‘|E,-3,(:].:::...:::1.: & A few seconds ago Prui

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
User1: v
_File1.docx on!}(_
File1.docx and File2.docx only |
File1.docx, File2.docx, and File3.docx
UserZ: v
Filet.docxonly
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx
Answer Area:
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User1: v

_File1.docx on!}(_
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

User2: | v
File1l.docx only

__Fi_Ia.dlgcx and Eileé.docx_qq_lj;
File1.docx, File2.docx, and File3.docx

Section:

Explanation:
https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/
https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPlcons/

QUESTION 81
You have a Microsoft 365 E5 tenant.
The Microsoft Secure Score for the tenant is shown in the following exhibit.

Microsoft Secure Score d
Overview Improvement actions History Metrics & trends u' l lps

Actions you can take to improve your Microsoft Secure Score. Score updates may take up to 24 hours.

i Export 12 items £ Search ¥ Filter {= Group by -
Applied filters:
Rank @ improvement action Score impact Points achieved
1 Require MFA for administrative roles +16.95% 0/10
2 Ensure all users can complete multi-factor authentication for... +15.25% 0/9
3 Enable policy to block legacy authentication +13.56% 0/8
4 Turn on user risk policy +11.86% 0/7
5 Turn on sign-in risk policy +11.86% 0,7
6 Do not allow users to grant consent to unmanaged applicatio.. +6.78% 0/4
T Enable self-service password reset +1.69% 0
8 Turn on customer lockbox feature +1.69% 0/1
9 Use limited administrative roles +1.69% 0/1
10 Designate more than one global admin +1.69% 0/1

You plan to enable Security defaults for Azure Active Directory (Azure AD).
Which three improvement actions will this affect?
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Require MFA for administrative roles.

Ensure all users can complete multi-factor authentication for secure access
Enable policy to block legacy authentication

Enable self-service password reset

m o0 w>

Use limited administrative roles

Correct Answer: A, B, C

Section:

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

QUESTION 82

You have a Microsoft 365 E5 subscription.

You need to identify which users accessed Microsoft Office 365 from anonymous IP addresses during the last seven days.
What should you do?

From the Cloud App Security admin center, select Users and accounts.
From the Microsoft 365 security center, view the Threat tracker.
From the Microsoft 365 admin center, view the Security & compliance report.

o0 ® >

From the Azure Active Directory admin center, view the Risky sign-ins report.

Correct Answer: A
Section:

QUESTION 83

HOTSPOT

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard. ASR2 will be used to configure Microsoft Defender SmartScreen.
Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults
https://vdumps.com

ASR1: v

Device control

Exploit protection
Application control

App and browser isolation

' Attack surface reduction rules

ASR2: %

Device control

Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

Answer Area:

ASR1: v

Device control
Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

ASR2: <

Device control

Exploit protection
Application control
App and browser isolation
Attack surface reduction rules

Section:
Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-security-asr-policy

QUESTION 84

HOTSPOT
You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).

The tenant has two Compliance Manager assessments as shown in the following table.
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Name | Score Status Assessment Your Microsoft | Group | Product | Regulation
progress |improvement| actions
actions
SP800 15444 | Incomplete | 72% 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
completed completed 365 53
Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline
The SP800 assessment has the improvement actions shown in the following table.

Improvement action Test status | Impact Points achieved Regulations
Establish a threat intelligence None +9 points | 0/9 NIST 800-53, Data Protection
program Baseline
Establish and document a None +9 points | 0/9 NIST 800-53, Data Protection
configuration management program Baseline

You perform the following actions:
For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.
Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Statements

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SP800 assessment score will increase by 54 points.

The Data Protection Baseline score will increase by 9 points.

Answer Area:

Statements

Establish a threat intelligence program will appear as Implemented in
the SP800 assessment.

The SP800 assessment score will increase by 54 points.

The Data Protection Baseline score will increase by 9 points.

Section:
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Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worldwide#create-assessments
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwide#action-types-and-points

QUESTION 85

You have a Microsoft 365 tenant.

Company policy requires that all Windows 10 devices meet the following minimum requirements:
Require complex passwords.

Require the encryption of data storage devices.

Have Microsoft Defender Antivirus real-time protection enabled.

You need to prevent devices that do not meet the requirements from accessing resources in the tenant.
Which two components should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

a configuration policy

a compliance policy

a security baseline profile
a conditional access policy

m o0 w >

a configuration profile

Correct Answer: B, D

Section:

Explanation:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

QUESTION 86

You have a Microsoft 365 E5 tenant.

You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

. aretention policy

A

B. aretention label policy
C. anauto-labeling policy
D

. an insider risk policy

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

QUESTION 87

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATl the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers.

What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile
B. an update policy for iOS
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C. adevice configuration profile
D. a mobile device management (MDM) security baseline profile

Correct Answer: D
Section:

QUESTION 88

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
* Windows 10

* Android

*0S

On which devices can you configure the Endpoint DLP policies?

Windows 10 only

Windows 10 and Android only
Windows 10 and macO Sonly
Windows 10, Android, and iOS

o0 w® P

Correct Answer: C

Section:

Explanation:

Endpoint data loss prevention(Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on Windows 10, Windows 11, and macOS (Catalina 10.15 and
higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information about what users are doing with sensitive items is made visible inactivity explorerand you can enforce protective actions on
those items viaDLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-worldwide

QUESTION 89
Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or Windows 11. All the devices are managed by using Microsoft

Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

Windows 11 and Windows 10 only

Windows 11, Windows 10-Windows8.1.andmacOS
Windows 11 and macOS only

Windows 11 only

Windows 11. Windows 10, and Windows8.1 only

mo 0o w >

Correct Answer: C
Section:

QUESTION 90

HOTSPOT

You have several devices enrolled in Microsoft Endpoint Manager.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

MName Member of

User? Group1
Usar? _“'_,1.»-|.||-‘. f-rr .."‘.-
| User3 MNone

The device type restrictions in Endpoint Manager are configured as shown in the following table.

IT Certification Exams - Questions & Answers | Vdumps.com


o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
https://vdumps.com

Priority | Name Allowed platform Assigned to
1 Policy! | Android, iDS, Windows (MDM) | None
2 Policy2 | Windows (MDM) Group2
3 Policyl | Andresd, i0S Group!
Default | All users | Android, Windows (MDM) All users
Hot Area:
Answer Area

Statements Yes Neo
User? can enroll Windows devices in Endpoint Manager. C C

User2 can enroll Android dewvices in Endpoint Manager

User3 can enroll iDS dévices in Endpaoint Manager.

Answer Area:
Answer Area
Statements Yes No

User? can enroll Windows devices in Endpoint Manager. |

User2 can enroll Android devices in Endpoint Manager J O

User3 can enroll i05 devices in Endpoint Manager. i| dumps
Section:
Explanation:
QUESTION 91
HOTSPOT

You use Microsoft Defender for Endpoint.
You have the Microsoft Defender for Endpoint device groups shown in the following table

Name Rank Members
Group1 1 Cperating system in Windows 10
Group? 2 Mame ends with London
Group3 3 Operating system in Windows Server 2016
Ungrouped Last | Mot applicable
machines (default)

You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Hot Area:
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Computeri-London: |ESEENN
Groupl
Group?
Group3
Ungrouped machines

Server1-London: _
Group1

Group?
Groups
Ungrouped machines

Answer Area:
Answer Area
Compuet Loncor,
"er-':up.;'
Group3
Ungrouped machines
Serverl-London; _
|Groupi
Lardups
]Hm]l:njm‘f machines
Section:
Explanation:
QUESTION 92

You have a Microsoft 365 E5 subscription.
You create an account tor a new security administrator named SecAdmin1.
You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.
Does this meet the goal?

A. Yes
B. no

Correct Answer: B
Section:

QUESTION 93

HOTSPOT
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.
You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the subscription.

What should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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| These are the seiactions for Policy type

|_?h_e_se are the selections for Filter type

Answer Area:
Answer Area
Policy type: H
Activity 5
{App discovery | | These are the velections for Pokicy type
Filter WPE [5Auth app
Sassion
Filter type:
ﬁ :::u |_“‘_!S‘! are the selections for Filter type |
i:r"-".mr.-'.p:-n lovel |
Section: d
Explanation:
QUESTION 94
HOTSPOT

You have a Mlcrosoft 365 E5 subscription that contains the users shown in the following table.

You have Iabels In Microsoft 365 as shown in the foIIowmg table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Hot Area:

Answer Area:

= — U'dumps

QUESTION 95
You have a Microsoft 365 subscription.
You create a retention label named Retention1 as shown in the following exhibit.
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You apply Retention! to all the Microsoft OneDrive content.
On January 1, 2020, a user stores a file named Filel in OneDrive.

On January 10, 2020, the user modifies Filel. m
On February 1, 2020, the user deletes Filel.

When will Filel be removed permanently and unrecoverable from OneDrive?

February 1, 2020
July 1.2020

July 10, 2020
August 1, 2020

oo x>

Correct Answer: B
Section:

QUESTION 96

You have an Azure AD tenant.

You have 1,000 computers that run Windows 10 Pro and are joined to Azure AD.

You purchase a Microsoft 365 E3 subscription.

You need to deploy Windows 10 Enterprise to the computers. The solution must minimize administrative effort.
What should you do?

A. From the Microsoft Endpoinf Manager admin center, create a Windows Autopilot deployment profile. Assign the profile to all the computers. Instruct users to restart their computer and perform a network restart.

B. Enroll the computers in Microsoft Intune. Create a configuration profile by using the Edition upgrade and mode switch template. From the Microsoft Endpoint Manager admin center, assign the profile to all the computers
and instruct users to restart their computer.

C. From Windows Configuration Designer, create a provisioning package that has an EditionUpgrade configuration and upload the package to a Microsoft SharePoint Online site. Instruct users to run the provisioning package
from SharePoint Online.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

D. From the Azure Active Directory admin center, create a security group that has dynamic device membership. Assign licenses to the group and instruct users to sign in to their computer.

Correct Answer: B
Section:

QUESTION 97

HOTSPOT

Your company has a Microsoft 365 E5 tenant.

Users at the company use the following versions of Microsoft Office:

* Microsoft 365 Apps for enterprise

* Office for the web

* Office 2016

* Office 2019

The company currently uses the following Office file types:

* .docx

* xlsx

* .doc

* xls

You plan to use sensitivity labels. You need to identify the following:

* Which versions of Office require an add-in to support the sensitivity labels.
* Which file types support the sensitivity labels.

What should you identify? To answer, select the appropriate options in the answer area, NOTE: Each correct selection is worth one point.

Hot Area: (]

Answer Area:
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Section:
Explanation:

QUESTION 98
HOTSPOT
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

All the devices are onboarded To Microsoft Defender for Endpoint

You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
* Detect operating system vulnerabilities.

Hot Area:

Answer Area:
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Section:
Explanation:

QUESTION 99
HOTSPOT

You have a Microsoft 365 E5 subscription that has auditing turned on. The subscription contains the users shown in the following table.

U*dumps
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You plan to create a new user named User1.
How long will the user creation audit event be available if Adminl or Admin2 creates User1? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

Hot Area:
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Answer Area:

Section: I
Explanation:

QUESTION 100

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A
Section:

QUESTION 101

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

A Built-in protection preset security policy is applied to the subscription.

Which two policy types will be applied by the Built-in protection policy? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

A. Anti-malware
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Anti-phishing
Safe Attachments
Anti-spam

Safe Links

mo O

Correct Answer: C, E
Section:

QUESTION 102

HOTSPOT
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.
You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Portal: Microsoft 365 Defender portal -
Microsoft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview compliance portal

Feature: Configuratipn.dnal
Configuration analyzer
Preset secunty policies
Threat tracker

Answer Area:

Answer Area

Portal:  Microsoft 365 Defender portal -
Microsoft 365 admin center
Microsoft Purview compliance portal

Feature: Configuration analyzer g

Preset secunty policies
Threat tracker

Section:
Explanation:
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QUESTION 103

You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

HOTSPOT
Name Type | Member of
Userl User Group1
Devicel | Device | Group2

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.

On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation
App1 Yes Group1 - Word Monday
Required
App2 Yes Group? - Excel Tuesday
Required
App3 Yes Group1 - PowerPoint Wednesday
Available

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Answer Area:

Statements
Word is installed on Devicel. R 3 -

App3 is displayed in the Company Portal,

Excel is installed on Devicel. (
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Answer Area

Statements Yes No

Word is installed on Device

App3 is displayed in the Company Portal.

Excel is installed on Devicel

Section:
Explanation:

QUESTION 104

You have a Microsoft 365 tenant.

You plan to implement device configuration profiles in Microsoft Intune.
Which platform can you manage by using the profiles?

Ubuntu Linux
macOS

Android Enterprise
Windows 8.1

o 0N >

Correct Answer: D
Section:

QUESTION 105

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps.

You configure a session control policy to block downloads from SharePoint Online sites.

Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites.
What should you configure?

an access policy
a data loss prevention (DLP) policy
an activity policy

o0 w®

a Conditional Access policy

Correct Answer: A
Section:

QUESTION 106

HOTSPOT

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role for Sitel. To Sitel, you publish the file plan retention labels
shown in the following table.
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Name Retention During the retention period
period
Retention1 | 5 years Retain items even if users delete
Retention2 | 5 years Mark items as a record
Retention3 [ 5 years Mark items as a regulatory record
Sitel contains the files shown in the following table.
Name Label
File1 None
File2 Retention1
File3 | Retention2
File4 | Retention3

Which files can Userl rename, and which files can User1 delete? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Answer Area:

Rename: [FtleL File2, and File3 only

File1, Filez, and Fie3 oniy
File1, File2, File3, and File4

Delete: File1 and File2 only b

File1 only

File1 and File2 only

File1, File2, and File3 only
File1, File2, File3, and File4
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Rename; [FileL File2, and File3 only

File1 only

File1 and File2 only

 File1, File2, and File3 only
File1, File2, File3, and File4

Delete: File1 and File2 only

File1 only
File1 and File2 only

‘FileT, FileZ, and File3 only
File1, File2, File3, and File4

Section:
Explanation:

QUESTION 107

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy.

You need to identify the following information:

* The number of email messages quarantined by zero-hour auto purge (ZAP) u m ps
* The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer are
a. NOTE: Each correct selection is worth one point.

Hot Area:
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To identify the number of emails quarantined by ZAP: ' Threat protection status ¥
Mailflow status report
Spoof detections
Threat protection status
URL threat protection

To identify the number of times users clicked a malicious link =~ Mailflow status report »
RN
Spoof detections
Threat protection status
URL threat protection

Answer Area:

Answer Area

To identify the nummmm Threat protection status V¥

Mailflow status report
Spoof detections

URL threat protection

To identify the number of times users clicked a malicious link =~ Mailflow status report ¥
LE LU M ailflow status report
Spoof detections
Threat protection status
URL threat protection

Section:
Explanation:

QUESTION 108

HOTSPOT
You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.
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Name Platform Intune
Device1l | i10S Enrolled
Device2 | macOS Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.

What should you use to onboard each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Answer Area:

Device1:

DeviceZ:

Microsoft Endpoint Manager
A local script

Group Policy
Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

A local script
A local script
Group Poli
Microsoft p

An app from the Google Play$tore
Integration with Microsoft Defender for Cloud
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Section:

Explanation:

QUESTION 109

Devicel: | Microsoft Endpoint Manager
A local script
Group Policy
Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

Device2: | A local script

A local script

Group Policy

Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the followindnu m ps
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Home > sensitivity

Labels Label policies Auto-labeling (preview)

Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt files, add content marking. and control user access to specific sites. Learn more about
sensitivity labels

+ Create a label L. Publish labels O Refresh

Name T Order Created by Last modified
Label1 ‘» 0 - haghest Prvi 04/24/2020
Label? ' 1 Prvi 04/24/2020
Label3 Q- highest Prvi 04/24/2020
- - AdUMPS o
Label5 ‘e 5 Prvi 04/24/2020
Labelb 0 - highest Prvi 04/24/2020

Which labels can users apply to content?

Labell, Label2, and Label5 only

Label3. Label4, and Label6 only

Labell, Label3, Labe2, and Label6 only

Labell, Label2, Label3, Label4, Label5. and Label6

o0 w® >

Correct Answer: C
Section:

QUESTION 110

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl. you need to preserve a copy of all the email messages that contain the word ProjectX.
What should you do first?
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OO0 wp

From the Exchange admin center create a mail flow rule.
From Microsoft 365 Defender, start a message trace.
From Microsoft Defender for Cloud Apps, create an activity policy.

Correct Answer: D

Section:

QUESTION 111

From the Microsoft Purview compliance portal, create a label and a label policy.

You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Platform
Devicel | Windows 10 Enterprise
Device2 | 108
Device3 | Android
Device4 | Windows 10 Pro

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings.

Which devices will support the settings?

. Devicel only

Devicel, Device3, and Device4

A
B. Devicel and Device4d
C
D

. Devicel, Device2, Device3, and Device4d

Correct Answer: A

Section:

QUESTION 112

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365. You have the policies shown in the following table.

Name Type
Policyl | Anti-phishing
Policy2 | Anti-spam
Policy3 | Anti-malware
Policyd | Safe Attachments

All the policies are configured to send malicious email messages to quarantine. Which policies support a customized quarantine retention period?

Policyl and
Policy2 and
Policy3 and

OO0 >

Policyl and

Correct Answe
Section:

Policy2 only
Policy4 only
Policy4 only
Policy3only

r:A
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QUESTION 113

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

Install all the feature updates released since version 21H1 and the latest quality update only.
Install the latest feature update and all the quality updates released since version 21H1.
Install the latest feature update and the latest quality update only.

OO0 ®

Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Correct Answer: C
Section:

QUESTION 114

You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

. the Microsoft 365 admin center

A

B. the Microsoft Purview compliance portal

C. the Microsoft Defender for Cloud Apps portal
D

. the Microsoft Apps admin center

Correct Answer: C
Section:

QUESTION 115
DRAG DROP
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled

Device2 | i0S Enrolled

Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:

* Word files created by using Windows devices must be encrypted automatically.

* If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:
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Policy Types Answer Area

App configuration policy Devicel:
App protection policy .
L Device2:
Compliance policy
Device3:
Conditional Access policy
Correct Answer:
Policy Types Answer Area
App configuration policy Device1: | App protection policy
Device2: Conditional Access policy
Devices: Compliance policy
Section:
Explanation:

QUESTION 116
You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft SharePoint Online site. What should you do?

From the SharePoint Online site, create an alert.
From the SharePoint Online admin center, modify the sharing settings.
From the Microsoft 365 Defender portal, create an alert policy.

o 0N >

From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Correct Answer: D
Section:

QUESTION 117

HOTSPOT

You have a Microsoft 365 E5 subscription that.

You need to identify whenever a sensitivity label is applied, changed, or removed within the subscription.

Which feature should you use, and how many days will the data be retained? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Hot Area:
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Answer Area

Feature: | Activity explorer g

Actniity explorer

Compliance Manager
Content explorer

MNumber of days the data will be retained: 120 |Y
30
&0
120
Answer Area:
Answer Area
Feature: | Activity explorer =7 |
 Activity explorer
Compliance Manager
Content explorer
MNumber of days the data will be retained: 120 1Y
30
60 o -
20 _ (|
dumps
Explanation:

QUESTION 118
HOTSPOT

You have a Microsoft 365 E5 subscription that contains 200 Android devices enrolled in Microsoft Intune.
You create an Android app protection policy named Policy! that is targeted to all Microsoft apps and assigned to all users.

Policy! has the Data protection settings shown in the following exhibit.
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Data Transfer

Backup org data to Android backup 'm Block i

sarvices (3)

Send org data to other apps (D [ Policy managed apps ok i

Select apps to exempt
ey '. - '\.
Save copies of org ata © Alow T

Allow user to save copies to selected [ Shareraint o ]
senvices (O
Transfer telecommunication data to (O | Any dialer app W

Dialer App Package 1D

Dialer App Nama

Receive data from other apps (0 “_'E‘II-'.:'E:_'_"'P_S_ \_f
Open data into Org documents () C Allow Block )
Allow users 1o open data from salected 3 splected
senvices (o)
Restrict cut. copy, and paste between Policy managgd apps with paste in a o]

other apps (D

-~

Screen capture and Google Assistant (D

umps

Approved keyboards @

select keyboards to approve Select |

Use the drop-down menus to select 'he answer choice that completes each statement based on the information presented in the graphic.

Hot Area:
Answer Area

A user can copy files from Microsoft OneDrive to [answer choice] only. | Microsoft SharePoint Online 6']

OneDrive
local storage
Microsoft SharePoint Online

Microsoft SharePoint Online and OneDrive

A user can copy and paste text from [answer choice] to a Microsoft Word document stored | any app >
in Microsoft OneDrive. "

only managed apps
_only unmanaged apps

Answer Area:
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Answer Area

A user can copy files from Microsoft OneDrive to [answer choice] only. | Microsoft SharePoint Online 6']

OneDnve
local storage .
Microsoft SharePoint Online '

“MicTas0TT Shareraint Unline and Unelrive

A user can copy and paste text from [answer choice] to a Microsoft Word document stored | any app > |
in Microsoft OneDrive. % app '

only managed apps
L only unmanaged apps

Section:
Explanation:

QUESTION 119

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role

Admint | Global Administrator
Admin2 | Security Administrator
Admind | Security Operator
Admind | Security Reader

Admin5 | Application Administrator

You ate implementing Microsoft Defender for Endpoint

You need to enable role-based access control (RBAQ to restrict access to the Microsoft 365 Defender portal. u m ps
Which users can enable RBAC, and winch users will no longer have access to the Microsoft 365 Defender portal after RBAC is enabled?/To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point.

Hot Area:
Answer Area

Users that can enable RBAC: | Admin1 and Admin2 only i':-l
Adminl only
Adminl and Admin2 only
Admin1, Admin2, and Admin5 only
Admin1, Admin2, Admin3, and Admin5 only

Users that will no longer have access 1o the
Microsoft 365 Defender portal: | Admin3, Admind, and Admin5 only A

Admin5 only

Admin3 and Admind only

Admind and Admin5 only

Admin3, Admind, and Admin5 only

Answer Area:
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Answer Area

Users that can enable RBAC: || Admin1 and Admin2 only 4 |

Adminl only

"Admin1, Adminz, and Admins only
Adminl, Admin2, Admin3, and Admin5 only
Users that will no longer have access to the
Microsoft 365 Defender portat: | Admin3, Admind, and Admin5 only > |
Admin5 only

Admin2 and Admind only
Admind and AdminS only

O FUTTITL L)

Section:
Explanation:

QUESTION 120

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to be notified when a single user downloads more than 50 files during any 60-second period.
What should you configure?

. asession policy

an activity policy

. an anomaly detection policy d u m ps

Correct Answer: D
Section:

A
B. afile policy
C
D

QUESTION 121
HOTSPOT
You have an Azure AD tenant that contains the users shown in the following table.

Name | Member of
Userl Group
User2 Group?2
User3 Group3

Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint contains the roles shown in the following table.

MName Permission Assigned
user group
Microsoft Defender | View data, Alerts Group3
for Endpoint investigation, Active
administrator remediation actions,
(default) Manage security settings
Role1 View data, Alerts Group1
investigation
Role2 View data Group?2

Microsoft Defender for Endpoint contains the device groups shown in the following table.
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Rank Device group Device User access

name
1 ATP1 Devicel Group1
Last | Ungrouped devices | Deviced Group?

(default)

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.

Hot Area:
Answer Area

Statements Yes MNo

Liker! can run an antivirus scan on DeviceZ,

User2 can collect an investigation package from Devicel.

User3 can isolate Devicel.

Answer Area:

Answer Area
Statements Yes MNo
Liker! can run an antivirus scan on DeviceZ,
User2 can collect an investigation package from Deviced : i
b |
User3 can isolate Devicel. 3
Section:
Explanation:

QUESTION 122

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains domain controllers that run Windows Server 2019. The functional level of the forest and the domain is Windows Server 2012 R2.
The domain contains 100 computers that run Windows 10 and a member server named Serverl that runs Windows Server 2012 R2.

You plan to use Serverl to manage the domain and to configure Windows 10 Group Policy settings.

You install the Group Policy Management Console (GPMC) on Serverl.

You need to configure the Windows Update for Business Group Policy settings on Serverl.

Solution: You raise the domain functional level to Windows Server 2019. You copy the Group Policy Administrative Templates from a Windows 10 computer to the Netlogon share on all the domain controllers.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:
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QUESTION 123

Your company has a Microsoft 365 subscription.

You need to identify all the users in the subscription who are licensed for Office 365 through a group membership. The solution must include the name of the group used to assign the license.
What should you use?

Active users in the Microsoft 365 admin center
Reports in Microsoft Purview compliance portal
the Licenses blade in the Microsoft Entra admin center

OO0 ®

Reports in the Microsoft 365 admin center

Correct Answer: D

Section:

Explanation:

Microsoft 365 Reports in the admin center

You can easily see how people in your business are using Microsoft 365 services. For example, you can identify who is using a service a lot and reaching quotas, or who may not need a Microsoft 365 license at all.
Which activity reports are available in the admin center

Depending on your subscription, here are the available reports in all environments.

Report Public GCC GCC- DoD Office 365 operated
High by 21Vianet
Microsoft browser usage Yes Ne' No' No' No°
Email activity Yes Yes  Yes Yes Yes
Email apps usage Yes Yes  Yes Yes Yes
Mailbox usage Yes Yes  Yes ‘fes Yes
@ffice activatiomj Yes Yes  Yes Yes Yes

https://learn.microsoft.com/en-us/microsoft-365/admin/activity-reports/activity-reports

QUESTION 124

HOTSPOT
You have a Microsoft 365 subscription that contains the users shown in the following table.
Name Type Department
User1 Guest IT support
UserZ Guest SupportCore
User3 Member IT support

You need to configure a dynamic user group that will include the guest users in any department that contains the word Support.
How should you complete the membership rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

(user.userType | i l. vﬂ ) and (user.department | | v-]
ﬂ -eq "Guest” . i -contains "Support™
-in "Guest” -in "Support”
-ne "Guest” -match "Support”
-notmatch "Member” -startsWith "Sup”
Answer Area:

Answer Area

(user.userType | . l. v_J ) and (user.department | | "-J
Iil -eq "Guest r:l -contains "Support
(] ., |
-in "Guest” -in "Support”
-ne "Guest” -match “Support”
-notmatch "Member” -startsWith "Sup”
Section:
Explanation:

https://learn.microsoft.com/en-us/azure/active-directory/enterprise-users/groups-dynamic-membership

QUESTION 125

HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users.

The company purchases a Microsoft 365 subscription.

You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

File type to use: . w
dcsv %
JSON ‘
PST
XML
Required properties for each user: | v

Display Name and Department
First Name and Last Name
User Name and Department
User Name and Display Name

Answer Area:
Answer Area

File type to use: v
SCsv
[JSON
PST
XML

Required properties for each user: | w

Display Name and Department
First Name and Last Name
User Name and Department
User Name and Display Name

Section:
Explanation:
https://learn.microsoft.com/en-us/microsoft-365/enterprise/add-several-users-at-the-same-time

QUESTION 126
You have a Microsoft 365 subscription that contains the users shown in the following table.
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Name Department
User1 Human resources
User2 Research
User3 Human resources
User4 Marketing

You need to configure group-based licensing to meet the following requirements:

To all users, deploy an Office 365 E3 license without the Power Automate license option.
To all users, deploy an Enterprise Mobility + Security E5 license.

To the users in the research department only, deploy a Power Bl Pro license.

To the users in the marketing department only, deploy a Visio Plan 2 license.

What is the minimum number of deployment groups required?

m o0 w>
g b W N -

Correct Answer: C

Section:

Explanation:

One for all users, one for the research department, and one for the marketing department.

Note: What are Deployment Groups?

With Deployment Groups, you can orchestrate deployments across multiple servers and perform rolling updates, while ensuring high availability of your application throughout. You can also deploy to servers on-premises or
virtual machines on Azure or any cloud, plus have end-to-end traceability of deployed artifact versions down to the server level.
https://devblogs.microsoft.com/devops/deployment-groups-is-now-generally-available-sharing-of-targets-and-more

QUESTION 127

You have a Microsoft 365 subscription.
You view the Service health Overview as shown in the following exhibit.
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Service health

Overview Issue history  Reported issues

View the issues and health status of all services that are available with your current subscriptions. Learn more
about Service Health

E Report anissue 3 Customize

Active issues

R Issue title Affected service Issue type

> Microsoft service health (6)

Issues in your environment that require action (0) d u m ps

Microsoft service health

Shows the current health status of your Microsoft services, and updates when we fix issues.

Service Status
Exchange Online © 3 advisories
Microsoft 365 suite © 2 advisories
Microsoft Teams @ 1 advisory
OneDrive for Business 0 1 advisory
SharePoint Online © 2 advisories
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You need to ensure that a user named Userl can view the advisories to investigate service health issues.
Which role should you assign to User1?

Message Center Reader
Reports Reader
Service Support Administrator

o0 ®p

Compliance Administrator
Correct Answer: B

Section:
Explanation:

QUESTION 128

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Member of

Admin’ Group1
Admin2 | Group2
Admin3 | Group1, GroupZ2

You add the following assignment for the User Administrator role:
Scope type: Directory

Selected members: Groupl

Assignment type: Active

Assignment starts: Mar 15, 2023

Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
Scope type: Directory

Selected members: Group2

Assignment type: Eligible

Assignment starts: Jun 15, 2023

Assignment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements

On July 15, 2023, Admin1 can reset the password of a user.

On June 20, 2023, Admin2 can manage Microsoft Exchange Online.

On May 1, 2023, Admin3 can reset the password of a user.

Answer Area:

Answer Area

Statements

On July 15, 2023, Admin1 can reset the password of a user.

On June 20, 2023, Admin2 can manage Microsoft Exchange Online.

On May 1, 2023, Admin3 can reset the password of a user.

Section:

Explanation:

https://learn.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
https://learn.microsoft.com/en-us/azure/active-directory/privileged-identity-management/groups-assign-member-owner

QUESTION 129
You have a Microsoft 365 subscription.
You have an Azure AD tenant that contains the users shown in the following table.

Name Role

User1 | Security Administrator

User2 | Global Administrator

User3 | Service Support Administrator

You configure Tenant properties as shown in the following exhibit.

Yes

Yes

_d
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Technical contact

[ User1@contoso.com 4

Global privacy contact

| 4

Privacy statement URL

‘ http://contoso.com/privacy v

Which users will be contacted by Microsoft if the tenant experiences a data breach?

Used only
User2 only
User3 only
Used and User2 only

m o 0w >

User2 and User3 only

Correct Answer: B

Section:

Explanation:

Microsoft 365 is committed to notifying customers within 72 hours of breach declaration. The customer's tenant administrator will be notified.
https://learn.microsoft.com/en-us/compliance/regulatory/gdpr-breach-office365

QUESTION 130

Your network contains an Active Directory forest named contoso.local.

You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months.

You need to prepare for the planned move to Microsoft 365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

Purchase a third-party X.509 certificate.
Create an external forest trust.
Rename the Active Directory forest.

o0 >

Purchase a custom domain name.

Correct Answer: D

Section:

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use in your on-premise Active Directory if it's a routable domain
name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active Directory.

Incorrect:
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Not C: No need to rename the Active Directory forest. As we use a non-routable domain name contoso.local, we just need to add the routable domain name as a UPN suffix in Active Directory.
https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

QUESTION 131

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access App1?

a Microsoft 365 group that has assigned membership
a Microsoft 365 group that has dynamic user membership
a security group that has assigned membership

o0 ® >

a security group that has dynamic user membership

Correct Answer: C

Section:

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and Administrators list for that app. Select the new custom role and
complete the user or group assignment. The assignees can manage users and group access only for the specific app.

Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.

Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only administer the group rather than adding users to each resource
individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management sérvices, such as Intune.

Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically based on user attributes such as department, location, or title;
or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups.

Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group email and shared workspace for conversations, files, and
calendar events, Stream, and a Planner.

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps

https://learn.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?

https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

QUESTION 132

You have a new Microsoft 365 E5 tenant.

You need to enable an alert policy that will be triggered when an elevation of Microsoft Exchange Online administrative privileges is detected.
What should you do first?

Enable auditing.
Enable Microsoft 365 usage analytics.
Create an Insider risk management policy.

o0 ®wp

Create a communication compliance policy.

Correct Answer: A
Section:
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Explanation:

Microsoft Purview auditing solutions provide an integrated solution to help organizations effectively respond to security events, forensic investigations, internal investigations, and compliance obligations. Thousands of user
and admin operations performed in dozens of Microsoft 365 services and solutions are captured, recorded, and retained in your organization's unified audit log. Audit records for these events are searchable by security ops, IT
admins, insider risk teams, and compliance and legal investigators in your organization. This capability provides visibility into the activities performed across your Microsoft 365 organization.

Note: Permissions alert policies

Example: Elevation of Exchange admin privilege

Generates an alert when someone is assigned administrative permissions in your Exchange Online organization. For example, when a user is added to the Organization Management role group in Exchange Online.
https://learn.microsoft.com/en-us/microsoft-365/compliance/audit-solutions-overview

https://learn.microsoft.com/en-us/microsoft-365/compliance/alert-policies

QUESTION 133

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains 1,000 Windows 10 devices.

You perform a proof of concept (PoC) deployment of Microsoft Defender for Endpoint for 10 test devices. During the onboarding process, you configure Microsoft Defender for Endpoint-related data to be stored in the United
States.

You plan to onboard all the devices to Microsoft Defender for Endpoint.

You need to store the Microsoft Defender for Endpoint data in Europe.

What should you do first?

Delete the workspace.
Create a workspace.
Onboard a new device.
Offboard the test devices.

o0 ®p

Correct Answer: B

Section:

Explanation:

Storage locations

Understand where Defender for Cloud stores data and how you can work with your data:

* Machine information

- Stored in a Log Analytics workspace.

- You can use either the default Defender for Cloud workspace or a custom workspace. Data is stored in accordance with the workspace location.
https://learn.microsoft.com/en-us/azure/defender-for-cloud/plan-defender-for-servers-data-workspace

QUESTION 134

You have a Microsoft 365 E5 subscription that contains a user named User1.

Userl exceeds the default daily limit of allowed email messages and is on the Restricted entities list.
You need to remove Userl from the Restricted entities list.

What should you use?

the Exchange admin center

the Microsoft Purview compliance portal
the Microsoft 365 admin center

the Microsoft 365 Defender portal

the Microsoft Entra admin center

m o 0w >

Correct Answer: D
Section:
Explanation:
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Admins can remove user accounts from the Restricted entities page in the Microsoft 365 Defender portal or in Exchange Online PowerShell.

Remove a user from the Restricted entities page in the Microsoft 365 Defender portal

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & collaboration > Review > Restricted entities. Or, to go directly to the Restricted entities page, use https://security.microsoft.com/restrictedentities.
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/removing-user-from-restricted-users-portal-after-spam

QUESTION 135

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents. Users in other departments must not be restricted.

What should you do?

Create a data loss prevention (DLP) policy that has a Content is shared condition.
Modify the safe links policy Global settings.
Create a data loss prevention (DLP) policy that has a Content contains condition.

OO0 wp

Create a new safe links policy.

Correct Answer: D

Section:

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies section. Or, to go directly to the Safe Links page, use
https://security.microsoft.com/safelinksv2.

1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

2. On the Name your policy page, configure the following settings:

Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

3. When you're finished on the Name your policy page, select Next.

4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic distribution groups aren't supported).
The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization.

Etc.

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-policies-configure

QUESTION 136

You have a Microsoft 365 E5 subscription.

You need to compare the current Safe Links configuration to the Microsoft recommended configurations.
What should you use?

Microsoft Purview
Azure AD ldentity Protection
Microsoft Secure Score

OO0 >

the configuration analyzer

Correct Answer: C
Section:

QUESTION 137
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You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint.
When users attempt to access the portal of a partner company, they receive the message shown in the following exhibit.

This website Is blocked by your
organization. Contact your
administrator for more information.

Hosted by www.contoso.com

GO back

Microsoft Defender SmartScreen

You need to enable user access to the partner company's portal.
Which Microsoft Defender for Endpoint setting should you modify?

Alert notifications
Alert suppression

Custom detections
Advanced hunting

m o0 ®m >

Indicators
Correct Answer: E

Section:
Explanation:
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This website is blocked by your
organization. Contact your
administrator for more information.

Hosted by twitter.com

This Website Is Blocked By Your Organization
Custom indicators will block malicious IPs, URLs, and domains. Then, they will display the above message for the user.
https://jadexstrategic.com/web-protection/

QUESTION 138

HOTSPOT

You have a Microsoft 365 E3 subscription.

You plan to launch Attack simulation training for all users.

Which social engineering technique and training experience will be available? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Social engineering technique: : i
Credential harvest E
Link to malware
Malware attachment
Training experience: g
Identity Theft
Mass Market Phishing
Web Phishing
Answer Area:
Answer Area
w

Social engineering technique: | = = & ¥ |
# Credential harvest E

[ Link to malware

Malware attachment

Training experience: g8
Identity Theft
| Mass Market Phishing
Web Phishing
Section:
Explanation:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started

QUESTION 139

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.
What should you do?

IT Certification Exams - Questions & Answers | Vdumps.com


https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/attack-simulation-training-get-started
https://vdumps.com

Create a newAnti-malware policy
Configure the Safe Links global settings.
Create a new Anti-phishing policy

o 0N >

Configure the Safe Attachments global settings.

Correct Answer: D

Section:

Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint, OneDrive, and Microsoft Teams provides an additional layer of protection against malware. After files are asynchronously scanned by
the common virus detection engine in Microsoft 365, Safe Attachments opens files in a virtual environment to see what happens (a process known as detonation). Safe Attachments for SharePoint, OneDrive, and Microsoft
Teams also helps detect and block existing files that are identified as malicious in team sites and document libraries.
https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-teams-about

QUESTION 140

\I;'ooutscpoor:pany uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And O0S In Windows 1@
2 Group?2 Tag Equals demo
3 Group3 Domain Equals adatum.com
4 Group4 Domain Equals adatum.com And OS JIn Windows 10
Last | Ungrouped devices (default) Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.
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Settings 2 Endpoints 7 computer?

Device summary

Risk level ()

None

Device details

Domain

adatum.com

0sS

Windows 10 64-bit
Version 21H2

Build 19044.2130

computer1

Use the drop-down menus to select the answer choice that completes each statement.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Computer1 will be a member of [answer choice]. |
I Group3 only
Group4 anly
Group3 and Group4 only

Ungrouped devices

If you add the tag demo to Computer1, the computer will be a member of [answer choice].

Group1 only

Group1 and GroupZ only

Group1, GroupZ2, Group3, and Group4
Ungrouped dewvices

Answer Area:

Answer Area

Computer1 will be a member of [answer choice].

Group3 and Group4 only
Ungrouped devices

If you add the tag demo to Computer1, the computer will be a member of [answer choice].

Group1 only

Group1 and Group2 only

Group1, GroupZ, Group3, and Group4
Ungrouped devices

Section:
Explanation:

QUESTION 141

Your network contains an on-premises Active Directory domain named contoso.local. The domain contains five domain controllers.
Your company purchases Microsoft 365 and creates an Azure AD tenant named contoso.onmicrosoft.com.

You plan to install Azure AD Connect on a member server and implement pass-through authentication.

You need to prepare the environment for the planned implementation of pass-through authentication.

Which three actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

From a domain controller install an Authentication Agent

From the Microsoft Entra admin center, confiqure an authentication method.
From Active Director,' Domains and Trusts add a UPN suffix

Modify the email address attribute for each user account.

From the Microsoft Entra admin center, add a custom domain name.

mmoo®»

Modify the User logon name for each user account.

Correct Answer: A, B, E

Section:

Explanation:

Deploy Azure AD Pass-through Authentication

Step 1: Check the prerequisites

Ensure that the following prerequisites are in place.

In the Entra admin center

1. Create a cloud-only Hybrid Identity Administrator account or a Hybrid Identity administrator account on your Azure AD tenant. This way, you can manage the configuration of your tenant should your on-premises services
fail or become unavailable.

(E) 2. Add one or more custom domain names to your Azure AD tenant. Your users can sign in with one of these domain names.

(A) In your on-premises environment

1. Identify a server running Windows Server 2016 or later to run Azure AD Connect. If not enabled already, enable TLS 1.2 on the server. Add the server to the same Active Directory forest as the users whose passwords you
need to validate. It should be noted that installation of Pass-Through Authentication agent on Windows Server Core versions is not supported.

2. Install the latest version of Azure AD Connect on the server identified in the preceding step. If you already have Azure AD Connect running, ensure that the version is supported.

3. Identify one or more additional servers (running Windows Server 2016 or later, with TLS 1.2 enabled) where you can run standalone Authentication Agents. These additional servers are needed to ensure the high
availability of requests to sign in. Add the servers to the same Active Directory forest as the users whose passwords you need to validate.

4. Etc.

(B) Step 2: Enable the feature

Enable Pass-through Authentication through Azure AD Connect.

If you're installing Azure AD Connect for the first time, choose the custom installation path. At the User sign-in page, choose Pass-through Authentication as the Sign On method. On successful completion, a Pass-through
Authentication Agent is installed on the same server as Azure AD Connect. In addition, the Pass-through Authentication feature is enabled on your tenant.

Incorrect:

Not C: From Active Directory Domains and Trusts, add a UPN suffix

Not D. Modify the email address attribute for each user account.

Not F. Modify the User logon name for each user account.

https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/how-to-connect-pta-quick-start

QUESTION 142

HOTSPOT

You have a new Microsoft 365 E5 tenant.

Enable Security defaults is set to Yes.

A user signs in to the tenant for the first time.

Which multi-factor authentication (MFA) method can the user use, and how many days does the user have to register for MFA? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

MFA method: i w

EC&H to phone %

Email message ‘
Security questions

Text message to phone

Notification to Microsoft Authenticator app

[m]

Number of days: v |
-
14
30
60
Answer Area:
Answer Area d
MFA method: o u m ps
EC&H to phone %
'Email message i ‘
Security questions
Text message to phone
Notification to Microsoft Authenticator app
Number of days: il
-
14 |
30
60
Section:
Explanation:

https://learn.microsoft.com/en-us/microsoft-365/solutions/empower-people-to-work-remotely-secure-sign-in
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/howto-identity-protection-configure-mfa-policy
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QUESTION 143
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the objects shown in the following table.

Name Configuration
Group1 Global security group
User1 Enabled user account
UserZ Disabled user account

You configure Azure AD Connect to sync contoso.com to Azure AD.
Which objects will sync to Azure AD?

A. Grouplonly

B. Userl and User2 only

C. Groupl and Userl only

D. Groupl, Userl, and User2

Correct Answer: D

Section:

Explanation:

Disabled accounts

Disabled accounts are synchronized as well to Azure AD. Disabled accounts are common to represent resources in Exchange, for example conference rooms. The exception is users with a linked mailbox; as previously
mentioned, these will never provision an account to Azure AD.

The assumption is that if a disabled user account is found, then we won't find another active account later and the object is provisioned to Azure AD with the userPrincipalName and sourceAnchor found. In case another
active account will join to the same metaverse object, then its userPrincipalName and sourceAnchor will.be used.
https://learn.microsoft.com/en-us/azure/active-directory/hybrid/connect/concept-azure-ad-connectssync:user:and-contacts

QUESTION 144

You have a Microsoft 365 E5 subscription.

You need to create Conditional Access policies to meet the following requirements:

All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.

All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android and iOS devices.

Only users in the finance department must be able to sign in to an Azure AD enterprise application named App1. All other users must be blocked from signing in to App1.
What is the minimum number of Conditional Access policies you should create?

mm o0 ®w >
o0 N o L AW

Correct Answer: B

Section:

Explanation:

* Only users in the finance department must be able to sign in to an Azure AD enterprise application named App1. All other users must be blocked from signing in to App1.
One Policy.

* Only users in the R&D department must be blocked from signing in from both Android and iOS devices.
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One Policy.

* Users must only be able to sign in from outside the corporate network if the sign-in originates from a compliant device.
All users must use multi-factor authentication (MFA) when they sign in from outside the corporate network.

One policy

* All users must be blocked from signing in from outside the United States and Canada.

Only users in the R&D department must be blocked from signing in from both Android

One Policy

https://learn.microsoft.com/en-us/azure/active-directory/conditional-access/plan-conditional-access

QUESTION 145

HOTSPOT

Your network contains an on-premises Active Directory domain.

You have a Microsoft 365 E5 subscription.

You plan to implement directory synchronization.

You need to identify potential synchronization issues for the domain. The solution must use the principle of least privilege.
What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Tool: 3 v

;Access(:hk : §
 Azure AD Connect l
Active Directory Explorer
IdFix

Required group membership: v
Domain Admins

Domain Users

Server Operators

Enterprise Admins

Answer Area:
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Answer Area

Tool: 3 v

;ACEESSChk : E
Azure AD Connect l
Active Directory Explorer
IdFix

Required group membership: -
Domain Admins

Domain Users

Server Operators

Enterprise Admins

Section:

Explanation:

https://microsoft.github.io/idfix/
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups

QUESTION 146

HOTSPOT

You have an Azure AD tenant named contoso.com that contains the users shown in the following table.
Name | Member of Multi-Factor Auth Status
Userl | Groupl Disabled
UserZ2 | Group1 Enforced

Multi-factor authentication (MFA) is configured to use 131.107.5.0/24 as trusted IPs.
The tenant contains the named locations shown in the following table.

Name IP address range Trusted location
Location1 131.107.20.0/24 Yes
Location2 131.107.50.0/24 Yes

You create a conditional access policy that has the following configurations:

Users or workload identities assignments: All users

Cloud apps or actions assignment: Appl

Conditions: Include all trusted locations

Grant access: Require multi-factor authentication

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No

When User1 connects to App1 from a device that has an IP H
address of 131.107.50.10, User1 must use MFA.

When User2 connects to App1 from a device that has an IP
address of 131.107.20.15, User2 must use MFA.

When UserZ connects to App1 from a device that has an IP Q
address of 131.107.5.5, User2 must use MFA.

Answer Area:
Answer Area
Statements Yes No
When User1 connects to App1 from a device that has an IP E:E O

address of 131.107.50.10, User1 must use MFA.

When User2 connects to App1 from a device that has an IP
address of 131.107.20.15, User2 must use MFA.

When User2 connects to App1 from a device that has an IP Q
address of 131.107.5.5, User2 must use MFA.

Section:
Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition

QUESTION 147

You have a Microsoft 365 subscription.

You register two applications named Appl and App2 to Azure AD.

You need to ensure that users who connect to App1 require multi-factor authentication (MFA). MFA is required only for App1. What should you do?

From the Microsoft Entra admin center, create a conditional access policy

From the Microsoft 365 admin center, configure the Modem authentication settings.

From the Enterprise applications blade of the Microsoft Entra admin center, configure the Users settings.
From Multi-Factor Authentication, configure the service settings.

o0 ® >
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Correct Answer: A

Section:

Explanation:

Use Conditional Access policies

If your organization has more granular sign-in security needs, Conditional Access policies can offer you more control. Conditional Access lets you create and define policies that react to sign in events and request additional
actions before a user is granted access to an application or service.

https://learn.microsoft.com/en-us/microsoft-365/admin/security-and-compliance/set-up-multi-factor-authentication

QUESTION 148

HOTSPOT

You have a Microsoft 365 E5 subscription.

You need to implement identity protection. The solution must meet the following requirements:
Identify when a user's credentials are compromised and shared on the dark web.

Provide users that have compromised credentials with the ability to self-remediate.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

To identify when users have compromised credentials, configure: v
A registration policy
| A sign<in rigk p6licy
A user rnisk'policy

A multifactor authentication registration policy

1 m]
=00

To enable self-remediation, select: v
Generate a temporary password

Require multi-factor authentication

Require password change

Answer Area:
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Answer Area

To identify when users have compromised credentials, configure:

m]

EA registration policy

A sign-in risk policy

A user risk policy

A multifactor authentication registration policy

To enable self-remediation, select:

Generate a temporary password

Require multi-factor authentication

Require password change

Section:
Explanation:
https://learn.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-policies#user-risk-based-conditional-access-policy

QUESTION 149

HOTSPOT

Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription.
The domain contains the users shown in the following table.

Name | Member of | In organizational unit (OU)
Userl | Groupl QU1
User2 | GroupZ OuU1

The domain contains the groups shown in the following table.
Name | Member of In OU
Group1 | None Sales
GroupZ | Group1 OuU1

You are deploying Azure AD Connect.
You configure Domain and OU filtering as shown in the following exhibit.
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& Microsoft Azure Active Directory Connect

Domam,/OU Filtenng

Filtenng

Adatum.com

Sync all domamns and OUs

Syne selected domains and OlUs

Adatum.com
Builun
Computers
Development
Domann Controllers
ForesgnSecuntyPrnincpals
infrastructure
1
LostAndFound
Managed Servce Accounts
Managers
Marketing

| OuU1

Program Data
Sales

System

Users

You configure Filter users and devices as shown in the following exhibit.

Domain and OU filtering

1 you change the OU-filterng configuration for a grven directory, the next sync cycle will automatically
perform full import on the directory

_Refresh Domains L)
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4 Microsoft Azure Active DI'I"{_"JT:,‘ Connect

Filter users and devices

Task
wnnect 1o Azure Al For a prlot deployment. specafy a group containing your users and dewices that will be synchronized. Nested
groups are not supported and will be ignored.
T
nnect Dwrectones Synchronze all uiers and dewvices
Domary'OU Fdtenng * Synchronize ;e-ieﬁh}o
phonal Features Adatum.com CHN=Group1,0U =Sales DC = Adatum DC =com &

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Statements Yes No

User1 syncs to Azure AD. E:E

User2 syncs to Azure AD.

GroupZ syncs to Azure AD.

Answer Area:
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Answer Area

Statements Yes No
User1 syncs to Azure AD. E:::E —‘
UserZ2 syncs to Azure AD.

GroupZ syncs to Azure AD.

Section:
Explanation:

QUESTION 150

You have a Microsoft 365 subscription that uses Microsoft 365 Defender.

You need to compare your company's security configurations to Microsoft best practices and review improvement actions to increase the security posture.
What should you use?

Microsoft Secure Score
Cloud discovery
Exposure distribution
Threat tracker

m o 0w >

Exposure score

Correct Answer: A
Section:

QUESTION 151

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goats. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdmin1 can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint. and OneDrive.

Solution: From the Microsoft 365 admin center, you assign SecAdminl the SharePoint Administrator role.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:
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QUESTION 152

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goats. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain.

You deploy a Microsoft Entra tenant.

Another administrator configures the domain to synchronize to the Microsoft Entra tenant.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to the Microsoft Entra tenant. All the other user accounts synchronized successfully.
You review Microsoft Entra Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to the Microsoft Entra tenant.

Solution: From Microsoft Entra Connect, you modify the filtering settings.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 153

You have a Microsoft 365 E5 subscription that is linked to a Microsoft Entra tenant named contoso.com.

You purchase 100 Microsoft 365 Business Voice add-on licenses.

You need to ensure that the members of a group named Voice are assigned a Microsoft 365 Business Voice add-on license automatically.
What should you do?

A. From the Microsoft 365 admin center, modify the settings of the Voice group.
B. From the Licenses page of the Microsoft 365 admin center, assign the licenses.
C. From the Microsoft Entra admin center, modify the settings of the Voice group.

Correct Answer: C
Section:
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