Microsoft.SC-200.by.Rina.154q
Number: SC-200
Passing Score: 800
Time Limit: 120
File Version: 11.0

Exam Code: SC-200
Exam Name: Microsoft Security Operations Analyst


https://vdumps.com
https://vdumps.com

Case Study 01 - Mitigate threats using Azure Defender

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware resources, including cloud resources, the remote users establish a VPN connection to either office.
Existing Environment

Identity Environment

The network contains an Active Directory forest named litware.com that syncs to an Azure Active Directory (Azure AD) tenant named litware.com.

Microsoft 365 Environment

Litware has a Microsoft 365 E5 subscription linked to the litware.com Azure AD tenant. Microsoft Defender for Endpoint is deployed to all computers that run Windows 10. All Microsoft Cloud App Security built-in anomaly
detection policies are enabled.

Azure Environment

Litware has an Azure subscription linked to the litware.com Azure AD tenant. The subscription contains resources in the East US Azure, region as shown in the following table.

Name Type Description

LA Log Analytics Contains logs and metrics collected from all Azure
workspace resources and on-premises servers
Vi1 Virtual machine Server that runs Windows Server 2019

VM2 Virtual machine Server that runs Ubuntu18.04 LTS

Network Environment

Each Litware office connects directly to the internet and has a site-to-site VPN connection to the virtual networks in the Azure subscription.
On-premises Environment

The on-premises network contains the computers shown in the following table.

Name Operating system Office Description

Windows Server Domain controller in litware.com that
DC1 2019 Boston connects directly to the internet

CLIENT1 | Windows 10 Boston Domain-joined client computer

Current problems

Cloud App Security frequently generates false positive alerts when users connect to both offices simultaneously.
Planned Changes

Litware plans to implement the following changes:

Create and configure Azure Sentinel in the Azure subscription.

Validate Azure Sentinel functionality by using Azure AD test user accounts.
Business Requirements

Litware identifies the following business requirements:

The principle of least privilege must be used whenever possible.

Costs must be minimized, as long as all other requirements are met.

Logs collected by Log Analytics must provide a full audit trail of user activities.

All domain controllers must be protected by using Microsoft Defender for Identity.



https://vdumps.com
https://vdumps.com

Azure Information Protection Requirements

All files that have security labels and are stored on the Windows 10 computers must be available from the Azure Information Protection 4€" Data discovery dashboard.

Microsoft Defender for Endpoint requirements

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for Endpoint.

Microsoft Cloud App Security requirements

Cloud App Security must identify whether a user connection is anomalous based on tenant-level data.

Azure Defender Requirements

All servers must send logs to the same Log Analytics workspace.

Azure Sentinel Requirements

Litware must meet the following Azure Sentinel requirements:

Integrate Azure Sentinel and Cloud App Security.

Ensure that a user named adminl can configure Azure Sentinel playbooks.

Create an Azure Sentinel analytics rule based on a custom query. The rule must automatically initiate the execution of a playbook.

Add notes to events that represent data access from a specific IP address to provide the ability to reference the IP address when navigating through an investigation graph while hunting.
Create a test rule that generates alerts when inbound access to Microsoft Office 365 by the Azure AD test user accounts is detected. Alerts generated by the rule must be grouped into individual incidents, with one incident per test user account.

QUESTION 1

HOTSPOT

You need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center
LA1

Windows security events to collect: v
All Events
Common
Minimal

Answer Area:
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Answer Area

Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region

|Default workspace created by Azure Security Center

Windows security events to collect: v
|All Events
| Minimal
Section:
Explanation:

Case Study 02 - Mitigate threats using Azure Defender

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this‘case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

A company named Contoso Ltd. has a main office and five branch offices located throughout North America. The main office is in Seattle. The branch offices are in Toronto, Miami, Houston, Los Angeles, and Vancouver.
Contoso has a subsidiary named Fabrikam, Ltd. that has offices in New York and San Francisco.

Existing Environment

End-User Environment

All users at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, iOS devices are distributed to the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased an Azure subscription and enabled Azure Defender for all supported resource types.

Current Problems

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales team uses only iOS devices. The sales team members exchange files with customers by using a variety of third-party tools. In the past, the sales team experienced various attacks on their devices.

The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing team has had several incidents in which vendors uploaded files that contain malware.
The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than five activities during the past 48 hours, including data access, download, or deletion for
Microsoft Cloud

App Security-protected applications.
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Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

Receive alerts if an Azure virtual machine is under brute force attack.

Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

Implement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam.

Develop a procedure to remediate Azure Defender for Key Vault alerts for Contoso in case of external and internal threats. The solution must minimize the impact on legitimate attempts to access the key vault content.
Identify all cases of users who failed to sign in to an Azure resource for the first time from a given country. A junior security administrator provides you with the following incomplete query.
BehaviorAnalytics

| where ActivityType == "FailedLogOn"

| where ==True

QUESTION 1
You need to recommend a solution to meet the technical requirements for the Azure virtual machines.
What should you include in the recommendation?

just-in-time (JIT) access
Azure Defender
Azure Firewall

o0 >

Azure Application Gateway

Correct Answer: B

Section:

Explanation:

Reference:
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender

QUESTION 2

HOTSPOT

You need to recommend remediation actions for the Azure Defender alerts for Fabrikam.

What should you recommend for each threat? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:


https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
https://docsmicrosoft.com/en-us/azure/security-center/azure-defender
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Answer Area

Internal threat: 1 v -

Add resource locks to the key vault.
Modify the access policy settings for the key vault.
Create a new access policy for the key vault.

External threat: B 4
implement Azure Firewall.
Modify the Key Vault firewall settings.
Modify the network security groups (NSGs). |

Answer Area:

Answer Area d um ps

Internal threat: v

Add resource locks to the key vault.
Modify the access policy settings for the key vault
Create a new access policy for the key vault.

External threat: B 4
Implement Azure Firewall.

Modify the Key Vault firewall settings

Modify the network security groups (NSGs).

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/general/security-features
https://docs.microsoft.com/en-us/azure/key-vault/general/secure-your-key-vault
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03 - Mitigate threats using Azure Defender

QUESTION 1

You have an Azure subscription that contains a Log Analytics workspace.

You need to enable just-in-time (JIT) VM access and network detections for Azure resources.
Where should you enable Azure Defender?

A. atthe subscription level
B. at the workspace level
C. atthe resource level

Correct Answer: A

Section:

Explanation:

Reference:

https://do cs. microsoft.com/en-us/azu re/sec urit y-center/e na bl e-azu re-defender

QUESTION 2

You use Azure Defender.

You have an Azure Storage account that contains sensitive information.

You need to run a PowerShell script if someone accesses the storage account from a suspicious IP address.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

From Azure Security Center, enable workflow automation.

Create an Azure logic app that has a manual trigger.

Create an Azure logic app that has an Azure Security Center alert trigger.
Create an Azure logic app that has an HTTP trigger.

mo O w >

From Azure Active Directory (Azure AD), add an app registration.

Correct Answer: A, C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/storage/common/azure-defender-storage-confiqure?tabs=azure-security-center
https: //docs. m ic rosoft. com/en -us/azu re/sec urity-ce rite r/workflow-a uto mation

QUESTION 3

HOTSPOT

You manage the security posture of an Azure subscription that contains two virtual machines name vm1 and vm2.
The secure score in Azure Security Center is shown in the Security Center exhibit. (Click the Security Center tab.)


https://do
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
azure-security-center
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Secure Score

Recommendations status Resource health
(=) 5 mﬂu{d:ml. 10 Total W
066% (~30 of 45 points) - ' Heakthy
1
16 completed 217ctal
Y= rmecommendations [ ;“ apphcable
T ——

Resource exemption (preview)

{ " MNow you can exempt irrelevant resources so they do not affect your secure score. 2

Leam more

Each security control below represents a security nisk you should mitigate.
Address the recommendations in each control, focusing on the controls worth the most points.
To get the max score. fix all recommendations for all resources in 3 control. Leam more >

[_,:a__sffgpﬁn_mw I Control status 2 Selected Recommendation status 2 Selected

Recommendation matunty. All Resource type: All Quick fix available: All
. o All Reset Group by controls:

filters m On

Controks Unhealthy resources

Potential score increase

> Restnct unauthorzed network access

Azure Policy assignments are configured as shown in the Policies exhibit. (Click the Policies tab.)

Secure management ports

Enable encryption at rest

Remediate secunty configurations

Apply adaptive apphcation control

Apply system updates @ Completed
Enable endpoint protection @ Completed

Remediate winerabiities © Completed

+9% (4 points)
+9% (4 points)
+9% (4 points)
+4% (2 points)
+3% (2 points)
+0% (0 points)
+0% (0 points)
+0% (0 points)

implement security best practices © Completed +0% (0 points)

Enable MFa & Completed

+0% (0 points)

Manage access and permissions @ Completed +0% (0 points)

2 of 2 resources

1 of 2 resources
2 of 2 resources
1 of 2 resources

1 of 2 resources
None
None

MNone
None
MNone

None
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Home *> Policy

Policy - Compliance

[ Overview
di Getting started
% Comgpliance

& Remediation

Authoring

s Assignments
Definitions

@ Exemptions

Related Services

EY Elueprints (preview)

“s Resource Graph

& User privacy

[5* assign policy  [5* Assign initiative ) Refresh

Scope Type Compliance state Search
Microsoft Azure | ! All definition types | All compliance states ~~ ter by name or i
Overall resource compliance (& Resources by compliance state (@ Non-compliant initiatives @
0 M 0 - Compliant _
1 00 /n B 0 - Exempt 0 at
0 outof O

M 1 - Men-compliant
B 0 - Conflicting

Mon-compliant policies (&

0«
out of 0

oy TJ Scope T Compliance T Resource compliance

No assignments to display within the given scope 1, Non-Compliant Resources T, Non-compliant policies

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

dumps

Hot Area:

Answer Area

Statements Yes No
Both virtual machines have inbound rules that allow access | o o
from either Any or Internet ranges. |
Both virtual machines have management ports exposed O o
directly to the internet.
If you enable just-in-time network access controls on all virtual o o

machines, you will increase the secure score by four point. >

Answer Area:
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Answer Area

Statements Yes No

Both virtual machines have inbound rules that allow access
from either Any or Internet ranges.

Both virtual machines have management ports exposed
directly to the internet.

If you enable just-in-time network access controls on all virtual O
machines, you will increase the secure score by four point.

O

Section:

Explanation:

Reference:
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-restrict-unauthorized-network-access/ba-p/1593833
https://techcommunity.microsoft.com/t5/azure-security-center/security-control-secure-management-ports/ba-p/1505770

QUESTION 4

HOTSPOT

You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.
You need to hide Azure Defender alerts for the storage account.

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Entity type: v
IP address

Azure Resource
Host Io -

User account

Field: v
Name

Resource Id
Address

Command line

dumps

Answer Area:
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Answer Area

Entity type: v
IP address

Azure Resource
Host

User account

Field: v
Name
Resource |d

Address
Command line

Section:

Explanation:

Reference:
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920

QUESTION 5

You create an Azure subscription.

You enable Azure Defender for the subscription.

You need to use Azure Defender to protect on-premises computers.
What should you do on the on-premises computers?

Install the Log Analytics agent.
Install the Dependency agent.
Configure the Hybrid Runbook Worker role.

OO0 ®wp

Install the Connected Machine agent.

Correct Answer: A
Section:
Explanation:
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Security Center collects data from your Azure virtual machines (VMs), virtual machine scale sets, l1aaS containers, and non-Azure (including on-premises) machines to monitor for security vulnerabilities and threats.

Data is collected using:

The Log Analytics agent, which reads various security-related configurations and event logs from the machine and copies the data to your workspace for analysis. Examples of such data are: operating system type and version,
operating system logs (Windows event logs), running processes, machine name, IP addresses, and logged in user.

Security extensions, such as the Azure Policy Add-on for Kubernetes, which can also provide data to Security Center regarding specialized resource types.

Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-collection

QUESTION 6

A security administrator receives email alerts from Azure Defender for activities such as potential malware uploaded to a storage account and potential successful brute force attacks.
The security administrator does NOT receive email alerts for activities such as antimalware action failed and suspicious network activity. The alerts appear in Azure Security Center.
You need to ensure that the security administrator receives email alerts for all the activities.

What should you configure in the Security Center settings?

the severity level of email notifications
a cloud connector
the Azure Defender plans

o0 ® P

the integration settings for Threat detection

Correct Answer: A

Section:

Explanation:

Reference:
https://techcommunity.microsoft.com/t5/microsoft-365-defender/get-email-notifications-on-new-incidents-from-microsoft-365/ba-p/2012518

QUESTION 7

DRAG DROP

You have an Azure Functions app that generates thousands of alerts in Azure Security Center each day for normal activity.
You need to hide the alerts automatically in Security Center.

Which three actions should you perform in sequence in Security Center? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

Select and Place:
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Actions Answer area

' Select Pricing & settings.

| Select Security alerts.

Select IP as the entity type and specify |
| the |IP address. !

©O

:- Select Azure Resource as the entity | @
' type and specify the ID.

- Select Suppression rules, and then
select Create new suppression rule.

Select Security policy.

Correct Answer:

Actions Answer area

' Select Pricing & settings.

Select Security alerts.

. Select Suppression rules, and then
select Create new suppression rule.

Select IP as the entity type and specify | - Select Azure Resource as the entity
 the IP address. ' () |typeand specifythe ID.

Select Security policy.

Section:
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Explanation:
Reference:
https://techcommunity.microsoft.com/t5/azure-security-center/suppression-rules-for-azure-security-center-alerts-are-now/ba-p/1404920

QUESTION 8

DRAG DROP

You have an Azure subscription.

You need to delegate permissions to meet the following requirements:

Enable and disable Azure Defender.

Apply security recommendations to resource.

The solution must use the principle of least privilege.

Which Azure Security Center role should you use for each requirement? To answer, drag the appropriate roles to the correct requirements. Each role may be used once, more than once, or not at all. You may need to drag the
split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Roles Answer Area

Security Admin

L ie Enable and disable Azure Defender: Role
Resource Group Owner
Lie Apply security recommendations to a resource:/ L Role |
Subscription Contributor Bl l B N B
Subscription Owner
Correct Answer:
Roles Answer Area

Enable and disable Azure Defender: | ggcyrity Admin
Resource Group Owner

Apply security recommendations to a resource: Sypscription Contributor

Subscription Owner
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Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-permissions

QUESTION 9

DRAG DROP

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.

You need to use Microsoft Defender Security Center to request remediation from the team responsible for the affected systems if there is a documented active exploit available.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
Actions Answer Area

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

Ol
©Q

From Advanced hunting, search for cveIdinthe
DeviceTvmSoftwareInventoryVulnerabilitites

table.

Create the remediation request.

Select Security recommendations.

Correct Answer:
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Actions Answer Area

From Threat & Vulnerability Management, select

From Device Inventory, search for the CVE. Weaknesses, and search for the CVE.

Open the Threat Protection report. Select Security recommendations.

Create the remediation request.

QB
N

From Advanced hunting, search for cveIdinthe
DeviceTvmSoftwareInventoryVulnerabilitites

table.

Section:

Explanation:

Reference:
https://techcommunity.microsoft.com/t5/core-infrastructure-and-security/microsoft-defender-atp-remediate-apps-using-mem/ba-p/1599271

QUESTION 10

HOTSPOT

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LAL.

You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.
You need to test LA1 in Security Center.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Set the LA1 trigger to: 1 v

When an Azure Security Center Recommendation is created or triggered
When an Azure Security Center Alert is created or triggered
When a response to an Azure Security Center alert is tnggered

Trigger the execution of LA1 from: v
Recommendations

Workflow automation
Security alerts

Answer Area:
Answer Area
Set the LA1 trigger to: - v
When an Azure Security Center Recommendation is created or triggered |
When an Azure Security Center Alert is created or triggered
When a response to an Azure Security Center alert is tnggered
Trigger the execution of LA1 from: v
Recommendations
Workflow automation
Security alerts
Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automation#create-a-logic-app-and-define-when-it-should-automatically-run

QUESTION 11
DRAG DROP

You create a new Azure subscription and start collecting logs for Azure Monitor.
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You need to configure Azure Security Center to detect possible threats related to sign-ins from suspicious IP addresses to Azure virtual machines. The solution must validate the configuration.
Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the correct order.

Select and Place:
Actions Answer Area

Change the alert severity threshold for emails to
Medium.

Copy an executable file on a virtual machine and
rename the file as ASC_AleriTest 662jfi039N exe.

Enable Azure Defender for the subscription.

QB
©O

Change the alert severity threshold for emails
to Low.

Run the executable file and specify the appropriate
arguments.

Rename the executable file as AlertTest exe.

Correct Answer:

Actions Answer Area

ﬁg%?g rent_he diStseenty e oidionEaiig Enable Azure Defender for the subscription.

Copy an executable file on a virtual machine and
rename the file as ASC_AleriTest 662Ji039N exe.

Run the executable file and specify the a;}pmpriab
\

arguments.

Change the alert severity threshold for emails
to Low.

o)

Rename the executable file as AlertTest exe.

Section:
Explanation:
Reference:
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https://docs.microsoft.com/en-us/azure/security-center/security-center-alert-validation

QUESTION 12

Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks section.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the 'Mitigate the threat' option.
Reference:

https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

QUESTION 13

You receive an alert from Azure Defender for Key Vault.

You discover that the alert is generated from multiple suspicious IP addresses.

You need to reduce the potential of Key Vault secrets being leaked while you investigate the issue. The solution must be implementedas soon as possible and must minimize the impact on legitimate users.
What should you do first?

Modify the access control settings for the key vault.
Enable the Key Vault firewall.
Create an application security group.

o0 ® >

Modify the access policy for the key vault.

Correct Answer: B

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/security-center/defender-for-kev-vault-usaQe

QUESTION 14

You have a Microsoft 365 subscription that uses Azure Defender.

You have 100 virtual machines in a resource group named RG1.

You assign the Security Admin roles to a new user named Sec Adm in 1.

You need to ensure that SecAdminl can apply quick fixes to the virtual machines by using Azure Defender. The solution must use the principle of least privilege.
Which role should you assign to SecAdminl?

A. the Security Reader role for the subscription
B. the Contributor for the subscription
C. the Contributor role for RG1
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D. the Owner role for RG1

Correct Answer: C
Section:

QUESTION 15

You provision a Linux virtual machine in a new Azure subscription.

You enable Azure Defender and onboard the virtual machine to Azure Defender.

You need to verify that an attack on the virtual machine triggers an alert in Azure Defender.

Which two Bash commands should you run on the virtual machine? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. cp /bin/echo ./asc_alerttest_662jfi039n
B. ./alerttest testing eicar pipe
C. cp/bin/echo ./alerttest

D. ./asc_alerttest_662jfi039n testing eicar pipe

Correct Answer: A, D

Section:

Explanation:

Reference:

https://docs.mic rosoft.com/en-us/azure/securitv-center/security-c enter-ale rt-validation#fsimulate-alerts-on-your-azure-vms-linux-

QUESTION 16

You create an Azure subscription named subl.

In subl, you create a Log Analytics workspace named workspace*!.

You enable Azure Security Center and configure Security Center to use workspace*!.

You need to colect security event logs from the Azure virtual machines that report to workspace 1.
What should you do?

From Security Center, enable data colection
In sub*!, register a provider.
From Security Center, create a Workflow automation.

oSN >

In workspace*!, create a workbook.

Correct Answer: A

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-enable-data-colection

QUESTION 17

Your company uses Azure Security Center and Azure Defender.

The security operations team at the company informs you that it does NOT receive email notifications for security alerts.
What should you configure in Security Center to enable the email notifications?

A. Security solutions
B. Security policy
C. Pricing & settings
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D. Security alerts
E. Azure Defender

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/securitv-center/securitv-center-provide-security-contact-details

QUESTION 18

Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Regulatory compliance, you download the report.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

QUESTION 19

Note: This question-is part of a series of questions that present the same scenario. Each question-in the series contains a unique solution that might meet the stated goals. Some question-sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question-in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Mitigate the threat section.

Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-manaqing-and-responding-alerts

QUESTION 20
You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You need to configure the continuous export of high-severity alerts to enable their retrieval from a third-party security information and event management (SIEM) solution.
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To which service should you export the alerts?

Azure Cosmos DB
Azure Event Grid
Azure Event Hubs

o0 w®p

Azure Data Lake

Correct Answer: C

Section:

Explanation:

Reference:

https://docs.mic rosoft. co m/en-us/azure/security-center/continuous-export?tabs=azure-portal

QUESTION 21

You are responsible for responding to Azure Defender for Key Vault alerts.

During an investigation of an alert, you discover unauthorized attempts to access a key vault from a Tor exit node.
What should you configure to mitigate the threat?

Key Vault firewals and virtual networks
Azure Active Directory (Azure AD) permissions
role-based access control (RBAC) for the key vault

o0 ®p

the access policy settings of the key vault

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/key-vault/qeneral/network-security

QUESTION 22

DRAG DROP

You have resources in Azure and Google cloud.

You need to ingest Google Cloud Platform (GCP) data into Azure Defender.

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Enable Security Health Analytics.

From Azure Security Center, add
cloud connectors.

Configure the GCP Security @

Command Center.

©O

Create a dedicated service account
and a private key.

Enable the GCP Security Command
'Center AP

Correct Answer:

Actions Answer Area
Configure the GCP Secuﬁtyd
} Command Center. u m ps

Enable Security Health Analytics.

© Enable the GCP Security Comman;\)

Center API.
W

Create a dedicated service account
and a private key.

From Azure Security Center, add
cloud connectors.

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-onboard-gcp

QUESTION 23

HOTSPOT
You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation when specific security alerts are received by Azure Security Center.

IT Certification Exams - Questions & Answers | Vdumps.com
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How should you complete the portion of the template that will provision the required Azure resources? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

“resources”: [
{

htY

“tyvpe®: W /autcmations”,

Microsoft Automation
Microsoft Logic
Microsoft. Security
“apiVersion”: “2019-01-0l-preview"”,
“name”: *[parameters(‘names’)]1”,
"location™: “[parameters({'locaticn’"}]”,
“properties”: |
“description”: “[format(variables{‘descripticn’), ‘{0}', parameters
(*subscriptionid’}))1”,
“isEnabled”: true,
™actions™: [

{

“YactionType”: “LogicApp”,
“logichppResourceld”: “[rescurcelId(‘ITEMZ/workflows', parameters

(rappMame”™ )} 1",

“uri®: "[listCallbackURL (resourceld (parameters( ‘subs u:im S
parameters (‘resourceGroupName’), ° ]' fworkflows/triggers’,
Microsoft Aufomation |

Microsoft Logic

Microsoft Security

parameters ( “appName' ), 'manual’), '20159-05-01"}).walue]"”™
}

1.

Answer Area:
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Answer Area

“resources™: [

{
“t}l’peu :

W

W /autcmations”,
Mi;qunﬂ.ALnnmatinn
Microsoft Logic
“irlﬁ9ﬂ15&CJnh

“apiVersion”: “2019-01-0l-preview”,
"name": “|[parameters(‘name’)}]",
“locaticn™: “[parameters({‘locaticn"})]”,
“properties”: |{
“description”: “[format{variables(‘description’), ‘{0}', parameters
(*subscriptionId®))1”,
“i1sEnabled”: true,
*actions®™: [
{
“actionType”: “LogicaApp”,
“logichppResourceld”: “([rescurceId(‘ITEM2/workflows’', parameters
(‘appName’ )} ) 1",
“uri”: “[listCallbackURL (resourceld(parameters( “subscriptionId’),
%

L8 r | -
parameters ( ‘resourceGroupName’ ), W /workflows/triggers’,

Microsoft Automafion
Microsoft Logic
 Microsoft Security e
parameters (‘appName’ ), ‘manual’), Y2019-05-017).wvalue]”
}
Is

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

QUESTION 24

You use Azure Security Center.

You receive a security alert in Security Center.

You need to view recommendations to resolve the alert in Security Center.
What should you do?

From Security alerts, select the alert, select Take Action, and then expand the Prevent future attacks section.
From Security alerts, select Take Action, and then expand the Mitigate the threat section.
From Regulatory compliance, download the report.

OO0 >

From Recommendations, download the CSV report.
Correct Answer: B

Section:
Explanation:

IT Certification Exams - Questions & Answers | Vdumps.com
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Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts

QUESTION 25

You have a suppression rule in Azure Security Center for 10 virtual machines that are used for testing. The virtual machines run Windows Server.
You are troubleshooting an issue on the virtual machines.

In Security Center, you need to view the alerts generated by the virtual machines during the last five days.

What should you do?

Change the rule expiration date of the suppression rule.
Change the state of the suppression rule to Disabled.
Modify the filter for the Security alerts page.

o0 ® >

View the Windows event logs on the virtual machines.

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules

QUESTION 26

HOTSPOT

You have an Azure subscription that uses Azure Defender.

You plan to use Azure Security Center workflow automation to respond to Azure Defender threat alerts.
You need to create an Azure policy that will perform threat remediation automatically.

What should you include in the solution? To answer, select the appropriate options in the answer areas
NOTE: Each correct selection is worth one point.

Hot Area:


https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://docs.microsoft.com/en-us/azure/security-center/alerts-suppression-rules
https://vdumps.com
https://vdumps.com

Answer Area

Set avallable effects to:

v

Append
DeploylfNotExists

EnforceRegoPolicy

To perform remediation use:
| v

An Azure Automation runbook that has a webhook

An Azure Loglc Apps app that has the trigger set to When an Azure Security Center Alert is created or tnggered
'An Azure Logic Apps app that has the trigger set to When a response to an Azure Security Center alert is triggered

dumps

Answer Area

Set available effects to:

v

Append
'DeploylfNotExists

‘EnforceRegoPolicy

To perform remediation use:
| v

An Azure Automation runbook that has a webhook
An Azure Logic Apps app that has the trigger set to When an Azure Security Center Alert is created ortriggered
'An Azure Logic Apps app that has the trigger set to When a response to an Azure Secunty Center alert is triggered

Section:
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Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects
https://docs.microsoft.com/en-us/azure/security-center/workflow-automation

Case Study 01 - Mitigate threats using Azure Sentinel

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

A company named Contoso Ltd. has a main office and five branch offices located throughout North America. The main office is in Seattle. The branch offices are in Toronto, Miami, Houston, Los Angeles, and Vancouver.
Contoso has a subsidiary named Fabrikam, Ltd. that has offices in New York and San Francisco.

Existing Environment

End-User Environment

All users at Contoso use Windows 10 devices. Each user is licensed for Microsoft 365. In addition, iOS devices are distributed to the members of the sales team at Contoso.

Cloud and Hybrid Infrastructure

All Contoso applications are deployed to Azure.

You enable Microsoft Cloud App Security.

Contoso and Fabrikam have different Azure Active Directory (Azure AD) tenants. Fabrikam recently purchased'an Azure subscription'and enabled Azure Defender for all supported resource types.

Current Problems

The security team at Contoso receives a large number of cybersecurity alerts. The security team spends too much time identifying which cybersecurity alerts are legitimate threats, and which are not.

The Contoso sales team uses only iOS devices. The sales team members exchange files with customers by using a variety of third-party tools. In the past, the sales team experienced various attacks on their devices.

The marketing team at Contoso has several Microsoft SharePoint Online sites for collaborating with external vendors. The marketing team has had several incidents in which vendors uploaded files that contain malware.
The executive team at Contoso suspects a security breach. The executive team requests that you identify which files had more than five activities during the past 48 hours, including data access, download, or deletion for
Microsoft Cloud

App Security-protected applications.

Requirements

Planned Changes

Contoso plans to integrate the security operations of both companies and manage all security operations centrally.

Technical Requirements

Contoso identifies the following technical requirements:

Receive alerts if an Azure virtual machine is under brute force attack.

Use Azure Sentinel to reduce organizational risk by rapidly remediating active attacks on the environment.

Implement Azure Sentinel queries that correlate data across the Azure AD tenants of Contoso and Fabrikam.

Develop a procedure to remediate Azure Defender for Key Vault alerts for Fabrikam in case of external attackers and a potential compromise of its own Azure AD applications.

Identify all cases of users who failed to sign in to an Azure resource for the first time from a given country. A junior security administrator provides you with the following incomplete query.

BehaviorAnalytics

| where ActivityType == "FailedLogOn"

| where ==True

QUESTION 1
You need to remediate active attacks to meet the technical requirements.
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What should you include in the solution?

Azure Automation runbooks
Azure Logic Apps
Azure Functions

o0 w®p

Azure Sentinel livestreams

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks

QUESTION 2
HOTSPOT
You need to create an advanced hunting query to investigate the executive team issue.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

v

CloudAppEvents
DeviceFileEvents
DeviceProcessEvenis

| where TimeStamp > ago(2d)

| summarize activityCount = W by FolderPath, FileName,
avg()

ActionType, AccountDisplayName (count()
sumy)

| where activityCount > 5

Answer Area:
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Answer Area

v

CloudAppEvents
Uevicekilekvents
DeviceProcessEvents

| where TimeStamp > ago(2d)

| summarize activityCount = W by FolderPath, FileName,
ava()

ActionType, AccountDisplayName (Count()
sumy)

| where activityCount > 5

Section:
Explanation:

QUESTION 3

HOTSPOT

You need to implement Azure Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Minimum number of Log Analytics workspaces [ v
required in the Azure subscription of Fabrikam: 0 '
i
2
3
Query element required to correlate data between ) A
tenants: extend
project
workspace
Answer Area:
I
Answer Area ,I
Minimum number of Log Analytics workspaces [ v
required in the Azure subscription of Fabrikam: N '
1
2
3
Query element required to correlate data between ) A
tenants: extend
project |
\workspace

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants

QUESTION 4
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You need to complete the query for failed sign-ins to meet the technical requirements.
Where can you find the column name to complete the where clause?

Security alerts in Azure Security Center
Activity log in Azure
Azure Advisor

o0 ®p

the query windows of the Log Analytics workspace

Correct Answer: D
Section:
Explanation:

Case Study 02 - Mitigate threats using Azure Sentinel

Case study

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to complete each case. However, there may be additional case studies and sections on this exam. You must manage
your time to ensure that you are able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case studies might contain exhibits and other resources that provide more information about the
scenario that is described in the case study. Each question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes before you move to the next section of the exam. After you begin a new section, you cannot
return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the left pane to explore the content of the case study before you answer the questions. Clicking these buttons displays information such
as business requirements, existing environment, and problem statements. If the case study has an All Information tab, note that the information displayed is identical to the information displayed on the subsequent tabs.
When you are ready to answer a question, click the Question button to return to the question.

Overview

Litware Inc. is a renewable company.

Litware has offices in Boston and Seattle. Litware also has remote users located across the United States. To access Litware resources, including cloud resources, the remote users establish a VPN connection to either office.
Existing Environment

Identity Environment

The network contains an Active Directory forest named litware.com that syncs to an Azure Active Directory (Azure AD) tenant named litware.com.

Microsoft 365 Environment

Litware has a Microsoft 365 E5 subscription linked to the litware.com Azure AD tenant. Microsoft Defender for Endpoint is deployed to all computers that run Windows 10. All Microsoft Cloud App Security built-in anomaly
detection policies are enabled.

Azure Environment

Litware has an Azure subscription linked to the litware.com Azure AD tenant. The subscription contains resources in the East US Azure region as shown in the following table.

Name Type Description
LA Log Analytics Contains logs and metri_cs collected from all Azure
wurkapace resources and on-premises sernvers
VM1 Virtual machine Server that runs Windows Server 2019
VM2 Virtual machine | Server that runs Ubuntu 18.04 LTS

Network Environment

Each Litware office connects directly to the internet and has a site-to-site VPN connection to the virtual networks in the Azure subscription.
On-premises Environment

The on-premises network contains the computers shown in the following table.

Name Operating system Office Description
DC1 Windows Server Domain controller in litware com that
2019 connects directly to the intemet
CLIENT1 | Windows 10 Boston Domain-joined client computer

Current problems
Cloud App Security frequently generates false positive alerts when users connect to both offices simultaneously.

Boston
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Planned Changes

Litware plans to implement the following changes:

Create and configure Azure Sentinel in the Azure subscription.

Validate Azure Sentinel functionality by using Azure AD test user accounts.

Business Requirements

Litware identifies the following business requirements:

The principle of least privilege must be used whenever possible.

Costs must be minimized, as long as all other requirements are met.

Logs collected by Log Analytics must provide a full audit trail of user activities.

All domain controllers must be protected by using Microsoft Defender for Identity.

Azure Information Protection Requirements

All files that have security labels and are stored on the Windows 10 computers must be available from the Azure Information Protection a€" Data discovery dashboard.
Microsoft Defender for Endpoint requirements

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for Endpoint.

Microsoft Cloud App Security requirements

Cloud App Security must identify whether a user connection is anomalous based on tenant-level data.

Azure Defender Requirements

All servers must send logs to the same Log Analytics workspace.

Azure Sentinel Requirements

Litware must meet the following Azure Sentinel requirements:

Integrate Azure Sentinel and Cloud App Security.

Ensure that a user named adminl can configure Azure Sentinel playbooks.

Create an Azure Sentinel analytics rule based on a custom query. The rule must automatically initiate the execution of a playbook.

Add notes to events that represent data access from a specific IP address to provide the ability to reference the IP address when navigating through an investigation graph while hunting.
Create a test rule that generates alerts when inbound access to Microsoft Office 365 by the Azure AD test user accounts is detected. Alerts generated by the rule must be grouped into individual incidents, with one incident per test user account.

QUESTION 1
You need to assign a role-based access control (RBAC) role to admin! to meet the Azure Sentinel requirements and the business requirements.
Which role should you assign?

Automation Operator
Automation Run book Operator
Azure Sentinel Contributor

OO0 wp

Logic App Contributor

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/roles

QUESTION 2
You need to create the test rule to meet the Azure Sentinel requirements.
What should you do when you create the rule?

From Set rule logic, turn off suppression.
From Analytics rule details, configure the tactics.
From Set rule logic, map the entities.

o0 ® >

From Analytics rule details, configure the severity.
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Correct Answer: C
Section:
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

QUESTION 3
DRAG DROP

You need to add notes to the events to meet the Azure Sentinel requirements.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

Add a bookmark and map an entity.

From Azure Monitor, run a Log
Analytics query.

Add the query to favorites.

©
®©

Select a query result.

=

From the Azure Sentinel workspace,

fun a Log Analytics query. a
Correct Answer:

Actions Answer Area
From the Azure Sentinel workspace,
run a Log Analytics query.

From Azure Monitor, runa Log

Analytics query. Select a query result. ‘

Add the query to favorites. © ‘ Add a bookmark and map an entity.

®
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Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/bookmarks

QUESTION 4

HOTSPOT

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
In the Cloud App Security portal: ! v
Add a security extension
Configure app connectors
Configure log collectors /|
From Azure Sentinel in the Azure portal: | v L‘ i
Add a data connector
Add a workbook
Configure the Logs settings
Answer Area:
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Answer Area

In the Cloud App Security portal: v
|f_'~{1d a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v

Add a data connector
Add a workbook
Configure the Logs settings

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/siem-sentinel

QUESTION 5

HOTSPOT

You need to create the analytics rule to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Create the rule of type: v
Fusion
Microsoft incident creation
Scheduled

Configure the playbook to include: v

Diagnostics settings
A service principal

A trigger
Answer Area:
Answer Area d :
Create the rule of type: , v
Fusion
Microsoft incident creation
Scheduled
Configure the playbook to include: v
Diagnostics settings
A service principal
A trigger
Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom#set-automated-responses-and-create-the-rule
https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threats-playbook

QUESTION 6
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You need to restrict cloud apps running on CLIENT1 to meet the Microsoft Defender for Endpoint requirements.
Which two configurations should you modify? Each correct answer present part of the solution.
NOTE: Each correct selection is worth one point.

the Onboarding settings from Device management in Microsoft Defender Security Center
Cloud App Security anomaly detection policies
Advanced features from Settings in Microsoft Defender Security Center

o0 ®p

the Cloud Discovery settings in Cloud App Security

Correct Answer: C,D
Section:
Explanation:

All Cloud App Security unsanctioned apps must be blocked on the Windows 10 computers by using Microsoft Defender for Endpoint.
Reference:
https://docs.microsoft.com/en-us/cloud-app-security/mde-govern

QUESTION 7
You need to restrict cloud apps running on CUENT1 to meet the Microsoft Defender for Endpoint requirements. Which two configurations should you modify? Each correct answer presents part of the solution. NOTE: Each
correct selection is worth one point.

the Cloud Discovery settings in Microsoft Defender for Cloud Apps
the Onboarding settings from Device management in Settings in Microsoft 365 Defender portal
Microsoft Defender for Cloud Apps anomaly detection policies

o0 ®p

Advanced features from the Endpoints Settings in the Microsoft 365 Defender portal

Correct Answer: A, D
Section:

QUESTION 8

HOTSPOT

You need to configure the Microsoft Sentinel integration to meet the Microsoft Sentinel requirements. What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth
one point.

Hot Area:
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in the Microsoft Defender for Cloud Apps portak

A il
vl

Configure app connectors i

Cn_nf_rgum log n:_nl_le;'_mrs
From Microsoft Sentinel in the Azure portat | Add a data connector
Add a data conneclor
Add a workbook
Configure the Logs settings
Answer Area:
Answer Area
mu\eMcmﬂDefender!mCMAppspmatlAddamn extension [
Add a secunty extension
Configure app connectors |
§ A Configure log collectors
From Microsoft Sentinel in the Aure o ¢ ﬁ.q
Add a data co..nector
Add a workbook
Configure the Logs settings
Section:
Explanation:
QUESTION 9
HOTSPOT

You need to implement Microsoft Defender for Cloud to meet the Microsoft Defender for Cloud requirements and the business requirements. What should you include in the solution? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Log Analytics workspace to use: v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center
LA1
Windows security events to collect: v
All Events
Common
Minimal
Answer Area:
Answer Area
Log Analytics workspace to use: ! v
A new Log Analytics workspace in the East US Azure region
Default workspace created by Azure Security Center™ | B
LA1 v AY|
Windows security events to collect: v
All Events I
Common |
Minimal |
Section:
Explanation:
Exam F
QUESTION 1

Your company has an on-premises network that uses Microsoft Defender for Identity.

The Microsoft Secure Score for the company includes a security assessment associated with unsecure Kerberos delegation.
You need remediate the security risk.

What should you do?
A. Install the Local Administrator Password Solution (LAPS) extension on the computers listed as exposed entities.

B. Modify the properties of the computer objects listed as exposed entities.
C. Disable legacy protocols on the computers listed as exposed entities.
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D. Enforce LDAP signing on the computers listed as exposed entities.

Correct Answer: B
Section:
Explanation:

QUESTION 2

HOTSPOT

You have a Microsoft Sentinel workspace named Workspaces

You configure Workspacel to collect DNS events and deploy the Advanced Security information Model (ASIM) unifying parser for the DNS schema.

You need to query the ASIM DNS schema to list all the DNS events from the last 24 hours that have a response code of 'NXDOMAIN' and were aggregated by the source IP address in 15-minute intervals.
The solution must maximize query performance.

How should you complete the query? To answer, select the appropriate options in the answer area

NOTE: Each correct selection is worth one point.

Hot Area:

miing

starttime =agol1d), responsecodename="NXDOMAIN)

| where TimeGenerated > ago(1d) | where ResponseCodeName =~ "NXDOMAIN

| where ResponseCodeName == "NXDOMAIN" | where TimeGenerated > ago(1d)

Answer Area:

miing

w
starttime =agol1d), responsecodename="NXDOMAIN)
| where TimeGenerated > ago(1d) | where ResponseCodeName =~ "NXDOMAIN
Section:
Explanation:
QUESTION 3
HOTSPOT

You have an Azure subscription that contains an Microsoft Sentinel workspace.

You need to create a hunting query using Kusto Query Language (KQL) that meets the following requirements:

* |dentifies an anomalous number of changes to the rules of a network security group (NSG) made by the same security principal

e Automatically associates the security principal with an Microsoft Sentinel entity

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Hot Area:

AuditLogs
AzureActivily
AzureDragnostics e == “Succesded”

| make-series deount(Resourceld) default=0 on EventSubmissionTimestamp in range(sgo(7d), now(), 1d) by Caller

i~ ["Microsoft.Network/networkSecurityGroups/securityfules /write”)

| extend timestamp = todatetime(EventSubmissionTimestamp[@])

w*  aAccountCustomfntity = Caller

| extend
| parse-where

Answer Area:

AuditLogs

fﬂh {“Microseft.Network/ networkSecurityGroups/securltyfules /urite”)
|

AzureDiagnostics # == “Succesded”
| make-series dcount(Resourceld) default=0 on EventSubmissionTimestamp in range(ago(7d), now(), 1d) by Celler

| extend timestamp = todatetime(EventSubmissionTimestamp[@])

w  AccountCustomEntity = Caller

dumps
| parse-where

Section:
Explanation:

QUESTION 4

You have an Azure subscription that uses Microsoft Sentinel.

You detect a new threat by using a hunting query.

You need to ensure that Microsoft Sentinel automatically detects the threat. The solution must minimize administrative effort.
What should you do?

Create a playbook.
Create a watchlist.
Create an analytics rule.

o0 w® >

Add the query to a workbook.
Correct Answer: A

Section:
Explanation:
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QUESTION 5
You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an unusually high volume of delete operations on the blobs in
storagel. You need to identify which blobs were deleted. What should you review?

the activity logs of storagel
the Azure Storage Analytics logs
the alert details

OO0 w®

the related entities of the alert

Correct Answer: A

Section:

Explanation:

To identify which blobs were deleted, you should review the activity logs of the storage account. The activity logs contain information about all the operations that have taken place in the storage account, including delete
operations. These logs can be accessed in the Azure portal by navigating to the storage account, selecting "Activity log" under the "Monitoring" section, and filtering by the appropriate time range. You can also use

Azure Monitor and Log Analytics to query and analyze the activity logs data.

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-activity-logs

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/activity-log-azure-storage

QUESTION 6

HOTSPOT

You need to create a query for a workbook. The query must meet the following requirements:

List all incidents by incident number.

Only include the most recent log for each incident.

How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

SecurityIncident

' v V¥ (LasModifiedTime, *) by IncidentNumber
project arg_max
sort it
summarnze op

Answer Area:
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Answer Area

SecurityIncident

= !" \W (LasModifiedTime,*) by IncidentNumber
project arg_max |
sort imit {

Isummanize || |top

Section:

Explanation:

Reference:
https://www.drware.com/whats-new-soc-operational-metrics-now-available-in-sentinel/

QUESTION 7
DRAG DROP
You have the resources shown in the following table.

Name Description g
"SW1 An Azure Sentinel workspace S
CEF1 A Linux sever configured to forward Common Event Format
(CEF) logs to SW1
Server! | A Linux server configured to send Common Event Format
(CEF)logsto CEF1

Server2 | A Linux server configured to send Sysloglogs to CEF1

You need to prevent duplicate events from occurring in SW1.

What should you use for each action? To answer, drag the appropriate resources to the correct actions. Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Select and Place:
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Resources Answer Area

r— —— —

SWi1
At —] From the Syslog configuration, remove the facilities i‘*—*—-]

! E{:Li that send CEF messages.

.| Fromthe Log Analytics agent, disable Syslog e |
Lo —1_J synchronization. Lo
[Server2
Correct Answer:
Resources Answer Area

SW1 |
C‘““ . From the Syslog configuration, remove the fagilities -
i that send CEF messages. é Lﬁ_ps

1 Fromthe Log Analytics agent, disable Syslog TEEF‘I
J synchronization. —_—

[Server2]

Section:
Explanation:
Reference: https://docs.microsoft.com/en-us/azure/sentinel/connect-log-forwarder?tabs=rsyslog

QUESTION 8
DRAG DROP

You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named User1 and User2.
You plan to deploy Azure Defender.

You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.
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User Task
Userl ® Assign initiatives

e Edit security policies
- Enable automatic prowsnonmg
User2 e View alerts and recommendations

e Apply security recommendations
e Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:

Roles Answer Area
Contributor Userl: | .~ I p
Owner User2: | :
Security
administrator
Security reader

Correct Answer:
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Roles Answer Area

Userl: | Owner

e —

User2: ' Contributor M-[

Security
administrator

Security reader

L

Section:

Explanation:

Box 1: Owner

Only the Owner can assign initiatives.
Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations. d u m S
Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions

QUESTION 9

HOTSPOT

You have a Microsoft 365 E5 subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.

You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender portal. The solution must use the principle of least privilege.
What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
To configure Microsoft Defender for Endpoint: | 04 S = - _ v
Turn on endpoint detection and response (EDR) In Block mode
Turn on Live Response
Turn off Tamper Protection
To configure the devices: . v

Add a network assessment job . S WK . o= i
Create a device group that contains the devices and set Automation level to Full
Create a device group that contains the devices and set Automation level to No automated response

IT Certification Exams - Questions & Answers | Vdumps.com
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Answer Area:

Answer Area

To configure Microsoft Defender for Endpoint: i

Turn on endpoint detection and response (EDR) in Block mode .

[ Turn offt Tamper Protection

To configure the devices: v
I \

|

| Create a device group that contains the devices and set Automation level to Full |
| Create a device group that contains the devices and set Automation level to No automated response |

Section:

Explanation:

Box 1: Turn on Live Response

Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the power to do in-depth investigative work and take immediate response actions.

Box: 2

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machine-alerts?view=0365- worldwide https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/network-
devices?view=0365worldwide

QUESTION 10

You have a Microsoft 365 E5 subscription that uses Microsoft SharePoint Online.

You delete users from the subscription.

You need to be notified if the deleted users downloaded numerous documents from SharePoint Onlinessites during the month:before their accounts were deleted.
What should you use?

a file policy in Microsoft Defender for Cloud Apps
an access review policy
an alert policy in Microsoft Defender for Office 365

o0 ®p»

an insider risk policy

Correct Answer: C
Section:
Explanation:

Alert policies let you categorize the alerts that are triggered by a policy, apply the policy to all users in your organization, set a threshold level for when an alert is triggered, and decide whether to receive email notifications
when alerts are triggered.

Default alert policies include:

Unusual external user file activity - Generates an alert when an unusually large number of activities are performed on files in SharePoint or OneDrive by users outside of your organization. This includes activities such as
accessing files, downloading files, and deleting files. This policy has a High severity setting.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies

QUESTION 11

You have a Microsoft 365 subscription that has Microsoft 365 Defender enabled.

You need to identify all the changes made to sensitivity labels during the past seven days.
What should you use?
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the Incidents blade of the Microsoft 365 Defender portal
the Alerts settings on the Data Loss Prevention blade of the Microsoft 365 compliance center

Activity explorer in the Microsoft 365 compliance center

o 0N >

the Explorer settings on the Email & collaboration blade of the Microsoft 365 Defender portal

Correct Answer: C
Section:
Explanation:

Labeling activities are available in Activity explorer.

For example:

Sensitivity label applied

This event is generated each time an unlabeled document is labeled or an email is sent with a sensitivity label.

It is captured at the time of save in Office native applications and web applications.

It is captured at the time of occurrence in Azure Information protection add-ins.

Upgrade and downgrade labels actions can also be monitored via the Label event type field and filter.

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/data-classification-activityexplorer-available-events?view=0365-worldwide

QUESTION 12

You have a Microsoft 365 subscription that uses Microsoft 365 Defender.
You need to identify all the entities affected by an incident.

Which tab should you use in the Microsoft 365 Defender portal?

Investigations

Devices

Evidence and Response
Alerts

OO0 >

Correct Answer: C
Section:
Explanation:

The Evidence and Response tab shows all the supported events and suspicious entities in the alerts in the incident.
Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-incidents

QUESTION 13

You have five on-premises Linux servers.

You have an Azure subscription that uses Microsoft Defender for Cloud.
You need to use Defender for Cloud to protect the Linux servers.

What should you install on the servers first?

the Dependency agent
the Log Analytics agent
the Azure Connected Machine agent

OO0 >

the Guest Configuration extension

Correct Answer: B
Section:
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Explanation:

Defender for Cloud depends on the Log Analytics agent.

Use the Log Analytics agent if you need to:

* Collect logs and performance data from Azure virtual machines or hybrid machines hosted outside of Azure * Etc.
Reference:

https://docs.microsoft.com/en-us/azure/defender-for-cloud/os-coverage
https://docs.microsoft.com/en-us/azure/azure-monitor/agents/agents-overview#log-analytics-agent

QUESTION 14

You have an Azure subscription that uses Microsoft Sentinel.

You need to minimize the administrative effort required to respond to the incidents and remediate the security threats detected by Microsoft Sentinel.
Which two features should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

Microsoft Sentinel bookmarks
Azure Automation runbooks
Microsoft Sentinel automation rules
Microsoft Sentinel playbooks

mo 0O w >

Azure Functions apps

Correct Answer: C, E

Section:

Explanation:

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-respond-threatsplaybook?tabs=LAC

QUESTION 15

You have a Microsoft Sentinel workspace named workspacel that contains custom Kusto queries.

You need to create a Python-based Jupyter notebook that will create visuals. The visuals will display the results of the queries and be pinned to a dashboard. The solution must minimize development effort.
What should you use to create the visuals?

plotly
TensorFlow

msticpy

o0 >

matplotlib

Correct Answer: C

Section:

Explanation:

msticpy is a library for InfoSec investigation and hunting in Jupyter Notebooks. It includes functionality to: query log data from multiple sources. enrich the data with Threat Intelligence, geolocations and Azure resource data.
extract Indicators of Activity (lIoA) from logs and unpack encoded data.

MSTICPy reduces the amount of code that customers need to write for Microsoft Sentinel, and provides:

Data query capabilities, against Microsoft Sentinel tables, Microsoft Defender for Endpoint, Splunk, and other data sources.
Threat intelligence lookups with Tl providers, such as VirusTotal and AlienVault OTX.

Enrichment functions like geolocation of IP addresses, Indicator of Compromise (loC) extraction, and Whols lookups.
Visualization tools using event timelines, process trees, and geo mapping.

Advanced analyses, such as time series decomposition, anomaly detection, and clustering.

Reference:
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https://docs.microsoft.com/en-us/azure/sentinel/notebook-get-started
https://msticpy.readthedocs.io/en/latest/

QUESTION 16

You have a Microsoft Sentinel workspace that contains the following incident.
Brute force attack against Azure Portal analytics rule has been triggered.

You need to identify the geolocation information that corresponds to the incident.
What should you do?

From Overview, review the Potential malicious events map.
From Incidents, review the details of the iPCustomEntity entity associated with the incident.
From Incidents, review the details of the AccouncCuscomEntity entity associated with the incident.

o0 ® >

From Investigation, review insights on the incident entity.

Correct Answer: A
Section:
Explanation:

Potential malicious events: When traffic is detected from sources that are known to be malicious, Microsoft Sentinel alerts you on the map. If you see orange, it is inbound traffic: someone is trying to access your organization
from a known malicious IP address. If you see Outbound (red) activity, it means that data from your network is being streamed out of your organization to a known malicious IP address.

QUESTION 17

You have two Azure subscriptions that use Microsoft Defender for Cloud.

You need to ensure that specific Defender for Cloud security alerts are suppressed at the root management group level. The solution must minimize administrative effort.
What should you do in the Azure portal?

Create an Azure Policy assignment.
Modify the Workload protections settings in Defender for Cloud.
Create an alert rule in Azure Monitor.

o0 ® >

Modify the alert settings in Defender for Cloud.

Correct Answer: D
Section:
Explanation:

You can use alerts suppression rules to suppress false positives or other unwanted security alerts from Defender for Cloud.

Note: To create a rule directly in the Azure portal:

1. From Defender for Cloud's security alerts page:

Select the specific alert you don't want to see anymore, and from the details pane, select Take action.

Or, select the suppression rules link at the top of the page, and from the suppression rules page select Create new suppression rule:
2. In the new suppression rule pane, enter the details of your new rule.

Your rule can dismiss the alert on all resources so you don't get any alerts like this one in the future.

Your rule can dismiss the alert on specific criteria - when it relates to a specific IP address, process name, user account, Azure resource, or location.
3. Enter details of the rule.

4. Save the rule.

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/alerts-suppression-rules

QUESTION 18
DRAG DROP
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You have an Azure subscription linked to an Azure Active Directory (Azure AD) tenant. The tenant contains two users named Userl and User2.
You plan to deploy Azure Defender.
You need to enable Userl and User2 to perform tasks at the subscription level as shown in the following table.

User Task
Userl ® Assign initiatives

e Edit security policies
¢ Enable automatic provisioning

User2 * View alerts and recommendations
e Apply security recommendations
e Dismiss alerts

The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

Select and Place:

Roles Answer Area
Contributor Userl: :; ____________ _.J':ula
Owner User2: ' :
T T oy E NIRRT ) AL N E N
administrator
Security reader

Correct Answer:
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Roles Answer Area

Userl: Owner

— ]

User2: | Contributor

- Security
administrator

Security reader

Section:

Explanation:

Box 1: Owner

Only the Owner can assign initiatives.

Box 2: Contributor

Only the Contributor or the Owner can apply security recommendations.
Reference:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/permissions

QUESTION 19
HOTSPOT
You have a Microsoft 365 E5 subscription that contains 200 Windows 10 devices enrolled in Microsoft Defender for Endpoint.

You need to ensure that users can access the devices by using a remote shell connection directly from the Microsoft 365 Defender portal. The solution must use the principle of least privilege.
What should you do in the Microsoft 365 Defender portal? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

To configure Microsoft Defender for Endpoint: v

Turn on endpoint detection and response (EDR) in block mode
Turn on Live Response

Turn off Tamper Protection

To configure the devices: v

Add a network assessment job
Create a device group that contains the devices and set Automation level to Full
Create a device group that contains the devices and set Automation level to No automated response

Answer Area:
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To configure Microsoft Defender for Endpoint: v

Turn on endpoint detection and response (EDR) in block mode
Turn on Live Response
Turn off Tamper Protection

To configure the devices: s d

Add a network assessment job
Create a device group that contains the devices and set Automation level to Full
Create a device group that contains the devices and set Automation level to No automated response

Section:

Explanation:

Box 1: Turn on Live Response Live response is a capability that gives you instantaneous access to a device by using a remote shell connection. This gives you the power to do in-depth investigative work and take immediate
response actions.

Box: 2 : Add a network assessment job

Network assessment jobs allow you to choose network devices to be scanned regularly and added to the device inventory.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/respond-machinealerts?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/networkdevices?view=0365-worldwide

QUESTION 20

HOTSPOT

You have a Microsoft 365 subscription that uses Microsoft 365 Defender and contains a user named Userl.
You are notified that the account of Userl is compromised.

You need to review the alerts triggered on the devices to which User1 signed in.

How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Devicelnfo
| where LoggedOnUsers contains “userl®”

| distinct Deviceld

| ¥ kind=inner AlertEvidence on Deviceld
extend
{lelly
project

| project Alertld
| join AlertInfo on AlertId

| ¥ AlertIld, Timestamp, Title, Severity, Category

project |
EUHHQETEE_
take

Answer Area:
DevicelInfo

| where LoggedOnUsers contains “userl®

| distinct Deviceld

| ¥ kind=inner AlertEvidence on Deviceld
extend
join
project

| project Alertld
| join AlertInfo on AlertId

| ¥  AlertId, Timestamp, Title, Severity, Category

project
EUHEQEIEE_
take

Section:

Explanation:

Box 1: join

An inner join.

This query uses kind=inner to specify an inner-join, which prevents deduplication of left side values for Deviceld.

This query uses the Devicelnfo table to check if a potentially compromised user (<account-name>) has logged on to any devices and then lists the alerts that have been triggered on those devices.
Devicelnfo
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//Query for devices that the potentially compromised account has logged onto | where LoggedOnUsers contains '<account-name>' | distinct Deviceld
//Crosscheck devices against alert records in AlertEvidence and AlertInfo tables | join kind=inner AlertEvidence on Deviceld | project Alertid

//List all alerts on devices that user has logged on to

| join Alertinfo on Alertld

| project Alertld, Timestamp, Title, Severity, Category

Devicelnfo LoggedOnUsers AlertEvidence "project AlertID"

Box 2: project

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-huntingquery-emails-devices?view=0365-worldwide

QUESTION 21

You have a Microsoft Sentinel workspace.

You need to prevent a built-in Advance Security information Model (ASIM) parse from being updated automatically.
What are two ways to achieve this goal? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

Redeploy the built-in parse and specify a CallerContext parameter of any and a SourceSpecificParse parameter of any.
Create a hunting query that references the built-in parse.

Redeploy the built-in parse and specify a CallerContext parameter of built-in.

Build a custom unify parse and include the build- parse version

mo 0o w >

Create an analytics rule that includes the built-in parse

Correct Answer: A, D
Section:

QUESTION 22

You have a Microsoft Sentinel workspace.

You receive multiple alerts for failed sign in attempts to an account.

You identify that the alerts are false positives.

You need to prevent additional failed sign-in alerts from being generated for the account. The solution must meet the following requirements.
e Ensure that failed sign-in alerts are generated for other accounts.

e Minimize administrative effort

What should do?

Create an automation rule.
Create a watchlist.
Modify the analytics rule.

o0 ® >

Add an activity template to the entity behavior.

Correct Answer: A

Section:

Explanation:

An automation rule will allow you to specify which alerts should be suppressed, ensuring that failed sign-in alerts are generated for other accounts while minimizing administrative effort. To create an automation rule,
navigate to the

Automation Rules page in the Microsoft Sentinel workspace and configure the rule parameters to suppress the false positive alerts.

QUESTION 23
DRAG DROP
A company wants to analyze by using Microsoft 365 Apps.


o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
o365-worldwide
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You need to describe the connected experiences the company can use.

Which connected experiences should you describe? To answer, drag the appropriate connected experiences to the correct description. Each connected experience may be used once, more than once, or not at all. You may
need to drag the split between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:

Correct Answer:

Section:
Explanation:

QUESTION 24

You have a custom Microsoft Sentinel workbook named Workbooks.

You need to add a grid to Workbook1. The solution must ensure that the grid contains a maximum of 100 rows.
What should you do?

In the query editor interface, configure Settings.
In the query editor interface, select Advanced Editor
In the grid query, include the project operator.

o0 ® >

In the grid query, include the take operator.

Correct Answer: B
Section:

QUESTION 25
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You have an Azure subscription that uses Microsoft Defender for Cloud and contains a resource group named RG1. RG1. You need to configure just in time (JIT) VM access for the virtual machines in RG1.
The solution must meet the following

e Limit the maximum request time to two hours.

e Limit protocol access to Remote Desktop Protocol (RDP) only.

® Minimize administrative effort.

What should you use?

Azure AD Privileged Identity Management (PIM)
Azure Policy
Azure Front Door

o 0N >

Azure Bastion

Correct Answer: A
Section:

QUESTION 26

You have a Microsoft Sentinel workspace named Workspacel.

You need to exclude a built-in, source-specific Advanced Security information Model (ASIM) parse from a built-in unified ASIM parser.
What should you create in Workspacel?

a watch list
an analytic rule
a hunting query

o0 w® P

a workbook

Correct Answer: A
Section:

QUESTION 27

You have an Azure subscription that uses Microsoft Defender for Endpoint.

You need to ensure that you can allow or block a user-specified range of IP addresses and URLs.

What should you enable first in the advanced features from the Endpoints Settings in the Microsoft 365 Defender portal?

endpoint detection and response (EDR) in block mode
custom network indicators
web content filtering

o0 ® >

Live response for servers

Correct Answer: A
Section:

QUESTION 28

You have an Azure subscription that uses Microsoft Defender for Cloud and contains a storage account named storagel. You receive an alert that there was an unusually high volume of delete operations on the blobs in
storagel.

You need to identify which blobs were deleted.

What should you review?

A. the Azure Storage Analytics logs
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B. the activity logs of storagel
C. the alert details
D. the related entities of the alert

Correct Answer: B
Section:

QUESTION 29

You have an Azure subscription that has Microsoft Defender for Cloud enabled.
You have a virtual machine that runs Windows 10 and has the Log Analytics agent installed.
You need to simulate an attack on the virtual machine that will generate an alert.

What should you do first?

Run the Log Analytics Troubleshooting Tool.

Copy a executable and rename the file as ASC_AlerTest_662jf10N,exe
Modify the settings of the Microsoft Monitoring Agent.

Run the MMASetup executable and specify the -foo argument

o0 ® >

Correct Answer: B
Section:

QUESTION 30
HOTSPOT
You have the following KQL query.

let IPList » Getuatchlist({'Bad_IPs’
Event
here Source == “Migrosoft-sindows-Syimon”
hgre Event]D ==
extend EvDate = :i'LE_‘*: EventData

extend EventDetail » EvDeta.Dataltes.fventDats.Date

extend SourcelP = EventDetall.[9].[ wtext™], DestinationIP = EventDetail.[14] te
here JourcelP im (IPList) or DeatinationIP in (IPList
extend IPMatch = casef SourcelP Un [(IPList), "SourcelP”, DestlinationlP in List eitlnat L
extend timestamp = Timtdenerated, AccountCustomlntity = UserMese, Mostlustosintity = spute
Hot Area:
Statements Yes No

The usertane field is set as the account entity

The watchlist cannot be updated after it is created

The 1PiList vanable is set as the IP address entity
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Answer Area:

Statements Yes No
The usernene field 15 set as the account entity
The watchlist cannot be updated after it is created
The 1pList vanable is set as the |P address entity
Section:
Explanation:
QUESTION 31

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint.
You need to add threat indicators for all the IP addresses in a range of 171.23.3432-171.2334.63. The solution must minimize administrative effort.
What should you do in the Microsoft 365 Defender portal?

Create an import file that contains the IP address of 171.23.34.32/27. Select Import and import the file.
Select Add indicator and set the IP address to 171.2334.32-171.23.34.63.

Select Add indicator and set the IP address to 171.23.34.32/27

Create an import file that contains the individual IP addresses in the range. Select Import and import the file.

o0 ® >

Correct Answer: D

Section:

Explanation:

This will add all the IP addresses in the range of 171.23.34.32/27 as threat indicators. This is the simplest and most efficient way to add all the IP addresses in the range.Reference: [1] https://docs.microsoft.com/en-

us/windows/security/ threat-protection/microsoft- defender-atp/threat-intelligence-manage-indicators

QUESTION 32
You have a Microsoft Sentinel workspace.
You have a query named Query1l as shown in the following exhibit.

# New Query 1°

You plan to create a custom parser named Parser 1. You need to use Queryl in Parserl. What should you do first?


https://docs.microsoft.com/en-us/windows/security/
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Remove line 2.
In line 4. remove the TimeGenerated predicate.

Remove line 5.

o 0N >

In line 3, replace the 'contains operator with the 'has operator.

Correct Answer: A
Section:

QUESTION 33
You have an Azure subscription that contains a Microsoft Sentinel workspace. The workspace contains a Microsoft Defender for Cloud data connector. You need to customize which details will be included when an alert is
created for a specific event. What should you do?

A. Modify the properties of the connector.

B. Create a Data Collection Rule (DCR).

C. Create a scheduled query rule.

D. Enable User and Entity Behavior Analytics (UEBA)

Correct Answer: D
Section:

QUESTION 34

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender.

You need to review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription. The solution must minimize administrative effort
Which blade should you use in the Microsoft 365 Defender portal?

A. Advanced hunting
B. Threat analytics
C. Incidents & alerts

D. Learning hub

Correct Answer: B

Section:

Explanation:

To review new attack techniques discovered by Microsoft and identify vulnerable resources in the subscription, you should use the Threat Analytics blade in the Microsoft 365 Defender portal. The Threat Analytics blade
provides insights into attack techniques, configuration vulnerabilities, and suspicious activities, and it can help you identify risks and prioritize threats in your environment.

Reference:A, https://docs.microsoft.com/en-us/microsoft-365/security/mtp/microsoft-365-defenderthreat-analytics

QUESTION 35
You have a Microsoft 365 subscription that uses Microsoft 365 Defender A remediation action for an automated investigation quarantines a file across multiple devices. You need to mark the file as safe and remove the file
from quarantine on the devices. What should you use m the Microsoft 365 Defender portal?

From Threat tracker, review the queries.
From the History tab in the Action center, revert the actions.
From the investigation page, review the AIR processes.

o0 ® >

From Quarantine from the Review page, modify the rules.

Correct Answer: B
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Section:

QUESTION 36

You have a Microsoft Sentinel workspace named Workspaces

You need to exclude a built-in. source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser.
What should you create in Workspacel?

a workbook
a hunting query
a watchlist

o0 ® >

an analytic rule

Correct Answer: D

Section:

Explanation:

To exclude a built-in, source-specific Advanced Security Information Model (ASIM) parser from a built-in unified ASIM parser, you should create an analytic rule in the Microsoft Sentinel workspace.

An analytic rule allows you to customize the behavior of the unified ASIM parser and exclude specific source-specific parsers from being used. Reference:A, https://docs.microsoft.com/en-us/azure/sentinel/analytics-
create-analytic-rule

QUESTION 37

Your company uses Microsoft Sentinel

A new security analyst reports that she cannot assign and resolve incidents in Microsoft Sentinel.

You need to ensure that the analyst can assign and resolve incidents. The solution must use the principle of least privilege.
Which role should you assign to the analyst?

Microsoft Sentinel Responder
Logic App Contributor
Microsoft Sentinel Reader

o n >

Microsoft Sentinel Contributor

Correct Answer: A

Section:

Explanation:

The Microsoft Sentinel Responder role allows users to investigate, triage, and resolve security incidents, which includes the ability to assign incidents to other users. This role is designed to provide the necessary permissions
for incident management and response while still adhering to the principle of least privilege. Other roles such as Logic App Contributor and Microsoft Sentinel Contributor would have more permissions than necessary and
may not be suitable for the analyst's needs. Microsoft Sentinel Reader role is not sufficient as it doesn't have permission to assign and resolve incidents.

Reference:A, https://docs.microsoft.com/en-us/azure/sentinel/role-based-access-control-rbac

QUESTION 38

You provision Azure Sentinel for a new Azure subscription.

You are configuring the Security Events connector.

While creating a new rule from a template in the connector, you decide to generate a new alert for every event.
You create the following rule query.
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let timeframe = 1d;

SecurityEvent

| where TimeGenerated >= ago(timeframe)

| where EventID == 1102 and EventSourceName == “Microsoft-Windows-Eventlog”

| summarize StartTimeUtc = min(TimeGenerated), EndTimeUtc = max (TimeGenerated),
EventCount = count() by

Computer, Account, EventID, Activity

| extend timestamp = StartTimeUtc, AccountCustomEntity = Account,

HostCustomEntity = Computer

By which two components can you group alerts into incidents? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

a workbook
a hunting query
a notebook

OO0 wp

a playbook

Correct Answer: A

Section:

Explanation:

A workbook is a data-driven interactive report in Microsoft Sentinel. You can use workbooks to create custom reports based on data from your Azure subscription. Reference:

https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview

QUESTION 39

You create an Azure subscription.

You enable Microsoft Defender for Cloud for the subscription.

You need to use Defender for Cloud to protect on-premises computers.
What should you do on the on-premises computers?

Configure the Hybrid Runbook Worker role.
Install the Connected Machine agent.
Install the Log Analytics agent

OO0 wp

Install the Dependency agent.

Correct Answer: C

Section:

Explanation:
https://docs.microsoft.com/en-us/azure/defender-for-cloud/quickstart-onboardmachines?pivots=azure-arc

QUESTION 40

HOTSPOT

You have a Microsoft Sentinel workspace.

You need to create a KQL query that will identify successful sign-ins from multiple countries during the last three hours.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE Each correct selection is worth one point

Hot Area:


https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview
https://docs.microsoft.com/en-us/azure/sentinel/workbooks-overview
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let timeframe = ago(¥h);

let threshold = 5;

imProcessCreate |
|_imWeb5e55inn _,|

| where Timefienersted > timefrome
| where EventTypess=‘Logon® snd Eventflesult=s='Success’
| where fsnotespty(SreGeoCountry)

| susmarize StartTime = min(TimeGenerated), EndTime = pax(TimeGenerated), Vendorssmake set{EventVendor), Productssmake set(EventProduct), *
NumOfCountries = deount( DstGeoCou ¥ ) by TargetUserld, TargetUserPrincipalName, TargetUserType
SrcGeoRagion v

| where MumOfCountries »= threshold

Answer Area:
let timeframe = ago(3h);

] WL U‘dumps

| where Timefienersted > timeframe

| where EventTypes=="Logon’ and EventResulte="Success’
| where isnotespty(SrcGeoCountry)

| susmarize StartTime = min(TimeGenerated), EndTime = pax(TimeGenerated), Vendors=make set{EventVendor), Products=smake set(EventProduct), *
NumOfCountries = deount( DstGeoCou ¥ ) by TargetUserld, TargetUserPrincipalName, TargetUserType
W—‘_ =

| where MumOfCountries »= threshold

Section:
Explanation:

QUESTION 41
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You have an Azure subscription that contains an Azure logic app named app1 and a Microsoft Sentinel workspace that has an Azure AD connector. You need to ensure that appl launches when Microsoft Sentinel detects an
Azure AD- generated alert. What should you create first?

a repository connection
a watchlist

an analytics rule

o0 ®p

an automation rule

Correct Answer: D
Section:

QUESTION 42

You have an Azure subscription that contains a user named Userl1.

Userl is assigned an Azure Active Directory Premium Plan 2 license

You need to identify whether the identity of Userl was compromised during the last 90 days.
What should you use?

the risk detections report
the risky users report
Identity Secure Score recommendations

o0 ®p

the risky sign-ins report

Correct Answer: B
Section:

QUESTION 43

You have an Azure subscription that uses Microsoft Defender fof Ctoud.

You have an Amazon Web Services (AWS) account that contains an Amazon Elastic Compute Cloud (EC2) instance named EC2-1.
You need to onboard EC2-1 to Defender for Cloud.

What should you install on EC2-17?

the Log Analytics agent
the Azure Connected Machine agent
the unified Microsoft Defender for Endpoint solution package

o0 ® >

Microsoft Monitoring Agent

Correct Answer: A
Section:

QUESTION 44
You have a Microsoft Sentinel workspace named Workspacel and 200 custom Advanced Security Information Model (ASIM) parsers based on the DNS schema. You need to make the 200 parsers available in Workspacel. The
solution must minimize administrative effort. What should you do first?

Copy the parsers to the Azure Monitor Logs page.
Create a JSON file based on the DNS template.
Create an XML file based on the DNS template.
Create a YAML file based on the DNS template.

oSN >
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Correct Answer: A
Section:
Explanation:

QUESTION 45

You use Microsoft Sentinel.

You need to receive an alert in near real-time whenever Azure Storage account keys are enumerated.
Which two actions should you perform? Each correct answer presents part of the solution. NOTE:
Each correct selection is worth one point

Create a bookmark.
Create an analytics rule.
Create a livestream.
Create a hunting query.

m o0 w>

Add a data connector.

Correct Answer: D, E
Section:

QUESTION 46
You need to minimize the effort required to investigate the Microsoft Defender for Identity false positive alerts. What should you review?

the status update time
the alert status
the certainty of the source computer

OO0 ®wp

the resolution method of the source computer

Correct Answer: B
Section:

QUESTION 47

HOTSPOT

You need to meet the Microsoft Defender for Cloud Apps requirements

What should you do? To answer. select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Set the sensitivity level of the impossible travel alert policies 10: |l Low ii

| Medium |

To reduce the amount of false positive alerts: | Enable leaked credential detection. u]

Add P address rang

Enable leaked aedental detection

| Disable leaked credential detection.

Answer Area:
Answer Area
Set the sensitivity level of the impossible travel alert policies to: | Low
| Medium |
High
To reduce the amount of false pasitive alerts: | Enable leaked credential detection. EI

Section:
Explanation:
QUESTION 48

You need to deploy the native cloud connector to Account! to meet the Microsoft Defender for Cloud requirements. What should you do in Account! first?

Create an AWS user for Defender for Cloud.

Create an Access control (1AM) role for Defender for Cloud.
Configure AWS Security Hub.

Deploy the AWS Systems Manager (SSM) agent

o n >

Correct Answer: D
Section:

QUESTION 49
HOTSPOT

You need to create a query to investigate DNS-related activity. The solution must meet the Microsoft Sentinel requirements. How should you complete the Query? To answer, select the appropriate options in the answer area
NOTE: Each correct selection is worth one point.

Hot Area:
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I gm TimeGenerated > ﬂﬂd“ '[ I responsecodenames' NXDOMAIN' )
i, starttime= 7d),

wheare Timeeneral

e
(where TimeGenerated < ago[‘?:_ilil
T o R -

Answer Area:
Answer Area
I (where TimeGenerated > mzd“ "’l l responsecodenames' NXDOMAIN' )
(startme=ago{7d), )
Jf twhere TimeGenerated > ago(7d) | [
imDns TWhere limeGenerated < agol/d) | |
S e i dd R o e e
) ‘
rd
U-dumps
Section:
Explanation:
Answer Area
_ASim_Dns N I (where TimeGenerated > d ¥ | responsecodenames’ NXDOMAIN® )
| summarize count() by SrclpAddr, bin{TimeGenerasted,15a)
QUESTION 50
HOTSPOT

You need to assign role-based access control (RBAQ roles to Group1 and Group2 to meet The Microsoft Defender for Cloud requirements and the business requirements Which role should you assign to each group? To
answer, select the appropriate options in the answer area NOTE Eachcorrect selection is worth one point.

Hot Area:
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Group1: | Secunty Admin h
Contnbutor
| Owner |
" Security Assessment Contnibutor ~ I
Group2: || Contnbutor ‘i!
Secunty Admin ‘
Security Assessment Contributor =
Answer Area:
Answer Area
Secunty Admin
Security Assessment Contributor -
Section:
Explanation:
QUESTION 51

You need to ensure that you can run hunting queries to meet the Microsoft Sentinel requirements.
Which type of workspace should you create?

Azure Synapse AnarytKS
AzureDalabricks
Azure Machine Learning

o0 ® >

LogAnalytics

Correct Answer: D
Section:

QUESTION 52
You need to correlate data from the SecurityEvent Log Anarytks table to meet the Microsoft Sentinel requirements for using UEBA. Which Log Analytics table should you use?
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SentwlAuoNt
AADRiskyUsers
IdentityQirectoryEvents

OO0 wp

Identityinfo

Correct Answer: C
Section:

QUESTION 53
You need to identify which mean time metrics to use to meet the Microsoft Sentinel requirements.
Which workbook should you use?

Analytics Efficiency
Security Operations Efficiency
Event Analyzer

OO0 >

Investigation insights

Correct Answer: C
Section:

QUESTION 54

DRAG DROP

You have an Azure subscription. The subscription contains 10 virtual machines that are onboarded te'Microsoft Defender for Cloud:

You need to ensure that when Defender for Cloud detects digital currency mining behavior on a virtual.machine, you receive an‘email notification. The solution must generate a test email.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
Actions Answer Area

| From Workflow automation in Defender for Cloud, change the status of the workflow automation.

S | —

| .
| From Logic App Designer, run a trigger.

| From Security alerts in Defender for Cloud, create a sample alert. @

| =
| From Logic App Designer, create a logi< app.

| Fram Workflow automation in Defender for Cloud, add a workflow automation.

Correct Answer:
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Actions

From Workflow automation in Defender for Cloud, change the status of the workflow automation.

From Security alerts in Defender for Cloud, create a sample alert.

Section:
Explanation:

Step 1: From Logic App Designer, create a logic app.
Create a logic app and define when it should automatically run
1. From Defender for Cloud's sidebar, select Workflow automation.

2. To define a new workflow, click Add workflow automation. The options pane for your new automation opens.

5 Microsoft Defender for Cloud | Workflow automat
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Here you can enter:
A name and description for the automation.

Add workflow automation
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Answer Area

‘ From Logic App Designer, create a logi< app.

From Logic App Designer, run a trigger.

| From Workflow automation in Defender for Cloud, add a workflow autoi

The triggers that will initiate this automatic workflow. For example, you might want your Logic App to run when a security alert that contains "SQL" is generated.
The Logic App that will run when your trigger conditions are met.

3. From the Actions section, select visit the Logic Apps page to begin the Logic App creation process.

4. Etc.
Step 2: From Logic App Designer, run a trigger.
Manually trigger a Logic App

You can also run Logic Apps manually when viewing any security alert or recommendation.
Step 3: From Workflow automation in Defender for cloud, add a workflow automation.

Configure workflow automation at scale using the supplied policies
Automating your organization's monitoring and incident response processes can greatly improve the time it takes to investigate and mitigate security incidents.
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Deploy Workflow Automation for Microsoft Defender for Cloud recommendations &

W PP o Y
Duphate o o Exg e

W Essentisl

[heed i gboan AsLonmments Paramet e

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation

QUESTION 55

HOTSPOT

You have a Microsoft Sentinel workspace named sws1.

You need to create a hunting query to identify users that list storage keys of multiple Azure Storage accounts. The solution must exclude users that list storage keys for a single storage account.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:


https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation
https://docs.microsoft.com/en-us/azure/defender-for-cloud/workflow-automation
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AzureActivity
BehaviorAnalytics
SecuntyEvent

| where OperationNameValue == "microsoft,storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == “Succeeded”
| join kind= inner (
Azurefctivity
| where OperationNameValue == "microsoft.storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == “Succeeded"
| project ExpectedIpAddress=CallerIpAddress, Caller

| evaluate g

autocluster{)
bin()

dumps

where CallerlpAddress |= ExpectedIpAddress
P P o
| summarize Resourcelds = make set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

Answer Area:
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T

BehaviorAnalytics

SecuntyEvent
| where OperationNameValue == "microsoft,storage/storageaccounts/listkeys/action™
| where ActivityStatusValue == "Succeeded”

| join kind= inner (
Azurefctivity
| where OperationNameValue == "microsoft.storages/storageaccounts/listkeys/action™
| where ActivityStatusValue == "Succeeded"”
| project ExpectedIipAddress=CallerIpfddress, Caller

| evaluate T

luste

bin{)
count()

) on Caller
| where CallerlpAddress != ExpectedIpAddress
| summarize Resourcelds = make set(Resourceld), ResourceldCount = dcount(Resourceld)

by OperationNameValue, Caller, CallerIpAddress

Section:

Explanation:

Box 1: AzureActivity The AzureActivity table includes data from many services, including Microsoft Sentinel. To filter in only data from Microsoft Sentinel, start your query with the following code:

Box 2: autocluster()

Example: description: | 'Listing of storage keys is an interesting operation in Azure which might expose additional secrets and Pll to callers as well as granting access to VMs. While there are many benign operations of this
type, it would be interesting to see if the account performing this activity or the source IP address from which it is being done is anomalous.

The query below generates known clusters of ip address per caller, notice that users which only had single operations do not appear in this list as we cannot learn from it their normal activity (only based on a single event).
The activities for listing storage account keys is correlated with this learned clusters of expected activities and activity which is not expected is returned.

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action"

| where ActivityStatusValue == "Succeeded"

| join kind=inner (

AzureActivity

| where OperationNameValue =~ "microsoft.storage/storageaccounts/listkeys/action"

| where ActivityStatusValue == "Succeeded"

| project ExpectedlpAddress=CallerlpAddress, Caller

| evaluate autocluster()

) on Caller
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| where CallerlpAddress != ExpectedIpAddress

| summarize StartTime = min(TimeGenerated), EndTime = max(TimeGenerated), Resourcelds =

make_set(Resourceld), ResourceldCount = dcount(Resourceld) by OperationNameValue, Caller,

CallerlpAddress

| extend timestamp = StartTime, AccountCustomEntity = Caller, IPCustomEntity = CallerlpAddress

Reference: https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity/Anomalous_Listing_Of Storage_Keys.yaml|

QUESTION 56

DRAG DROP

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VM1.

You receive an alert for suspicious use of PowerShell on VM1.

You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on VM1 after the alert:
The modification of local group memberships

The purging of event logs
Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
Actions Answer Area

From the details pan= of the incident. sslect Investigate.

: From the investigation blade, select the entity that represents VM1,

From the Investigation blade, select the entity that represents powershell .exe @ @

From the investigation biade, select Timeline

| From the Investigation blade, select Info

Fram the Investigation blade, select Insights.

Correct Answer:
Actions Answer Area

From the details pane of the incident, select Investigate.

|
From the Investigation blade, select the entity that represents V1.

{ Irw ation blade, s t the entity that represents powershell . .
“rram_ rhf rnvestigation blade, select "|'!|t1.~=~"hT|T'\r ha reFre &nts .|, ey uf 1.exe @ Fram the nvestigation blade, select |ng|g|-|ﬁ_ @

From the investigation blade, select Timeline

| From the Investigation blade, select Info

Section:

Explanation:

Step 1: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual IP/Account/Host/URL entities.
Step 2: From the Investigation blade, select the entity that represents VM.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights and Entity Insights.
Incident Insights The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata including alerts and entity information.

Entity Insights The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related information about that entity. This workbook presently provides view of the
following entity types:


https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity/Anomalous_Listing_Of_Storage_Keys.yaml
https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity/Anomalous_Listing_Of_Storage_Keys.yaml
https://github.com/Azure/Azure-Sentinel/blob/master/Hunting%20Queries/AzureActivity/Anomalous_Listing_Of_Storage_Keys.yaml
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IP Address

Account

Host

URL

Step 3: From the details pane of the incident, select Investigate.

Choose a single incident and click View full details or Investigate.

Reference:
https://github.com/Azure/Azure-Sentinel/wiki/Investigation-Insights---Overview
https://docs.microsoft.com/en-us/azure/sentinel/investigate-cases

QUESTION 57
HOTSPOT
You have the following SQL query.

Hot Area:

Answer Area:
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Section:
Explanation:

QUESTION 58

You have a Microsoft 365 E5 subscription that is linked to a hybrid Azure AD tenant.

You need to identify all the changes made to Domain Admins group during the past 30 days.
What should you use?

the Azure Active Directory Provisioning Analysis workbook
the Overview settings of Insider risk management
the Modifications of sensitive groups report in Microsoft Defender for Identity

o0 ® >

the identity security posture assessment in Microsoft Defender for Cloud Apps

Correct Answer: C | ¥ d u m S
Section: |

QUESTION 59
You need to meet the Microsoft Sentinel requirements for Appl. What should you configure for App1?

an API connection
a trigger
an connector

o0 ® >

authorization

Correct Answer: B
Section:

QUESTION 60
HOTSPOT

You need to meet the Microsoft Sentinel requirements for collecting Windows Security event logs.
What should you do? To answer, select the appropriate options in the answer area. NOTE Each correct selection is worth one point.

Hot Area:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

Deploy the: | Log Analytics agent . _H

Azure Monitor agent
Windows Azure VM Agent

g Analytics agent

Answer Area:
Answer Area
Deploy the: | Log Analytics agent . _]3
Azure Monitor agent
Windows Azure VM Agent
L Analytics agent A= |
- A
Query by using: m
|
WQL '
XPath
Section:
Explanation:
QUESTION 61
HOTSPOT

You have 100 Azure subscriptions that have enhanced security features m Microsoft Defender for Cloud enabled. All the subscriptions are linked to a single Azure AD tenant. You need to stream the Defender for Cloud togs to
a syslog server. The solution must minimize administrative effort What should you do? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one point

Hot Area:
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Answer Area:

Answer Area

Section:
Explanation:

QUESTION 62

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named User! and User2. You have the hunting query shown in the following exhibit.
The users perform the following anions:

- Time range : Set in query Save v |2 Share v 4+ Newadlertnile v — Egport & Pnto w = Format query
1 AuditLogs
2 where TimeGenerated »ago(7d)
3 where OperationName == “Add user”
4 | project AddedTime = TimeGenerated, user = tostring(TargetResources[@].userPrincipalName)
L1 Join (AzureActivity o
6 where OperationName == “Create role assignment”
7 project Operationilame, RoleAssigmmentTime = TimeGenerated, user « Caller) on user
8 project-away userl
9

e Userl assigns User2 the Global administrator role.
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e Userl creates a new user named User3 and assigns the user a Microsoft Teams license.

® User2 creates a new user named User4 and assigns the user the Security reader role.

e User2 creates a new user named User5 and assigns the user the Security operator role.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes
The query wall identify the role assignment of UserZ
The query will identify the creation of User3
The gquery will identify the creation of UserS
Answer Area:
Answer Area
Statements Yes
The guery will identify the role assignment of UserZ
The query will identify the creation of User3
The guery wall Ildﬂ'ﬂh':, the creation of Users
Section:
Explanation:
QUESTION 63

You have an Azure subscription that uses resource type for Cloud. You need to filter the security alerts view to show the following alerts:
e Unusual user accessed a key vault

¢ Log on from an unusual location

e Impossible travel activity

Which severity should you use?

Informational
Low

Medium

High

OO0 wp
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Correct Answer: C
Section:
Explanation:

QUESTION 64

HOTSPOT

You need to implement Microsoft Sentinel queries for Contoso and Fabrikam to meet the technical requirements.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area:

uMmps

Section:
Explanation:

QUESTION 65

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender for Endpoint.

You need to ensure that you can initiate remote shell connections to Windows servers by using the Microsoft 365 Defender portal.
What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area:

Section:

' (*dumps

QUESTION 66

HOTSPOT

You have a Microsoft Sentinel workspace named sws1.

You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is generated in sws1.
You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following requirements:

* Minimize administrative effort.

* Use the principle of least privilege.

How should you configure the credentials? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Configure the connector to use: = A managed identity bt

A managed identity
| A service principal
An Azure AD user account

Role to assign to the credentials: = Microsoft Sentinel Responder v
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Reader

Microsoft Sentinel Responder

Answer Area:
Answer Area
Configure the connector to use: = A managed identity bt
A managed identity |
| A service pnincipal
An Azure AD user account
Microsoft Sentinel Responder
Section:
Explanation:
QUESTION 67
HOTSPOT

You have a Microsoft Sentinel workspace named sws1.

You need to create a query that will detect when a user creates an unusually large numbers of Azure AD user accounts.
How should you complete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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AzureActivity b
AuditLogs -
w“‘"
BehaviorAnalytics 5 “True®
Securitybvent

et

| where ActionType == "Add.uier"

| where ActivityInsights has “True"
| join(

BehaviorAnalytics v

Auditl.ogl-s = $right. Itemld
AzureActivity

BehaviorAnalytics

SecurityEvent ring(UsersInsights.AccountDisplayName),

| B R S e o T LR L ks e B B

| sort by TimeGenerated desc
| project TimeGenerated, UserName, UserPrincipalMame, UsersInsights,

ActivityType, ActionType I

Answer Area:
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AzureActivity v
AuditLogs "
- ser
| AureActiviy |
BehaviorAnalytics 5 “True”
Securitybvent

| where ActionType == “Add user®

| where ActivityInsights has “True”
| join(

BehaviorAnalytics 3

Auditi.og§ | = ¢right._Ttemld
AzureActivity

SecurityEvent : 3 :
i tuﬁ wrspreymam——ws P iINg(UsersInsights.AccountDisplayName),

| sort by TimeGenerated desc

| project TimeGenerated, UserBame, UserPrincipalMame, UsersInsights,
ActivityType, ActionType

dumps

Explanation:

QUESTION 68

HOTSPOT
You have an Azure subscription that contains a quest user named Userl and a Microsoft Sentinel workspace named workspacel.

You need to ensure that Userl can triage Microsoft Sentinel incidents in workspacel. The solution must use the principle of least privilege.
Which roles should you assign to User1? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Azure role: Microsoft Sentinel Contributor v
Microsoft Sentinel Automation Contributor

Microsoft Sentinel Contributor

‘Microsoft Sentinel Responder

Azure AD role: ' Directory readers -
Attribute assignment reader

Directory readers

Global reader
Answer Area:
Answer Area
Azure role:  Microsoft Sentinel Contributor b, 4
Microsoft Sentinel Automation Contributor
Microsoft Sentinel Contributor |
Microsoft Sentinel Responder
Azure AD role:”
) '..ﬂlll‘.‘ﬂt.ﬁ { __'&_‘_1, ‘
Global reader
Section:
Explanation:
QUESTION 69
HOTSPOT
You have a custom detection rule that includes the following KQL query.
AlertInfo

| where Severity == "High"

| distinct Alertld

| join AlertEvidence on AlertId

| where EntityType in ("User"™, "Mailbox")

| where EvidenceRole == "Impacted”

| summarize by Timestamp, Alertld, AccountName, AccountObjectId, EntityType, Deviceld, SHA256

| join EmailEvents on $left.AccountObjectId == $right.RecipientObjectld

| where DeliveryAction == “Delivered”

| summarize by Timestamp, Alertld, Reportld, RecipientObjectld, RecipientEmailAddress, EntityType, Deviceld, SHA256

For each of the following statements, select Yes if True. Otherwise select No.
NOTE: Each correct selection is worth one point.
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Hot Area:

Answer Area

Statements Yes
The custom detection rule can be used to automate the deletion of email messages from a O
user's mailbox based on the RecipientEmailAddress column.
The custom detection rule can be used to restrict app execution automatically based on the O
Deviceld column.
The custom detection rule can be used to automate the deletion of a file based on the §
SHAZ56 column.

Answer Area:

Answer Area

Statements Yes
The custom detection rule can be used to automate the deletion of email messages from a Q
user's mailbox based on the RecipientEmailAddress column.
The custom detection rule can be used to restrict app exefution autorgatically based on the O
Deviceld column, du m ps
The custom detection rule can be used to automate the deletion of a file based on the O
SHA256 column.

Section:

Explanation:

QUESTION 70

HOTSPOT

You have a Microsoft Sentinel workspace.

You need to configure a report visual for a custom workbook. The solution must meet the following requirements:
* The count and usage trend of AppDisplayName must be included

* The TrendList column must be useable in a sparkline visual,

How should you complete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

SigninLogs
| where ResultType == @ and AppDisplayMame != ""

| summarize count() by AppDisplaylame

| ! '|oin v | (
Si

let
| lookup | TrendList

- mv-expand
} Oie TAPSP e ke A

count() on TimeGenerated in range({TimeRange:start}, {(TimeRange:end}, 4h) by AppDisplayhame

| top 10 by count_ desc
SigninlLogs

|  make-series ¥ TrendlList

make_bag()

count() on TimeGenerated in range({TimeRange:start)}, [TimeRange:end), 4h) by AppDisplayName

- mv-expand
render

o dumps

| top 1@ by count_ desc

Answer Area:
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Answer Area

SigninLogs
| where ResultType == @ and AppDisplayMame != ""

| summarize count() by AppDisplayMame

| Lioin (=] (
. |
let
| lookup TrendList = count() on TimeGenerated in range({TimeRange:start}, {TimeRange:end}, 4h) by AppDisplayhiame

) mv-expand

L e e L
| top 10 by count_ desc
Signinlogs
|  make-series ¥ TrendlList
. make_bag() _
|
- mv-expand
render

e dumps

| top 10 by count_ desc

count() on TimeGenerated in range((TimeRange:start), [TimeRange:end), 4h) by AppDisplayName

Section:
Explanation:

QUESTION 71

HOTSPOT

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.

You have a Microsoft 365 E5 subscription that uses Microsoft Defender 365.

You need to identify all the interactive authentication attempts by the users in the finance department of your company.
How should you complete the KQL query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

IdentityQueryEvents v

BehaviorAnalytics
Identityinfo

IdentityQueryEvents

| where Department == 'Finance’

| project-rename objid = AccountObjectld

| join AuditLogs ¥ | on $left.objid == $right.AccountObjectId
IdentityLogonEvents
SigninLogs
Answer Area:
Answer Area
IdentityQueryEvents v
BehaviorAnalytics |
Identityinfo
Fr—— dumps
| where Department == 'Finance’
| project-rename objid = AccountObjectld
| join AuditLogs ¥ | on $left.objid == $right.AccountObjectId
Auditlogs _|
IdentityLogonEvents
SigninLogs
Section:
Explanation:
QUESTION 72

You have a Microsoft Sentinel workspace that has user and Entity Behavior Analytics (UEBA) enabled for Signin Logs.
You need to ensure that failed interactive sign-ins are detected.

The solution must minimize administrative effort.

What should you use?

a scheduled alert query
a UEBA activity template
the Activity Log data connector

o0 w® >

a hunting query
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Correct Answer: B
Section:

QUESTION 73

You have a Microsoft 365 subscription that uses Microsoft Purview.

Your company has a project named Projectl.

You need to identify all the email messages that have the word Projectl in the subject line. The solution must search only the mailboxes of users that worked on Project1.
What should you do?

Create a records management disposition.
Perform a user data search.
Perform an audit search.

OO0 >

Perform a content search.

Correct Answer: D

Section:
QUESTION 74
DRAG DROP
You have an Azure subscription that contains the users shown in the following table.
Name Role
User1 Security administrator
User2 Security reader
User3 Contributor

You need to delegate the following tasks:

* Enable Microsoft Defender for Servers on virtual machines.

* Review security recommendations and enable server vulnerability scans.

The solution must use the principle of least privilege.

Which user should perform each task? To answer, drag the appropriate users to the correct tasks. Each user may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Users Answer Area
Useri Enable Microsoft Defender for Servers on virtual machines:
User2 _ _ ) N
Review security recommendations and enable server vulnerability scans:
User3
Answer:
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Users Answer Area

Useri Enable Microsoft Defender for Servers on virtual machines: | User1
User2

Review security recommendations and enable server vulnerability scans: User2

User3

Select and Place:

Users Answer Area
User1 Enable Microsoft Defender for Servers on virtual machines:
User2 ) ] i .
Review security recommendations and enable server vulnerability scans:
User3

Correct Answer:
Users Answer Area d u m ps
Enable Microsoft Defender for Servers on virtual machines: | User1 _

Review security recommendations and enable server vulnerability scans: User2

User3

Section:
Explanation:

QUESTION 75
You have 50 Microsoft Sentinel workspaces.

You need to view all the incidents from all the workspaces on a single page in the Azure portal. The solution must minimize administrative effort.
Which page should you use in the Azure portal?

Microsoft Sentinel - Incidents
Microsoft Sentinel - Workbooks
Microsoft Sentinel

o0 w® >

Log Analytics workspaces

Correct Answer: D
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Section:

QUESTION 76

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to identify any devices that triggered a malware alert and collect evidence related to the alert. The solution must ensure that you can use the results to initiate device isolation for the affected devices.
What should you use in the Microsoft 365 Defender portal?

Incidents
Investigations
Advanced hunting

o0 ® >

Remediation

Correct Answer: A
Section:

QUESTION 77

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Endpoint

You need to create a query that will link the AlertInfo, AlertEvidence, and DeviceLogonEvents tables. The solution must return all the rows in the tables.
Which operator should you use?

join kind = inner
evaluate hint. Remote =
search *

oSN >

union kind = inner

Correct Answer: A
Section:

QUESTION 78

DRAG DROP

You have a Microsoft 365 E5 subscription that uses Microsoft Exchange Online.

You need to identify phishing email messages.

Which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to the answer area and arrange them in the correct order.

Select and Place:

Cmdlets Answer Area

Connect-IPPSSession

Start-ComplianceSearch

New-ComplianceSearch @

Connect-ExchangeOnline

O

Search-UnifiedAuditlLog

Correct Answer:
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Cmdlets Answer Area

Connect-IPPSSession New-ComplianceSearch

Start-ComplianceSearch . Connect-ExchangeOnline

®
©

| Search-UnifiedAuditLog

Section:

Explanation:
New-ComplianceSearch
Connect-ExchangeOnline
Search-UnifiedAuditLog

QUESTION 79
You haw the resources shown in the following Table.
Name Type Description Location
Serverl Server File server that runs On-premises
Windows Server d u m S
Server2 | Virtual machine | Application server that | Amazon Web p

runs Linux Services (AWS)
Server3d | Virtual machine | Domain controller that | Azure

runs Windows Server |

Serverd | Server Domain controller that | On-premises
runs Windows Server

You have an Azure subscription that uses Microsoft Defender for Cloud.
You need to enable Microsoft Defender lot Servers on each resource.
Which resources will require the installation of the Azure Arc agent?

Server 3 only
Serverl and 5erver4 only
Server 1. Server2. arid Server4 only

OO0 wp

Server 1, Servec?, Server3. and Seiver4

Correct Answer: B
Section:

QUESTION 80

HOTSPOT
You have a Microsoft 365 E5 subscription that uses Microsoft Defender 36S.
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Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with Azure AD.
You need to identify the 100 most recent sign-in attempts recorded on devices and AD DS domain controllers.

How should you complete The KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

DevicelogonEvents

| extend Table = 'tablel’

| take 100

|| union i
Join kind=full outer '
join kind=inner

unicen

| Identityl ogonkvents v ]
Identitylnfo

IdentityLogonEvents
IdentityQueryEvents

dumps

| extend Table <« "table2”
| take 104
)

| project-reorder Timestamp, Table, AccountDomain, AccountNeme, AccountUpn, AccountSid

| order by Timestamp asc

Answer Area:
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Devicelogonfvents
| extend Table = 'tablel’

| take 100

| union w14
join kind =full cuter
join kind=inner

identitylogonévents | v |
Identitylnfo

IdentityLogo nEvents | ‘
| ldentityQueryEvents ]

| extend Table « “table2”
| take 108

)

| project-reorder Timestamp, Table, AccountDomain, ﬁ;‘:uurdu m!pStSid

| order by Timestamp asc

Section:
Explanation:

QUESTION 81

HOTSPOT

You have a Microsoft Sentinel workspace.

A Microsoft Sentinel incident is generated as shewn in the following exhibit.
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Home 3 Microsoft Sentinel »

Incident
Incachert (D 1)3847

) Refresh

&y Authentication Methods Changed for Privileged Acc...

Incident ID: 203443

& Unassigned o New v | High
e Statir Loventy

Descripbon

identifies. authentication methods beng changed for a privileged
account. This could be an indicated of an attacker adding an auth
mathod to the account so they can have continued acoess. Raf :
hittps. f/decs.microsofL.com/ature/active-

directory Aundamentaly secunty-operalions-privibeged-
BOCOUNTEThngs- 10 -Monitor - |

Alert product names
= Microsoft Sentinel

Ewvdence

~1 L' R o

Events Alerts Bookmarks

Last update time Creation time
08,11/22 1230 PM 051722 12048 PM
Entities (2]

A sberei@contosc...
B 1921806582
Wiew full detads »

Tactxs and technigues
w3 persistence (1)

[ |

w*

Timeline  Similar incidents (Preview) Alerts

Lp Search Temahine content : All Seventy - All Tactics : AN
Moy @ | Authentication Methods Changed for Privileged Account () Authentication Methods Changed for Privileged Accou...
19113 AM High | Detected by Microsoft Sentinel | Tactics: CO Persistence

-

Descnpbion

Igentibes authentcation methods bewng changed for 3 prinleged
account. This could be an indicated of an attacker adding an auth
method to the account $o they can have continued access. Ref:
hitps:/ /docs mecrosoft. comy arure/actve-
duectory/fundamentaly/secunty-operatiomi-prvileged-
accounts#things-to-monitor- 1

Severty Status

© High 1% New

Events Product name
Link to LA hcrosoft Sentined
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Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

Hot Area:
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A map of the entities connected to the alert can be viewed by _Investigate v
selecting [answer choice]. Alerls
Entities

invesugate

A list of the activities performed during the investigation can I Comments vl
be viewad by selecting [answer choice].  Alerts
Bookmarks

Lomments

Status

Answer Area:

Answer Area

A map of the entities connected to the alert can be viewed by _Investigate v

selecting [answer choice]. Alerls
Entimies

-

A list of the activities performed during the invesﬁgatiund |
be viewad by selecting [answer choice].  Alerts
. Bookmarks

Comments |

Status

Section:
Explanation:

QUESTION 82

HOTSPOT

You have an Azure subscription that uses Microsoft Defender for Cloud.

You create a Google Cloud Platform (GCP) organization named GCP1.

You need to onboard GCP1 to Defender for Cloud by using the native cloud connector. The solution must ensure that all future GCP projects are onboarded automatically.
What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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crezt A management project and a custom role W
A management group and an Azure AD service principal

A management project and a custom role

An Azure AD administrative unit and a managed identity

By: Running a script in GCP Cloud Shell v
Deploying a Bicep template
Runming a scnipt in Azure Cloud Shell

Running a script in GCP Cloud Shell

Answer Area:
Answer Area
ceate | A management project and a custom role b
| A management group and an Azure AD service principal ]

I A management project and a custom role

An Azure AD administrative unit and a managed identity
By: Running a script in GCP Cloud Shell -

Deploying a Bicep template
Running a scnpt i Azure Cloud Shell

dumps

Section:
Explanation:

QUESTION 83

HOTSPOT

You have an Azure subscription that is linked to a hybrid Azure AD tenant and contains a Microsoft Sentinel workspace named Sentinel1l.

You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from Active Directory Domain Services (AD OS).
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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To the AD DS domain controliers, deploy: r The Azure Connected Machine agent | 1
Microsoft Defender for Identity sensors

The Azure Connected Machine agent
The Azure Momitor agent

For Sentinel1, configure: | The Audit Logs data source
The Audit Logs data source

The Secunty Events data source
The Signin Logs data source

Answer Area:
Answer Area
To the AD DS domain controliers, deploy: r The Azure Connected Machine agent | 1
Microsoft Defender for Identity sensors
The Azure Connected Machine agent |
The Azure Monitor agent
For Sentinel1, configure: ‘

The Security Events data source B
The Signin Logs data source

Section:

Explanation:

QUESTION 84

You have a Microsoft 365 subscription that uses Microsoft 365 Defender.

You plan to create a hunting query from Microsoft Defender.

You need to create a custom tracked query that will be used to assess the threat status of the subscription.
From the Microsoft 365 Defender portal, which page should you use to create the query?

Policies & rules
Explorer
Threat analytics

o0 ® >

Advanced Hunting

Correct Answer: D
Section:

QUESTION 85

You have an Azure subscription that has Microsoft Defender for Cloud enabled.
You have a virtual machine named Server! that runs Windows Server 2022 and is hosted in Amazon Web Services (AWS).
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You need to collect logs and resolve vulnerabilities for Serverl by using Defender for Cloud.
What should you install first on Server1?

the Microsoft Monitoring Agent
the Azure Arc agent
the Azure Monitor agent

OO0 wp

the Azure Pipelines agent

Correct Answer: C
Section:

QUESTION 86

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Teams.

You need to perform a content search of Teams chats for a user by using the Microsoft Purview compliance portal. The solution must minimize the scope of the search.
How should you configure the content search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Locations: | Exchange mailbo 5
! Fichange mailboxes
vExChatioe ublidfolders
| SharePoint sites
Keywords: [Kind s
| Category
ItemClass
Answer Area:
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Answer Area

Locations: f Exchanae mailboxes 4

L E g LOXES

Exchange public folders
SharePoint sites

Keywords: | Kind 2 4 1
Category
| ItemClass

Section:
Explanation:

QUESTION 87

HOTSPOT

You have an Azure subscription that has Azure Defender enabled for all supported resource types.
You create an Azure logic app named LAL.

You plan to use LA1 to automatically remediate security risks detected in Defenders for Cloud.
You need to test LA1 in Defender for Cloud.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Set the LA1 trigger to: | When a Defender for Cloud Recommendation 15 created or trigge
When a Defender for Cloud Recommendation 15 caeated or inggered
When a Defender for Cloud Alert is created or triggered |
| When a response to a Defender for Cloud alert is triggered g
Trigger the execution of LA1 from: | Regulatory compliance standards ﬂ
Recommendations
| Secunty alerts |
Requlatory comphance standards
Answer Area:
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Set the LAY trigger to: | When a Defender for Cloud Recommendation is created or
When a Defender for Cloud Recommendation is created or tnggered
When a Defender for Cloud Alert is created or tnggered

When a response to a Defender for Cloud alert ts!rigg:red fs
Trigger the execution of LA1 from: | Regulatory compliance standards
Recommendations

| Secunty alerts
Requlatory comphance standards

Section:
Explanation:

QUESTION 88
DRAG DROP
You are investigating an incident by using Microsoft 365 Defender.

You need to create an advanced hunting query to count failed sign-in authentications on three devices named CFOLaptop. CEOLaptop, and COOLaptop.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE Each correct selection is worth one point

Select and Place:

Values Answer Area L/ d u m ps

| project LogonFailures=count ()

| summarize LogonFailures=count/()
by DeviceNams, LogonType

| where ActionType == FailureReason

| where DeviceNama in (“CFOLaptop®,

and
“CECOLaptop”, “COOLaptop™)

ActionType == “LogonFailed”

n:tinnTypa == FailureReason

DaviceEvents

DeviceLogonEvents

Correct Answer:
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Values Answer Area

. .~ . 1

| project LogonFailures=count () |

| where ActionType == FailureReason DeviceLogonEvents

| ||| where DeviceName in (“CFOLaptop”, _.4
“CECLapton”, ™“COOLaptop”)

{hﬂtiDnTYPE == “LogonFailed” ActionType == FailureReason

| summarize LogonFailures=count()
by DaviceNama, LogonType
L

L S S —

l DeviceEvents

Section:

dumps

QUESTION 89

HOTSPOT

You have an Azure subscription.

You plan to implement an Microsoft Sentinel workspace. You anticipate that you will ingest 20 GB of security log data per day.

You need to configure storage for the workspace. The solution must meet the following requirements:

e Minimize costs for daily ingested data.

e Maximize the data retention period without incurring extra costs.

What should you do for each requirement? To answer, select the appropriate options in the answer are a. NOTE Each correct selection is worth one point.

Hot Area:

Minimize costs for daily ingested data: | Uise a commitment tier. M |
Apply a daily cap.

| Use the Pay-As-You-Go (PAYG) model

Maxmize the data retention penod without
incumng extra costs: | Set retention to 90 days. @

Set retention to 31 days.

Set retention to 365 days.

Answer Area:
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Minimize costs for daily ingested data: |Lheamrru‘mtmu1t tiet |

Apply a daily cap.

; Use a commitment ber : ' | [
| Use the Pay-As-You-Go (PAYG) model. b

mmmmrambumtmmntnwﬂ b‘
1 Set retention to 31 days.

i Set retention to 90 days. |
| Set retention to 365 days. 1

———me————
Section:
Explanation:
QUESTION 90
HOTSPOT

Your on-premises network contains 100 servers that run Windows Server.

You have an Azure subscription that uses Microsoft Sentinel.

You need to upload custom logs from the on-premises servers to Microsoft Sentinel.
What should you do? To answer, select the appropriate options m the answer area.

Hot Area: 2
On the servers,install the: [Log Anabyucs agent_ lé: d m
' Azure Connected Machine agent & u ps
Microsoft Dependency agent
CmfgmmﬂmhgﬂhngsﬁuﬂﬂmlLaMw_b&nﬁ&ﬂMmﬁmm EI
,Duta:mmmmaﬂ”mmdtsm -
Ana § WOrksparc eiting: of Microsoft Sentinel [
Lngsbladenfumsnnﬁemmﬁ
Answer Area:
On the servers, install the: {Log Analytics sgent, H
_  Azure Connected Machine agent
= T = _'
Microsoft Dependency agent
Cmfgmmﬂmhguthngswmmhaﬂwmmgdm“mmmm EI
| Data connectors page of Microsoft Sentinel |

l Log Analytics workspace settings of Microsolt Sentinel [ f

" " Logs blade of Microsoft Sentinel 4
_-'—'W
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Section:
Explanation:
To upload custom logs from the on-premises servers to Microsoft Sentinel, you should install the Log

Analytics agent on each of the 100 servers. The Log Analytics agent is a lightweight agent that runs on the server and allows it to connect to the cloud-based Microsoft Defender Security Center. Once installed, the agent will
allow the Microsoft Sentinel service to collect and analyze the custom log data from the servers.

QUESTION 91

HOTSPOT

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parser1 that produces a schema named Schemal.
You need to validate Schemal.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Parserl I I:_]ET'.’-C?‘rer"r'h.'l @ | l"l'\"1}kf - "I"Sl'“SChf-.T"l!f"T-thfﬂl].‘,

evaluate evaluate

getschema |

invoke invoke

parse parse

" - 1 W
-("‘}] | )
AYl At/ ra
Answer Area:
Answer Area
plff-t"l I I:_}E'u"iii"rérﬁa @ | ”'l'\.lﬁlkf' - ﬂSl#ﬁChfll'-’tt!r'_"'S.:Htlul'.

evaluate  \ evaluate

invoke i '

parse parse
Section:
Explanation:

Answer Area
Parserl | getschema bt invoke ¥  ASisSchemaTester( " Schemal’

QUESTION 92
HOTSPOT
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You have a Microsoft Sentinel workspace that has User and Entity Behavior Analytics (UEBA) enabled.

You need to identify all the log entries that relate to security-sensitive user actions performed on a server named Serverl. The solution must meet the following requirements:
® Only include security-sensitive actions by users that are NOT members of the IT department.
e Minimize the number of false positives.

How should you complete the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Hot Area:
Answer Arca
SecurityEvent
| whers EventID in (“46247,74872")

| where Computer == “SERVERL™

MM lond = inner {

| youn kand =fullouter (

These are the selections for the first missing value. |

| | join kind =innerunique ( '

identityinfo -

erted, *) by AccountObjectld) on $left.SubjectUserSid == $Sright.AccountSID

| wh SecurityEvent

dumps

Securityfvent

| where EventID in (“46247,74672%)
| where Computer == "SERVERL"

u&m and = inner (
| yoin kind =fullouter ( These are the selections for the first missing value. |
| join kind=inner ( ]
| Join kind=innerunique ( |

Identityinfo -

'mm'ﬂ' "},—..i-ra.tiu, *) by AccountObjectld) on $left.SubjectUserSid == $Sright.AccountSID
identityinfo Il
| wh SecurityEvent

Section:
Explanation:
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Answer Area

e tyEvent
bara E P Sl A T4 T -
entlD 1 46247 , "4E]
e &g L - CERVER]
'
1,,
A1
-
summarize arg max(TimeGenerated, ") by AccountObjectlid) on $left.SubjectUsersSid == Sright.AccountSIC

here Departsent

QUESTION 93

You have an Azure subscription that uses Microsoft Defender for Cloud and contains 100 virtual machines that run Windows Server.

You need to configure Defender for Cloud to collect event data from the virtual machines. The solution must minimize administrative effort and costs.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

From the workspace created by Defender for Cloud, set the data collection level to Common
From the Microsoft Endpoint Manager admin center, enable automatic enrollment.

From the Azure portal, create an Azure Event Grid subscription.

From the workspace created by Defender for Cloud, set the data collection level to All Events

m o 0w >

From Defender for Cloud in the Azure portal, enable automatic provisioning for the virtual machines.

Correct Answer: D, E
Section:

QUESTION 94

You have an Azure subscription that use Microsoft Defender for Ctoud and contains a user named User1.

You need to ensure that Userl can modify Microsoft Defender for Cloud security policies. The solution must use the principle of least privilege.
Which role should you assign to User1?

Security operator
Security Admin

Owner

o0 ®p

Contributor

Correct Answer: B
Section:

QUESTION 95

DRAG DROP

You have an Azure subscription that contains 100 Linux virtual machines.

You need to configure Microsoft Sentinel to collect event logs from the virtual machines.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Select and Place:
Actions Answer Area
Add a Syslog connector to the workspace

Add an Microsoft Sentmel workboolk
Add Microsaft Sentinel to 8 workspace

Install the Log Analytics agent for Limux on the virtual machanes ) '

Add a Security Events connecior to the workspace : < )
I

Correct Answer:
Actions Answer Arca
Add a Sysiog connector to the workspace Add an Microsoft Sentmed workbook

Install the Log Analytics agent for Limux on the virtual machsmes

Add Microsoft Sentinel to a workspace Add a Security Events connector 10 the workspace

>
Section: i® d u m ps

QUESTION 96
HOTSPOT
You have a Microsoft 365 E5 subscription.

You need to create a hunting query that will return every email that contains an attachment named Document.pdf. The query must meet the following requirements:

* Only show emails sent during the last hour.
* Optimize query performance.

How should you complete the query? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp = ago(1h)

| where Timestamp < ago(1h)

| where Subject == “Document Attachment” and FileName == “Document.pdf”

v

| join DeviceFileEvents on SHAZ256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHAZ256
| where Timestamp = ago(1h)

| where Timestamp =< ago(1h)

Answer Area:

Answer Area

EmailAttachmentInfo

v

| join DeviceFileEvents on SHA256

| join kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHA256
| where Timestamp = ago(1h)

| where Timestamp =< ago(1h)

| where Subject == “Document Attachment” and FileName == “Document.pdf”

v
|| join DeviceFileEvents on SHA256 |

||J-';un kind=inner (DeviceFileEvents | where Timestamp = ago(1h)) on SHAZ2
‘ | where Timestamp = ago(1h)

| where Timestamp < ago(1h)

N
[y

Section:
Explanation:

QUESTION 97

HOTSPOT

You have a Microsoft 365 E5 subscription that uses Microsoft Purview and contains a user named User1.

Userl shares a Microsoft Power Bi report file from the Microsoft OneDrive folder of your company to an external user by using Microsoft Teams.
You need to identity which Power Bl report file was shared.

How should you configure the search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area:

Answer Area

Section:
Explanation:

Activities: | Shared Power Bl report L2
Copied file

Downloaded files to computer

Share file, folder, or site

Shared Power Bl reponrt

Record type: | Shared Power Bl report x4

MicrosoftTeams
OneDnve
PowerBiAudit

Workload: | MicrosoftTeams | »

OneDrive
PowerBl

SharePoint

U*dumps

Activities: | Shareci Power Bl report. L ¥}
Copied file

Downloaded files to computer

| Share file, folder, or site

Shared Power Bl report

Record type: | Shared Power Bl report 2.
MicrosoftTeams '
OneDrnive |
PowerBiAudit

Shared Power Bl report

| W

SharePoint
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QUESTION 98

DRAG DROP

You create a new Azure subscription and start collecting logs for Azure Monitor.

You need to validate that Microsoft Defender for Cloud will trigger an alert when a malicious file is present on an Azure virtual machine running Windows Server.

Which three actions should you perform in a sequence? To answer, move the appropriate actions from the list of action to the answer area and arrange them in the correct order.
NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Select and Place:

Actions Answer Area

Enable Microsoft Defender for Cloud’s enhanced
security features for the subscription.

Change the alert seventy threshold for emails to
Medium.

Rename the executable file as AlertTest.exe,

Change the alert severity thresholg for emails to Low.

Copy an executable file on a virtual machine and
rename the file as ASC_AlertTest_te2jfiD=9N.exe.

Run the executable file and specify the appropnate d u m ps

arguments,

Correct Answer:
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Actions Answer Area

Enable Microsoft Defender for Cloud’s enhanced Run the executable file and specify the appropriate
security features for the subscription arguments

Change the alert seventy threshold for emails to
Medium

= _ _ = Change the alert severity threshold for emails to Low.
Rename the executable file as AlertTest.exe. =

Copy an executable file on a virtual machine and
rename the file as ASC_AlertTest_t62jfiD=9N.exe

Section:
Explanation:

QUESTION 99

You have an Azure subscription that uses Microsoft Defender for Cloud.

You have an Amazon Web Services (AWS) subscription. The subscription contains multiple virtual machines that run Windows Server.
You need to enable Microsoft Defender for Servers on the virtual machines.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct answer is worth one point.

From Defender for Cloud, enable agentless scanning.

Install the Azure Virtual Machine Agent (VM Agent) on each virtual machine.
Onboard the virtual machines to Microsoft Defender for Endpoint.

From Defender for Cloud, configure auto-provisioning.

m o 0w >

From Defender for Cloud, configure the AWS connector.

Correct Answer: B, C
Section:

QUESTION 100
You have a Microsoft 365 E5 subscription that contains 100 Linux devices. The devices are onboarded to Microsoft Defender 365. You need to initiate the collection of investigation packages from the devices by using the
Microsoft 365 Defender portal. Which response action should you use?

Run antivirus scan
Initiate Automated Investigation
Collect investigation package

o0 ® >

Initiate Live Response Session
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Correct Answer: D
Section:

QUESTION 101

You have a Microsoft Sentinel workspace that uses the Microsoft 365 Defender data connector.
From Microsoft Sentinel, you investigate a Microsoft 365 incident.

You need to update the incident to include an alert generated by Microsoft Defender for Cloud Apps.
What should you use?

the entity side panel of the Timeline card in Microsoft Sentinel
the investigation graph on the Incidents page of Microsoft Sentinel
the Timeline tab on the Incidents page of Microsoft Sentinel

OO0 >

the Alerts page in the Microsoft 365 Defender portal

Correct Answer: A
Section:

QUESTION 102

OTSPOT

You have four Azure subscriptions. One of the subscriptions contains a Microsoft Sentinel workspace.

You need to deploy Microsoft Sentinel data connectors to collect data from the subscriptions by using Azure Policy. The solution must ensure that the policy will apply to new and existing resources in the subscriptions.
Which type of connectors should you provision, and what should you use to ensure that all the resources are monitored? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Connector type: Diaanostic settings

APl-based
Diagnostic settings
Log Analytics agent-based

Use: | A remediation task
A remediation task

A workbook
An analytics rule

|

Answer Area:
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Answer Area

Connector type:  piagnostic settinas

APl-based

Log Analytics agent-based

Use: i A remediation task v ]

A workbook
An analytics rule

Section:
Explanation:

QUESTION 103

You have a Microsoft Sentinel playbook that is triggered by using the Azure Activity connector.
You need to create a new near-real-time (NRT) analytics rule that will use the playbook.

What should you configure for the rule?

the Incident automation settings
entity mapping
the query rule

OO0 ®wp

the Alert automation settings

Correct Answer: B
Section:

QUESTION 104

HOTSPOT

You have an Azure subscription that uses Microsoft Sentinel and contains a user named Userl.

You need to ensure that Userl can enable User and Entity Behavior Analytics (UEBA) for entity behavior in Azure AD The solution must use The principle of least privilege.
Which roles should you assign to Used? To answer select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Azure AD role: ['Security administrator -]
Global administrator
Identity Governance Administrator

S>ECuUnty admenistrator
Security operator

Azure role: | Microsoft Sentinel Contributor - |
Microsoft Sentinel Automation Contributor

Microsoft Sentinel Contnibutor
Security Admin
Secunty Assessment Contnbutor

Answer Area:

Answer Area

Azure AD role: ['security administrator 2
Global administrator
Identity Governance ACminiseg

Security operator

Azure role: | Microsoft Sentinel Contributor v |

| Microsoft Sentinel Automation Contributor
Microsoft Sentinel Contributor

Security Admin |
Secunty Assessment Contnbutor

Section:

Explanation:

QUESTION 105

HOTSPOT

You have a Microsoft Sentinel workspace that contains a custom workbook.

You need to query the number of daily security alerts. The solution must meet the following requirements:

* ldentify alerts that occurred during the last 30 days.

* Display the results in a timechart.

How should you complete the query? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

SecurityAlert

| where TimeGenerated >= ago(30d)

L ¥ count() by ProviderName, ¥  (TimeGenerated, 1d)
lookup bin
project make series
| summarize . range

| render timechart

Answer Area:
Answer Area

SecurityAlert

| where TimeGenerated >= ago(38d)

i ¥ count() by ProviderName, ¥ [ (TimeGenerated, 1d)
lookup bin )
project _ make series
sUummarize | fﬂl"lg@

| render timechart

Section:
Explanation:

QUESTION 106

You have an Azure subscription that uses Microsoft Sentinel and contains 100 Linux virtual machines.

You need to monitor the virtual machines by using Microsoft Sentinel. The solution must meet the fallowing requirements:
* Minimize administrative effort

* Minimize the parsing required to read log data

What should you configure?

REST APl integration
a SysJog connector
a Log Analytics Data Collector API

OO0 wp

a Common Event Format (CEF) connector

Correct Answer: B
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Section:

QUESTION 107

HOTSPOT

You have an Microsoft Sentinel workspace named SW1.

You plan to create a custom workbook that will include a time chart.

You need to create a query that will identify the number of security alerts per day for each provider.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

SecurityAlert

| where TimeGenerated >= ago(3@ed)

| summarize count() by ProviderName, | bt (TimeGenerated, 1d)

v | timechart

series_add
series_fill_linear
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Answer Area:
Answer Area
SecurityAlert
| where TimeGenerated >= ago(3ed)
| summarize count() by ProviderName, | hin v o (TimeGenerated, 1d)
| > | timechart _‘
[remie_r - I series_add
materialize S P
: series_fill_linear
project
render | take
Section:
Explanation:

QUESTION 108
You have a Microsoft 365 subscription that uses Microsoft Defender XDR.
You are investigating an attacker that is known to use the Microsoft Graph API as an attack vector. The attacker performs the tactics shown the following table.
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MName Tactic

Tactic] | Conditional Access policy reconnaissance

acticZ | Mailbox reconnaissance

Tacticd | Invites juest users to the tenant

You need to search for malicious activities in your organization.
Which tactics can you analyze by using the MicrosoftGraphActivityLogs table?

Tactic? only

Tacticl and Tactic2 only
Taclic2 and Tactic3 only
Taclicl. Taclic2. andTactic3

o0 ®p

Correct Answer: B
Section:

QUESTION 109

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint Plan 2 and contains 500 Windows devices. As part of an incident investigation, you identify the following suspected malware files:
* sys

* pdf

* docx

* xlsx

You need to create indicator hashes to block users from downloading the files to the devices. Which files can you block by using the indicator hashes?

Filel.sysonly

Filel.sysand File3.docxonly

Filel.sys. File3.docx, and Filedjclsx only
File2.pdf. File3.docxr and File4.xlsx only

m o0 w >

Filel.sys, File2.pdf, File3.dooc, and File4.xlsx

Correct Answer: A
Section:

QUESTION 110

DRAG DROP

You have a Microsoft Sentinel workspace named SW1.

In SW1. you enable User and Entity Behavior Analytics (UEBA).

You need to use KQL to perform the following tasks:

* View the entity data that has fields for each type of entity.

* Assess the quality of rules by analyzing how well a rule performs.

Which table should you use in KQL for each task? To answer, drag the appropriate tables to the correct tasks. Each table may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

NOTE: Each correct selection is worth one point.

Select and Place:
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Tables Answer Area
= Anomalies View entity data: | |
i AuditLogs
Assess rule quality: | |
i AzureDiagnostics
i BehaviorAnalytics
i CommonSecurityLog
Correct Answer:
Tables Answer Area
View entity data: | i BehaviorAnalytics
i AuditLogs - :
s, Assess rule quality: |2 Anomaiies

i AzureDiagnostics

i CommonSecurityLog

Section:
Explanation:

QUESTION 111

You have a Microsoft 365 subscription that uses Microsoft Defender for Endpoint and contains a user named userl and a Microsoft 365 group named Group1. All users are assigned a Defender for Endpoint Plan 1 license.
You enable Microsoft Defender XDR Unified role-based access control (RBAC) for Endpoints & Vulnerability Management.

You need to ensure that Userl can configure alerts that will send email notifications to Groupl. The solution must follow the principle of least privilege.

Which permissions should you assign to User1?

Alerts investigation
Manage security settings
Defender Vulnerability Management - Remediation handling

OO0 wp

Live response capabilities: Basic

Correct Answer: A
Section:

QUESTION 112

You have a Microsoft Sentinel workspace named SW1.

You need to identify which anomaly rules are enabled in SW1.
What should you review in Microsoft Sentinel?

A. Settings
B. Entity behavior
C. Analytics
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D. Content hub

Correct Answer: C
Section:
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