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Exam A

QUESTION 1

You have a Microsoft 365 subscription that contains the following:

* An Azure Active Directory (Azure AD) tenant that has an Azure Active Directory Premium P2 license

* A Microsoft SharePoint Online site named Sitel

e A Microsoft Teams team named Team1

You need to create an entitlement management workflow to manage Sitel and Team1. What should you do first?

Create an access package.
Create a catalog.
Create an administrative unit.

o 0N >

Configure an app registration.

Correct Answer: A
Section:

QUESTION 2
You have an Azure subscription that contains the custom roles shown in the following table.

_Name _Type

A s A~ s sy < Al !
Azure Actrve Directory Agure AD) role

Bala ) A i Py iy
mola/ AFure subsCnphon rodé

You need to create a custom Azure subscription role named Role3 by using the Azure portal. Role3 will use the baseline permissions of an existing role. Which roles can you clone to create Role3?

Role2 only

built-in Azure subscription roles only

built-in Azure subscription roles and Role2 only

built-in Azure subscription roles and built-in Azure AD roles only

m o 0w >

Rolel, Role2 built-in Azure subscription roles, and built-in Azure AD roles

Correct Answer: C
Section:

QUESTION 3

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant.

Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using their Active Directory credentials.
You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.

What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps
B. enterprise applications in Azure AD
C. access reviews in Azure AD
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D. Application Insights in Azure Monitor

Correct Answer: A
Section:

QUESTION 4

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl1.

You need to ensure that Userl can create new catalogs and add resources to the catalogs they own.
What should you do?

From the Roles and administrators blade, modify the Service support administrator role.
From the identity Governance blade, modify the Entitlement management settings.
From the Identity Governance blade, modify the roles and administrators for the General catalog

o n >

From the Roles and administrators blade, modify the Groups administrator role.

Correct Answer: B
Section:

QUESTION 5

DRAG DROP

You have a Microsoft 365 E5 tenant.

You purchase a cloud app named Appl.

You need to enable real-time session-level monitoring of App1 by using Microsoft Cloud App Security.

In which order should you perform the actions? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:

Actions Answer Area

From Microsoft Cloud App Security, create
| @ session policy.

Publish App1 in Azure Active Directory
(Azure AD).

Create a conditional access policy that has @

session controls configured.

From Microsoft Cloud App Security, modifyi
the Connected apps settings for App1.

O

Correct Answer:
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Actions Answer Area

f Publish App1 in Azure Active Directory |
.' (Azure AD).

From Microsoft Claﬁd_ﬁpp Security, mbdifg;
the Connected apps settings for App1. )

@ From Microsoft Cloud App Security, create 9
a session policy.

Create a conditional access policy that has
session controls configured.

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/proxy-deployment-any-app
https://docs.microsoft.com/en-us/cloud-app-security/session-policy-aad

QUESTION 6

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that has Security defaults disabled.
You are creating a conditional access policy as shown in the following exhibit.
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New

Conditional access policy

Control user access based on conditional Control user access based on users and groups
access policy to bring signals together, to assignment for all users, specific groups of users,
make decisions, and enforce organizational directory roles, or external guest users.
policies. Learn more Learn more
Name * Include Exclude

PU“C}“E ' | O Nane

O All users

Assignments @ Select users and groups

Users and groups () > D All guest users (preview) @

Specific users included
D Directory roles (preview) @

Cloud apps or actions () > Dscasiniidl o
All cloud apps

Select ()
Conditions (1)

> 1user

)
0 conditions selected d u m S
. Userl

userl@sk200922coutlook.onm

Access controls

Grant ()

0 controls selected

Session ()
0 controls selected

Enable policy

(ﬂepurt—::nly Off ,}

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

To ensure that User1 is prompted for multi-factor authentication (MFA) v
when accessing Cloud apps, you must configure the [answer choice]. | Conditions settings

Enable policy setting
Grant settings

| Sessions seftings

Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

Enable paolicy setting
Grant settings

Sessions seﬁ:'ihg's' .
Users and groups setting

Answer Area:

Answer Area

To ensure that User1 is prompted for multi-factor authentication (MFA) -
when accessing Cloud apps, you must configure the [answer choice]. | Conditions settings

Enable policy setting
Grant settings

| Sessions settings

Users and groups setting

To ensure that User1 is prompted for authentication every eight v
hours, you must configure the [answer choice]. | Conditions settings

Enable policy setiing
Grant settings
Sessions seftings

Users and groups setting

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/howto-conditional-access-policy-all-users-mfa

QUESTION 7

HOTSPOT
You have a Microsoft 365 tenant.
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You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country.

What should you configure in a conditional access policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Configure HighRiskCountries by using: ! v
A cloud app or action

A condition |
A grant control
A session control

—I-I-l‘ﬂ

Configure Sign-in frequency by using: L ) S
A cloud app or action
A condition

A grant control

A session control

Answer Area:
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Answer Area

Configure HighRiskCountries by using: ! v

A cloud app or action
A condition
Agrant control
A session control

Configure Sign-in frequency by using: v
A cloud app or action
A condition

A grant co

ntrel
A sestiar QMK

Section:
Explanation:

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session

QUESTION 8

HOTSPOT

You have a Microsoft 365 tenant named contoso.com.

Guest user access is enabled.

Users are invited to collaborate with contoso.com as shown in the following table.

User email User type | Invitation accepted Shared resource
Enterprise
Useri@outlook.com | Guest MNo ks
application
. Enterprise
User2@fabrikam.com | Guest Yes e

From the External collaboration settings in the Azure Active Directory admin center, you configure the Collaboration restrictions settings as shown in the following exhibit.
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Collaboration restrictions

L) Allow invitations to be sent to any domain (most inclusive)

__J) Deny invitations to the specified domains

(@) Allow invitations only to the specified domains (most restnctive)
@
TARGET DOMAINS

Outlook.com

From a Microsoft SharePoint Online site, a user invites user3@adatum.com to the site.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes “ Nop ,'~1
User1 can accept the invitation and gain access to the enterprise application. | ®) O
User? can access the enterprise application. O @)
Userd can accept the invitation and gain access to the ShareFoint site. O O
Answer Area:
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Answer Area

Statements Yes No

User1 can accept the invitation and gain access to the enterprise application. ' O
User2 can access the enterprise application. _ O
User3 can accept the invitation and gain access to the ShareFoint site. O

Section:

Explanation:

Box 1: Yes

Invitations can only be sent to outlook.com. Therefore, Userl can accept the invitation and access the application.

Box 2. Yes

Invitations can only be sent to outlook.com. However, User2 has already received and accepted an invitation so User2 can access the application.
Box 3. No
Invitations can only be sent to outlook.com. Therefore, User3 will not receive an invitation.

QUESTION 9

DRAG DROP

You have an on-premises Microsoft Exchange organization that uses an SMTP address space of contoso.com.

You discover that users use their email address for self-service sign-up to Microsoft 365 services.

You need to gain global administrator privileges to the Azure Active Directory (Azure AD) tenant that contains the self-signed users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Sign in to the Microsoft 365 admin center.

Create a self-signed user account in the Azure AD
tenant.

From the Microsoft 365 admin center, add the domain

©
name. @

©Q

Respond to the Become the admin message.

From the Microsoft 365 admin center, remove the
domain name.

Create a TXT record in the contoso.com DNS zone.

Correct Answer:
Actions Answer Area

Create a self-signed mﬁ ount intheAzures
‘ tenant. % E ‘

‘ Sign into the Microsoft 365 admin center.

From the Microsoft 365 admin center, add the domain
name.

®: Respond to the Become the admin message. B

Create a TXT record in the contoso.com DNS zone.

From the Microsoft 365 admin center, remove the
domain name.

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/domains-admin-takeover

QUESTION 10
HOTSPOT
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You have an Azure Active Directory (Azure AD) tenant that contains an administrative unit named Department1.

Departmentl has the users shown in the Users exhibit. (Click the Users tab.)

Dashboard > ContosoAzureAD > Department]l Administrative Unit

& Departmentl Administrative Unit | Users (Preview)

ContosofzureAD - Azure Actrve Dhrectony

<+ Add member [8] Remowe member D Bulk operations 'E_:' refresh

G This page includes previsws avaslable for your evaluation. View previews =

| P search users o Add filters

2 users found

Mame t User principal name

] .Usm
(] .U5er2

Userl @m365x520615.onmicrosoft.com

User2@m365x629615.0nmicrosoft.com

Departmentl has the groups shown in the Groups exhibit. (Click the Groups tab.)
Dashboard » ContosoAzureAD > Departmentl Administrative Unit

== Columns & Preview features < Gotfeedback?

T4 User type Directory synced
Member No

Member Mo

S Departmentl Administrative Unit | Groups

ContosohzureAD - Azure Active Directory

» + Add (il Remove ) Refresh == Columns

E £ Search groups

Name

|:| e} Groupi

D ey Group2

(* Add filters )

& Preview features ClaGot feedback?

Udumps

Group Type Membership Type

Security Assigned

Assigned

Departmentl has the user administrator assignments shown in the Assignments exhibit. (Click the Assignments tab.)
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Dashboard > ContosoAzureAD > |dentity Governance > Privileged |dentity Management > ContosoAzureAD >

2 User Administrator | Assignments

Privileged |dentity Management | Azure AD roles

- + Add assignments €53 Settings () Refresh 4 Export &’ Got feedback?

Eligible assignments  Active assignments  Expired assignments

| O Search by member name or principal name
Name Principal name Type

User Administration

Adminl Adminl®m365x629615.0nmicrosoft.com User

Scope

Departmentl Administrative Unit (Administrative unit)

Admin2 Admin2 @m365x629615.0nmicrasoft.com User

The members of Group2 are shown in the Group2 exhibit. (Click the Group2 tab.)
Dashboard > ContosoAzureAD > Groups > Group2

S Group2 | Members

Group

» 4 addmembers (5 Remove () Refresh [ Bulk operations v Columns

0 This page includes previews available for your evaluation. View previews =

Direct members
Name User type

J . User3 Member
=] @ Usera Member

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Statements Yes No
Admin1 can reset the passwords of User3 and User4. @ O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. @ @)
Answer Area:
Answer Area ¢ a;i' 9 Mp >
Statements Yes No
Admin1 can reset the passwords of User3 and User4. O O
Admin1 can add User1 to Group 2 O O
Admin 2 can reset the password of User1. O O

Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/roles/administrative-units
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QUESTION 11

HOTSPOT

You have a Microsoft 365 tenant.

You need to Identity users who have leaked credentials. The solution must meet the following requirements:
e |dentity sign-ms by users who are suspected of having leaked credentials.

¢ Flag the sign-ins as a high-risk event.

¢ Immediately enforce a control to mitigate the risk, while still allowing the user to access applications.
What should you use? To answer, select the appropriate options m the answer area.

Hot Area:
Answer Area

To classify leaked credentials as high-risk, use’ |

Arure Active Directory (AZure ) identity Protection

Azure Actrve Dinectory (Azure AD) Privileged Identity Management (P1M)
ldentity Govermnance

Self-service passwora reset (SSPR)

L)

To tngger remediation, use
Chent apps not using Modern authentication

Dievice state

set location D

— ———

To mihgate the nsk, select

Block access

 Grant access but require app protaction policy
giram access but require password change

Answer Area:
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Answer Area

To classify leaked credentials as high-risk, use | A
"

Agure Actrve Dinectory (AZuie AD] Privileged ldentity Management (FIM)
[dentity Governancs
Sedf-s00 vice passworo reset (SSPH

To tngger remediation, use v

Lhent apps not usmg Modern authentication

IE-t"-l-:i_' state
Lot lODCSTION h
Liser rish
1o mingate the nsk select l -
Apply apgp r.'{hrj::n_eti restrictions

Block access
Grant access but require app protaction policy

Section:
Explanation:

QUESTION 12

You have an Azure AD tenant that contains two users named Userl and User2. You plan to perform the following actions:
e Create a group named Group 1.

e Add Userl and User 2 to Groupl.

¢ Assign Azure AD roles to Groupl.

You need to create Groupl.

Which two settings can you use? Each correct answer presents a complete solution

NOTE: Each correct selection is worth one point

Group type: Microsoft 365 Membership type: Dynamic User
Group type: Security Membership type: Dynamic Device
Group type Security Membership type: Dynamic User
Group type Security Membership type: Assigned

m o 0w >

Group type: Microsoft 365 Membership type: Assigned

Correct Answer: D, E
Section:

QUESTION 13

DRAG DROP

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:
e Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.
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¢ Delegate the ability to create new virtual machines.
What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each feature may be used once, more than once, or not at all. You may need to drag the split bar between
panes or scroll to view content.

Select and Place:
Features Answer Area

| T b - e T

| Azure AD buslt-in roles ! Ensure that users can sign in 10 Azure virtual machines by —
e == using their Microsoft 365 credentials

o | Delegate the ability to create new virtual machines

F-:u;rt_ll;ma access control (Azure RBAD) |

I
|

lmu_ sre AD managed identities

Correct Answer:
Features Answer Area
Ensure that users can sign in 10 Azure virtual machines by [i—-rl;! AD Buatt-in rodes
using their Microsoft 365 credentiale L ! -
=, | wm the ability to create new virtual machines 4l_.'.l'"|.i'_i l‘t_)ll.:lﬂ'l.;ﬂ ;ff!_'l'l. ct.ntrmfl.mu- HBAD) . {

—

| Azuse AD managed identies
L

Section:
Explanation:

o dumps

HOTSPOT
Your network contains an on-premises Active Directory Domain services

(D DS) domain that syncs with an Azure AD tenant. The AD DS domain contains the organizational units (OUs) shown in the following table.

-— - x ¥ S e ssces Q8000 STk

You need to create a break-glass account named BreakGlass.
Where should you create BreakGlass, and which role should you assign to BreakGlass? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area:

Section:

Explanation:

QUESTION 15

You have a Microsoft 365 E5 subscription that contains a web app named App1l.

Guest users are regularly granted access to Appl.

You need to ensure that the guest users that have NOT accessed Appl during the past 30 days have their access removed the solution must minimize administrative effort.

What should you configure?

A. a compliance policy

B. an access review for application access

C. aguest access review

D. a Conditional Access policy

Correct Answer: C
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Section:

QUESTION 16
HOTSPOT

You need to support the planned changes and meet the technical requirements for MFA.
Which feature should you use, and how long before the users must complete the registration? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Answer Area:

Answer Area

Section:
Explanation:

QUESTION 17

Feature: ( ) "]

An authentication Method polcy
| A Conditional Access policy
' An MFA registration policy
The Muiti-Factor Authentication Server settings

e |

Grace penod: bt

|_1-Idays_ o |

“on, AUHMPS

Feature: ( g ) "]
An authentication Method polcy
A Londitional Access policy ‘
' An MFA registration policy
The Muiti-Factor Authentication Server settings
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You need to resolve the issue of the guest user invitations. What should you do for the Azure AD tenant?

Configure the Continuous access evaluation settings
Modify the External collaboration settings.
Configure the Access reviews settings

o0 w®p

Configure a Conditional Access policy.

Correct Answer: B
Section:

QUESTION 18

DRAG DROP

You have a Microsoft 365 E5 subscription. You need to perform the following tasks:

¢ Identify the locations and IP addresses used by Azure AD users to sign in

e Review the Azure AD security settings and identify improvement recommendations.

¢ Identify changes to Azure AD users or service principle.

What should you use for each task? To answer, drag the appropriate resources to the correct requirements. Each resource may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll to view content.

Select and Place:

Resources Answer Area
Ayt | v I AtONS An pOdresses !
A o
I ¥ B 2 &
entify changes Are WO Lol O cenica
princea i
i b
- e 4-"-_‘ ¥ rnty s Wl ] ¥
Wr-in ] mi L] f ] I
Correct Answer:
Resources Answer Area
a#ntite the Ao i 71\.!1-.. B L {1 T | n ]
10
dentufy change 5 Of S8 idit
LA™ ] L 1
Review the Azure AD security settings and sdentify
i il m T I

Section:
Explanation:
QUESTION 19

You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze conditional access usage.
You need to download the Azure AD log that contains conditional access policy data.

What should you export from Azure AD?
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sign-ins in JSON format
sign-ins in CSV format
audit logs in JSON format

o0 ® >

audit logs in CSV format

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/concept-audit-logs

QUESTION 20

You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past.
For how long does Azure AD store events in the sign-in log?

14 days
30 days
90 days
365 days

o0 ® >

Correct Answer: B
Section:

QUESTION 21 d u m ps

You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.
-‘" — .

¥

asmny i _Mianagoea i 2

e = L

. = T P e h—
Which objects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

Userl only

Userl and Identityl only
Userl. Guestl, and Identity
Userl and Guest1 only

o0 ® >

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pimdeployment-plan

QUESTION 22
You have a Microsoft 365 tenant.
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You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

Run the Get-AzureADAuditDirectoryLogs cmdlet.
Create an Azure AD workbook.

Run the Set-AzureADTenantDetail cmdlet.
Modify the Diagnostics settings for Azure AD.

o0 ®p

Correct Answer: A
Section:

QUESTION 23

You have an Azure Active Directory (Azure AD) tenant.

For the tenant. Users can register applications Is set to No.

A user named Adminl must deploy a new cloud app named App1.

You need to ensure that Adminl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which role should you assign to Admin1?

Application developer in Azure AD
App Configuration Data Owner for Subscriptionl
Managed Application Contributor for Subscription1

o0 ®p

Cloud application administrator in Azure AD

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/roles/delegate-app-roles

QUESTION 24

Your company requires that users request access before they can access corporate applications.

You register a new enterprise application named MyApp1 in Azure Active Dilatory (Azure AD) and configure single sign-on (SSO) for MyApp1.
Which settings should you configure next for MyApp1?

Self-service
Provisioning
Roles and administrators

OO0 wp

Application proxy

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/manage-self-service-access

QUESTION 25

You have an Azure Active Directory (Azure AD) tenant.
You create an enterprise application collection named HR Apps that has the following settings:
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e Applications: Appl. App?, App3

e Owners: Admin 1

e Users and groups: HRUsers

AH three apps have the following Properties settings:

¢ Enabled for users to sign in: Yes

e User assignment required: Yes

* Visible to users: Yes Users report that when they go to the My Apps portal, they only sue App1 and App2-You need to ensure that the users can also see App3. What should you do from App3?
What should you do from App3?

From Users and groups, add HRUsers.
Prom Properties, change User assignment required to No.
From Permissions, review the User consent permissions.

o n >

From Single sign on, configure a sign-on method.

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-accessportal
https://docs.microsoft.com/en-us/azure/active-directory/user-help/my-applications-portalworkspaces

QUESTION 26
You have a Microsoft 365 tenant.
The Azure Active Directory (Azure AD) tenant contains the groups shown in the following table.

In Azure AD. you add a new enterprise application named Appl. Which groups can you assign to App1?

Group1 and Group
Group2 only
Group3 only
Group1 only

moo®p

Group1 and Group4

Correct Answer: A
Section:

QUESTION 27

You configure a new Microsoft 36S tenant to use a default domain name of contosso.com.

You need to ensure that you can control access to Microsoft 365 resource-, by using conditional access policy.
What should you do first?
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Disable the User consent settings.
Disable Security defaults.
Configure a multi-factor authentication (Ml A) registration policy1.

o0 ® >

Configure password protection for Windows Server Active Directory.

Correct Answer: B
Section:

QUESTION 28
You have an Azure Active Directory (Azure AD) tenant named conto.so.com that has Azure AD Identity Protection enabled. You need to Implement a sign-in risk remediation policy without blocking access.
What should you do first?

Configure access reviews in Azure AD.
Enforce Azure AD Password Protection.
implement multi-factor authentication (MFA) for all users.

OO0 wp

Configure self-service password reset (SSPR) for all users.

Correct Answer: C

Section:

Explanation:

MFA and SSPR are both required. However, MFA is required first.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protect'ion/howto-identityprotection-rmediate-unblock

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-deployment u m ps
QUESTION 29

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest. The tenant-uses through authentication.
A corporate security policy states the following:

Domain controllers must never communicate directly to the internet.

Only required software must be- installed on servers.

The Active Directory domain contains the on-premises servers shown in the following table.

e o — ¥t

s R —-=

i &

g -ll-l-d- . ;

T RN eI il ":” |l

You need to ensure that users can authenticate to Azure AD if a server fails.
On which server should you install an additional pass-through authentication agent?

Server2
Server4
Serverl

OO0 wp

Server3

Correct Answer: C
Section:
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QUESTION 30
You have an Azure Active Directory (Azure AD) tenant.

You configure self-service password reset (SSPR) by using the following settings:

* Require users to register when signing in: Yes
e Number of methods required to reset: 1
What is a valid authentication method available to users?

home prions
mobile app notification

a mobile app code

o 0N >

an email to an address in your organization

Correct Answer: C
Section:

QUESTION 31
You have a Microsoft 365 tenant.

You currently allow email clients that use Basic authentication to conned to Microsoft Exchange Online.
You need to ensure that users can connect t to Exchange only run email clients that use Modern authentication protocols.

What should you implement?
You need to ensure that use Modern authentication

a compliance policy in Microsoft Endpoint Manager
a conditional access policy in Azure Active Directory (Azure AD)
an application control profile in Microsoft Endpoint Manager

o0 w®

an OAuth policy in Microsoft Cloud App Security

Correct Answer: C
Section:

QUESTION 32

You create the Azure Active Directory (Azure AD) users shown in the following table.

et JiBeond
User? Enabled " i, e T LTI Bewigex! | 1]
pUser3 Enforced Lot [ DeviceX

On February 1, 2021, you configure the multi-factor authentication (MFA) settings as shown in the following exhibit.

FETTETTOET ot Ractor patheErrtica oy B (rumbed dewice ik e

S SR AP SR N — s Ehamp i | Hoerasad e by B g
Wi o8 T LerTe B il dhn e Tos 20
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Ly Y Lisrmrusy strowud smalbee e siron prormpt

The users authentication to Azure AD on their devices as shown in the following table.

0 _-lj-l ( I
| Februany. 2, 2021 Uiserl

| February 5, 2021 User2e
N rebnmary 21. 2021 | Usent

On February 26, 2021, what will the multi-factor auth status be for each user?

A.

HOTE Fat e Spithll antr Trgmsariy, s o orresmed g L animes s (TE e S Vo Ty 0 e SETne (e S8 s Ceen e e e e
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Correct Answer: B
Section:

QUESTION 33
Your company has two divisions named Contoso East and Contoso West The Microsoft 365 identity architecture tor both divisions is shown in the following exhibit.

¥ lrimnm

._.-if*rl“ilu

il

You need to assign users from the Contoso East d|V|S|on access to Microsoft SharePoint Online sites in the Contoso West tenant. The solution must not require additional Microsoft 3G5 licenses.
What should you do?

Configure The exiting Azure AD Connect server in Contoso Cast to sync the Contoso East Active Directory forest to the Contoso West tenant.
Configure Azure AD Application Proxy in the Contoso West tenant.
Deploy a second Azure AD Connect server to Contoso East and configure the server to sync the Contoso East Active Directory forest to the Contoso West tenant.

o0 ® >

Invite the Contoso East users as guests in the Contoso West tenant.
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Correct Answer: D
Section:

QUESTION 34
Your network contains an on-premises Active D|rectory domain that sync to an Azure Active Directory (Azure AD) tenant. The tenant contains the shown in the following table.

All the users work remotely.
Azure AD Connect is configured in Azure as shown in the foIIowmg exhibit.

U*dumps

Connectivity from the on-premises domaln to the internet is lost.
Which user can sign in to Azure AD?

Userl only

Userl and User 3 only
Userl, and User2 only
Userl, User2, and User3

o0 ® >

Correct Answer: A
Section:

QUESTION 35

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that Azure AD External Identities pricing is based on monthly active users (MAU).
What should you configure?

an access review
the terms or use
a linked subscription

o0 ® >

a user flow
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Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identitiespricing

QUESTION 36
You have an Azure Active Directory (Azure Azure) tenant that contains the objects shown in the following table.
¢ A device named Devicel

e Users named Userl, User2, User3, User4, and User5

e Five groups named Groupl, Group2, Group3, Ciroup4, and Group5

The groups are configured as shown in the following table.

T T T L T T T T TR TR T
g M [T 1

User, Userd, Group2, Group4. | |
3 o R PR L LR T W
Device LT | ! !
Groupth

Users

How many licenses are used if you assign the Microsoft Office 365 Enterprise E5 license to Group1?

OO0 wp
A W N O

Correct Answer: B

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

QUESTION 37

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).

You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to Microsoft 365 services.
Which PowerShell cmdlet should you run?

Set-MsolCompanySettings
Set-MsolDomainFederationSettings
Update-MsolfederatedDomain

OO0 ®wp

Set-MsolDomain

Correct Answer: A

Section:

Explanation:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-servicesignup
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QUESTION 38

Your network contains an on-premises Active Directory domain that syncs to an Azure Active Directory (Azure AD) tenant- Users sign in to computers that run Windows 10 and are joined to the domain.
You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO).

You need to configure the computers for Azure AD Seamless SSO.

What should you do?

. Enable Enterprise State Roaming.

A

B. Configure Sign-in options.

C. Install the Azure AD Connect Authentication Agent.
D

. Modify the Intranet Zone settings.

Correct Answer: D

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start

QUESTION 39

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure AD, you create an assignment for the Insights at administrator role.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 40

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 41

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure monitor, you create a data collection rule.

Does this meet the goal?
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A. Yes
B. No

Correct Answer: B
Section:

QUESTION 42

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not Initiate.

Solution: From the Azure portal, you configure the Block/unblock users settings for multi-factor authentication (MFA).

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

You need to configure the fraud alert settings.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

QUESTION 43

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not Initiate.

Solution: From the Azure portal, you configure the Account lockout settings for multi-factor authentication (MFA).

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

Section:

Explanation:

You need to configure the fraud alert settings.

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

QUESTION 44

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365 services.
Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not Initiate.

Solution: From the Azure portal, you configure the Fraud alert settings for multi-factor authentication (MFA).
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Does this meet the goal?

A. Yes
B. No

Correct Answer: A

Section:

Explanation:

The fraud alert feature lets users report fraudulent attempts to access their resources. When an unknown and suspicious MFA prompt is received, users can report the fraud attempt using the Microsoft Authenticator app or
through their phone.

The following fraud alert configuration options are available:

Automatically block users who report fraud.

Code to report fraud during initial greeting.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

QUESTION 45

You have an Azure Active Directory (Azure AD) tenant that contains the following objects:
A device named Devicel

Users named Userl, User2, User3, User4, and User5

Groups named Group1, Group2, Group3, Group4, and Group5

The groups are configured as shown in the following table.

Name Type Membership type Members
Group1 Security Assigned User1,_User3_Group2 Group3
Group?2 Security Dynamic User User2 10 y
Group3 Security Dynamic Device Device1 ;
Group4 Microsoft 365 Assigned User4
Group5 Microsoft 365 Dynamic User User5

To which groups can you assign a Microsoft Office 365 Enterprise E5 license directly?

Groupl and Group4 only

Groupl, Group2, Group3, Group4, and Group5
Groupl and Group2 only

Group1 only

moo0O w >

Group1, Group2, Group4, and Group5 only

Correct Answer: C

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced

QUESTION 46
You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active Directory (Azure AD) are configured as shown in the exhibit. (Click the Exhibit tab.)

IT Certification Exams - Questions & Answers | Vdumps.com


https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/licensing-group-advanced
https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

Guest user access

Guest user access restrictions (Preview)

Lgarm maoreg
Guest users have the same access as members (most inclusive)

{!:} Guest users have limited access to properties and memberships of directory objects

O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Guest invite settings

Admins and users in the guest inviter role can invite (0

Members can invite O
No )
Guests can invite 1)

T ves GETED

Email One-Time Passcode for quests (0

Learn more

Enable guest self-service sign up via user flows (Preview)

Learn more

Collaboration restrictions u I l l ps

:!;' Allow imvitations to be sent to any domain (most inclusive)
O Ceny invitations to the specified domains

O Allow invitations only to the specified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the following table.

Name Email Description
User1 Userl@contoso com A guest user in fabrikam com
A user who has never accessed
resources in fabrikam.com
Userl Userd@fabrkam.com A user in fabrikam.com
Which users will be emailed a passcode?

User2 User2@outlook.com

User2 only

Userl only

Userl and User2 only
Userl, User2, and User3

o0 ® >

Correct Answer: A
Section:
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Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

QUESTION 47

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an Azure AD enterprise application named App1.

A contractor uses the credentials of userl@outlook.com.

You need to ensure that you can provide the contractor with access to App1l. The contractor must be able to authenticate as userl@outlook.com.
What should you do?

Run the New-AzureADMSInvitation cmdlet.
Configure the External collaboration settings.
Add a WS-Fed identity provider.

Implement Azure AD Connect.

OO0 >

Correct Answer: A

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/external-identities/b2b-quickstart-addguest-users-portal
https://docs.microsoft.com/en-us/powershell/module/azuread/newazureadmsinvitation?view=azureadps-2.0

QUESTION 48

You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The licenses are assigned to individual users.
From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365 Enterprise E5 licenses to the users.
You need to remove the Office 365 Enterprise E3 licenses from the users by using the least amount ofiladministrative effort.
What should you use?

the Administrative units blade in the Azure Active Directory admin center
the Set-AzureAdUser cmdlet
the Groups blade in the Azure Active Directory admin center

OO0 >

the Sec-MsolUserLicense cmdlet

Correct Answer: C
Section:
Explanation:

QUESTION 49

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps.
You need to group related apps into categories in the My Apps portal.

What should you create?

tags
collections
naming policies

o0 ® P

dynamic groups
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Correct Answer: B

Section:

Explanation:

Reference:
https://support.microsoft.com/en-us/account-billing/customize-app-collections-in-the-my-appsportal-2dae6b8a-d8b0-4a16-9a5d-71ed4d6a6cld

QUESTION 50

You have an Azure Active Directory Premium P2 tenant.

You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by using Azure Monitor.
What should you do first?

Run the Set-AzureADTenantDetail cmdlet.
Create an Azure AD workbook.

Modify the Diagnostics settings for Azure AD.
Run the Get-AzureADAuditDirectoryLogs cmdlet.

o0 ® >

Correct Answer: D
Section:
Explanation:

QUESTION 51
HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that contains three users named Us 1 med Groupl. You add User2 and User3 to Group1.
You configure a role in Azure AD Pr|V|Ieged |dent|ty Management (PIM) as shown in the ap riexh lication Administrator tab.)
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Groupl is configured as the approver for the application administrator role.
You configure User2to be eligible for the application administrator role.
For Userl, you add an assignment to the Application administrator role as shown in the Assignment exhibit. (Click Assignment tab)

For each of the following statement, select Yes if the statement is true, Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area:

Section:
Explanation:

QUESTION 52

HOTSPOT

You have a Microsoft 365 tenant.

You configure a conditional access policy as shown in the Conditional Access policy exhibit. (Click the Conditional Access policy tab.)
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You view the User administrator role assighments as shown in the Rote assignments exhibit. (Click the Role assignments lab.)
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For each of the following statement, select Yes if the statement is true. OtherW|se select No.
NOTE: Each correct selection is worth one point.

Hot Area:
it Wi
', '||||‘I il

Il:I |||l

bt 'Ii|ll.;a 1

Answer Area:

Section:
Explanation:

QUESTION 53

HOTSPOT

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com. The company has a business partner named Fabrikam, Inc.

Fabrikam uses Azure AD and has two verified domain names of fabrikam.com and litwareinc.com. Both domain names are used for Fabrikam email addresses.
You plan to create an access package named packagel that will be accessible only to the users at Fabrikam.

You create a connected organization for Fabrikam.

You need to ensure that the packagel will be accessible only to users who have fabrikam.com email addresses.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

To allow access for users who have fabrikam.com email
addresses, configure:

To block access for users who have litwareinc.com email
addresses, configure:

Answer Area:

v

An access package assignment in Identity Governance

An access_ package policy in Identlty Gwernance

A conditional access policy in Azure AD

The External collaboration settings in Azure AD

=
An access package ass&gnment in Identity Gcwemance
An access package policy in Identity Gwernance

A conditional access pnllcy in Azure AD

The External collaboration settings in Azure AD

dumps
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Answer Area

To allow access for users who have fabrikam.com email
addresses, configure: -

An access package assignment in ldentity Governance

1] %
N f 3% ] | 2 1 | | A T '1'."“' TEL TEa = 1

A conditional access policy in Azure AD
The External collaboration settings in Azure AD

To block access for users who have litwareinc.com email
addresses, configure: v

An access package assignment in Ildentity Governance
An access package policy in Identity Governance
A conditional access policy in Azure AD

aboration settings in Azure AD

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-request-policy
https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-access-package-create

QUESTION 54
HOTSPOT

DisplayName UserPrincipalName

You create an enterprise application named App1 as shown in the App1 Properties exhibit. (Click the App1 Properties tab.)
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Dashboard > ContosoAzureAD > Enterprise applications > App1

ili App1| Properties

* % Enterprise Application

B Overview
[ﬂ Deployment Plan

A Diagnose and solve problems

Manage

-
o

Properties

Ohwners

Lo

Roles and administrators (Prev.

Users and groups

© &

Single sign-on

L

Provisioning

s

Application proxy

]

Self-service
Security

& Conditional Access
[=] . ¥

izs Permissions

@ Token encryption

Activity

D) Sign-ins

&«

.

P s

5] save X Discard

Enabled for users to sign-in? ©

Name @
Homepage URL (@

Loge 0

User access URL (O
Application ID (D

Object ID ©

Terms of Service Url (T}

Privacy Statement Url (O

Reply URL (O

User assignment required? ()

Visible to users? ()

Delete

(7 Got feedback?
'i_ Yes Mo )
App1 D]
| hitps://app1.m365x629615.onmicrosoft com/ D |

AP

Seloct a e E

hitps:/imyapps.microsoft com/signin/App1/09df58d6—-d29d—40de-bod... [ |

| 09df58d6-d29d-40de-b0d0-3211dc63c665 B |
03709d22-7661-4007-a220~04dbdff269cd D]
| Publisher did not provide this inform

' Publisher did not provide this information |
https:/icontoso.com/App1/logon B |
- v )

Cves QD

You configure self-service for App1 as shown in the App1 Self-service exhibit. (Click the App1 Self-service tab.)
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Dashoboard ~ ContosoAzureAD > Enterprise applications > App1

App1 | Self-service
Enterprise application
Lid ' R ;{ .

B overiew

1] Deployment Plan Allow users to request access to this

application? (O

Manage
at . Te which group should assigned users be
i Properties added? ©
& Owners

Require approval before granting access
&« Roles and administrators (Pre to this application? (O

& Users and groups
D Single sign-on application? (1)

& Provisioning
oy

this application? * (1)
B Application proxy

C  Self-service
Security

&, Conditional Access

A Permissions

Whao is allowed to approve access to this

To which role should users be assigned in

Select approvers
— User1
No ) User1@m365x629615.onmicrosoft com
Select Group User2
Group1 User2@m365x629615 onmicrosoft. com
; ~u
= User3@m365x629615. onmicrosoft com
Select approvers Userd

1 users selected

Userd@m365x629615.onmicrosoft. com

Selected appmﬁars

Default Access Useri

User1 @m365x629615 onmicrosoft. com

Remare
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements

The members of Group3 can access App1
without first being approved by User1.

After you configure self-service for App1,
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365
app launcher of User4.

Answer Area:

Yes

O

O

O

No
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Answer Area

Statements Yes No

The members of Group3 can access App1
without first being approved by User1.

After you configure self-service for App1, 0O
the owner of Group1 is User1.

App1 appears in the Microsoft Office 365 -
app launcher of User4. O

Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users

QUESTION 55
HOTSPOT

You have a custom cloud app named App1 that is registered in Azure Active Directory (Azure AD).
App1l is configured as shown in the following exhibit.
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FHsave X Discard [@ Delete | D Got feedback?

Enabled for users to sign-in? @ No )

Name @ App’ v

Homepage URL ©® https://app1.m365x629615.onmicresoft.com/ rD

Logo ®
select a file
User access URL ©® https://myapps.microsoft.com/signin/App1/09af58d6-d29d-40de-b0d... | IR
Application ID ©® 09df58d6-d294d-40de-b0d0-321fdcH3c665 %] m ps
-
Object ID ® 0370922-7e61-4007-a2a0-04dbdff269cd
Terms of Service Url @ Publisher did not provide this information D
Privacy Statement Url ©® Publisher did not provide this information b
Reply Url @ https://contoso.com/App1/logon b

User assignment required? ® ( Yes -)
Visible to users? @ No )

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

[answer choice] can access App1 from the v
homepage URL. | Al users

No one
Only users listed on the Owners blade
Only users listed on the Users and groups blade

App1 will appear in the Microsoft Office 365 app v
launcher for [answer choice].

all users

no one

only users listed on the Owners blade

only users listed on the Users and groups blade

Answer Area:

Answer Area
[answer choice] can access App1 from the v
homepage URL. | Al ysers
No one
Only users listed on the Owners blade
Only users listed on the Users and groups blade
App1 will appear in the Microsoft Office 365 app v
launcher for [answer choice]. . T— |
no one
only users listed on the Owners blade
only users listed on the Users and groups blade
Section:
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal

QUESTION 56
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DRAG DROP

Your company has an Azure Active Directory (Azure AD) tenant named contoso.com.

The company is developing a web service named App1.

You need to ensure that Appl can use Microsoft Graph to read directory data in contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange then in the correct order.

Select and Place:

Actions Answer Area

Add a group claim.

Create an app registration.

Grant admin consent.

Add delegated permissions.

Add app permissions.

dumps

Correct Answer:

Actions Answer Area

Add a group claim. Create an app registration.

Grant admin consent.

Add app permissions.

Add delegated permissions.

Section:
Explanation:
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1. Create an app registration:

Your app must be registered with the Microsoft identity platform and be authorized by either a user or an administrator for access to the Microsoft Graph resources it needs.

2. Grant admin consent:

Higher-privileged permissions require administrator consent.

3. Add app permissions:

After the consents to permissions for your app, your app can acquire access tokens that represent the app's permission to access a resource in some capacity. Encoded inside the access token is every permission that your app
has been granted for that resource.

Reference:

https://docs.microsoft.com/en-us/graph/auth/auth-concepts

QUESTION 57

You have an Azure AD tenant named Contoso that contains a terms of use (ToU) named Terms1 and an access package. Contoso users collaborate with an external organization named Fabrikam.
Fabrikam users must accept Terms1 before being allowed to use the access package.

You need to identify which users accepted or declined Terms1.

What should you use?

provisioning logs
the Usage and Insights report
sign-in logs

o0 ®p

audit logs

Correct Answer: D
Section:

QUESTION 58

You have an Azure AD tenant that contains a user named Userl and a registered app named App1l.

Userl deletes the app registration of App1.

You need to restore the app registration.

What is the maximum number of days you have to restore the app registration from when it was deleted?

14
30
60
180

o0 ®p

Correct Answer: B
Section:

QUESTION 59

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to ensure that users can request access to Site. the solution must meet the following requirements.
e Automatically approve requests from users based on their group membership.

e Automatically remove the access after 30 days

What should you do?

A. Create a Conditional Access policy.
B. Create an access package.
C. Configure Role settings in Azure AD Privileged Identity Management.
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

You have an Azure subscription that contains the following virtual machine
NOTE: Each correct selection is worth one point.

Name: VM1
You create the managed identities shown in the following table.

D. Create a Microsoft Defender for Cloud Apps access policy.
* Create a resource group named RG1 in the West US region.

System-assigned managed identity: Disabled

Correct Answer: B

Section:

QUESTION 60

Azure region: East US

You perform the following actions:
® Assign Managed1 to VM1.

HOTSPOT
Hot Area:

-
g

o L, e e

———

.......

EE—

—

e

—

Answer Area:
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P

Section:
Explanation:

QUESTION 61
HOTSPOT
You have an Azure subscription that contains the key vaults shown in the following table.

On Junel, Admin4 performs the following actions:
* Deletes a certificate named Certificate! from Key Vaultl

¢ Deletes a secret named Secretl from KeyVault2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area:

Section:
Explanation:

QUESTION 62
HOTSPOT
You have an Azure AD tenant that contains the users shown in the following table.

Name | Member of Multi-factor authentication (MFA)
User1 | Group? Disabled
User2 | Group2 Enforced

You have the locations shown in the following table.

Name | Private address space | Public NAT address space
Location1 | 10.10.0.0/16 20.93.15.0/24
Location2 | 192.168.0.0/16 193.17.17.0/24

The tenant contains a named location that Das the following configurations:
* Name: locationl

* Mark as trusted location: Enabled

* |Pv4 range: 10.10.0.0/16

MFA has a trusted iPad dress range of 193.17.17.0/24.

You have a Conditional Access policy that has the following settings:
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* Name: CAPolicyl

* Assignments

o Users or workload identities: Group 1

o Cloud apps or actions: All cloud apps

* Conditions

* Locations All trusted locations

* Access controls

o Gant

* Grant access: Require multi-factor authentication
Session: 0 controls selected

* Enable policy: On

For each of the following statements select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes Mo
If User1 connects to the tenant from IP address 10.1000.7130, the user will be prompted for
FAFA,

If Useér2 connects to the tenant from (P address 10,1001, 160, the user will be prompted for
MFA.

If User2 connects to the tenant from 1P address 192.168.1.20, the user will be prompted for
MFA

N dumps

Statements Yes
If User] connects to the tenant from IP address 10.10.0,150, the user will be prompted for ) |
MFA. !
If Userd connects to the tenant from IP address 10,10.1,160, the user will be prompted for i
MFA, S
If User2 connects to the tenant from IP address 192.168.1.20, the user will be prompted for
MFA. ==t
Section:
Explanation:
QUESTION 63
You have the Azure resources show in the following table.
Name Description
User1 User account
Group1 | Security group that uses the Dynamic user membership type
VM1 Virtual machine with a system-assigned managed identity
App1 Enterprise application
RG1 Resource group

To Which identities can you assign the Contributor role for RG1?
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Userl only

Userl and Groupl only

Userl and VW1 only

Userl, VM1, and Appl only
Userl, Groupl, Vm1, and Appl

m o0 w>

Correct Answer: E
Section:

QUESTION 64

You have an Azure subscription that contains an Azure SQL database named db1.

You deploy an Azure App Service web app named App1 that provide product information to users that connect to App1 anonymously.
You need to provide App1 with Access to db1l. The solution must meet the following requirements:

* Credentials must only be available to App1.

* Administrative effort must be minimized.

Which type of credentials should you use?

A. auser-assigned managed identity

B. an Azure AD user account

C. ASQL Server account

D. a system-assigned managed identity

Correct Answer: D
Section:

QUESTION 65
HOTSPOT
You have a hybrid Microsoft 365 subscription that contains the users show in the following table.

Name Role

Adminl | Global Administrator

| Admin2 | Application Administrator
| 2
Admin3 | Cloud Application Administrator

Admind | Application Developer

User None

You plan to deploy an on-premises appl. Appl will be registered in Azure AD and will use Azure AD Application Proxy.

You need to delegate the installation of the Application Proxy connector and ensure that Userl can register Appl in Azure AD. The solution must use the principle of least privilege.
Which user should perform the installation, and which role should you assign to Users1? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

User that should perform the installation: | Admin3 - |
Admin
Admin2 i
Agdmin4
Assign User1 the role of: | Application Developer v |

Apphication Administrator

Cloud Apphcation Administrator
Global Administrator

Answer Area:
Answer Area
User that should perform the installation: | Admin3 > |
Adminl
Admin?
Agdmin4
Assign User1 the role of: | Application Bevelaper - v ]
Apphcation Administratgr ;
a0 Ola g

Cloud Application Adm ator n
Global Administrator

Section:

Explanation:

QUESTION 66

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions.

Solution: You assign the SharePoint Administrator role to Userl

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 67
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
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correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.
You have a Microsoft 365 ES subscription.

You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions.

Solution: You assign the Exchange Administrator role to User1.

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 68

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create a user named Userl.

You need to ensure that Userl can update the status of identity Secure Score improvement actions.

Solution: You assign the User Administrator role to Userl.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 69

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result these questions will not appear in the review screen.

You have a Microsoft 365 ES subscription.

You create a user namedUser1.

You need to ensure that Userl can update the status of identity Secure Score improvement actions.

Solution: You assign the Security Operator role Userl.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 70

DRAG DROP

You have an Azure AD tenant that contains a user named Admin1.

Admin1 uses the Require password change for high-risk user's policy template to create a new Conditional Access policy.
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Who is included and excluded by default in the policy assignment? To answer, drag the appropriate options to the correct target. Each option may be used once, more than once, or not at all. You may need to drag the split
bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Select and Place:

Options Answer Area
Admini Include; | |
All guest and external users
Exclude: | |

All users

Directory roles

None

Correct Answer:
Options Answer Area

Admin1 ‘

Include: | All users ||

‘ Exclude: | All guest and external users

Directory roles ‘

-.HCIHE ‘

Section:
Explanation:

QUESTION 71

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Amazon Web Services app connector.

Does this meet the goal?
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A. Yes
B. No

Correct Answer: B
Section:

QUESTION 72
You have an Azure AD tenant.

You deploy a new enterprise application named App1.

When users attempt to provide Appl with access to the tenant, the attempt fails.
You need to ensure that the users can request admin consent for Appl. The solution must follow the principle of least privilege.

What should you do first?

Enable admin consent requests for the tenant.

o0 w® P

Create a Conditional Access policy for Appl.

Correct Answer: A
Section:

QUESTION 73

Designate a reviewer of admin consent requests for the tenant.

From the Permissions settings of App1, grant App1 admin consent for the tenant

You have an Azure subscription that contains the users shown in the following table.

Name Role

Adminl | Account Administrator

Admin2 | Service Administrator

Admin3 | SharePoint Administrator

You need to implement Azure AD Privileged Identity Management (PIM).
Which users can use PIM to activate their role permissions?

Admin! only

Admin2 only

Admin3 only

Adminl and Admin2 only
Admin2 and Admin3 only
Adminl, Admin2, and Admin3

mmo o ®»

Correct Answer: D
Section:

QUESTION 74
HOTSPOT
You have an Azure AD tenant.

You perform the tasks shown in the following table.
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Date Task

March 1 Register four enterprise applications named App1, App2, App3, and
App4.

March 15 | From the tenant, update the following settings for App1: App roles,
Users and groups, Client secret, and Self-service.

March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Self-service.

March 25 | From the tenant, update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service.

March 30 | From the tenant, update the following settings for App4: App roles,
Users and groups, Client secret, and Self-service.

On April 5, an administrator deletes App1, App2, App3, and App4.

You need to restore the apps and the settings.

Which apps can you restore on April 16, and which settings can you restore for App4 on April 16? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Apps:

App3 and App4 only
Appe, App3, and App4 only
/App1, App2, App3, and App4

App4 settings: rApp roles, Users and groups, Client secret, and Self-service
No settings

' Self-service only
| App roles and Client secret only
'Users and groups and Self-service onk

App roles, Users and groups, Client secret, and Self-service

Answer Area:
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Answer Area =

Apps: | App3 and App4 only 1'
No apps '
App4 only

Appe, App3, and App4 only
App1, App2, App3, and App4

App4 settings: | App roles, Users and groups, Client secret, and Self-service
No settings
Self-service only
App roles and Client secret only
Users and groups and Self-service only

Section:
Explanation:

QUESTION 75

HOTSPOT

You have an Azure AD tenant named contoso.com that contains a group named All Company and has the following Identity Governance settings:
* Block external users from signing in to this directory: Yes

* Remove external user Yes

* Number of days before removing external user from this directory: 30

On March 1, 2022, you create an access package named Packagel that has the following settings:
* Resource roles

o Name: All Company

o Type: Group and Team

o Role: Member

* Lifecycle

o Access package assignment expire: On date

o Assignment expiration date: April 1, 2022

On March 1, 2022, you assign Packagel to the guest users shown in the following table.

Name Email address
Guest1 guest]1 @outlook.com
Guest? guest2@outlook.com

On March 2, 2022, you assign the Reports reader role to Guest1.

On April 1(2022, you invite a guest user named Guest3 to contoso.com.

On April 4, 2022, you add Guest3 to the All Company group.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Hot Area:
Answer Area

Statements Yes Neo

On May 5, 2022, the Guest1 account is in contoso.com.

On May 5, 2022, the Guest2 account is in contoso.com.

On May 5, 2022, the Guest3 account is in contoso.com.

Answer Area:
Answer Area

Statements Yes No

On May 5, 2022, the Guest1 account is in contoso.com.

On May 5, 2022, the Guest2 accouRitis in.contoso.Ccom,

On May 5, 2022, the Guest3 account is in contoso.com.

Section:
Explanation:

QUESTION 76

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account a Google Workspace subscription, and a GitHub account

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the GitHub app connector

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:
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QUESTION 77
You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel and a Microsoft 365 group named Group1l. You need to ensure that the members of Group1 can access Sitel for 90 days.
The solution must minimize administrative effort. What should you use?

an access review
a lifecycle workflow
an access package

o0 ® >

a Conditional Access policy

Correct Answer: C
Section:

QUESTION 78

HOTSPOT

You have an Azure AD tenant that contains multiple storage accounts.

You plan to deploy multiple Azure App Service apps that will require access to the storage accounts.

You need to recommend an identity solution to provide the apps with access to the storage accounts. The solution must minimize administrative effort.

Which type of identity should you recommend, and what should you recommend using to control access to the storage accounts? To answer, select the appropriate options in the answer area.

Hot Area:

Answer Area

Identity type: | Syst

Service principal

System-assigned managed identity
User-assigned managed identity

To control access, use: | Shared access sianature (SAS) tokens [+]
Azure Active Directory Domain Services (Azure AD DS)

Role-based access control (RBAC)

Shared access signature (SAS) tokens

X.509 certifica_tes

Answer Area:
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Answer Area

Identity type: 5
Azure AD user

Service principal

| System-assigned managed identity J

User-assigned managed identity

To control access, use: r_S_thegj_ag_cgss_sjgmture (SAS) tokens x
Azure Active Directory Domain Services (Azure AD DS)
Role-based access control (RBAC)

| Shared access signature (SAS) tokens ‘

X.509 certificates

Section:
Explanation:

QUESTION 79
HOTSPOT

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs withiAzure AD and contains the users shown in the following table.

e Umps

User1 oul
User2 ou2

In Azure AD Connect. Domain/OU Filtering is configured as shown in the following exhibit.
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& Microsoft Azure Active Directory Connect

Domain and OU filtering
oo ‘-:-"-:'* - irectony | contoso.com ) o
Required Components

User Sign-in Sync all domains ang OUs

® Sync selected domains and CUs
Connect 10 Azune AD

4 [ comoso.com

Sync -
L. Builtin
Connect Directones L Computers
e g L Domain Controllers
Azure AD sign-in M e .
_ ForegnSecuntyPrincipals
Doman/OU Filtenng :_ nfrastructure R,
1
Identifying users : LostAndFound
L. Managed Service Accounts
Fultir ng v oun
Oplional Features I— ouz
| [} Program Data
Configure [ system
v Users

Previous

Azure AD Connect 1s configured as shown in the following exhibit

& Microsoft Azure Active Lrectory Connect

Ready to configure

Express Settings : :

) Once you chick Install, we wall do the following:
Required Components _ _
e Configure synchronization services on this computer
User Sign-In : ; |
¢ |nstall Microsoft Azure AD Connect Authentication Agent for Pass-Through Authentication
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¢ Enable Pass-through authentication
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
Statements Yes
User1 can use self-service password reset (SSPR) to reset his password.
If User1 accesses Microsoft Exchange Online, he will be authenticated by an on-premises
domain controller.
User2 can be added to a Microsoft SharePoint Online site as 3 member.
Answer Area:
Answer Area
Statements Yes
User1 can use self-service password reset (SSPR) to reset his password. :I l I I . : S
If User1 accesses Microsoft Exchange Online, he will be authenticated by an on-premises 4
domain controller,
User2 can be added to a Microsoft SharePoint Online site as 3 member.,
Section:
Explanation:
QUESTION 80
HOTSPOT

You have an Azure subscription that contains the resources shown in the following table.

You need to configure access to Vaultl. The solution must meet the following requirements:

* Ensure that User1 can manage and create keys in Vaultl.

* Ensure that User2 can access a certificate stored in Vaultl.

* Use the principle of least privilege.

Which role should you assign to each user? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Userl: | Key Vault Certificates Officer w

Key Vaull Certihcates Othcer

Key Vault Crypto Officer
Key Vault Secrets Officer

User2: Key Vault Certificates Officer

Key Vault Certificates Officer

Key Vault Crypto Officer

Key Vauit Secrets Officer
Answer Area:
Answer Area
Userl: | Key Vault Certificates Officer w
Key Vault Certificates Officer |
| Key Vauit Crypto Officer
Key Vault Secrets Officer
User2: | Key Vault Certi t' LR s
Key Vault Crypto Officer
Key Vauit Secrets Officer
Section:
Explanation:
QUESTION 81

You have a Microsoft 365 E5 subscription.

You purchase the app governance add-on license.
You need to enable app governance integration.
Which portal should you use?

the Microsoft Defender for Cloud Apps portal
the Microsoft 365 admin center

Microsoft 365 Defender

the Azure Active Directory admin center

m o0 w>

the Microsoft Purview compliance portal

Correct Answer: A
Section:

QUESTION 82
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You have an Azure AD tenant that contains a user named Userl
Userl needs to manage license assignments and reset user passwords.
Which role should you assign to User1?

License administrator
Helpdesk administrator
Billing administrator

OO0 w®

User administrator

Correct Answer: D
Section:

QUESTION 83

You have an Azure AD tenant that has multi-factor authentication (MFA) enforced and self-service password reset (SSPR) enabled.

You enable combined registration in interrupt mode.

You create a new user named Userl.

Which two authentication methods can Userl use to complete the combined registration process? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.

a FIDO2 security key

a hardware token

a one-time passcode email
Windows Hello for Business

mo 0O w >

the Microsoft Authenticator app

Correct Answer: A, E
Section:

QUESTION 84
You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps and Conditional Access policies. You need to block access to cloud apps when a user is assessed as high risk.
Which type of policy should you create in the Microsoft Defender for Cloud Apps?

OAuth app policy
anomaly detection polio
access policy

o n >

activity policy

Correct Answer: C
Section:

QUESTION 85
You plan to deploy a new Azure AD tenant.
Which multifactor authentication (MFA) method will be enabled by default for the tenant?

A. Microsoft Authenticator
B. SMS
C. voice call
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D. email OTP

Correct Answer: B
Section:

QUESTION 86

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that has multi-factor authentication (MFA) enabled.
The account lockout settings are configured as shown |n the foIIowmg exhibit.

:ili.‘
|JI |3|J”

-' |||n|1”||

'-_1’

AR P |

Use the drop-down menus to select the answer ch0|ce that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area:

Section:
Explanation:

QUESTION 87

HOTSPOT

You have a Microsoft 365 tenant.

You need to identify users who have leaked credentials. The solution must meet the following requirements:
Identify sign-ins by users who are suspected of having leaked credentials.

Flag the sign-ins as a high-risk event.

Immediately enforce a control to mitigate the risk, while still allowing the user to access applications.
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What should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

To classify leaked credentials as high-risk, use: v
Azure Active Directory (Azure AD) Identity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

Self-service password reset (S5PR)

To trigger remediation, use: -
Client apps not using Modern authentication
Device state

Sign-in risk

User location

User risk

To mitigate the risk, select: -
Apply app enforced restrictions

Block access

Grant access but require app protection pulicy__
Grant access but require password change_

Answer Area:
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Answer Area

To classify leaked credentials as high-risk, use: -
Azure Active Directory (Azure AD) ldentity Protection

Azure Active Directory (Azure AD) Privileged Identity Management (PIM)
Identity Governance

self-service password reset (S5PR)

To trigger remediation, use: -
Client apps not using Modern authentication
Device state

Sign-in risk

User location

Liser risk

To mitigate the risk, select: -
Apply app enforced restrictions

Block access

Grant access but require app protection policy

Grant access but require password change

Section:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity-protection-risks

QUESTION 88

DRAG DROP

Your network contains an Active Directory forest named contoso.com that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com by using Azure AD Connect.
Attire AD Connect is installed on a server named Server 1.

You deploy a new server named Server? that runs Windows Server 2019.

You need to implement a failover server for Azure AD Connect. The solution must minimize how long it takes to fail over if Serverl fails.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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1|. JF FI |

e

Correct Answer:
il

IV AnsSWCr

Section:
Explanation:

QUESTION 89
HOTSPOT
You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

For which users can you configure the Job title property and the Usage location property in Azure AD? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area:
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Job title ‘propeciy | [Lissre iy

Liser 1 Qnd User oniy
Liserz and User® anlw

Usage-locators propertys |[cer s ool
ESEE ] S seTE oniy
LiseErs aircl UlserE Hmly
Lhsarl, Usernd) and WUsard

You have an Azure Active Directory (Azure AD) tenant that contains a user named User1 and the groups shown in the following table.

Section:
Explanation:
QUESTION 90
HOTSPOT
Name Type Membership type
Group1 Security Assigned
Group?2 Security Dynamic User
Group3 Security Dynamic Device
Group4 Microsoft 365 Assigned
In the tenant, you create the groups shown in the following table.
Name Type Membership type
GroupA Security Assigned
GroupB Microsoft 365 Assigned

Which members can you add to GroupA and GroupB? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

GroupA: v
User1 only
User1 and Group1 only
User1, Group1, and Group2 only
|Usert, Gioup1, and Gioupdonly
User1, Group1, Group2, and Group3 only
‘User1, Group1, Group2, Group3, and Group4

GroupB: v

User1 only

User1 and Group4 only

User1, .GFGU;]L and Gmup4 anly

User1, Group1, Group2, and Grﬁupal only
User1, Group1, Group2, Group3, and Group4
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Answer Area:

Answer Area

GroupA: v
User1 only

User1 and Group1 only

User1, Group1, and Group2 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group3 only

User1, Group1, Group2, Group3, and Group4

GroupB: v

User1 and Group4 only

User1, Group1, and Group4 only

User1, Group1, Group2, and Group4 only
User1, Group1, Group2, Group3, and Group4

Section:

Explanation:

Reference:
https://bitsizedbytes.wordpress.com/2018/12/10/distribution-security-and-office-365-groups-nesting/

QUESTION 91

DRAG DROP

You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com.

You register the name contoso.com with a domain registrar.

You need to use contoso.com as the default domain name for new Microsoft 365 users.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.

Select and Place:
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Actions Answer Area

Delete the contoso.onmicrosoft.com domain.

Register a custom domain name of contoso.com.

Set the domain to primary. @

©

Create a new TXT record in DNS.

Werify the domain name.

Correct Answer:

Actions Answer Area

Delete the contoso.onmicrosoft.com domain. Register a custom domain name of contoso.com.

Create a new TXT record in DNS.

© ‘ Verify the domain name.

Set the domain to primary. @ 1 M @

Section:

Explanation:

Reference:
https://practical365.com/configure-a-custom-domain-in-office-365/

QUESTION 92
You have an Azure AD tenant that contains the users shown in the following table.
Name Role

Admin1 | User Administrator
Admin2 | Password Administrator
Admin3 | Application Administrator

You need to compare the role permissions of each user. The solution must minimize administrative effort.
What should you use?

A. the Microsoft 365 Defender portal
B. the Microsoft 365 admin center
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C. the Microsoft Entra admin center
D. the Microsoft Purview compliance portal

Correct Answer: C
Section:

QUESTION 93

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in the review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender.

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Google Workspace app connector.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 94

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the stated goals. Some question sets might have more than one
correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it as a result, these questions will not appear in theé review screen.

You have an Amazon Web Services (AWS) account, a Google Workspace subscription, and a GitHub account.

You deploy an Azure subscription and enable Microsoft 365 Defender

You need to ensure that you can monitor OAuth authentication requests by using Microsoft Defender for Cloud Apps.

Solution: From the Microsoft 365 Defender portal, you add the Microsoft Azure app connector.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B
Section:

QUESTION 95

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.
The users have the devices shown in the following table.
You create the following two Conditional Access policies:
* Name: CAPolicyl

* Assignments

o Users or workload identities: Group 1

o Cloud apps or actions: Office 365 SharePoint Online

o Conditions

Filter for devices: Exclude filtered devices from the policy
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Rule syntax: device.displayName -starts With 'Device*'
o Access controls

Grant: Block access

Session: 0 controls selected

o Enable policy: On

* Name: CAPolicy2

* Assignments

o Users or workload identities: Group2

o Cloud apps or actions: Office 365 SharePoint Online
o Conditions: 0 conditions selected

* Access controls

o Grant: Grant access

Require multifactor authentication

o Session:

0 controls selected

* Enable policy: On

All users confirm that they can successfully authenticate using MFA.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area

Answer Area:
Answer Area

Section:
Explanation:

Statements Yes

User1 can access Sité1 fromvDevice! B

User2 can access Site1 from DeviceZ. '

User2 can access Site1 from Device3l. )

Statements Yes

User1 can access Site1 from Devicel.

User2 can access Site1 from DeviceZ. '

User2 can access Site1 from Device3l. .
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QUESTION 96

You have an Azure subscription that contains an Azure Automation account named Automationl and an Azure key vault named Vaultl. Vaultl contains a secret named Secret 1.
You enable a system-assigned managed identity for Automation1.

You need to ensure that Automation! can read the contents of Secretl. The solution must meet the following requirements:

* Prevent Automationl from accessing other secrets stored in Vault1.

* Follow the principle of least privilege.

What should you do?

From Vaultl, configure the Access control (1AM) settings.
From Automationl, configure the Identity settings.
From Secret1, configure the Access control (1AM) settings

o n >

From Automationl, configure the Run as accounts settings.

Correct Answer: A
Section:

QUESTION 97

You have a Microsoft 365 E5 subscription.

Users authorize third-party cloud apps to access their data.

You need to configure an alert that will be triggered when an app requires high permissions and is authorized by more than 20 users.
Which type of policy should you create in the Microsoft Defender for Cloud Apps portal?

anomaly detection policy
OAuth app policy
access policy

OO0 wp

activity policy

Correct Answer: C

Section:

QUESTION 98

Your company has an Azure AD tenant that contains the users shown in the following table.
Name Role

e e e e — —

User Application administrator
User2 | None
User3 Exchange administrator

Userd Cloud application administrator

You have the app registrations shown in the following table.

App name Used by Microsoft Graph permission
App 1 User1 Calendars.Read of type Delegated

App2 User2 Calendars.Read of type Delegated
Calendars.ReadWrite of type Application
Calendaisjﬁi of type Application

App3
A company policy prevents changes to user permissions.
Which user can create appointments in the calendar of each user at the company?

User3, Userd

e FERE —k
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Userl
User2
User3
Userd

o0 w® >

Correct Answer: C
Section:

QUESTION 99
You have an Azure AD tenant that contains the users shown in the following table.

The User settings for enterprise applications have the following configuration.
e Users can consent to apps accessing company data on their behalf:

e Users can consent to apps accessing company data for the groups they

e Users can request admin consent to apps they are unable to consent to: Yes
¢ Who can review admin consent requests: Admin2, User2

Userl attempts to add an app that requires consent to access company data.

Which user can provide consent? d u m ps

Userl
User2
Adminl
Admin2

o0 ® >

Correct Answer: C
Section:

QUESTION 100

HOTSPOT

You have an Azure AD tenant named contoso.com that has Email one-time passcode for guests set to Yes.

You invite the guest users shown in the following table.

Which users will receive a one-time passcode, and how long will the passcode be valid? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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T

Answer Area:

Section:
Explanation:

QUESTION 101
HOTSPOT
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You have an Azure AD tenant that contains the users shown in the following table.

User2 reports that he can only configure multi-factor authenticating (MFA) to use the Microsoft Authenticator app.
You need to ensure that User2 can configure alternate MFA methods.

Which configuration is required, and which user should perform the configuration? To answer, select the appropriate options in the answer area.

Hot Area:

Answer Area:
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Section:
Explanation:

QUESTION 102
Your network contains an on-premises Active Directory domain that syncs to an Azure AD
Users sign in to computers that run Windows 10 and are joined to the domain.

tena
You plan to implement Azure AD Seamless Single Sign-On (Azure AD Seamless SSO). d u m S
You need to configure the Windows 10 computers to support Azure AD Seamless SSO.
What should you do?
Modify the Local intranet zone settings

Configure Sign-in options from the Settings app.
Enable Enterprise State Roaming.

o0 ® >

Install the Azure AD Connect Authentication Agent.

Correct Answer: B
Section:

QUESTION 103

HOTSPOT

You have an Azure AD tenant and an Azure web app named Appl.

You need to provide guest users with self-service sign-up for Appl. The solution must meet the following requirements:

* Guest users must be able to sign up by using a one-time password.

* The users must provide their first name, last name, city, and email address during the sign-up process.

What should you configure in the Azure Active Directory admin center for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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You have an Azure AD tenant that uses Azure AD Identity Protection and contains the resources shown in the following table.

You need to force User1 to reset his password the next time he signs in. the solution must minimize administrative effort.

Userl triggers a medium severity alert that requires additional investigation.
What should you do?

Azure Multi-Factor Authentication (MFA) is enabled for all users.

A. Configure a sign-in risk policy.
B. Mark Userl as compromised.

Answer Area:
Section:
Explanation:
QUESTION 104
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C. Reconfigure the user risk policy to trigger on medium or low severity.
D. Reset the Azure MFA registration for User1.

Correct Answer: B
Section:

QUESTION 105
HOTSPOT
You have an Azure AD tenant that contains the users shown in the following table.

......

In Azure AD Identity Protection, you configure a user risk policy that has the following settings:

e Assignments:

o Users: Groupl

o User risk: Low and above

e Controls:

o Access: Block access

¢ Enforce policy: On

In Azure AD Identity Protection, you configure a sign-in risk policy that has the following settings:
e Assignments:

o Users: Group2
o Sign-in risk: Low and above u m S
e Controls:

o Access: Require multi-factor authentication

¢ Enforce policy. On

the following settings:

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area:
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Section:
Explanation:

QUESTION 106
You have an Azure AD tenant that contains a user named User1 and the conditional access policies shown in the following table.
DEELLERRLALELLRLEL R LT T '

Which feature should you use?

Access reviews

Identity Secure Score

The What If tool

the Microsoft 365 network connectivity test tool

o0 ® >

Correct Answer: C
Section:

QUESTION 107

You have three Azure subscriptions that are linked to a single Microsoft Entra tenant.

You need to evaluate and remediate the risks associated with highly privileged accounts. The solution must minimize administrative effort.
What should you use?

Microsoft Entra Verified 1D
Privileged Identify Management (PIM)
Global Secure Access

o0 ® >

Microsoft Entra Permissions Management

Correct Answer: B
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Section:

QUESTION 108
HOTSPOT
You have a Microsoft Entra tenant that contains the users shown in the following table.

Mame Member of
User1 Group1

UserZ Group?

User3 Group, Group?

You have a user risk policy that has the following settings:

* Assignments:

o Include: Group1

o Exclude: Group?2

* Sign-in risk Medium and above

* Access controls:

o Grant access: Require password change

When the users attempt to sign in. user risk levels are detected as shown in the following table.

User Risk level
User1 High
User? Medium
Usar3 High

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Hot Area:
Answer Area

Statements Yes No

User1 must change their password during sign in.

User? must change their password during sign in.

Userd must change their password during sign in.

Answer Area:
Answer Area

Statements Yes No

User1 must change their password during sign in.

User2 must change their password during sign in.

User3d must change their password during sign in.

Section:
Explanation:
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QUESTION 109

You have a Microsoft Entra tenant that contains the groups shown in the following table.
You need to implement Privileged Identity Management (PIM) for the groups.

Which groups can be managed by using PIM?

Group1 only

Group1 and Group2 only
Group1 and Group3 only
Group3 and Group4 only

moo®

Groupl. Group2. Group3. and Group4

Correct Answer: C
Section:

QUESTION 110

You have an Azure subscription named Sub1 that contains a resource group named RG1. RG1 contains an Azure Cosmos DB database named DB1 and an Azure Kubernetes Service (AKS) cluster named AKS1. AKS1 uses a
managed identity.

You need to ensure that AKS1 can access DB1. The solution must meet the following requirements:

* Ensure that AKS1 uses the managed identity to access DB1.

* Follow the principle of least privilege.

Which role should you assign to the managed identity of AKS1.

For R61, assign the Azure Cosmos DB Data Reader Role role.
For Subl. assign the Owner role.
For RG1, assign the Reader role.

o0 ® >

For DB1, assign the Azure Cosmos DB Account Reader Role role.

Correct Answer: A
Section:

QUESTION 111
HOTSPOT
You have an Azure subscription that contains the resources shown in the following table.

Name | Type Location
RG1 Resource group East US
Managedl | Managed identity | East US
Managed2 | Managed identity | West US

The subscription contains the virtual machines shown in the following table.

Mame | Location Identity
W East US System-assigned
W2 West US| System-assigned
WhA3 East LIS Managed1

W4 WestUS | None

Which identities can be assigned the Owner role for RG1, and to which virtual machines can you assign Managed2? To answer, select the appropriate options in the answer area NOTE: Each correct selection is worth one
point.

Hot Area:
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Answer Area

Identities with Owner role: v
Managed1 only
Managed1, VM1, and VM3 only
Managed1, Managed2, and VM1 only
Managed1, Managed2, VM1, and VM2 only
Managed1, Managed2, VM1, VM2, and VM3 only

Virtual machines assigned to Managed2: ¥
VM4 only

VM2 and VM4 only
VM1, VM2, and VM4 only
VM1, VM2, VM3, and VM4

Answer Area:

Answer Area

Identities with Owner role: i
Managed1 only
Managed1, VM1, and VM3 only
Managed1, Managed2, and VM1 only
Managed1, Managed2, VM1, and VM2 only
Managed1, Managed2, VM1, VM2, and VM3 only

Virtual machines assigned to Managed2: e
VM4 only

VM2 and VM4 only
VM1, VM2, and VM4 only
VM1, VM2, VM3, and VM4

Section:
Explanation:
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