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Exam A

QUESTION 1

Refer to the exhibit.

Branch Sales

VIAN S

Only four switches are participating in the VLAN spanning-tree process.
Branch-1 priority 614440
Branch-2: priority 39082416
Branch-3: priority 0
Branch-4: root primary

Which switch becomes the permanent root bridge for VLAN 5?

o0 ® >

Correct Answer: C

Branch-1
Branch-2
Branch-3
Branch-4

Section:
Explanation:
Dynamic ARP inspection is an ingress security feature; it does not perform any egress checking.

QUESTION 2
Which two tasks must be performed to configure NTP to a trusted server in client mode on a single network device? (Choose two)

OO0 ®wp

Enable NTP authentication.
Verify the time zone.
Disable NTP broadcasts
Specify the IP address of the NTP server
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E. Setthe NTP server private key

Correct Answer: A, D

Section:

Explanation:
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/ntp.html

To configure authentication, perform this task in privileged mode:

Step 1: Configure an authentication key pair for NTP and specify whether the key will be trusted or untrusted.
Step 2: Set the IP address of the NTP server and the public key.

Step 3: Enable NTP client mode.

Step 4: Enable NTP authentication.

Step 5: Verify the NTP configuration.

QUESTION 3
Which plane is centralized by an SDN controller?

management-plane
control-plane

data-plane

o0 ®p

services-plane

Correct Answer: B
Section:

QUESTION 4
Refer to the exhibit.

accesg~-list 101 permit ocspf any any
access-list 101 permic tcp any any og 1758
acceszss-list 101 permit tcp any eg 17% any
access-list 101 permic gre any any

access-list 101 permit esp any any

(=l
[

access-list 101 deny ospf any any

accesg-list 101 permit tcp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eg telnet
access-list 101 permit udp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 eg 50
access-list 101 permict uwdp 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255 ag 450

accags-list 101 deny ip any any log

interface Ethernetls0
ip address 10.1.1.25 255.255.255.0
ip access-group 101 in

A network administrator has been tasked with securing VTY access to a router Which access-list entry accomplishes this task?

access-list 101 permit tcp 10.1.10 0.0.0.255 172.16.10 0.0.0.255 eq ssh
access-list 101 permit tcp 10.11.0 0.0.0.255 172.16.10 0.0.0.255 eq scp
access-list 101 permit tcp 10.11.0 0.0.0.255 172.16.10 0.0.0.255 eq telnet
access-list 101 permit tcp 10.1.10 0.0.0.255 172.16.10 0.0.0.255 eq https

OO0 wp

Correct Answer: A
Section:

QUESTION 5
A Cisco IP phone receive untagged data traffic from an attached PC. Which action is taken by the phone?


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4000/8-2glx/configuration/guide/ntp.html
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It allows the traffic to pass through unchanged
It drops the traffic

It tags the traffic with the default VLAN

It tags the traffic with the native VLAN

OO0 ® P

Correct Answer: A

Section:

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960x/software/15-0 2 EX/vlan/configuration_guide/b_vlan_152ex 2960-x_cg/b vlan_152ex 2960-x_cg chapter 0110.pdfUntagged traffic from the device
attached to the Cisco

IP Phone passes through the phoneunchanged, regardless of the trust state of the access port on the phone.

QUESTION 6
Which statement about Link Aggregation when implemented on a Cisco Wireless LAN Controller is true?

To pass client traffic two or more ports must be configured.
The EtherChannel must be configured in "mode active"
When enabled the WLC bandwidth drops to 500 Mbps
One functional physical port is needed to pass client traffic

o0 ® >

Correct Answer: D
Section:

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/configguide/b _cg82/b cg82,chapters 010101011 . html

QUESTION 7
Which set of action satisfy the requirement for multifactor authentication?

The user swipes a key fob, then clicks through an email link
The user enters a user name and password, and then clicks a notification in an authentication app on a mobile device

The user enters a PIN into an RSA token, and then enters the displayed RSA key on a login screen

o 0N >

The user enters a user name and password and then re-enters the credentials on a second screen

Correct Answer: B

Section:

Explanation:

This is an example of how two-factor authentication (2FA) works:

1. The user logs in to the website or service with their username and password.

2. The password is validated by an authentication server and, if correct, the user becomes eligible for the second factor.
3. The authentication server sends a unique code to the user's second-factor method (such as a smartphone app).

4. The user confirms their identity by providing the additional authentication for their second-factor method.

QUESTION 8
Refer to Exhibit.
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Interface: g1/0/0 /
1P: 209.165.201.2/27 ‘%
Internet |

\\'\m "
w3 S
Interface: g2/0/1.100 Interface: g2/0/1.200
iP: 192.168,100,1/27 iP: 192.168.100.33/27

VLAN 100 VLAN 200

Which configuration must be applied to the router that configures PAT to translate all addresses in VLAN 200 while allowing devices on VLAN 100 to use their own IP addresses?

A. Routerl(config)#access-list 99 permit 192.168.100.32 0.0.0.31
Router1(config)#ip nat inside source list 99 interface gil/0/0 overload
Router1(config)#interface gi2/0/1.200
Router1(config)#ip nat inside
Router1(config)#interface gil/0/0
Router1(config)#ip nat outside

B. Routerl(config)#access-list 99 permit 192.168.100.0 0.0.0.255
Router1(config)#ip nat inside source list 99 interface gil/0/0 overload
Router1(config)#interface gi2/0/1.200
Router1(config)#ip nat inside
Router1(config)#interface gil/0/0
Router1(config)#ip nat outside

C. Routerl(config)#access-list 99 permit 209.165.201.2 255.255.255.255Router1(config)#ip nat inside source list 99 interface gil/0/0
overload Routerl(config)#interface gi2/0/1.200
Router1(config)#ip nat inside
Router1(config)#interface gil/0/0
Router1(config)#ip nat outside

D. Routerl(config)#access- list 99 permit 209.165.201.2 0.0.0.0
Router1(config)#ip nat inside source list 99 interface gil/0/0 overload
Router1(config)#interface gi2/0/1.200
Router1(config)#ip nat inside
Router1(config)#interface gil/0/0
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Router1(config)#ip nat outside

Correct Answer: A
Section:

QUESTION 9
Which two outcomes are predictable behaviors for HSRP? (Choose two)

The two routers share a virtual IP address that is used as the default gateway for devices on the LAN.
The two routers negotiate one router as the active router and the other as the standby router
Each router has a different IP address both routers act as the default gateway on the LAN, and traffic is load balanced between them.

The two routers synchronize configurations to provide consistent packet forwarding

m o0 w>

The two routed share the same IP address, and default gateway traffic is load-balanced between them

Correct Answer: A, B
Section:

QUESTION 10
How do traditional campus device management and Cisco DNA Center device management differ in regards to deployment?

Cisco DNA Center device management can deploy a network more quickly than traditional campus device management
Traditional campus device management allows a network to scale more quickly than with Cisco DNA Center device management
Cisco DNA Center device management can be implemented at a lower cost than most traditional campus device management options

o0 ®p

Traditional campus device management schemes can typically deploy patches and updates more quickly than Cisco'DNA Center device management

Correct Answer: A
Section:

QUESTION 11

A corporate office uses four floors in a building

* Floor 1 has 24 users

* Floor 2 has 29 users

* Floor 3 has 28 users

*Floor 4 has 22 users

Which subnet summarizes and gives the most efficient distribution of IP addresses for the router configuration?

A. 192.168.0.0/26 as summary and 192.168.0.0/29 for each floor
B. 192.168.0.0.24 as summary and 192.168.0.0/28 for each floor
C. 192.168.0.0/23 as summary and 192.168.0.0/25 for each floor
D. 192.168.0.0/25 as summary and 192.168.0.0/27 for each floor

Correct Answer: D
Section:

QUESTION 12
An engineer configured an OSPF neighbor as a designated router. Which state verifies the designated router is in the proper mode?

A. Exchange


https://vdumps.com
https://vdumps.com

B. 2-way
C. Full
D. Init

Correct Answer: C
Section:

QUESTION 13
Which action is taken by a switch port enabled for PoE power classification override?

When a powered device begins drawing power from a PoE switch port a syslog message is generated
As power usage on a PoE switch port is checked data flow to the connected device is temporarily paused
If a switch determines that a device is using less than the minimum configured power it assumes the device has failed and disconnects

OO0 wp

Should a monitored port exceeds the maximum administrative value for power, the port is shutdown and err-disabled

Correct Answer: D

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/power_over_ethernet.pdfPoE monitoring and policing compares the power consumption on ports with
the administrativemaximum value (either a configured maximum value or the port's default value). If the powerconsumption on a monitored port exceeds the administrative maximum value, the
following actionsoccur:

— A syslog message is issued.

— The monitored port is shut down and error-disabled.

— The allocated power is freed.

QUESTION 14
R1 has learned route 192.168.12.0/24 via IS-IS. OSPF, RIP. and Internal EIGRP Under normal operating conditions, which routing protocol is installed in the routing table?

IS-IS

RIP

Internal EIGRP
OSPF

OO0 >

Correct Answer: C
Section:

Explanation:
With the same route (prefix), the router will choose the routing protocol with lowest Administrative Distance (AD) to install into the routing table. The AD of Internal EIGRP (90) is lowest so it would be chosen. The table

below lists the ADs of popular routing protocols.

Administrative
Route Source Biatarice
Directly Connected 0
Static 1
EIGRP 90
EIGRP Summary route 5
OSPF 110
RIP 120



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/power_over_ethernet.pdfPoE
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst6500/ios/12-2SX/configuration/guide/book/power_over_ethernet.pdfPoE
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Note: The AD of IS-IS is 115. The "EIGRP" in the table above is "Internal EIGRP". The AD of "External EIGRP" is 170. An EIGRP external route is a route that was redistributed into EIGRP.

QUESTION 15
What are two reasons that cause late collisions to increment on an Ethernet interface? (Choose two)

when the sending device waits 15 seconds before sending the frame again
when the cable length limits are exceeded

when one side of the connection is configured for half-duplex

when Carrier Sense Multiple Access/Collision Detection is used

m o 0w >

when a collision occurs after the 32nd byte of a frame has been transmitted

Correct Answer: B, C
Section:

Explanation:
The usual possible causes are full-duplex/half-duplex mismatch, exceeded Ethernet cable length limits, or defective hardware such as incorrect cabling, non-compliant number of hubs in the network, or a bad NIC.

QUESTION 16
A packet is destined for 10.10.1.22. Which static route does the router choose to forward the packet?

A. ip route 10.10.1.0 255.255.255.240 10.10.255.1

B. ip route 10.10.1.16 255.255.255.252 10.10.255.1
C. iproute 10.10.1.20 255.255.255.252 10.10.255.1
D. ip route 10.10.1.20 255.255.255.254 10.10.255.1

Correct Answer: C
Section:

QUESTION 17
An office has 8 floors with approximately 30-40 users per floor What command must be configured on the router Switched Virtual Interface to use address space efficiently?

ip address 192.168.0.0 255.255.0.0

ip address 192.168.0.0 255.255.254.0
ip address 192.168.0.0 255.255.255.128
ip address 192.168.0.0 255.255.255.224

o 0N >

Correct Answer: B
Section:

QUESTION 18
Which command must be entered when a device is configured as an NTP server?

ntp authenticate
ntp server
ntp peer

o0 ®wp

ntp master

Correct Answer: D
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Section:

Explanation:

To configure a Cisco device as an Authoritative NTP Server, use the ntp master [stratum] command.

To configure a Cisco device as a NTP client, use the command ntp server <IP address>. For example:
Router(config)#ntp server 192.168.1.1. This command will instruct the router to query 192.168.1.1 for the time.

QUESTION 19
Which command must be entered to configure a DHCP relay?

ip helper-address
ip address dhcp
ip dhep pool

o0 ® >

ip dhcp relay

Correct Answer: A
Section:

QUESTION 20
Which technology must be implemented to configure network device monitoring with the highest security?

IP SLA
syslog
NetFlow
SNMPv3

OO0 >

Correct Answer: C
Section:

QUESTION 21
Refer to the exhibit.

Switch{config) #hostname R1

Rl (config) #interface FastEthernet0/1

Rl (config-if) #no switchport

Rl (config-if)#ip address 10.100.20.42 255.255.255.0
Rl (config-if)#line vty 0 4

Rl (config-line) #login

An engineer booted a new switch and applied this configuration via the console port. Which additional configuration must be applied to allow administrators to authenticate directly to enable privilege
mode via Telnet using a local username and password?
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R1{configj#username admin privilege 15 secret p@ss1234
R1(config-ifi#line vty 0 4
R1{config-line #login local

R1{config)#username admin secret p@ss1234
R1(config-ifj#line vty 0 4

R1(config-line #login local

R1(config)#enable secret p@ss1234

R1({config)#username admin
R1({config-ifj#line vty 0 4
R1(config-line ipassword p@ss1234
R1({config-line #transport input telnet

R1{configj#username admin
R1(config-ifj#line vty 0 4
R1{config-line)#¥password p@ss1234

Option A
Option B
Option C
Option D

o0 w® >

Correct Answer: A
Section:

QUESTION 22
Refer to the exhibit. u I l l ps

SitaA#show interface TenGCigabitEtharmetlf1/0
TenGigabltEthernet0/1/0 is up, line protocol is wup
Hardware is BUILT-IN-EPA-8x10G, address is 780c.f02a.db91 (bia 780a.f02b.db91)
basaription: Connection to SiteB
Internot address is 10.10.10.1/30
MTU Bl46 bytes, BW 10000000 bit/sec, DLY 10 usec,
reliability 166/255, txload 1/255, rxload 1/255
Full Duplex, 10000Mbps, link typo is foroe-up, media type is SFP-LR
5 minute input rate 264797000 bits/sec, 26672 packets/sec
5 minute output rate 122464000 bits/sec, 15724 packats/sec

SiteBlshow interface TenGigabitEtharnet0/1/0
TenGigabitEthernet0/1/0 is up, line protocol is up
Hardware is BUILT-IN-EPA-Bx10G, address is 780c.f02c.db26 (bla 780c.f02c.dbZ6)
Description: Connecotlion to Sital
Internet address is 10.10.10.2/30
MTU 6146 bytes, BW 10000000 Kbit/sec, DLY 10 useo,
raliability 255/255, txload 1/255, rxlead 1/255
Full Duplex, 10000Mbps, link typa is foroe-up, media type is SFP-LR
5 minute inpat rate 122464000 bits/sec, 15724 packets/sec
5 minute output rate 264797000 bits/sec, 26672 packets/sec

Shortly after SiteA was connected to SiteB over a new single-mode fiber path users at SiteA report intermittent connectivity issues with applications hosted at SiteB What is the cause of the intermittent
connectivity issue?

A. Interface errors are incrementing
B. An incorrect SFP media type was used at SiteA
C. High usage is causing high latency
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D. The sites were connected with the wrong cable type

Correct Answer: A
Section:

QUESTION 23
Where does a switch maintain DHCP snooping information?

in the MAC address table
in the CAM table
in the binding database

OO0 >

in the frame forwarding database

Correct Answer: C
Section:

QUESTION 24
Refer to the exhibit.

SWl#show run int gig 0/1

interface GigabitEthernet0/1
switchport access vlan 11

switchport trunk allowed vlan 1-10
switchport trunk encapsulation dotlq
switchport trunk native vlan 5
switchport mode trunk

speed 1000

duplex full

— — = — - — —— — — —_ =
Which action is expected from SW1 when the untagged frame is received on the GigabitEthernet0/1 interface?

The frame is processed in VLAN 5.
The frame is processed in VLAN 11
The frame is processed in VLAN 1
The frame is dropped

OO0 >

Correct Answer: A
Section:

QUESTION 25
Refer to the exhibit.
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SWlFsh lacp neighbor
Flags: 5% - Device is requesting Slow LACPDUS
F = Device 15 réeguesting Fast LACPDUs
A - Device 15 in Active mode P = Device 15 in Passive mode

Channel group 35 neighbors

Partner's informotion:

LACP port Admin Oper Port Port
Port Flogs Priority Dev ID Age key Koy humber State
Etl/@ o 32768 oabb . ccEd. 7000 8s B @23 Bx191  em3C
Etl/1 ki 32768 aabb . ccld. 7000 s doud w23 eocl2 e 30

Based on the LACP neighbor status, in which mode is the SW1 port channel configured?

passive
mode on

auto

OO0 ®

active

Correct Answer: D

Section:

Explanation:

From the neighbor status, we notice the "Flags" are SP. "P" here means the neighbor is in Passive mode.

In order to create an Etherchannel interface, the (local) SW1 ports should be in Active mode.

Moreover, the "Port State" in the exhibit is "0x3c" (which equals to "00111100 in binary format).

Bit 3 is "1" which means the ports are synchronizing -> the ports are working so the local ports should be in Active mode.

QUESTION 26
Which result occurs when PortFast is enabled on an interface that is connected to another switch?

Spanning tree may fail to detect a switching loop in the network that causes broadcast storms
VTP is allowed to propagate VLAN configuration information from switch to switch automatically.
Root port choice and spanning tree recalculation are accelerated when a switch link goes down

o 0N >

After spanning tree converges PortFast shuts down any port that receives BPDUs.

Correct Answer: A

Section:

Explanation:

Enabling the PortFast feature causes a switch or a trunk port to enter the STP forwarding-state immediately or upon a linkup event, thus bypassing the listening and learning states.
Note: To enable portfast on a trunk port you need the trunk keyword "spanning-tree portfast trunk

QUESTION 27
Refer to exhibit.

Router (config)#interface GigabitEthernet 1/0/1
Router (config-if) #ip address 192 .168.16.143 255.255.255.240
Bad mask /28 for address 192.168.16.143

Which statement explains the configuration error message that is received?

A. Itis a broadcast IP address
B. The router does not support /28 mask.


https://vdumps.com
https://vdumps.com

C. Itbelongs to a private IP address range.
D. IT is a network IP address.

Correct Answer: A
Section:

QUESTION 28
Which attribute does a router use to select the best path when two or more different routes to the same destination exist from two different routing protocols.

dual algorithm
metric

administrative distance

o n >

hop count

Correct Answer: C
Section:

Explanation:
Administrative distance is the feature used by routers to select the best path when there are two or more different routes to the same destination from different routing protocols. Administrative distance defines the reliability of

a routing protocol.

QUESTION 29
Which command prevents passwords from being stored in the configuration as plain text on a router or switch?

enable secret
service password-encryption

username Cisco password encrypt

o0 ® >

enable password

Correct Answer: B
Section:

QUESTION 30
A frame that enters a switch fails the Frame Check Sequence. Which two interface counters are incremented? (Choose two)

runts
giants
frame
CRC

input errors

m o 0w >

Correct Answer: D, E

Section:

Explanation:

Whenever the physical transmission has problems, the receiving device might receive a frame whose bits have changed values. These frames do not pass the error detection logic as implemented in the FCS field in the Ethernet
trailer. The receiving device discards the frame and counts it as some kind of input error.

Cisco switches list this error as a CRC error. Cyclic redundancy check (CRC) is a term related to how the FCS math detects an error.

The "input errors" includes runts, giants, no buffer, CRC, frame, overrun, and ignored counts.

The output below show the interface counters with the "show interface s0/0/0" command:
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Router#show interface sB/@/8
Seriale/e/@ is up, line protocol is up
Hardware is M4T
Dascription: Link to R2
Internet address is 18.1.1.1/38
MTU 1588 bytes, BW 1544 Kbit, DLY 200808 usec,
reliability 255/255, txload 1/255, rxload 1/255
--putput omitted- -
5 minute output rate B bits/sec, @ packets/sec
268 packets input, 24889 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, @ throttles
@ input errors, ® CRC, @ frame, @ overrun, @ ignored, @ abort
251 packets output, 23458 bytes, @ underruns
e output errors, @ collisions, @ interface resets
@ output buffer failures, @ output buffers swapped out
@ carrier transitions DCD=up DSR=up DTR=up RTS=up CTS=up

QUESTION 31
Which command enables a router to become a DHCP client?

ip address dhcp
ip helper-address
ip dhcp pool

o 0N >

ip dhcp client

Correct Answer: A

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/12-4/dhcp-12-4-book/config-dhcep-client.htmlIf we want to get an IP address from the DHCP server on a Cisco device, we can

use the command "ipaddress dhcp".
Note: The command "ip helper-address" enables a router to become a DHCP Relay Agent.

QUESTION 32
Which two encoding methods are supported by REST APIs? (Choose two)

YAML
JSON
EBCDIC
SGML
XML

m o0 w >

Correct Answer: B, E

Section:

Explanation:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest cfg/2 1 x/b_Cisco APIC REST API Configuration Guide/b Cisco APIC REST API Configuration Guide chapter 01.html

Reference:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus1000/sw/5 x/rest api config/b Cisco N1KV VMware REST API Config 5x/b Cisco N1IKV VMware REST API Config 5x ch
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apter_010.pdfThe Application Policy
Infrastructure Controller (APIC) REST API is a programmatic interface that usesREST architecture. The API accepts and returns HTTP (not enabled by default) or HTTPS messagesthat contain
JavaScript Object Notation (JSON) or Extensible Markup Language (XML) documents.

QUESTION 33
Two switches are connected and using Cisco Dynamic Trunking Protocol SW1 is set to Dynamic Desirable What is the result of this configuration?

The link is in a down state.
The link is in an error disables state
The link 1s becomes an access port.

o0 >

The link becomes a trunk port.

Correct Answer: D
Section:

QUESTION 34
When configuring IPv6 on an interface, which two IPv6 multicast groups are joined? (Choose two)

2000::/3
2002::5
FCO00::/7
FF02::1
FF02::2

m o 0w >

Correct Answer: D, E

Section:

Explanation:

Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6/configuration/xe-3s/ipv6-xe-36sbook/ip6-multicast. htmIWhen an interface is configured with IPv6 address, it automatically joins the all nodes (FF02::1)
andsolicited-node (FF02::1:FFxx:xxxx) multicast groups. The all-node group is used to communicate withall interfaces on the local link, and the solicited-nodes multicast group is required for link-
layeraddress resolution. Routers also join a third multicast group, the all-routers group (FF02::2).

QUESTION 35
Which MAC address is recognized as a VRRP virtual address?

0000.5E00.010a
0005.3711.0975
0000.0C07.AC99
0007.C070/ABO1

o0 ®p»

Correct Answer: A

Section:

Explanation:

With VRRP, the virtual router's MAC address 1s 0000.5E00.01xx , in which xx is the VRRP group.

QUESTION 36
in Which way does a spine and-leaf architecture allow for scalability in a network when additional access ports are required?
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A spine switch and a leaf switch can be added with redundant connections between them
A spine switch can be added with at least 40 GB uplinks
A leaf switch can be added with a single connection to a core spine switch.

o 0N >

A leaf switch can be added with connections to every spine switch

Correct Answer: D
Section:

Explanation:
Spine-leaf architecture is typically deployed as two layers: spines (such as an aggregation layer), and leaves (such as an access layer). Spine-leaf topologies provide high-bandwidth, low-latency, nonblocking server-to-server

connectivity.

Leaf (aggregation) switches are what provide devices access to the fabric (the network of spine and leaf switches) and are typically deployed at the top of the rack. Generally, devices connect to the leaf switches.

Devices can include servers, Layer 4-7 services (firewalls and load balancers), and WAN or Internet routers. Leaf switches do not connect to other leaf switches. In spine-and-leaf architecture, every leaf should connect to every
spine in a full mesh.

Spine (aggregation) switches are used to connect to all leaf switches and are typically deployed at the end or middle of the row. Spine switches do not connect to other spine switches.

QUESTION 37
Which type of wireless encryption is used for WPA2 in preshared key mode?

TKIP with RC4
RC4

AES-128
AES-256

oSN >

Correct Answer: D

Section:

Explanation:

We can see in this picture we have to type 64 hexadecimal characters (256 bit) for the WPA2 passphrase so we can deduce the encryption is AES-256, not AES-128.
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https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/67134-wpa2-config.html

QUESTION 38
Which two actions are performed by the Weighted Random Early Detection mechanism? (Choose two)

A. It drops lower-priority packets before it drops higher-priority packets
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It can identify different flows with a high level of granularity
It guarantees the delivery of high-priority packets
It can mitigate congestion by preventing the queue from filling up

mo O

it supports protocol discovery

Correct Answer: A, D
Section:

Explanation:
Weighted Random Early Detection (WRED) is just a congestion avoidance mechanism. WRED drops packets selectively based on IP precedence. Edge routers assign IP precedences to packets as they enter the network. When

a packet arrives, the following events occur:

1. The average queue size is calculated.

2. If the average is less than the minimum queue threshold, the arriving packet is queued.

3. If the average is between the minimum queue threshold for that type of traffic and the maximum threshold for the interface, the packet is either dropped or queued, depending on the packet drop probability for that type of

traffic.
4. If the average queue size is greater than the maximum threshold, the packet is dropped. WRED reduces the chances of tail drop (when the queue is full, the packet is dropped) by selectively dropping packets when the output

interface begins to show signs of congestion (thus it can mitigate congestion by preventing the queue from filling up). By dropping some packets early rather than waiting until the queue is full, WRED avoids dropping large
numbers of packets at once and minimizes the chances of global synchronization. Thus, WRED allows the transmission line to be used fully at all times.

WRED generally drops packets selectively based on IP precedence. Packets with a higher IP precedence are less likely to be dropped than packets with a lower precedence. Thus, the higher the priority of a packet, the higher
the probability that the packet will be delivered

QUESTION 39
When a floating static route is configured, which action ensures that the backup route is used when the primary route fails?

The floating static route must have a higher administrative distance than the primary route so it is used as a backup
The administrative distance must be higher on the primary route so that the backup route becomesssecondary:
The floating static route must have a lower administrative distance than the primary route so it isused as a,backup

OO0 wp

The default-information originate command must be configured for the route to be installed into the routing table

Correct Answer: A
Section:

QUESTION 40
Refer to the exhibit.

Atlantafcont =

Entar coafiguration commands, ona per line. End with ONTL/I.
Atlanta (config) Jaaa newv-model

Atlanta (config) Jaaa avthentication login default local
Atlanta (config) #line vty 0O 4

Atlanta (config-line) #login authentication default

Atlanta (config-line) faxit

Atlanta (config) fusername ciscoadmin password adminacdminl2)
Atlanta (config) fusernane clscoadalin privilege 13

Atlanta (config) fenable password ciscolll

Atlanta (config) fecable secret testingll)4

Atlanta (config) band

Which password must an engineer use to enter the enable mode?

A. adminadminl23
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B. default
C. testing 1234
D. ciscol23

Correct Answer: C
Section:

Explanation:
If neither the enable password command nor the enable secret command is configured, and if there is a line password configured for the console, the console line password serves as the enable password for all VTY sessions ->
The "enable secret" will be used first if available, then "enable password" and line password.

QUESTION 41
How do TCP and UDP differ in the way that they establish a connection between two endpoints?

TCP uses synchronization packets, and UDP uses acknowledgment packets.
UDP uses SYN, SYN ACK and FIN bits in the frame header while TCP uses SYN, SYN ACK and ACK bits
UDP provides reliable message transfer and TCP is a connectionless protocol

o0 ®p

TCP uses the three-way handshake and UDP does not guarantee message delivery

Correct Answer: D
Section:

QUESTION 42
Which mode allows access points to be managed by Cisco Wireless LAN Controllers?

autonomous
lightweight
bridge

o0 ®p

mobility express

Correct Answer: B

Section:

Explanation:

https://www.cisco.com/c/en/us/support/docs/wireless/aironet-1200-series/70278-lap-faq.htmlA Lightweight Access Point (LAP) is an AP that is designed to be connected to a wireless LAN (WLAN)controller
(WLC). APs are "lightweight," which means that they cannot act independently of awireless LAN controller (WLC). The WLC manages the AP configurations and firmware. The APs are"zero touch"
deployed, and individual configuration of APs is not necessary.

QUESTION 43
Which QoS Profile is selected in the GUI when configuring a voice over WLAN deployment?

Bronze
Platinum
Silver
Gold

o0 ® >

Correct Answer: B
Section:
Explanation:
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Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lanwlan/8183 1-qos-wlc-lap.htmICisco Unified Wireless Network solution WLANSs support four levels of QoS:
Platinum/Voice,Gold/Video, Silver/Best Effort (default), and Bronze/Background.

QUESTION 44
If a notice-level messaging is sent to a syslog server, which event has occurred?

A network device has restarted
An ARP inspection has failed

A routing instance has flapped

o0 ® >

A debug operation is running

Correct Answer: C

Section:

Explanation:

Usually no action is required when a route flaps so it generates the notification syslog level message (level 5).

QUESTION 45
What are two southbound APIs? (Choose two )

OpenFlow
NETCONF
Thrift
CORBA
DSC

m o 0w >

Correct Answer: A, B

Section:

Explanation:

OpenFlow is a well-known southbound API. OpenFlow defines the way the SDN Controller should interact with the forwarding plane to make adjustments to the network, so it can better adapt to changing business
requirements.

The Network Configuration Protocol (NetConf) uses Extensible Markup Language (XML) to install, manipulate and delete configuration to network devices.

QUESTION 46
An email user has been lured into clicking a link in an email sent by their company's security organization. The webpage that opens reports that it was safe but the link could have contained malicious code. Which type of
security program is in place?

Physical access control
Social engineering attack

brute force attack

o0 ®p

user awarenecss

Correct Answer: D

Section:

Explanation:

This is a training program which simulates an attack, not a real attack (as it says "The webpage that opens reports that it was safe") so we believed it should be called a "user awareness" program.

Therefore the best answer here should be "user awareness". This is the definition of "User awareness" from CCNA 200- 301 Offical Cert Guide Book:

"User awareness: All users should be made aware of the need for data confidentiality to protect corporate information, as well as their own credentials and personal information. They should also be made aware of potential
threats, schemes to mislead, and proper procedures to report security incidents. " Note: Physical access control means infrastructure locations, such as network closets and data centers, should remain securely locked.
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QUESTION 47
An engineer must configure a/30 subnet between two routers. Which usable IP address and subnet mask combination meets this criteria?

linterface «0/0
description to HQ-AJ371:19452
ip address 209.165.201.2 2565.255.266.252

interface ¢0/0
description to HQ-AJ371:19452
ip address 10.2.1.3 255.255.265.252

interface ¢0/0
description to HQ-A371:19452
ip address 172.16.1.4 255.255.255.248

interface ¢0/0
description to HQ-AJ371:19452
ip address 192.168.1.1 2565.255.2566.248

Option A
Option B
Option C
Option D

o0 ®

Correct Answer: A
Section:

QUESTION 48
What is the default behavior of a Layer 2 switch when a frame with an unknown destination MAC addzess 1s seceived?

The Layer 2 switch drops the received frame

The Layer 2 switch floods packets to all ports except the receiving port in the given VLAN.

The Layer 2 switch sends a copy of a packet to CPU for destination MAC address learning.

The Layer 2 switch forwards the packet and adds the destination MAC address to its MAC address table

o n >

Correct Answer: B
Section:

Explanation:
If the destination MAC address is not in the CAM table (unknown destination MAC address), the switch sends the frame out all other ports that are in the same VLAN as the received frame. This is called flooding. It does not

flood the frame out the same port on which the frame was received.

QUESTION 49
Refer to the exhibit.

R2#show ip nat translations

Pro Insida global Insida local Outside local Outsida global
tep 172.23.104.3:43268 10.4.4.4:43268 172.23.103.10:23 172.23.103.10:23
tcp 172.23.104.4:45507 10.4.4.5:45507 172.23.103.10:80 172.23.103.10:80

An engineer configured NAT translations and has verified that the configuration is correct.
Which IP address is the source IP?

A. 10444

IT Certification Exams - Questions & Answers | Vdumps.com
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B. 10.4.4.5
C. 172.23.103.10
D. 172.23.104.4

Correct Answer: D

Section:

Explanation:

NAT is used to send a packet to the outside network, using a public IP address to make it routable.

The NAT logic is "inside-to-outside" FIRST and "outside-to-inside" THEN. This way, configuring NAT means "choosing a public IP address" for any outbound packet" IN THE FIRST PLACE, where "public IP address"
translates to "inside global address". Among the given answers, the only inside global address is 172.123.104.4.

QUESTION 50
Which feature on the Cisco Wireless LAN Controller when enabled restricts management access from specific networks?

CPU ACL
TACACS
Flex ACL
RADIUS

OO0 wp

Correct Answer: A

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/71978-acl-wlc.html

QUESTION 51
Which command automatically generates an IPv6 address from a specified IPv6 prefix and MAC address of an interface?

ipv6 address dhep

ipv6 address 2001:DB8:5:112::/64 eui-64
ipv6 address autoconfig

ipv6 address 2001:DB8:5:112::2/64 link-local

o0 w®

Correct Answer: C

Section:

Explanation:

The "ipv6 address autoconfig" command causes the device to perform IPv6 stateless address autoconfiguration to discover prefixes on the link and then to add the EUI-64 based addresses to the interface.
Addresses are configured depending on the prefixes received in Router Advertisement (RA) messages.

The device will listen for RA messages which are transmitted periodically from the router (DHCP Server).

This RA message allows a host to create a global IPv6 address from:

+ Its interface identifier (EUI-64 address)

+ Link Prefix (obtained via RA)

Note: Global address is the combination of Link Prefix and EUI-64 address

QUESTION 52
An engineer is asked to protect unused ports that are configured in the default VLAN on a switch.
Which two steps will fulfill the request? (Choose two)

A. Configure the ports in an EtherChannel.
B. Administratively shut down the ports
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C. Configure the port type as access and place in VLAN 99
D. Configure the ports as trunk ports
E. Enable the Cisco Discovery Protocol

Correct Answer: B, C
Section:

QUESTION 53
Which output displays a JSON data representation?

A
‘response” {
‘taskid™ {};
url” “string’
2
‘version” “string”
)

B
‘response”- {
taskid"- {}.
“urf’- “striing”
J,
‘version™- “stnng’

N dumps

‘response”. {
taskid” {}.
“ul” *string”
i
“version™. “stnng’
)
o |
‘response”. {
taskid® [
¥ . »stnm.
1
‘version”. “stnng’
i

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: C
Section:
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Explanation:

JSON data is written as name/value pairs.

A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a value:
"name":"Mark"

JSON can use arrays. Array values must be of type string, number, object, array, boolean or null.
For example:

{

"name":"John",

"age":30,

"cars":[ "Ford", "BMW", "Fiat" ]

b

JSON can have empty object like "taskId":{}

QUESTION 54
Which command is used to specify the delay time in seconds for LLDP to initialize on any interface?

lldp timer
1ldp holdtimt
1ldp reinit
1ldp tlv-select

o0 ® >

Correct Answer: C

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-237_ey/configuration/guide/scg/swlldp.pdf+ l1dp holdtime seconds: Specify the amount of time a receiving device
should hold the informationfrom your device before discarding it+ lldp reinit delay: Specify the delay time in seconds*for LLDP to initialize on an interface+ lldp timer rate: Set the sending frequency
of LLDP updates in seconds

QUESTION 55
A network engineer must back up 20 network router configurations globally within a customer environment. Which protocol allows the engineer to perform this function using the Cisco IOS MIB?

CDP
SNMP
SMTP
ARP

o0 ®p

Correct Answer: B

Section:

Explanation:

SNMP is an application-layer protocol that provides a message format for communication between SNMP managers and agents. SNMP provides a standardized framework and a common language used for the monitoring and
management of devices in a network.

The SNMP framework has three parts:

+ An SNMP manager

+ An SNMP agent

+ A Management Information Base (MIB)

The Management Information Base (MIB) is a virtual information storage area for network management information, which consists of collections of managed objects.
With SNMP, the network administrator can send commands to multiple routers to do the backup

QUESTION 56
Refer to the exhibit.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_37_ey/configuration/guide/scg/swlldp.pdf+
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_37_ey/configuration/guide/scg/swlldp.pdf+
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960/software/release/12-2_37_ey/configuration/guide/scg/swlldp.pdf+
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Edlconfig=-18¥$ip acoean-group 101 3n

An extended ACL has been configured and applied to router R2 The configuration failed to work as intended Which two changes stop outbound traffic on TCP ports 25 and 80 to 10.0.20 0 26 from the
10.0.10 0/26 subnet while still allowing all other traffic? (Choose two )

Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.
Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic

The source and destination IPs must be swapped in ACL 101

The ACL must be configured the Gi0/2 interface inbound on R1

The ACL must be moved to the Gi0/1 interface outbound on R2

m o0 w>

Correct Answer: B, C
Section:

QUESTION 57
Refer to the exhibit.
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Which type of route does R1 use to reach host 10.10.13.10/32?

. floating static route

A

B. host route
C. default route
D

. network route

Correct Answer: D

Section:

Explanation:

From the output, we see R1 will use the entry "O 10.10.13.0/25 [110/4576] via 10.10.10.1, ..." to reach host 10.10.13.10. This is a network route.
Note: "B* 0.0.0.0/0 ..." is a default route.

QUESTION 58
Which mode must be used to configure EtherChannel between two switches without using a negotiation protocol?

. on

A

B. auto
C. active
D

. desirable
Correct Answer: A
Section:

Explanation:
The Static Persistence (or "on" mode) bundles the links unconditionally and no negotiation protocol is used. In this mode, neither PAgP nor LACP packets are sent or received.

QUESTION 59
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Which IPv6 address block sends packets to a group address rather than a single address?

2000::/3
FC00::/7
FES80::/10
FF00::/8

oSN >

Correct Answer: D

Section:

Explanation:

FFO00::/8 is used for [Pv6 multicast and this is the IPv6 type of address the question wants to ask.

FES80::/10 range is used for link-local addresses. Link-local addresses only used for communications within the local subnetwork (automatic address configuration, neighbor discovery, router discovery, and by many routing
protocols). It is only valid on the current subnet.

It is usually created dynamically using a link-local prefix of FE80::/10 and a 64-bit interface identifier (based on 48-bit MAC address).

QUESTION 60
Which two capacities of Cisco DNA Center make it more extensible as compared to traditional campus device management? (Choose two)

adapters that support all families of Cisco 10S software
SDKs that support interaction with third-party network equipment
customized versions for small, medium, and large enterprises

REST APIs that allow for external applications to interact natively with Cisco DNA Center

m o 0w >

modular design that is upgradable as needed

Correct Answer: B, D

Section:

Explanation:

Cisco DNA Center offers 360-degree extensibility through four distinct types of platform capabilities:

+ Intent-based APIs leverage the controller and enable business and IT applications to deliver intent to the network and to reap network analytics and insights for IT and business innovation.

+ Process adapters, built on integration APIs, allow integration with other IT and network systems to streamline IT operations and processes.

+ Domain adapters, built on integration APIs, allow integration with other infrastructure domains such as data center, WAN, and security to deliver a consistent intent-based infrastructure across the entire IT environment.
+ SDKs allow management to be extended to third-party vendor's network devices to offer support for diverse environments.

QUESTION 61
What is the primary effect of the spanning-tree portfast command?

it enables BPDU messages
It minimizes spanning-tree convergence time
It immediately puts the port into the forwarding state when the switch is reloaded

o0 ® P

It immediately enables the port in the listening state

Correct Answer: B

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/12-2 55 se/configuration/guide/3560 scg/swstpopt.html

QUESTION 62
Refer to the exhibit.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/12-2_55_se/configuration/guide/3560_scg/swstpopt.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/12-2_55_se/configuration/guide/3560_scg/swstpopt.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3560/software/release/12-2_55_se/configuration/guide/3560_scg/swstpopt.html
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Router#

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, | - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID  Local Intrfce Holdtme Capability Platform Port ID

10.1.1.2 Gig37/3 176 R1 CPT 600 Gig36/41
10.1.1.2 Gig37/1 174 R CPT600 Gig36/43
10.1.1.2 Gig36/41 134 R1 CPT600 Gig37/3
10.1.1.2 Gig36/43 134 RI CPT600 Gig37/1
10.1.1.2 Ten3/2 132 R1 CPT600 Ten 4/2
10.1.1.2 Tend/2 174 R1 CPT600 Ten 3/2

Which command provides this output?

o0 ® >

show ip route
show ip interface
show interface
show cdp neighbor

Correct Answer: D
Section:

QUESTION 63
Refer to the Exhibit.

Switch 1

Switch 2

Switch 1:

Nama: Gi0/1

Switchport: Enabled

Administrative Mode: trunk

Oparational Moda: trunk

Administrative Trunking Encapsulation: dotlqg
Oparational Trunking Encapsulation: dotlg
Negotiation of Trunking: Off

Accass Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled
Voice VLAN: none

[output omitted]

Trunking VILANs Enabled: 50-100

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL

Switch 2:

Mame: Gi0/1

Switchport: Enabled

Administrative Mode: trunk

Oparational Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Hegotiation of Trunking: Off

Acoess Mode VLAM: 1 (default)

Trunking Native Mode VLAN: 99 (VLANOO99)
Administrative MNative VLAN tagging: enabled
Voice VLAN: nona

[output omitted]

Trunking VLANs Enabled: 50-100

Pruning VLANS Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Allowed: ALL
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After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be corrected?

There is a native VLAN mismatch

Access mode is configured on the switch ports.
The PCs are m the incorrect VLAN

All VLANSs are not enabled on the trunk

o0 ® >

Correct Answer: A

Section:

Explanation:

From the output we see the native VLAN of Switch1 on Gi0/1 interface is VLAN 1 while that of Switch2 is VLAN 99 so there would be a native VLAN mismatch.

QUESTION 64
Which 802.11 frame type is association response?

. Mmanagement

A
B. protected frame
C. control

D

. action

Correct Answer: A

Section:

Explanation:

Reference: https://en.wikipedia.org/wiki/802.11 Frame Types

QUESTION 65
Which API is used in controller-based architectures to interact with edge devices?

overlay
northbound
underlay
southbound

o0 ®p»

Correct Answer: D
Section:

QUESTION 66
Which statement identifies the functionality of virtual machines?

Virtualized servers run most efficiently when they are physically connected to a switch that is separate from the hypervisor
The hypervisor can virtualize physical components including CPU. memory, and storage
Each hypervisor can support a single virtual machine and a single software switch

OO0 >

The hypervisor communicates on Layer 3 without the need for additional resources

Correct Answer: B
Section:


https://en.wikipedia.org/wiki/802.11_Frame_Types
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QUESTION 67
Which type of address is the public IP address of a NAT device?

outside global
outsdwde local
inside global
insride local
outside public

mm oo WP

inside public

Correct Answer: C

Section:

Explanation:

NAT use four types of addresses:

* Inside local address — The IP address assigned to a host on the inside network. The address is usually not an IP address assigned by the Internet Network Information Center (InterNIC) or service provider.
This address is likely to be an RFC 1918 private address.

* Inside global address — A legitimate IP address assigned by the InterNIC or service provider that represents one or more inside local IP addresses to the outside world.

* Outside local address — The IP address of an outside host as it is known to the hosts on the inside network.

* Outside global address — The IP address assigned to a host on the outside network. The owner of the host assigns this address.

QUESTION 68
Which option about JSON is true?

uses predefined tags or angle brackets () to delimit markup text
used to describe structured data that includes arrays

used for storing information

similar to HTML, it is more verbose than XML

OO0 >

Correct Answer: B

Section:

Explanation:

JSON data is written as name/value pairs.

A name/value pair consists of a field name (in double quotes), followed by a colon, followed by a value:
"name":"Mark"

JSON can use arrays. Array values must be of type string, number, object, array, boolean or null..
For example:

{

"name":"John",

"age":30,

"cars":[ "Ford", "BMW", "Fiat" ]

H

QUESTION 69
How do TCP and UDP differ in the way they provide reliability for delivery of packets?

A. TCP is a connectionless protocol that does not provide reliable delivery of data, UDP is a connection-oriented protocol that uses sequencing to provide reliable delivery.
B. TCP does not guarantee delivery or error checking to ensure that there is no corruption of data UDP provides message acknowledgement and retransmits data if lost.

C. TCP provides flow control to avoid overwhelming a receiver by sending too many packets at once, UDP sends packets to the receiver in a continuous stream without checking for sequencing
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D. TCP uses windowing to deliver packets reliably; UDP provides reliable message transfer between hosts by establishing a three-way handshake

Correct Answer: C
Section:

QUESTION 70
Which two command sequences must you configure on switch to establish a Layer 3 EtherChannel with an open-standard protocol? (Choose two )

interface GigabitEthernet0/0/1 channel-group 10 mode on

interface GigabitEthernet0/0/1 channel-group 10 mode active

interface GigabitEthernet0/0/1 channel-group 10 mode auto

interface port-channel 10 switchport switchport mode trunk

interface port-channel 10 no switchport ip address 172.16.0.1.255.255.255.0

m o 0w >

Correct Answer: B, E
Section:

QUESTION 71
Refer to the exhibit.

import ncclient

with neclient.manager.connect (host="192.168.1.1", port=830, username='"root'
password=‘tesetl23!’, allow agent=Falsa) a="m:

print (m.get config('running'}).data xml)

After running the code in the exhibit, which step reduces the amount of data that the NETCONEFE server returns to,thesNETCONF client, to only the interface's configuration?

Use the Ixml library to parse the data returned by the NETCONF server for the interface's configuration.
Create an XML filter as a string and pass it to get _config() method as an argument.

Create a JSON filter as a string and pass it to the get config() method as an argument.

Use the JSON library to parse the data returned by the NETCONTF server for the interface's configuration.

o0 ®p

Correct Answer: D
Section:

QUESTION 72
Which resource is able to be shared among virtual machines deployed on the same physical server?

disk
applications
VM configuration file

o n >

operating system

Correct Answer: C
Section:

QUESTION 73
Which WAN topology provides a combination of simplicity quality, and availability?
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partial mesh
full mesh
point-to-point

OO0 ® P

hub-and-spoke

Correct Answer: C
Section:

QUESTION 74
Which command on a port enters the forwarding state immediately when a PC is connected to it?

switch(config)#spanning-tree portfast default
switch(config)#spanning-tree portfast bpduguard default
switch(config-if)#spanning-tree portfast trunk

o0 ®p

switch(config-if)#no spanning-tree portfast

Correct Answer: C
Section:

QUESTION 75
What are two functions of an SDN controller? (Choose two)

Layer 2 forwarding
coordinating VTNs
tracking hosts
managing the topology

m o 0w >

protecting against DDoS attacks

Correct Answer: B, D
Section:

QUESTION 76
What is a network appliance that checks the state of a packet to determine whether the packet is legitimate?

Layer 2 switch
load balancer
firewall

LAN controller

o0 ®p

Correct Answer: C
Section:

QUESTION 77
When DHCP is configured on a router, which command must be entered so the default gateway is automatically distributed?

A. default-router
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B. default-gateway
C. ip helper-address

D. dns-server

Correct Answer: A
Section:

QUESTION 78
What is an appropriate use for private [IPv4 addressing?

on the public-facing interface of a firewall
to allow hosts inside to communicate in both directions with hosts outside the organization

on internal hosts that stream data solely to external resources

OO0 wp

on hosts that communicates only with other internal hosts

Correct Answer: D
Section:

QUESTION 79
How is the native VLAN secured in a network?

separate from other VLANSs within the administrative domain
give it a value in the private VLAN range

assign it as VLAN 1

configure it as a different VLAN ID on each end of the link

OO0 ® P

Correct Answer: A
Section:

QUESTION 80
What is the purpose of a southbound API in a control based networking architecture?

Facilities communication between the controller and the applications
Facilities communication between the controller and the networking hardware

allows application developers to interact with the network

o0 ®p»

integrates a controller with other automation and orchestration tools.

Correct Answer: B
Section:

Explanation:
https://www.ciscopress.com/articles/article.asp?p=2995354&seqNum=2#:~:text=The%20Southbound%20Interface,communicate%20t0%20the%20networking%?20devices.&text=The%20overall1%20goal %201s%20network, fro

m%?20being%200nly%20a%?20protocol.
The Southbound Interface
In a controller-based network architecture, the controller needs to communicate to the networking devices.

QUESTION 81
What causes a port to be placed in the err-disabled state?


2995354&seqNum=2#:~:text=The%20Southbound%20Interface,communicate%20to%20the%20networking%20devices.&text=The%20overall%20goal%20is%20network,from%20being%20only%20a%20protocol
2995354&seqNum=2#:~:text=The%20Southbound%20Interface,communicate%20to%20the%20networking%20devices.&text=The%20overall%20goal%20is%20network,from%20being%20only%20a%20protocol
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latency
port security violation

shutdown command issued on the port

OO0 ® P

nothing plugged into the port

Correct Answer: B

Section:

Explanation:

This mode is the default violation mode; when in this mode, the switch will automatically force the switchport into an error disabled (err-disable) state when a violation occurs. While in this state, the switchport forwards no
traffic. The switchport can be brought out of this error disabled state by issuing the errdisable recovery cause CLI command or by disabling and reenabling the switchport.

QUESTION 82
Which switch technology establishes a network connection immediately when it is plugged in?

PortFast
BPDU guard
UplinkFast
BackboneFast

o0 ®p>

Correct Answer: A

Section:

Explanation:

PortFast is useful to connect hosts and switches to a switch. Access layer switches are more frequently:“plugged.in’.and:“plugged out” than distribution or core layer switches. Also, this feature’s target is just to minimize STP

convergence time.

QUESTION 83
Which technology is appropriate for communication between an SDN controller and applications running over the network?

OpenFlow
REST API
NETCONF
Southbound API

o0 ®wp

Correct Answer: B
Section:

QUESTION 84
Which security program element involves installing badge readers on data-center doors to allow workers to enter and exit based on their job roles?

. role-based access control

A

B. biometrics
C. multifactor authentication
D

. physical access control

Correct Answer: D
Section:
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QUESTION 85
Which network action occurs within the data plane?

compare the destination IP address to the IP routing table.
run routing protocols (OSPF, EIGRP, RIP, BGP)
make a configuration change from an incoming NETCONF RPC

o0 ® >

reply to an incoming ICMP echo request

Correct Answer: A
Section:

QUESTION 86
What is a DHCP client?

a host that is configured to request an IP address automatically
a server that dynamically assigns IP addresses to hosts

a workstation that requests a domain name associated with its IP address

o0 ® >

a rooter that statically assigns IP addresses to hosts

Correct Answer: A
Section:

QUESTION 87
An engineer needs to add an old switch back into a network. To prevent the switch from corrupting the:VL AN databasewhich-actionnmust be taken?

Add the switch in the VTP domain with a lower revision number
Add the switch with DTP set to dynamic desirable

Add the switch in the VTP domain with a higher revision number
Add the switch with DTP set to desirable

OO0 ®wp

Correct Answer: A
Section:

QUESTION 88
What is a similarity between OM3 and OM4 fiber optic cable?

Both have a 50 micron core diameter
Both have a 9 micron core diameter

Both have a 62.5 micron core diameter

o0 ®p

Both have a 100 micron core diameter

Correct Answer: A
Section:

QUESTION 89
What is the benefit of using FHRP?
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reduced management overhead on network routers

balancing traffic across multiple gateways in proportion to their loads
higher degree of availability

reduced ARP traffic on the network

o 0N >

Correct Answer: C
Section:

QUESTION 90
Which technology allows for multiple operating systems to be run on a single host computer?

. virtual routing and forwarding

A
B. network port ID visualization
C. virtual device contexts

D

. server visualization

Correct Answer: D
Section:

QUESTION 91
What occurs when overlapping Wi-Fi channels are implemented?

The wireless network becomes vulnerable to unauthorized access.
Wireless devices are unable to distinguish between different SSIDs

Users experience poor wireless network performance.

o0 ® >

Network communications are open to eavesdropping.

Correct Answer: C
Section:

QUESTION 92
Refer to the exhibit.

An administrator must turn off the Cisco Discovery Protocol on the port configured with address last usable address in the 10.0.0.0/30 subnet. Which command set meets the requirement?
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interface gi0/1 no cdp enable
interface gi0/1 clear cdp table
interface gi0/0 no cdp advertise-v2

o 0N >

interface gi0/0 no cdp run

Correct Answer: D
Section:

QUESTION 93
Which 802.11 management frame type is sent when a client roams between access points on the same SSID?

Reassociation Request
Probe Request
Authentication Request

o0 >

Association Request

Correct Answer: A
Section:

QUESTION 94
What are two improvements provided by automation for network management in an SDN environment? (Choose two)

Data collection and analysis tools establish a baseline for the network
Artificial intelligence identifies and prevents potential design failures.
Machine learning minimizes the overall error rate when automating troubleshooting processes

New devices are onboarded with minimal effort

m o 0w >

Proprietary Cisco APIs leverage multiple network management tools.

Correct Answer: B, E
Section:

QUESTION 95
An engineer must configure the [Pv6 address 2001:0db8:0000:0000:0700:0003:400F:572B on the serial0/0 interface of the HQ router and wants to compress it for easier configuration. Which command must be issued on the
router interface?

ipv6 address 2001:db8::700:3:400F:572B

ipv6 address 2001:db8:0::700:3:4F:572B

ipv6 address 2001:0db8::7:3:4F:572B

ipv6 address 2001::db8:0000::700:3:400F:572B

o0 ® >

Correct Answer: A
Section:

QUESTION 96
What describes the operation of virtual machines?

A. Virtual machines are responsible for managing and allocating host hardware resources
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B. In a virtual machine environment, physical servers must run one operating system at a time.
C. Virtual machines are the physical hardware that support a virtual environment.
D. Virtual machines are operating system instances that are decoupled from server hardware

Correct Answer: B
Section:

QUESTION 97
Which WLC port connects to a switch to pass normal access-point traffic?

redundancy
console
distribution system

OO0 wp

service

Correct Answer: C
Section:

QUESTION 98
An engineering team asks an implementer to configure syslog for warning conditions and error conditions. Which command does the implementer configure to achieve the desired result?

logging trap 5
logging trap 2
logging trap 4

OO0 ® P

logging trap 3

Correct Answer: C
Section:

QUESTION 99
Which two protocols are supported on service-port interfaces? (Choose two.)

RADIUS
TACACS+
SCP
Telnet
SSH

mo O w >

Correct Answer: D, E
Section:

Explanation:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configurationguide/b _cg75/b_cg75 chapter 011110.html

QUESTION 100
Refer to the exhibit.


https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configurationguide/b_cg75/b_cg75_chapter_011110.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configurationguide/b_cg75/b_cg75_chapter_011110.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-5/configurationguide/b_cg75/b_cg75_chapter_011110.html
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Router A Router B

——

60/0/0  GO/of0 ﬁ

G0/0/0 |

- i

RouterC

How must router A be configured so that it only sends Cisco Discovery Protocol Information to router C?
Foonfig !
Router A (configi=cdp run
Router A [config #interface gi0/0/0
Router A (config-if #no cdp enable

w #config 1
Router A (configj#cdp run
Router A (config#interface gl0/0/0

Router A (config.if Zcdp enable d u m ps

» Boonfig !
Router A (config=cdp run
Router A (config®interface gid/0/M1
Router A (config-if j=cdp enable

gconfig 1

Router A (configi#no cdp run
Router A (config #interface gi0/0/1
Router A {config-if=cdp enable

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D
Section:

QUESTION 101
Which global command encrypt all passwords in the running configuration?

A. password-encrypt
B. enable password-encryption

IT Certification Exams - Questions & Answers | Vdumps.com
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C. enable secret
D. service password-encryption

Correct Answer: B
Section:

QUESTION 102
What is the function of a hub-and-spoke WAN topology?

allows access restrictions to be implemented between subscriber sites.
provides direct connections between subscribers

supports Layer 2 VPNs

o n >

supports application optimization

Correct Answer: B
Section:

QUESTION 103
What uses HTTP messages to transfer data to applications residing on different hosts?

OpenFlow
OpenStack
OpFlex
REST

o0 ® >

Correct Answer: D
Section:

QUESTION 104

Refer to Exhibit.
5 Se0/0/0 ‘! ,-';
. a Se0/00 Confiqured routers 1PV addresses
a
Atlarta :"';f““ﬁm - Allarta
= NN Defaut route /0 via S0/0/0 Sodal NG - 201211129

Loopback1: 20001/128
- Mew York
Senal 000 - 20122126
Senal 00001 - 2023 21126
Lo ck2 2000 2128
Se0/0/0 By . : wmm_:&“
Senal (o - 2023 3120
Loopbackd: 2000 :3/128

Defaut Route /0 wa S00/0

The loopback]1 interface of the Atlanta router must reach the loopback3 interface of the Washington router. Which two static host routes must be configured on the NEW York router? (Choose two)

A. ipv6 route 2000::1/128 2012::1
B. ipv6 route 2000::3/128 2023::3
C. ipv6 route 2000::3/128 s0/0/0

D. ipv6 route 2000::1/128 2012::2
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E. 1ipv6 route 2000::1/128 s0/0/1

Correct Answer: A, B
Section:

QUESTION 105
Refer to the exhibit.

i T T e Router Houterd

Site B

Site A

Railer2¥show ip route
Gateway of kast resort is not set

10.0.0.0/8 s vanably sibnetted 4 subnets; 2 masks
1010108730 5 directly connecled. FasiEthematQ2
10101012730 15 directly conneched, FastEthemeti1
101013 0025 [110M11) wa 1010109 00:00:03 FasiElhermetl2
[110/11} va 10.10.10.13, 00.00.03, FastEthemet(’
C 101010 4730 = duecily connected: FastEthemet(2

oD

If OSPF is running on this network, how does Router 2 handle traffic from Site B to 10.10:13/25 at/Site"A?

It sends packets out of interface Fa0/2 only.

It sends packets out of interface Fa0/1 only.

It cannot send packets to 10.10.13 128/25

It load-balances traffic out of Fa0/1 and Fa0/2

oSN >

Correct Answer: C
Section:

Explanation:
Router2 does not have an entry for the subnet 10.10.13.128/25. It only has an entry for 10.10.13.0/25, which ranges from 10.10.13.0 to 10.10.13.127.
https://study-ccna.com/administrative-distance-metric/

QUESTION 106
How does HSRP provide first hop redundancy?

It load-balances traffic by assigning the same metric value to more than one route to the same destination m the IP routing table.
It load-balances Layer 2 traffic along the path by flooding traffic out all interfaces configured with the same VLAN.
It forwards multiple packets to the same destination over different routed links n the data path

o0 ® >

It uses a shared virtual MAC and a virtual IP address to a group of routers that serve as the default gateway for hosts on a LAN

Correct Answer: D
Section:
Explanation:


https://study-ccna.com/administrative-distance-metric/
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipapp_fthrp/configuration/xe-16/thp-xe-16-book/thp-hsrp-mgo.html

QUESTION 107
What are two characteristics of the distribution layer in a three-tier network architecture? (Choose two.)

. serves as the network aggregation point

. provides a boundary between Layer 2 and Layer 3 communications

A
B
C. designed to meet continuous, redundant uptime requirements
D. is the backbone for the network topology

E

. physical connection point for a LAN printer

Correct Answer: B, C
Section:

QUESTION 108
What is the purpose of using First Hop Redundancy Protocol in a specific subnet?

Filter traffic based on destination IP addressing
Sends the default route to the hosts on a network
ensures a loop-free physical topology

o 0N >

forwards multicast hello messages between routers

Correct Answer: C
Section:

QUESTION 109
Which access layer threat-mitigation technique provides security based on identity?

Dynamic ARP Inspection

using a non-default native VLAN
802.1x

DHCP snooping

o0 ®wp

Correct Answer: C
Section:

QUESTION 110
What must be considered when using 802.11a?

It is compatible with 802.11b- and 802 11g-compliant wireless devices
It is used in place of 802 11b/g when many nonoverlapping channels are required

It is susceptible to interference from 2 4 GHz devices such as microwave ovens.

o0 ® >

It is chosen over 802 11b/g when a lower-cost solution is necessary

Correct Answer: B
Section:
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QUESTION 111
When a site-to-site VPN is configured, which [Psec mode provides encapsulation and encryption of the entire original P packet?

IPsec tunnel mode with AH
IPsec transport mode with AH
IPsec tunnel mode with ESP
IPsec transport mode with ESP

o0 ® >

Correct Answer: C
Section:

QUESTION 112
What does physical access control regulate?

access to spec fie networks based on business function
access to servers to prevent malicious activity

access :0 computer networks and file systems

o0 ® >

access to networking equipment and facilities

Correct Answer: D
Section:

QUESTION 113
On workstations running Microsoft Windows, which protocol provides the default gateway for the deviee?

DHCP
STP
SNMP
DNS

OO0 ®wp

Correct Answer: A
Section:

QUESTION 114
How are VLAN hopping attacks mitigated?

enable dynamic ARP inspection

manually implement trunk ports and disable DTP
activate all ports and place in the default VLAN
configure extended VLANSs

o0 ®p

Correct Answer: B
Section:

QUESTION 115
What is the role of a firewall in an enterprise network?
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Forwards packets based on stateless packet inspection
Processes unauthorized packets and allows passage to less secure segments of the network
determines which packets are allowed to cross from unsecured to secured networks

o 0N >

explicitly denies all packets from entering an administrative domain

Correct Answer: C
Section:

QUESTION 116
What is a function of the Cisco DNA Center Overall Health Dashboard?

It provides a summary of the top 10 global issues.
It provides detailed activity logging for the 10 devices and users on the network.
It summarizes the operational status of each wireless devise on the network.

o0 >

It summarizes daily and weekly CPU usage for servers and workstations in the network.

Correct Answer: A
Section:

QUESTION 117
After installing a new Cisco ISE server, which task must the engineer perform on the Cisco WLC to connect wireless clients on a specific VLAN based on their credentials?

Enable the allow AAA Override

Enable the Even: Driven RRM.

Disable the LAG Mode or Next Reboot.

Enable the Authorized MIC APs against auth-list or AAA.

o0 ®p

Correct Answer: A
Section:

QUESTION 118
A network analyst is tasked with configured the date and time on a router using EXEC mode. The date must be set to 12:00am. Which command should be used?

Clock timezone

Clock summer-time-recurring
Clock summer-time date
Clock set

o0 ® >

Correct Answer: D
Section:

QUESTION 119
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A network administrator is asked to configure VLANS 2, 3 and 4 for a new implementation. Some ports must be assigned to the new VLANS with unused remaining. Which action should be taken for the unused ports?

configure port in the native VLAN
configure ports in a black hole VLAN

configure in a nondefault native VLAN

o0 ® >

configure ports as access ports

Correct Answer: B
Section:

QUESTION 120
Refer to the exhibit.

. =
‘_ﬁwu" ASE4S1)

Router R4 is dynamically learning the path to the server. If R4 is connected to R1 via OSPE Area 20, to R2 v2ia R2 BGP, and to R3 via EIGRP 777, which path is installed in the routing table of R4?

the path through R1, because the OSPF administrative distance is 110

the path through R2. because the IBGP administrative distance is 200

the path through R2 because the EBGP administrative distance is 20

the path through R3. because the EIGRP administrative distance is lower than OSPF and BGP

OO0 >

Correct Answer: C
Section:

QUESTION 121
Why was the RFC 1918 address space defined?

conserve public IPv4 addressing
preserve public IPv6 address space
reduce instances of overlapping IP addresses

OO0 ®wp

support the NAT protocol

Correct Answer: A
Section:

QUESTION 122
Which HTTP status code is returned after a successful REST API request?

IT Certification Exams - Questions & Answers | Vdumps.com
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200
301
404
500

o0 w® >

Correct Answer: A
Section:

QUESTION 123
Refer to the exhibit.

_ OSPF Area 0

Giowo i |

| 576 | Gioo) Gi00 S
R3§ show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface
1.1.1.1 1 2WAY/DROTHER 00:00:32 172.16.10.1 GigabitEthernet0/0
2.2.2.2 1  2WAY/DROTHER 00:00:33 172.16.10.2 Gigabite 0
4.4.4.4 1 FULL/BOR 00:00:31 172.16.10.4 Gigabite 0 m S
5.5.5.% 1 FULL/DR 00:00:30 172.16.10.5 Gigabite

RS is the current DR on the network, and R4 is the BDR. Their interfaces are flapping, so a network engineer wants the OSPF network to elect a different DR and BDR. Which set of configurations
must the engineer implement?

A.
Ra(contg Sinterisce GO0
Ri(contg-£=ip osp! priority 20

REconfq eintertace gi00
RS{cont-¢=ip osp! priority 10

K7 cootg Sintertace g0
R2{conhg-fwip oapl prionty 259

F3{config=imeriace gidid
R3{conto-5ip ospf priority 206

R{conbgJwip ospl priority 120
Réiconfig Sirneriace gilid
R4{config-«=ip ospl priority 110

IT Certification Exams - Questions & Answers | Vdumps.com
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R contqg mimerface gido
R contgd=ip ospf priority 258

R2(contg winterface gidY)
R2(contg  =ip ospf priority 240

Correct Answer: D
Section:

QUESTION 124
What are network endpoints?

act as routers to connect a user to the service prowler network
a threat to the network if they are compromised
support inter-VLAN connectivity

o 0N >

enforce policies for campus-wide traffic going to the internet

Correct Answer: B
Section:

QUESTION 125
Which two components are needed to create an Ansible script that configures a VLAN on a switch?
(Choose two.)

cookbook
task
playbook

model

m o0 >

recipe

Correct Answer: C,D
Section:

QUESTION 126
Which two events occur automatically when a device Is added to Cisco DNA Center? (Choose two. )

The device Is assigned to the Global site.
The device Is placed into the Unmanaged state.
The device Is placed into the Provisioned state.

The device Is placed into the Managed state.

m o 0w >

The device is assigned to the Local site.

Correct Answer: A, B
Section:

QUESTION 127
Which virtual MAC address is used by VRRP group 1?
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o 0N >

0050.0c05.ad81
0007.c061.bc01
0000.5E00.0101
0500.3976.6401

Correct Answer: C
Section:
Explanation:

The virtual router MAC address associated with a virtual router is an IEEE 802 MAC Address in the following format:

00-00-5E-00-01-{VRID} (in hex in internet standard bit-order)

QUESTION 128
Refer to the exhibit.

D 1.2:: 2/ 64 Fedi: 1 3:: 1/ 64

e | 222 1/6A Pl Ould: | 1z 1764

2000 | ol 2 320064

| | |

Pl m i e

f,..,l_ JO0 1 db@: F 10 14/64

Which two commands, when configured on router R1, fulfill these requirements? (Choose two.)
Packets towards the entire network 2001:db8:2::/64 must be forwarded through router R2.
Packets toward host 2001:db8:23::14 preferably must be forwarded through R3.

moo® P

Ipv6 route 2001:db8:23::/128 £d00:12::2
Ipv6 route 2001:db8:23::14/128 £d00:13::3
Ipv6 route 2001:db8:23::14/64 £d00:12::2
Ipv6 route 2001:db8:23::/64 £d00:12::2

Ipv6 route 2001:db8:23::14/64 £d00:12::2 200

Correct Answer: D, E
Section:

QUESTION 129
Refer to the exhibit.
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PC-A: 10.10.10.0 PC-B: 10.10.100.0
Subnel mask' 2552552550 Subnet mask: 255 25525850

When PC-A sends traffic to PC-B, which network component is in charge of receiving the packet from PC-A verifying the IP addresses, and forwarding the packet to PC-B?

Layer 2 switch
Router
Load balancer

OO0 >

firewall

Correct Answer: B
Section:

QUESTION 130
In software-defined architecture, which place handles switching for traffic through a Cisco router?

Control
Management
Data

application

OO0 wp

Correct Answer: C
Section:

Explanation:
Data plane—Handles all the data traffic. The basic functionality of a Cisco NX-OS device is to forward packets from one interface to another. The packets that are not meant for the switch itself are called the transit packets.

These packets are handled by the data plane

QUESTION 131
Which level of severity must be set to get informational syslogs?

alert
critical

notice

o0 ®

debug

Correct Answer: C
Section:
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QUESTION 132
When a switch receives a frame for a known destination MAC address, how is the frame handed?

sent to the port identified for the known MAC address
broadcast to all ports
forwarded to the first available port

o0 ® >

flooded to all ports except the one from which it originated

Correct Answer: A
Section:

QUESTION 133
How does QoS optimize voice traffic?

reducing bandwidth usage
by reducing packet loss
by differentiating voice and video traffic

o0 ® >

by increasing jitter

Correct Answer: C
Section:

QUESTION 134
What is a characteristic of private [Pv4 addressing?

traverse the Internet when an outbound ACL is applied
issued by IANA in conjunction with an autonomous system number
composed of up to 65.536 available addresses

OO0 ®wp

used without tracking or registration

Correct Answer: D
Section:

QUESTION 135
Refer to the exhibit.
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Which configuration issue is preventing the OSPF neighbor relationship from being established between the two routers?

R2 is using the passive-interface default command

R1 has an incorrect network command for interface Gil/0
R2 should have its network command in area 1

R1 interface Gil/0 has a larger MTU size

OO0 wp

Correct Answer: D
Section:

QUESTION 136
Refer to the exhibit.
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Ri# show ip route | begin gateway

Gateway of last resort is 209.165.200.246 to network 0.0.0.0

E* 0.0.0.0/0 [1/0} win 209.065.200.246, Seriall/1/0

is directly connacted, Serial0/1/0

172.16.0.9/16 1s variably subnetted, 2 subnets, 2 sasks
172.16.3.0/24 (1/0) wia 207 .165.200.250, Searial0/0/0
172.16.3.0/28 [110/84437) via 207.16%.200.25%4, 00:00:28, Serial0/0/1
207.163.2300.0/24 is variably subnetted, § subnets, I masks
207.163.200.244/30 1» directly connected, Seriald/i1/0
207.165.200.245/32 is directly connected, Serial0/L/0
207,165 .200.248/30 iz directly connected, Seriald/0/0
207.165.200.249/32 is directly connected, Serialld/e/0
207.163.200.252/30 A directly connected, Serialld/0/1
207.165.200,.253/32 1is directly connectad, Serial0d/0/1

rornrn o "

A packet is being sent across router R1 to host 172.163.3.14. To which destination does the router send the packet?

207.165.200.246 via Serial0/1/0
207.165.200.254 via Serial0/0/1
207.165.200.254 via Serial0/0/0
207.165.200.250 via Serial/0/0/0

o0 ® >

Correct Answer: B
Section:

QUESTION 137
A network administrator needs to aggregate 4 ports into a single logical link which must negotiate layer2 connectivity to portsion another switch What must be configured when using active mode on both sides of the
connection?

802.1q trunks
Cisco vPC
LLDP

LACP

OO0 >

Correct Answer: D
Section:

QUESTION 138
When a WPA2-PSK WLAN is configured in the wireless LAN Controller, what is the minimum number of characters that in ASCII format?

12

A.
B. 8
C
D. 18

Correct Answer: B
Section:

QUESTION 139
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What are two differences between optical-fiber cabling and copper cabling? (Choose two)

Light is transmitted through the core of the fiber
A BNC connector is used for fiber connections
The glass core component is encased in a cladding

Fiber connects to physical interfaces using Rj-45 connections

m o 0w >

The data can pass through the cladding

Correct Answer: A, C
Section:

QUESTION 140
Refer to the exhibit.

Ri# sh ip ospf int gigO/f

31q0/0 i3 up, line prot 13 up
Internet Address 10,20].24.8/28, Area |, Attached via Network Statement
Proceas 1D 100, Rou D 192.168.1,1, Network Type BROADCAST, | l
Topology-MILD Disabled Shutdown pols Nam
| n Bass

Tranamit Delay is 1 sec, State DR, Priority I

Deslgnated Router (ID) 19%2.166.1.1, Interface addr 10.201.24

No backup designated router on thls networl

Timer intervals confiqured, Hello 10, Dead 40, Wait 40, Retransmit o

b-resync timeout 4
Hal I;w Lt '

B2ksl lp ospf int giql/
3190/0 13 up, line p ol 15 ug
Internet Addr 10,201.24,1/28, Area |
Process 1D 100, Router ID 172.16¢.1.1, Network Type BROADCAST,
Fransmit Delay 15 1 sec, State o Priorl |
Designated Router (ID) 172.16.1.1, Interface address 10.201.24.1
No backup designated router on this networl
Timar intervals configured, Heilo 20, Dead B0, Wait BO, Retransmit °
— — — — —— —

What action establishes the OSPF neighbor relationship without forming an adjacency?

modify hello interval
modify process ID
modify priority

OO0 >

modify network type

Correct Answer: A
Section:

QUESTION 141
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How does WPA3 improve security?

It uses SAE for authentication.
It uses a 4-way handshake for authentication.
It uses RC4 for encryption.

o0 ® >

It uses TKIP for encryption.

Correct Answer: A
Section:

QUESTION 142
A device detects two stations transmitting frames at the same time. This condition occurs after the first 64 bytes of the frame is received interface counter increments?

collision
CRC

runt

o0 ® >

late collision

Correct Answer: D
Section:

QUESTION 143
Refer to the exhibit.

g
fa0/o 98.51.100.1
gi0/0
1982.0.2.2 DHCP server

198.51.100.100

An engineer deploys a topology in which R1 obtains its IP configuration from DHCP. If the switch and DHCP server configurations are complete and correct. Which two sets of commands must be
configured on R1 and R2 to complete the task? (Choose two)

A. Rl(config)# interface fa0/0
R1(config-if)# ip helper-address 198.51.100.100

B. R2(config)# interface gi0/0
R2(config-if)# ip helper-address 198.51.100.100

C. RlI(config)# interface fa0/0
R1(config-if)# ip address dhep
R1(config-if)# no shutdown

D. R2(config)# interface gi0/0
R2(config-if)# ip address dhep

E. Rl(config)# interface fa0/0
R1(config-if)# ip helper-address 192.0.2.2

Correct Answer: B, C
Section:

QUESTION 144
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When OSPF learns multiple paths to a network, how does it select a route?

It multiple the active K value by 256 to calculate the route with the lowest metric.
For each existing interface, it adds the metric from the source router to the destination to calculate the route with the lowest bandwidth.
It divides a reference bandwidth of 100 Mbps by the actual bandwidth of the existing interface to calculate the router with the lowest cost.

oSN >

It count the number of hops between the source router and the destination to determine the router with the lowest metric

Correct Answer: C
Section:

QUESTION 145
A user configured OSPF in a single area between two routers A serial interface connecting R1 and R2 is running encapsulation PPP By default which OSPF network type is seen on this interface when the user types show ip
ospf interface on R1 or R2?

port-to-multipoint
broadcast

point-to-point

o0 ®p

nonbroadcast

Correct Answer: C

Section:

Explanation:

The default OSPF network type for HDLC and PPP on Serial link is point-to-point (while the default OSPF network type for Ethernet link is Broadcast).

QUESTION 146
How do AAA operations compare regarding user identification, user services and access control?

Authorization provides access control and authentication tracks user services
Authentication identifies users and accounting tracks user services

Accounting tracks user services, and authentication provides access control

OO0 wp

Authorization identifies users and authentication provides access control

Correct Answer: B
Section:

QUESTION 147
An engineer requires a scratch interface to actively attempt to establish a trunk link with a neighbor switch. What command must be configured?

. switchport mode trunk

A
B. switchport mode dynamic desirable
C. switchport mode dynamic auto

D

. switchport nonegotiate

Correct Answer: C
Section:

QUESTION 148
Refer to the exhibit.
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Rl show ip routs | begin gataway

Gateway of last resort is 209.163.200.24% to network 0.0.0.0

5* 0.0.0.0/0 [1/0] via 209.165.200.244. Seriall/1/0

is directly connected, Seriall/S/1/0

172.16.0.0/16 is variably subnatted, 2 subnats., I masks
172.16.3.0/24 [1/0] wia 209.165.200.230, Serial0/0/0
172.16.3.0/28 [110/1] wvia 209.165.200.25%4, 00:00:28, Serial0/o/1
209.16%.200.0/24 is variably subnatted, § subnats, 2 masks
209.165.200.244/30 is directly connected, Serial0/1/0

(="

209.165.200.245/32 is directly connsctad, Sariald/1/0
209.165.200.248/30 is directly connected, Seriald/0/0
209.165.200.249/32 is directly connected, Serial0/0/0
209.165.200.232/30 is directly connscted, Seriald/0/1
209.165%.200.253/32 is directly connected, Sarialo/so/l

EOaEOEe0

A packet is being sent across router R1 to host 172.16.0.14. What is the destination route for the packet?

209.165.200.254 via Serial0/0/1
209.165.200.254 via Serial0/0/0
209.165.200.246 via Seri1al0/1/0
209.165.200.250 via Serial0/0/0

o n >

Correct Answer: A
Section:

QUESTION 149
With REST API, which standard HTTP header tells a server which media type is expected by theclient?

Accept-Encoding: gzip. deflate
Accept-Patch: text/example; charset=utf-8
Content-Type: application/json; charset=utf-8

oSN >

Accept: application/json

Correct Answer: D

Section:

Explanation:

Accept header is a way for a client to specify the media type of the response content it is expecting and Content-type is a way to specify the media type of request being sent from the client to the server. http://www.java-

allandsundry.com/2012/08/accept-header-vs-content-typeheader. html#:~:text=Accept%20and%20Content%2Dtype%?20are,the%20client%20t0%20the%20serv er

QUESTION 150
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Which JSON data type is an unordered set of attribute- value pairs?

array
string
object

oSN >

Boolean

Correct Answer: C
Section:

QUESTION 151
What is the expected outcome when an EUI-64 address is generated?

The seventh bit of the original MAC address of the interface is inverted

The interface ID is configured as a random 64-bit value

The characters FE80 are inserted at the beginning of the MAC address of the interface
The MAC address of the interface is used as the interface ID without modification

o0 ® >

Correct Answer: A
Section:

QUESTION 152
Which protocol prompts the Wireless LAN Controller to generate its own local web administration SSL certificate for GUI access?

HTTPS
RADIUS
TACACS+
HTTP

OO0 >

Correct Answer: A

Section:

Explanation:

You can protect communication with the GUI by enabling HTTPS. HTTPS protects HTTP browser sessions by using the Secure Sockets Layer (SSL) protocol. When you enable HTTPS, the controller generates its own local
web administration SSL certificate and automatically applies it to the GUIL.

You also have the option of downloading an externally generated certificate.

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configurationguide/b_cg80/b cg80 chapter 011.html

QUESTION 153
The SW1 interface g0/1 is in the down/down state. Which two configurations are valid reasons for the interface conditions?(choose two)

There is a duplex mismatch
There is a speed mismatch
There is a protocol mismatch

The interface is shut down

m o0 w >

The interface is error-disabled

Correct Answer: B, E


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configurationguide/b_cg80/b_cg80_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configurationguide/b_cg80/b_cg80_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configurationguide/b_cg80/b_cg80_chapter_011.html
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Section:

QUESTION 154
Which network plane is centralized and manages routing decisions?

policy plane
management plane

control plane

o0 ®p

data plane

Correct Answer: C
Section:

QUESTION 155
Which action must be taken to assign a global unicast IPv6 address on an interface that is derived from the MAC address of that interface?

configure a stateful DHCPv6 server on the network
enable SLAAC on an interface

disable the EUI-64 bit process

explicitly assign a link-local address

o 0N >

Correct Answer: A
Section:

QUESTION 156
Refer to the exhibit.

Routarfshow ip route
Codas: L - local, C - connected, 8 - static, R - RIP, M - mohile, B - BGP
D - EIGRP, EX - EIGRP axtarnal, O - OSPF, IA - OSPF inter area
Nl - OSPF HESA external type 1, NI - OSPF NSSA extarnal type 2
El - OSPF axtarnal types 1, E2 - OSPF axtarnal typa 2
i = IS-I8, su - IS-I8 sumsary, L1 - IS-IS level-1, 12 - IS-I8 lewml-2
ia - IS-I8 inter area, * - candidate default, U - par-usar static route

Gatsway of last resort is 209.165.202.13]1 to network 0.0.0.0

5 0.0.0.0/0 [1/0] wia 209.165.202.131
209.165.200.0/27 is subnetted, 1 subnats

] 209.165.200.224 [254/0) wia 209.165.202.12%
209.165.201.0/27 is subnetted, 1 subnets
5 209.165.201.0 [1/0] wia 209.165.202.130

Which command configures a floating static route to provide a backup to the primary link?

ip route 0.0.0.0 0.0.0.0 209.165.202.131

ip route 209.165.201.0 255.255.255.224 209.165.202.130

ip route 0.0.0.0 0.0.0.0 209.165.200.224

ip route 209.165.200.224 255.255.255.224 209.165.202.129 254

oSN >

Correct Answer: D
Section:

QUESTION 157
Which two QoS tools provides congestion management? ( Choose two )
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CAR
CBWFQ
PQ

PBR
FRTS

m o0 w>

Correct Answer: B, C

Section:

Explanation:

Type of queuing methods are available:

* First-In-First-Out (FIFO)

* Priority Queuing (PQ)

* Custom Queuing (CQ)

» Weighted Fair Queuing (WFQ)

* Class-Based Weighted Fair Queuing (CBWFQ)
* Low-Latency Queuing (LLQ)
https://www.orbit-computer-solutions.com/qos-congestion-management-tools/

QUESTION 158
Refer to the exhibit.

RTR-1

hostname RTR-1
G0/0|10.150.1.254/24 |,
interface GigabitEthernet0/0

ip address 10.150.1.254 255.255.255.0
duplex auto

spead auto

!

access-list 10 deny host 10.150.1.1

!

line con 0

password 7 0822455D0A16

login

!

line vty 0 4

PC-2 access-class 10 in
password 7 0822455D0A16
login
L

10.150.1.1/24 10.150.1.2/24 end

An access list 1s created to deny Telnet access from host PC-1 to RTR-1 and allow access from all other hosts A Telnet attempt from PC-2 gives this message:"% Connection refused by remote host"
Without allowing Telnet access from
PC-1, which action must be taken to permit the traffic?

Add the access-list 10 permit any command to the configuration
Remove the access-class 10 in command from line vty 0.4.
Add the ip access-group 10 out command to interface g0/0.

o0 ® >

Remove the password command from line vty 0 4.
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Correct Answer: A
Section:

QUESTION 159

An engineer must configure an OSPF neighbor relationship between router R1 and R3 The authentication configuration has been configured and the connecting interfaces are in the same 192.168 1.0/30 sublet. What are the
next two steps to complete the configuration? (Choose two.)

. configure the hello and dead timers to match on both sides
. configure the same process ID for the router OSPF process

A
B
C. configure the same router ID on both routing processes
D. Configure the interfaces as OSPF active on both sides.
E

. configure both interfaces with the same area ID

Correct Answer: A, E
Section:

QUESTION 160
Which type of traffic Is sent with pure iPsec?

. broadcast packets from a switch that is attempting to locate a MAC address at one of several remote sites

A

B. multicast traffic from a server at one site to hosts at another location
C. spanning-tree updates between switches that are at two different sites
D

. unicast messages from a host at a remote site lo a server at headquarters

Correct Answer: D

Section:

Explanation:

"The original poster makes a correct observation that EIGRP does not work in a pure IPSEC environment. IPSEC was designed to process unicast traffic.

QUESTION 161
R1 has learned route 10.10.10.0/24 via numerous routing protocols. Which route is installed?

A. route with the lowest cost

B. route with the next hop that has the highest IP
C. route with the shortest prefix length

D

. route with the lowest administrative distance

Correct Answer: D
Section:

QUESTION 162
Which configuration management mechanism uses TCP port 22 by default when communicating with managed nodes?

Ansible
Python
Puppet
Chef

o0 ®p»
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Correct Answer: A
Section:

QUESTION 163

Which 802.11 frame type is indicated by a probe response after a client sends a probe request?

action
management
control

data

OO0 w® P

Correct Answer: B
Section:

QUESTION 164

Which two must be met before SSH can operate normally on a Cisco 10S switch? (Choose two)

The switch must be running a k9 (crypto) IOS image

The Ip domain-name command must be configured on the switch
IP routing must be enabled on the switch

A console password must be configured on the switch

m o 0w >

Telnet must be disabled on the switch

Correct Answer: A, B
Section:
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/security-vpn/secure-shell-ssh/4145-ssh.html

QUESTION 165
Refer to Exhibit.

= i
- ——

T e e

SWi:

interface FastEthernet(/1

switchport trunk encapsulation dotlg
switshport trunk native vlan 9299
switchport mode trunk

Swa2

interface FastEthernat0/1

switchport trunk encapsulation dotlqg
switchport trunk native vlan 99
switchport mode trunk

Which action do the switches take on the trunk link?

OO0 wp

The trunk does not form and the ports go into an err-disabled status.

The trunk forms but the mismatched native VLANSs are merged into a single broadcast domain.
The trunk does not form, but VLAN 99 and VLAN 999 are allowed to traverse the link.

The trunk forms but VLAN 99 and VLAN 999 are in a shutdown state.
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Correct Answer: B

Section:

Explanation:

The trunk still forms with mismatched native VL ANs and the traffic can actually flow between mismatched switches. But it is absolutely necessary that the native VLANSs on both ends of a trunk link match; otherwise a native
VLAN mismatch occurs, causing the two VLANS to effectively merge.

For example with the above configuration, SW1 would send untagged frames for VLAN 999. SW2 receives them but would think they are for VLAN 99 so we can say these two VLANSs are merged.

QUESTION 166
Refer to the exhibit.

| Interne? 2
B, 10.10.11.0/30 1
- —i 10.10 10.0v28 '-'—ﬂ_ !,
. 1 2
8 - ‘ 10.10.12.0/30 Rouert Switch1 Host A
( MPLS ) 10.10.13214

Routeri8show ip route
Gateway of las! resort is 10.10.11.2 to network 0.0.00

2009165 200 0727 & subnetted. 1 subnets
B 209 165 200 224 [20/0] via 10.10.12 2, 032214
209 185 201 0727 = subnatied, 1 subnels
B 209 165.201.0 [20¢0] via 10.10.12.2, 02 2633
209.165.202 0/27 s subnetted, 1 subnels
B 209165202 128 (2000} wvia 101012 2, 02:26.03
10.0.0.0/8 5 vanably subnetted. 8 subnets, 4 masks
C  10.10.10 028 s dwectly connected, GigabitEthemet(/0
C 10.10.11.0/30 s directly connacled, FasiEthermnal2/0
C 10.10.12.0/30 s directly connected, GigabitEtharmet(i
O  10.10.13.0¢25 [1102] via 10.10.10.1, 00:00:04, GigabEthermnet(/0 D
i) 10.10.13. 12828 [11072] wia 10 1010 1, 00:00:04, GigabdEthemetli0
O 10 10.13 144728 [11072] va 10.10.10 1, 00:00.04, GigabdEthermnet(/0
O 10.10.13.160/20 [110-2] via 10.10.10.1, 00.00.04, GigabilEthemat0/D
L8]
s

]

10.10.13.208729 [110/2] via 10.10.10.1, 00-00:04, GigabitEthermat(/0
* 0.000/0 [1/0] va 10.10.11 2

Which prefix does Router 1 use for traffic to Host A?

10.10.10.0/28
10.10.13.0/25
10.10.13.144/28
10.10.13.208/29

OO0 wp

Correct Answer: D
Section:
Explanation:

Host A address fall within the address range. However, if more than one route to the same subnet exist (router will use the longest stick match, which match more specific route to the subnet). If there are route 10.10.13.192/26
and 10.10.13.208/29, the router will forward the packet to /29 rather than /28.

QUESTION 167
Refer to the exhibit.
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Router R2 is configured with multiple routes to reach network 10 1.1 0/24 from router R1. What protocol is chosen by router R2 to reach the destination network 10.1 1 0/24?

eBGP
static
OSPF
EIGRP

o0 ® >

Correct Answer: B
Section:

QUESTION 168
Refer to the exhibit.

R#2show ip route
c 192.168.1.0/26 is directly connected, FastEthernet(/1

Which two prefixes are included in this routing table entry? (Choose two.)

A. 192.168.1.17
B. 192.168.1.61
C. 192.168.1.64
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D. 192.168.1.127
E. 192.168.1.254

Correct Answer: A, B
Section:

QUESTION 169
which IPv6 address block forwards packets to a multicast address rather than a unicast address?

2000::/3
FC00::/7
FES80::/10
FF00::/12

o n >

Correct Answer: D
Section:

QUESTION 170
What are two recommendations for protecting network ports from being exploited when located in an office space outside of an IT closer? (Choose two.)

enable the PortFast feature on ports
implement port-based authentication
configure static ARP entries

configure ports to a fixed speed

m o 0w >

shut down unused ports

Correct Answer: B, E
Section:

QUESTION 171
Refer to the exhibit.

10.0.0.0/24 is subsetted; 1 subnats

C 10.0.0.0 is directly connected, FastEthernetl/1
c 172.160.0/16 is directly connected, FastEthernet(/0
D 192 .168.0.0/24 [90/30720) wvia 172.16.0.2, 00:00:03, FastEthernet(/0

Which route type does the routing protocol Code D represent in the output?

. internal BGP route

. statically assigned route

A
B. /24 route of a locally configured IP
C
D. route learned through EIGRP

Correct Answer: D
Section:

QUESTION 172
which type of [Pv6 address is publicly routable in the same way as IPv4 public address?
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global unicast
link-local
unique local

multicast

o0 ® >

Correct Answer: A
Section:

QUESTION 173
Refer to the exhibit.

Switchl#show atherchannel summary

- unsuitable for bundling
- waiting to ba aggregated
- default poct

Flags: D - down P - in pert-channel
I - stand-alona s - suspanded
H - Hot-standby (LACP only)
B - Layer3 5 - Layer2
U - in use f - failed to allocate aggregator
u
w
d

Humbar of channel-groupa in use: 1

Numbar of aggregators: 1

Group Fort-channel Protocol Ports

------ e e e

1 Pol (5D) LACP Fa0/2(I) Fa0/1(I)
Switchllshow run SwitchZ?#ishow run
Building configuration... Building cenfiguration. ..
interface Port-channell intarface Pert-channsll
| !
interface FastEthernet(/1 interface FastEthernat0/1
channel-group 1 mode passive channel-group 1 mode passive
[ 1
interface FastEtharnet(/2 intarface FastEtharnat0/2
channsl-group 1 mode passive channel-group 1 mode passive

Which change to the configuration on Switch? allows the two switches to establish an GtherChannel?

Change the protocol to EtherChannel mode on.
Change the LACP mode to active

Change the LACP mode to desirable

Change the protocol to PAgP and use auto mode

OO0 >

Correct Answer: B
Section:

QUESTION 174
What Is the path for traffic sent from one user workstation to another workstation on a separate switch In a Three-Iter architecture model?

access - core - distribution - access
access - distribution - distribution - access

acCcCess - Core - access

OO0 wp

access -distribution - core - distribution - access

Correct Answer: D
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Section:

QUESTION 175
Refer to the exhibit.

Ri#show ip route
soutput suppressed

Gateway of last resort is 192.168. 14.4 to network 0.0.0.0

172.16.1.128725 is directly connected, GigabitEthernet|/1/0
192.168.12.0/24 is directly connected, FastEthemet0'0
192.168.13.0°24 is directly connected, FastEthemet(/ |
192.168.14.024 is directly connected. FastEthemet /0
172.16.16.1 1s directly connected. Loopback!|
192.165.10.0/24 is variably subnetted, 3 subnets, 3 masks
0 192.168.10.0.24 [110:2] via 192.168.14.4, 00:02:01, FastEthemet 1/0
0 192.168.10.3227 [110/11] via 192.168.13.3, 00:00:52, FastEthernet0'|
0 192.168.0.0'16 [110/2] via 192.168.15.5, 00:05:01, FastEthernet1/|
D 192.168.10.1/32 [90/52778] via 192.168.12.2, 00:03:44, FastEthemet0'0
0*E2 0.0.0.000[110/1] via 192.168.14.4, 00:00:10, FastEthemet1/0

OO0

If R1 receives a packet destined to 172.161.1, to which IP address does it send the packet?

192.168.12.2
192.168.13.3
192.168.14.4
192.168.15.5

o 0N >

Correct Answer: C
Section:

QUESTION 176
Which two actions influence the EIGRP route selection process? (Choose two)

The router calculates the reported distance by multiplying the delay on the exiting Interface by 256.
The router calculates the best backup path to the destination route and assigns it as the feasible successor.
The router calculates the feasible distance of all paths to the destination route

The advertised distance is calculated by a downstream neighbor to inform the local router of the bandwidth on the link

m o 0w >

The router must use the advertised distance as the metric for any given route

Correct Answer: B, C

Section:

Explanation:

The reported distance (or advertised distance) is the cost from the neighbor to the destination. It is calculated from the router advertising the route to the network. For example in the topology below, suppose router A & B are
exchanging their routing tables for the first time. Router B says "Hey, the best metric (cost) from me to IOWA is 50 and the metric from you to IOWA is 90" and advertises it to router A.

Router A considers the first metric (50) as the Advertised distance. The second metric (90), which is from NEVADA to IOWA (through IDAHO), is called the Feasible distance.
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IOWA

70

OKLAHOMA

The reported distance is calculated in the same way of calculating the metric. By default (K1 =1, K2 =0, K3 =1, K4 =0, K5 = 0), the metric is calculated as follows:
10,000,000 sum of delay[in usec]] 285

slowest bandwidth[in kbps] 10

metric = [

QUESTION 177
Which mode must be set for APs to communicate to a Wireless LAN Controller using the Control and Provisioning of Wireless Access Points (CAPWAP) protocol?

bridge
route

autonomous

OO0 wp

lightweight

Correct Answer: D
Section:

QUESTION 178
Which configuration is needed to generate an RSA key for SSH on a router?

Configure the version of SSH
Configure VTY access.
Create a user with a password.

OO0 w®

Assign a DNS domain name

Correct Answer: D
Section:

QUESTION 179
What makes Cisco DNA Center different from traditional network management applications and their management of networks?

It only supports auto-discovery of network elements in a greenfield deployment.
It modular design allows someone to implement different versions to meet the specific needs of an organization

IT abstracts policy from the actual device configuration

o 0N >

It does not support high availability of management functions when operating in cluster mode

Correct Answer: C
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Section:

QUESTION 180
Which two primary drivers support the need for network automation? (Choose two.)

Eliminating training needs
Increasing reliance on self-diagnostic and self-healing
Policy-derived provisioning of resources

Providing a ship entry point for resource provisioning

mo 0O w >

Reducing hardware footprint

Correct Answer: C,D
Section:

QUESTION 181
Using direct sequence spread spectrum, which three 2.4-GHz channels are used to limit collisions?

1,6,11
1,5,10
1,2,3
5,6,7

o0 ® >

Correct Answer: A
Section:

QUESTION 182
Which port type supports the spanning-tree portfast command without additional configuration?

access ports
Layer 3 main Interfaces
Layer 3 suninterfaces

OO0 wp

trunk ports

Correct Answer: A
Section:

QUESTION 183
Refer to the exhibit.

interface GigabitEthernet3/1/4

switchport voice vian 50
!

An administrator is tasked with configuring a voice VLAN. What is the expected outcome when a Cisco phone is connected to the GigabitEfriemet3/1/4 port on a switch?
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The phone and a workstation that is connected to the phone do not have VLAN connectivity
The phone and a workstation that is connected to the phone send and receive data in VLAN 50.
The phone sends and receives data in VLAN 50, but a workstation connected to the phone has no VLAN connectivity

o 0N >

The phone sends and receives data in VLAN 50, but a workstation connected to the phone sends and receives data in VLAN 1

Correct Answer: D
Section:

QUESTION 184
Where does wireless authentication happen?

SSID
radio
band
Layer 2

o 0N >

Correct Answer: D
Section:

QUESTION 185

10.10.225.0/28 10.10.225.16/28 10.10.225.64/26 20 Hosts

Refer to the exhibit. An engineer must add a subnet for a new office that will add 20 users to the network. Which IPv4 network and subnet mask combination does the engineer assign to minimize
wasting addresses?

10.10.225.48 255.255.255.240
10.10.225.32 255.255.255.240
10.10.225.48 255.255.255.224
10.10.225.32 255.255.255.224

o0 ®

Correct Answer: D
Section:

QUESTION 186
Which WPA3 enhancement protects against hackers viewing traffic on the Wi-Fi network?

A. TKiP encryption
B. AES encryption
C. scrambled encryption key
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D. SAE encryption

Correct Answer: D
Section:

QUESTION 187
What are two reasons for an engineer to configure a floating state route? (Choose two)

to automatically route traffic on a secondary path when the primary path goes down
to route traffic differently based on the source IP of the packet

to enable fallback static routing when the dynamic routing protocol fails

to support load balancing via static routing

m o 0w >

to control the return path of traffic that is sent from the router

Correct Answer: A, C
Section:

QUESTION 188
The service password-encryption command is entered on a router. What is the effect of this configuration?

. restricts unauthorized users from viewing clear-text passwords in the running configuration

A

B. encrypts the password exchange when a VPN tunnel is established

C. prevents network administrators from configuring clear-text passwords
D

. protects the VLAN database from unauthorized PC connections on the switch

Correct Answer: A
Section:

QUESTION 189
Refer to me exhibit.

iouterlishow ip routes

FaTevay 0L LAET Zescrt I8 ROt BT

224 [20/0] wia )
10 L0.0/8 is wvariably subnettad, 4 scbhbrete, 1 manks

connected, GigabitEthernetl

Which action is taken by the router when a packet is sourced from 10.10.10.2 and destined for 10.10.10.16?

It uses a route that is similar to the destination address
It discards the packets.
It floods packets to all learned next hops.

o n >

It Queues the packets waiting for the route to be learned.

Correct Answer: B
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Section:

QUESTION 190

Router1 Rouler2

Gi1n

Giin

Routerl(configdfinterface GigabitEtharnetl/1
Routerl({config-fjddescription ***Conneation to Routarzeee
Router 1(config Neip address 10.10.10.1 255.255.255.252
Routerl(config-fjeip ospf hallo-intarval S
Routerl{configiérouter ospf 1000
Routerl{config-router)frouter-1d 1.1.1.1

Router 1{config-routerjinetwork 10.10.10.0 0.0.0.3 area 0

Router2{configl®intarface CigabitEtharnetl/1
Router2{config-iNtdescription ***Connsction to Routerless
Router{config-f#ip address 10.10.10.2 255.255%,.255.252
Router2{configl®routar ospf 1001

Routerl{config-router)frouter-1d 2.2.2.2

Router H{config-routerjinetwork 10.10.10.0 0.06.0.3 area 0
Router2{config-routerjipassive-interface default
Router2(config-router)®no passive-interface GigabitEthernetl/1
—_—_a_a_eeYYeeeeeeeeeeeeese—s—e——————————==+4

Refer to the exhibit. After the configuration is applied, the two routers fail to establish an OSPF, neighbor relationship..what is the reason for the problem?

The OSPF router IDs are mismatched.
Router2 is using the default hello timer.
The network statement on Routerl is misconfigured.

OO0 wp

The OSPF process IDs are mismatched.

Correct Answer: B
Section:

QUESTION 191
Which design element is a best practice when deploying an 802.11b wireless infrastructure?

disabling TPC so that access points can negotiate signal levels with their attached wireless devices.
setting the maximum data rate to 54 Mbps on the Cisco Wireless LAN Controller
allocating nonoverlapping channels to access points that are in close physical proximity to one another

OO0 wp

configuring access points to provide clients with a maximum of 5 Mbps

Correct Answer: C
Section:

QUESTION 192
Refer to the exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

Gateway of last resort is 10.12.0.1 to network 0.0.0.0

oYKl 0.0.0.6/0 [110/1] wia 10.12.0. 1, 00:00:01, GigabltECharnatd/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
10.0.0.0/24 is directly connectad, GigabitEchernet(/0
10.0.0.2/32 is directly connected, GigabitEthernet0/0
10.13.0.0/24 is directly connectad, CigabitEtharnetl/l
10.13.0.2/32 is directly connscted, GigabitEthernerl/l

cenoDen

If configuring a static default route on the router with the ip route 0.0.0.0 0.0.0.0 10.13.0.1 120 command how does the router respond?

It ignores the new static route until the existing OSPF default route is removed
It immediately replaces the existing OSPF route in the routing table with the newly configured static route

It starts load-balancing traffic between the two default routes

o0 w®

It starts sending traffic without a specific matching entry in the routing table to GigabitEthernetO/1

Correct Answer: A

Section:

Explanation:

Our new static default route has the Administrative Distance (AD) of 120, which is bigger than the AD of OSPF External route (O*E2) so it will not be pushed into the routing table until the current OSPF External route is
removed.

For your information, if you don't type the AD of 120 (using the command "ip route 0.0.0.0 0.0.0.0 10.13.0.1") then the new static default route would replace the OSPF default route as the default AD of static route is 1. You

will see such line in the routing table:
S*0.0.0.0/0 [1/0] via 10.13.0.1

QUESTION 193
What does an SDN controller use as a communication protocol to relay forwarding changes to a southbound API?

OpenFlow
Java
REST
XML

o0 ® >

Correct Answer: A
Section:

QUESTION 194
Refer to Exhibit.


https://vdumps.com
https://vdumps.com

SV o
5
VWashingion

foin
Lo3

Se000

Habc rode 1o

:":_:>.-::' }VN I
- Altanda
04

Sk
R

Senal i

erial g

My York
Secal 000
Senal 091

LerOpback T 2000

Lot onAtants via Sed

Aders P addegses

201211126

2013 1124

1128

2012 2126
20232126

151

Loopback? 2000 4128
- Veastengton
Senal OO0 205
k@ 313
Loopbackd 20003

LN
e F ol
-

126
128

An engineer is configuring the NEW York router to reach the Lol interface of the Atlanta router using interface Se0/0/0 as the primary path. Which two commands must be configured on the New York
router so that it can reach the Lol interface of the Atlanta router via Washington when the link between New York and Atlanta goes down? (Choose two)

A. ipv6 router 2000::1/128 2012::1
B. ipv6 router 2000::1/128 2012::1 5
C. ipv6 router 2000::1/128 2012::2
D. ipv6 router 2000::1/128 2023::2 5
E. ipv6 router 2000::1/128 2023::3 5

Correct Answer: A, E

Section:

Explanation:

Floating static routes are static routes that have an administrative distance greater than the administrative distance (AD) of another static route or dynamic routes. By default a static route has an AD of 1 then floating static route
must have the AD greater than 1. Floating static route has a manually configured administrative distance greater than that of the primary route and therefore would not be in the routing table until the primary route fails.

QUESTION 195
Which statement correctly compares traditional networks and controller-based networks?

Only traditional networks offer a centralized control plane
Only traditional networks natively support centralized management
Traditional and controller-based networks abstract policies from device configurations

o0 ® >

Only controller-based networks decouple the control plane and the data plane

Correct Answer: D

Section:

Explanation:

Most traditional devices use a distributed architecture, in which each control plane is resided in a networking device. Therefore they need to communicate with each other via messages to work correctly.
In contrast to distributed architecture, centralized (or controller-based) architectures centralizes the control of networking devices into one device, called SDN controller

QUESTION 196
How does the dynamically-learned MAC address feature function?

A. The CAM table is empty until ingress traffic arrives at each port
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B. Switches dynamically learn MAC addresses of each connecting CAM table.
C. The ports are restricted and learn up to a maximum of 10 dynamically-learned addresses
D. It requires a minimum number of secure MAC addresses to be filled dynamically

Correct Answer: A
Section:

QUESTION 197
Refer to the exhibit.

El§} show 1p route

192.168.16.0/26 [90/2679324) wia 152 .168.1.1
192.168.16.0/24 [120/3] via 182.168.1.2
192.168.16.0/21 [110/2) wvia 192 .168.1.3

Ll 192.168.16.0/27 [113/20) wia 19%2.168.1.4

=030

Which route does R1 select for traffic that is destined to 192 168.16.27?

192.168.16.0/21
192.168.16.0/24
192.168 26.0/26
192.168.16.0/27

o0 ® >

Correct Answer: D

Section:

Explanation:

The destination IP addresses match all four entries in the routing table but the 192.168.16.0/27 has the longest prefix so it will be chosen. This is called the "longest prefix match" rule.

QUESTION 198
Which technology can prevent client devices from arbitrarily connecting to the network without state remediation?

802.1x

IP Source Guard

MAC Authentication Bypass
802.11n

0N >

Correct Answer: A
Section:

QUESTION 199
An engineer observes high usage on the 2.4GHz channels and lower usage on the SGHz channels.
What must be configured to allow clients to preferentially use SGH2 access points?

Re- Anchor Roamed Clients
11lac MU-MIMO

OEAP Split Tunnel

Client Band Select

o0 ®p
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Correct Answer: D
Section:

QUESTION 200
Refer to the exhibit.

Gi1/1 Trunk Gi1/1
VLANS
2-20

Which command must be executed for Gil.1 on SW1 to become a trunk port if Gil/1 on SW2 is configured in desirable or trunk mode?

switchport mode trunk
switchport mode dot1-tunnel
switchport mode dynamic auto

o 0N >

switchport mode dynamic desirable

Correct Answer: C
Section:

QUESTION 201
Which IPv6 address type provides communication between subnets and is unable to route on the Internet?

global unicast
unique local

link-local

oSN >

multicast

Correct Answer: B
Section:

QUESTION 202
What are two descriptions of three-tier network topologies? (Choose two)

The core and distribution layers perform the same functions
The access layer manages routing between devices in different domains
The network core is designed to maintain continuous connectivity when devices fail.

The core layer maintains wired connections for each host

moo® P

The distribution layer runs Layer 2 and Layer 3 technologies

Correct Answer: C, E
Section:

QUESTION 203

IT Certification Exams - Questions & Answers | Vdumps.com
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Refer to the exhibit.

Wl(config-line)fline vty 0 15
E¥Wl(config-line)tno login local
Wl (config-line) fpassword cisco

W2 (config) username adminl password abedl234
S¥W2(config) fusernams admnin? pasaword abcdl2ig
JWe (config-iine)fline vty 0 15
S¥Wi(comfig-iine)flogin local

SWi(config) fusername adninl secret abodl234
SEd(config) tusarname admin2 secret abodi2’4
SWI (config-line)fline vty 0 15
Jed(config-line) flogin local

SWd(configl fusarname adminl secret abodl2l4
SWé(config) fusername admin? secret abodl234
IWs(config-line) tline console 0O
SW4e(config-line)flogin local

An administrator configures four switches for local authentication using passwords that a red i m i h. The four switches must also support SSH access for administrators to manage
the network infrastructure. Which switch is configured correctly to meet these requireme

SWI
SW2
SW3
Sw4

o0 ® >

Correct Answer: C
Section:

QUESTION 204
What is a role of access points in an enterprise network?

connect wireless devices to a wired network
support secure user logins to devices or the network
integrate with SNMP in preventing DDoS attacks

o0 ® >

serve as a first line of defense in an enterprise network

Correct Answer: A
Section:

QUESTION 205
What is a function of TFTP in network operations?

IT Certification Exams - Questions & Answers | Vdumps.com
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transfers a backup configuration file from a server to a switch using a username and password
transfers files between file systems on a router

transfers a configuration files from a server to a router on a congested link

OO0 ® P

transfers IOS images from a server to a router for firmware upgrades

Correct Answer: D
Section:

QUESTION 206
A network engineer must create a diagram of a multivendor network. Which command must be configured on the Cisco devices so that the topology of the network can be mapped?

Device(Config)#lldp run
Device(Config)#cdp run
Device(Config-if)#cdp enable

o0 ®p

Device(Config)#flow-sampler-map topology

Correct Answer: A
Section:

QUESTION 207
What is the same for both copper and fiber interfaces when using SFP modules?

They support an inline optical attenuator to enhance signal strength
They provide minimal interruption to services by being hot-swappable
They offer reliable bandwidth up to 100 Mbps in half duplex mode

They accommodate single-mode and multi-mode in a single module

o n >

Correct Answer: B
Section:

QUESTION 208
When a WLAN with WPA2 PSK is configured in the Wireless LAN Controller GUI which format is supported?

Unicode
base64
decimal
ASCII

oSN >

Correct Answer: D
Section:

QUESTION 209
When deploying syslog, which severity level logs informational message?

A 0
B. 2
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C. 4
D. 6

Correct Answer: D

Section:

Explanation:
https://en.wikipedia.org/wiki/Syslog

QUESTION 210
Refer to the exhibit.

1§33k

What does router R1 use as its OSPF router-I1D?

10.10.1.10
10.10.10.20
172.16.15.10
192.168.0.1

OO0 wp

Correct Answer: C

Section:

Explanation:

OSPF uses the following criteria to select the router ID:

1. Manual configuration of the router ID (via the "router-id x.x.x.x" command under OSPF router configuration mode).
2. Highest IP address on a loopback interface.

3. Highest IP address on a non-loopback and active (no shutdown) interface.

QUESTION 211
Which protocol does an access point use to draw power from a connected switch?

Internet Group Management Protocol
Adaptive Wireless Path Protocol
Cisco Discovery Protocol

OO0 w®

Neighbor Discovery Protocol

Correct Answer: C
Section:

QUESTION 212
Refer to the exhibit.
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[10.10.11.0/30 |

10.10.12.0/30

Router 5

Router 2 Router 4

Router1#show ip route
Gateway of last resort is 10.10.11.2 to network 0.0.0.0

209.165.200.0/27 is subnetted, 1 subnets
B 209.165.200.224 [20/0] via 10.10.12.2, 03:22:14

209.165.201.0/27 is subnetted, 1 subnetls
B 209.165.201.0 [20/0] via 10.10.12.2, 02:26:33

209.165.202.0/27 is subnetted, 1 subnets
B 209.165.202.128 [20/0] via 10.10.12.2, 02:26:03

10.0.0.0/8 is variably subneted, 10 subnets, 4 masks
O 10.10.13.0/25 [110/2 ] via 10.10.10.1, 00:00:04, GigabitEthernet0/0
o 10.10.13.128/28 [110/2] via 10.10.10.5, 00:00:12, GigabitEthernet0/1
(o] 10.10.13.144/28 [110/2] via 10.10.10.9, 00:01:57, GigabitEthernet/2
(o] 10.10.13.160/29 [110/2] via 10.10.10.5, 00:00:12, GigabitEthernet0/1
O 10.10.13.208/29 [110/2] via 10.10.10.13, 00:01:57, GigabitEthernet0/3
8" 0.0.0.0/0 [1/0] via 10.10.11.2

To which device does Routerl send packets that are destined to host 10.10.13.165?

Router2
Router3
Router4
Router5

OO0 wp

Correct Answer: B
Section:

QUESTION 213
Which networking function occurs on the data plane?

forwarding remote client/server traffic
facilitates spanning-tree elections

processing inbound SSH management traffic

o0 ® >

sending and receiving OSPF Hello packets

Correct Answer: A
Section:

QUESTION 214

Router A learns the same route from two different neighbors, one of the neighbor routers is an OSPF neighbor and the other is an EIGRP neighbor. What is the administrative distance of the route that will be installed in the
routing table?

IT Certification Exams - Questions & Answers | Vdumps.com
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20
90
110
115

o 0N >

Correct Answer: B
Section:

Explanation:
The Administrative distance (AD) of EIGRP is 90 while the AD of OSPF is 110 so EIGRP route will be chosen to install into the routing table.

QUESTION 215
When the active router in an HSRP group fails, what router assumes the role and forwards packets?

backup
standby

listening

o0 ®p

forwarding

Correct Answer: B
Section:

QUESTION 216
Which two protocols must be disabled to increase security for management connections to a Wireless LAN Controller? (Choose two )

Telnet
SSH
HTTP
HTTPS
TFTP

m o0 w >

Correct Answer: A, C
Section:

QUESTION 217
Which action does the router take as rt forwards a packet through the network?

The router replaces the source and desinaoon labels wth the sending router uterface label as a source and the next hop router label as a desbnabon
The router encapsulates the source and destination IP addresses with the sending router P address as the source and the neighbor IP address as the destination
The router replaces the original source and destination MAC addresses with the sending router MAC address as the source and neighbor MAC address as the destination

o0 ® >

The router encapsulates the original packet and then includes a tag that identifies the source router MAC address and transmit transparently to the destination

Correct Answer: C
Section:

QUESTION 218
Which function is performed by DHCP snooping?
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propagates VLAN information between switches
listens to multicast traffic for packet forwarding
provides DDoS mitigation

o 0N >

rate-limits certain traffic

Correct Answer: D
Section:

QUESTION 219
When a client and server are not on the same physical network, which device is used to forward requests and replies between client and server for DHCP?

DHCP relay agent
DHCP server
DHCPDISCOVER
DHCPOFFER

o0 >

Correct Answer: A
Section:

QUESTION 220
What is a similarly between 1000BASE-LX and 1000BASE-T standards?

Both use the same data-link header and trailer formats
Both cable types support LP connectors
Both cable types support Rj-45 connectors

o0 ® >

Both support up to 550 meters between nodes

Correct Answer: A
Section:

Explanation:
"In computer networking, Gigabit Ethernet (GbE or 1 GigE) is the term applied to transmitting Ethernet frames at a rate of a gigabit per second." Both standards use Ethernet framing (same headers and trailers)

QUESTION 221
Why does a switch flood a frame to all ports?

The frame has zero destination MAC addresses.

The source MAC address of the frame is unknown

The source and destination MAC addresses of the frame are the same
The destination MAC address of the frame is unknown.

o n >

Correct Answer: D
Section:

QUESTION 222
Refer to the exhibit.
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L oophacid
wearTon

The nip server 192.168.0.3 command has been configured on router 1 to make it an NTP client of router 2. Which command must be configured on router 2 so that it operates in server-only mode and
relies only on its internal clock?

Router2(config)#ntp passive
Router2(config)#ntp server 172.17.0.1
Router2(config)#ntp master 4
Router2(config)#ntp server 192.168.0.2

oSN >

Correct Answer: D
Section:

QUESTION 223
A network administrator enabled port security on a switch interface connected to a printer. What is the next configuration action in order to allow the port to learn the MAC address of the printer and insert it into the table
automatically?

enable dynamic MAC address learning
implement static MAC addressing.
enable sticky MAC addressing
implement auto MAC address learning

OO0 w®

Correct Answer: C
Section:

QUESTION 224
Refer to the exhibit.

= coo0n S

~ Washington
Atlanta & Sel/i0i0 Lo3
Lo1

20121126

Configured routers IPvE addresses
Allanta
2023:1M26  garial M0 - 20121126
Loopback1: 2000:1128
Sed MNew York
Seral 00/0 : 201221128
Seral (V0/1 - 20232126
'L*‘E;'-Wk Loopback2: 2000 2/128
4]
Washington
Serial 0/0/0 - 20233126
Loopback3: 20003128

The New York router is configured with static routes pointing to the Atlanta and Washington sites.
Which two tasks must be performed so that the Serial0/0/0 interfaces on the Atlanta and Washington routers can reach one another?
(Choose two.)

IT Certification Exams - Questions & Answers | Vdumps.com
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m o0 w >

Configure the ipv6 route 2012::/126 2023::1 command on the Washington router.
Configure the ipv6 route 2023::/126 2012::1 command on the Atlanta router.
Configure the Ipv6 route 2012::/126 s0/0/0 command on the Atlanta router.
Configure the ipv6 route 2023::/126 2012::2 command on the Atlanta router.
Configure the ipv6 route 2012::/126 2023::2 command on the Washington router.

Correct Answer: D, E

Section:

Explanation:

The short syntax of static IPv6 route is: ipv6 route <destination-IPv6-address> {next-hop-IPv6-address | exit-interface}

QUESTION 225
Where is the interface between the control plane and data plane within the software-defined architecture?

o 0N >

control layer and the infrastructure layer
application layer and the infrastructure layer
application layer and the management layer
control layer and the application layer

Correct Answer: A
Section:

QUESTION 226
What are two benefits of using the PortFast feature? (Choose two )

moo®p

Enabled interfaces are automatically placed in listening state

Enabled interfaces come up and move to the forwarding state immediately

Enabled interfaces never generate topology change notifications.

Enabled interfaces that move to the learning state generate switch topology change notifications

Enabled interfaces wait 50 seconds before they move to the forwarding state

Correct Answer: A, B
Section:

QUESTION 227
What are two characteristics of an SSID? (Choose Two)

m o0 w >

It can be hidden or broadcast in a WLAN

It uniquely identifies an access point in a WLAN
It uniquely identifies a client in a WLAN

It is at most 32 characters long.

IT provides secured access to a WLAN

Correct Answer: B, E
Section:
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QUESTION 228
What is the purpose of an SSID?

It provides network security

It differentiates traffic entering access posits

It identities an individual access point on a WLAN
It identifies a WLAN

o0 ® >

Correct Answer: D

Section:

Explanation:

"In IEEE 802.11 wireless local area networking standards (including Wi-Fi), a service set is a group of wireless network devices which share a service set identifier (SSID) ... A service set forms a logical network of nodes
operating with shared link-layer networking parameters; they form one logical network segment."

QUESTION 229
Which QoS tool is used to optimize voice traffic on a network that is primarily intended for data traffic?

FIFO
WFQ
PQ
WRED

o0 ® >

Correct Answer: C
Section:

QUESTION 230
What are two characteristics of a controller-based network? (Choose two)

The administrator can make configuration updates from the CLI
It uses northbound and southbound APIs to communicate between architectural layers
It moves the control plane to a central point.

It decentralizes the control plane, which allows each device to make its own forwarding decisions

m o 0w >

It uses Telnet to report system issues.

Correct Answer: B, C
Section:

QUESTION 231
What is the benefit of configuring PortFast on an interface?

After the cable is connected, the interface uses the fastest speed setting available for that cable type
After the cable is connected, the interface is available faster to send and receive user data

The frames entering the interface are marked with higher priority and then processed faster by a switch.

o0 ® >

Real-time voice and video frames entering the interface are processed faster

Correct Answer: B
Section:
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QUESTION 232
An engineer configures interface Gil/0 on the company PE router to connect to an ISP Neighbor discovery is disabled

| interface Gi1/0

| description HQ_DC3978-87297
i duplex full

| speed 100

| negotiation auto

| lidp transmit

I lidp receive

Which action is necessary to complete the configuration if the ISP uses third-party network devices?

Enable LLDP globally

Disable autonegotiation

Disable Cisco Discovery Protocol on the interface
Enable LLDP-MED on the ISP device

o0 ® >

Correct Answer: A
Section:

QUESTION 233
An implementer is preparing hardware for virtualization to create virtual machines on a host. What is needed to provide communication between hardware and virtual machines?

hypervisor
router

straight cable

o0 ® >

switch

Correct Answer: A
Section:

QUESTION 234
Refer to the exhibit.
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B ..-"a.'.'

R R, b
A

Between which zones do wireless users expect to experience intermittent connectivity?

. between zones 1 and 2

A

B. between zones 2 and 5
C. between zones 3 and 4
D

. between zones 3 and 6

Correct Answer: C
Section:

QUESTION 235
Refer to the exhibit.

l Gig/o Gig/0
Gi0f1) .1

192.168.1.0/24

10.1.1.0/24

Swi

1
A network engineer is in the process of establishing IP connectivity between two sites. Routers R1 and R2 are partially configured with IP addressing. Both routers have the ability to access devices on
their respective LANs. Which command set configures the IP connectivity between devices located on both LANSs in each site?
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E R

%routc 192.168.1.0 255.2565.255.0 CigabitEthernet0/0
ip route 10.1.1.1 255.255.255.0 GigabitEthernet0/0

R
ip route 0.0.0.0 0.0.0.0 209.165.200.225
R2
ip route 0.0.0.0 0.0.0.0 205.165.200.226

drRy

ip route 182.168.1.1 255.255.255.0 GigabitEthernet0/4
R2

ip route 10.1.1.1 256.265.255.0 GigabitEthernet0/1

xR
ip route 0.0.0.0 0.0.0.0 205.1656.200.226

R2
ip route 0.0.0.0 0.0.0.0 209.1656.200.225

Option A
Option B
Option C
Option D

o 0N >

Correct Answer: D
Section:

QUESTION 236
Refer to the exhibit.

RA7 Fa/0 2001:db8: 2 201/64
R17 Fal/0 2001;db8:3::201 64
RI7 Fa2/0 2000:db8:5.:101/64

R18 Fal/O 2001 db8:3:301/64
18 Fa0/0 2001 db8-4::301/64

ﬁhﬂfﬂ R0

R16 Fad/0 2001 b1 101/64 0

el

2001 db8:5 104 /64

2001:db8:4:: 30264

Which IPv6 configuration is required for R17 to successfully ping the WAN interface on R18?

A.
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R1T#

1

no ip domain lookup

Ip cef

1

interface FastEthernat0/0

no ip address

duplex auto

speed auto

ipve address 2001:DB8:3::201/64
!

Interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipvh address 2001:DB8:2::201/64
!

no cdp log mismatch duplex
ipvB route 2001:DB8.4::/64 2001:DB8:65::101

R1T&

!

no ip domain lookup

ip cef

ipv6 unicast-routing

!

interface FastEthernetd/0

no ip address

L umps
spead auto

ipvé address 2001:DB8:2::201/64
|

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipve address 2001:DB88:3::201/64
!

no cdp log mismatch duplex
Ipvé route 2001:DB88:4::/64 2001:D88:3.:301
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R17&

!

no ip domain lookup
ip cef

IpvE cef

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64
!

interface FastEthernet1/0

no ip address

duplex auto

speed auto

Ipv6 address 2001:088:3.:201/64
!

no cdp log mismatch duplex
ipv6 route 2001:DB8:4.:/64 2001:DB8:4::302

R17#
!

no ip domain lookup

ip cef

ipv6 unicast-routing

!

interface FastEthernet0/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:2::201/64
1

interface FastEthernet1/0

no ip address

duplex auto

speed auto

ipv6 address 2001:DB8:3::201/64
1

;10 cdp log mismatch duplex
ipv6 route 2001:DB8:4::/64 2001:DB8:2::201

Correct Answer: B

Section:

Explanation:

ipv6 unicast-routing statement included (IPv6 is enabled on the router).
Compared to the exhibit, Fa0/0 and Fa0/1 have correct configurations.

The route to subnet 2001:db8:4::/64 points to R18's Fal/0 (correct next-hop).

QUESTION 237
Which type of organization should use a collapsed-core architecture?

A. large and requires a flexible, scalable network design
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B. large and must minimize downtime when hardware fails
C. small and needs to reduce networking costs currently
D. small but is expected to grow dramatically in the near future

Correct Answer: C
Section:

Explanation:
A collapsed-core architecture is a limited investment for a small company, and may be efficient and productive for a limited time.

QUESTION 238
What is a capability of FTP in network management operations?

encrypts data before sending between data resources
devices are directly connected and use UDP to pass file information
uses separate control and data connections to move files between server and client

o 0N >

offers proprietary support at the session layer when transferring data

Correct Answer: C
Section:

Explanation:
The File Transfer Protocol (FTP) is a standard communication protocol used for the transfer of computer files from a server to a client on a computer network. FTP is built on a client—server model architecture using separate

control and data connections between the client and the server.

QUESTION 239
Refer to the exhibit.

Internet _L@ G2 c.wz%

For security reasons, automatic neighbor discovery must be disabled on the RS GiO/1 interface.
These tasks must be completed:

* Disable all neighbor discovery methods on RS interface GiO/1.

* Permit neighbor discovery on RS interface GiO/2.

* Verify there are no dynamically learned neighbors on RS interface Gi0/1.

* Display the IP address of R6*s interface Gi0/2.

Which configuration must be used?
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R5(config#int Gio/N
R5(config-if #no cdp run
R5(config-if jexit
R5(config)#lidp run
R5{config)tedp enable
R&i#tsh cdp neighbor
RS#sh lldp neighbor

R5(config)#int Gi0/1
R5(config-if #no cdp enable
R5(config-if #exit
RS5(configy#no lidp run
R5(config#cdp run

R&#sh cdp neighbor
R5i#sh lidp neighbor

R5(config)#int Gi0o/1
R5({config-if #no cdp enable
R5(config-if#exit
R5(configi#no lidp run
R&{config)tedp run

RE&#sh cdp neighbor detail
R5#sh lidp neighbor

R5(config)#int Gio/
R5{config-iN#no cdp enable
R5{config-if #exit
R5(config#lidp run
R5(config)#no cdp run
R5#sh cdp neighbor detail
R5#sh lidp neighbor

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: A
Section:

QUESTION 240
What is a function of a Layer 3 switch?

move frames between endpoints limited to IP addresses

transmit broadcast traffic when operating in Layer 3 mode exclusively
forward Ethernet frames between VLANSs using only MAC addresses
flood broadcast traffic within a VLAN

o0 ® >

Correct Answer: A
Section:

QUESTION 241
Which type of API allows SDN controllers to dynamically make changes to the network?
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northbound API
REST API
SOAP API
southbound API

OO0 wp

Correct Answer: D

Section:

Explanation:

Cisco overview doc for SDN here:
https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/VMDC/SDN/SDN.html

Topic 3, Exam Pool Feb 2022

QUESTION 242

Refer to the exhibit.
Router g

1010 10830

L 1010.10.030 | [ 10.10.10.4/30 |

Rowter 2
Houter 3 Rositer 4

Routerl#ahow ip roubs
Gataway of last resort is 10.30.11.2 to petwork 0:0.0.0
209, 165, 200.0/27 is subnatted, 1 subnets

| B 209.165.200,224 (20/0) via 10.10.12:2, 03:22:14
09165201 . 0/2T s submatted; 1 subnets
B 209 165,201 .0 [20/0) via 10.10,.12.2, 0¥:26:33

200,165, 202.0/27 15 subnatted, 1 subbaks

209165202128 {20/0] wia 10.10:12.2, 02126103
1000.0.0/8 is variably subnetted, 10 subneis, 4 masks
[+ 10.10:13.0/25 [110/2) wia 10.30.10.7,°00:00:04 ;" GlgabitEthernetd/o
o 10.10.13.128/28 (110/2% wia 10.10.10.5, 00:00:12, GigabitEtharnatd/1
el 10.10:13.148/28 (10072} via 10.10.10.9, 00:01:567, GigabitEthernatd/2
o
Q

=

10.10.13.160/29 [110/2) wia 10:010.10.5, 00:00:12; GigabitEthernati/l
10.10.13.208/29 [110/2} via 10.13&1n,13. 00:01:57, GigabitBthernet(s3
B0 U 000.0.0/0 [1/0] viat10.10.11.2

Which next-hop IP address does Routed use for packets destined to host 10 10.13.158?

10.10.10.5
10.10.11.2
10.10.12.2
10.10.10.9

OO0 >

Correct Answer: A
Section:

QUESTION 243
A Cisco engineer must configure a single switch interface to meet these requirements ¢ accept untagged frames and place them in VLAN 20  accept tagged frames in VLAN 30 when CDP detects a Cisco IP phone Which

command set must the engineer apply?

A.
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switchport mode dynamic desirable
switchport access vian 20
switchport trunk allowed vian 30
switchport voice vian 30

switchport mode dynamic auto
switchport trunk native vian 20
switchport trunk allowed vian 30
switchport voice vian 30

switchport mode access
switchport access vian 20
switchport voice vian 30

switchport mode trunk
switchport access vian 20
switchport voice vian 30

Section:

QUESTION 244
Refer to the exhibit.
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? Sarvel
fal/1

MAC-CE01.420F 0007

ISP Cloud

\ 2001.DB8.0.1 /64

An engineer is configuring the HO router. Which IPv6 address configuration must be applied to the router fa0'l interface for the router to assign a unique 64-brt [Pv6 address to Itself?

ipv6 address 2001:DB8:0:1:C601:42FF:FEOF:7/64
ipv6 address 2001:DB8:0:1:C601:42FE:800F:7/64
ipv6 address 2001 :DB8:0:1:FFFF:C601:420F:7/64
iov6 address 2001 :DB8:0:1:FE80:C601:420F:7/64

o 0N >

Correct Answer: A
Section:

QUESTION 245
Which WLC management connection type is vulnerable to man-in-the-middle attacks?

SSH
HTTPS
Telnet

console

oSN >

Correct Answer: C
Section:

QUESTION 246
Which action is taken by the data plane within a network device?

forwards traffic to the next hop
constructs a routing table based on a routing protocol

provides CLI access to the network device

o0 ®p

looks up an egress interface in the forwarding information base

Correct Answer: A
Section:
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QUESTION 247
What is a function of a Next-Generation IPS?

. makes forwarding decisions based on learned MAC addresses

A

B. serves as a controller within a controller-based network

C. integrates with a RADIUS server to enforce Layer 2 device authentication rules
D

. correlates user activity with network events

Correct Answer: D
Section:

QUESTION 248
Which characteristic differentiates the concept of authentication from authorization and accounting?

A. user-activity logging

B. service limitations

C. consumption-based billing
D. identity verification

Correct Answer: D
Section:

QUESTION 249
Which value is the unique identifier that an access point uses to establish and maintain wireless conneetivitysto wirelessmetworkedevices?

VLANID
SSID
RFID
WLANID

OO0 ®wp

Correct Answer: B
Section:

QUESTION 250
An engineer is configuring remote access to a router from IP subnet 10.139.58.0/28. The domain name, crypto keys, and SSH have been configured. Which configuration enables the traffic on the destination router?

A
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interface FastEthernet0/0

ip address 10.122.49.1 255.255.255.240
access-group 120 in

ip access-list extended 120
permit tcp 10.139.58.0 255.255.255.248 any eq 22

B

interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.252
ip access-group 110 in

ip access-list extended 110 _
permit tcp 10.139.58.0 0.0.0.15 host 10.;&4&;,},;;;3&

1 .‘
C.

interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.248
ip access-group 10 in

ip access-list standard 10 |
permit udp 10.139.58.0 0.0.0.7 host 10.122.459.1 eq 22
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interface FastEthernet0/0
ip address 10.122.49.1 255.255.255.252

ip access-group 105 in

ip access-list standard 105
permit tcp 10.133.58.0 0.0.0.7 eq 22 host 10.122.49.1

Option A
Option B
Option C
Option D

T 6o mm

Correct Answer: B
Section:

QUESTION 251
Which QoS per-hop behavior changes the value of the ToS field in the IPv4 packet header?

shaping
classification

policing

o0 ® >

marking

Correct Answer: D
Section:

QUESTION 252
Refer to the exhibit.

During outage

Rl#show ip route 10.1.1.10
% Wetwork not in table

Normal operation

Rl#show ip route 10.1.1.10
Routing entry for 10.1.1.0/24
Fnown via "ospf 1", distance 110, metric 2, type intra area
Last update from 172.16.2.2 on GigabitEthernetO0,/0, 00:00:18 ago
Routing Descriptor Blocks:
* 172.16.2.2, from 10.1.1.10, 00:00:18 ago, via GigabitEtharnat0/0
Route metric is 2, traffic share count is 1

Which route must be configured on R1 so that OSPF routing is used when OSPF is up. but the server is still reachable when OSPF goes down?
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ip route 10.1.1.10 255.255.255.255 172.16.2.2 100
ip route 10.1.1.0 255.255.255.0 gi0/1 125

ip route 10.1.1.0 255.255.255.0 172.16.2.2 100

ip route 10.1.1.10 255.255.255.255 gi0/0 125

o 0N >

Correct Answer: D
Section:

QUESTION 253
Refer to the exhibit.

Faoal Transition Diigatbe E
Protected Management Frame
PME Disabled B

WPA+WPAZ Parameters

WPA Policy
WRAZ Polcy 0
WPAZ Encryplion ﬂ-ﬁ:’ﬁ TEIP COMP2S56 GLMP128 GLMP2SG

CSEN Policy

Authantication Key Managemant 12

BO2.1X Enable
O Enable
S Enable
FT BO2.1x Enalde
FT PSik Enabie

Users need to connect to the wireless network with IEEE 802. 11r-compatible devices. The connection must be maintained as users travel between floors or to other areas in the building What must be
the configuration of the connection?

Select the WPA Policy option with the CCKM option.
Disable AES encryption.

Enable Fast Transition and select the FT 802.1x option.
Enable Fast Transition and select the FT PSK option.

o 0N >

Correct Answer: C
Section:

QUESTION 254
Refer to the exhibit.
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Hardware is ISR433]1-3I2]1GE, address is 3486 bc23 . 1f70 (bia 3406 .bc2%.1£70)
Description: << WAN Link >>
Internet address is 1%2.0.2.2/30
MTO 1300 bytes, BN 1000000 Kbhit/sec, DLY 10 usec,
raliability 235/255, tmload 1/255, rxload 1/253
Encapsulation ARFA, loopback not sat
Esspalive not supported
Full cuplex, 1000Mbps, link type is auto, media type 1s RI4S
output flow-control is off, imput flow-centrol is off
ARP type: ARFA, ARF Tineout 04:00:00
Last imput 00:00:00, output 00:00:11, output hang never
Last clearing of "show Intarface” COUNCALS OAVEr
Input quauns: 0/375/0/0 (sire/max/drops/flushas): Total cutput drops: O
Queusing strategy: fifo
Cutput queus: 0/40 (size/max)
8 minute input rate TOCO bits/asc, 4 packets/sec
5 minute output rate 4000 bits/fesc, 4 packeta/sec
22379370 packsta input, 8823343968 bytes, 0 no buffer
Racalved &7 broadcasts (0 IF sulticasts)
0 runtsa, 0 giants, 0 throttles
3612699 Laput arrors, 3612659 CRC, O frama, 0 overrun, 0 ignored
0 watchdog, 10747057 multicast, 0 pauss input
12072167 packats sutput, 16379533637 bytas, 0 undarruns
0 cutput erzors, U collisions, 1 intarface resats
¢ unknown protocol drops
0 babbles, 0 late collision, 0 daferred
5 lost carrisr, 0 no carrisr, 0 pauss cutput
0 cutput buffer failures, O cutput buffers swapped ocut

What is a reason for poor performance on the network interface?

The interface is receiving excessive broadcast traffic.
The cable connection between the two devices is faulty.
The interface is operating at a different speed than the connected device.

o0 ® >

The bandwidth setting of the interface is misconfigured

Correct Answer: B
Section:

QUESTION 255
Refer to the exhibit.

Switch2§ show lldp
Global LLDP Information
Status: ACTIVE

LLDP advertisements are sent every 30 seconds
LLDP hold time advertised is 120 seconds
LLDP interface reinitialization delay is 2 seconds

A network engineer must update the configuration on Switch2 so that it sends LLDP packets every minute and the information sent via LLDP is refreshed every 3 minutes Which configuration must the
engineer apply?
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' Switch2(confia)=lidp timer 60
SwitchZ{corkaiElldo holdtime 180

Switch2(config)#lidp timer 60
Switch2(config)&lidp tiv-select 180

Switch2(config=lidp timer 1
Switch2(config)=lldp holdtime 3

Swatch2(config)#lidp timer 1
Switch2(config)=lidp tiv-select 3

Correct Answer: A
Section:

QUESTION 256

Refer to the exhibit.
S T

i, .
T
{ Vian

. 200

‘-‘_\—_,...__F-‘_ ")
Router H{configi¥interface GigabitEthermetD/0
Router H{config-d#ip address 200,165,200, 225 255,255 355,224
Routerl{configiif)#ip nat outside
Routerl{configithnterface GigabitEthernetOfl
Routeri{config-f)#ip nat inside
Rotter 1{config)finterface Gigabittthernal/1. 100
Routeri{config-if)#encapsulation dot1Q 100
Fouterl{config if#ip address 10.10.10:1 355 . 255.255.0
Router H{configlinterface GigabitEthwemet0f 1.200
Router {config-ftencapsulation dotl1Q 200
Routerl{config-fiip addrass 10.10.20.1 255 265.255.0
Rouater{ronfighip access-list standard NAT. INSIDE RANGES
fouter T{config-std-nacljBpermit 10.10.10.0 0.0.00255
flourer{configidp nat inside source sy NATINSIDE  RANGES interface GigabitEtherner0/0 overload

dumps

Users on existing VLAN 100 can reach sites on the Internet. Which action must the administrator take to establish connectivity to the Internet for users in VLAN 200?

Define a NAT pool on the router.

Configure static NAT translations for VLAN 200.

Configure the ip nat outside command on another interface for VLAN 200.
Update the NAT INSIDE_RANGES ACL

o0 ® >

Correct Answer: D
Section:

QUESTION 257
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Refer to the exhibit.

RIP 10.1.1.16/28[120/5] wvia FO0/0
OsPF 10.1.1.0/24[110/30] wvia FO0/1
OSFF 10.1.1.0/24[110/40] wvia FO/2
EIGRP 10.1.0.0/26[50/20] via FO0/3
EIGRP 10.0.0.0/8 [90/133] wvia FO0/4

Packets received by the router from BGP enter via a serial interface at 209 165 201 1 Each route is present within the routing table Which interface is used to forward traffic with a destination IP of

10.1.1.19?

A. F0/4

B. FO/0

C. FO/1

D. F0/3

Correct Answer: B
Section:

QUESTION 258
Refer to the exhibit.

E11 e =11

Intarface Fol Interface Pol
switchport EWitchport

switchport mode access switchport mode access
switchport access vlan 2 switehport acoess vian 2
Interface El1/1 -2 Interface EL/L - 2
Switchport Switcnport

switchport mode access Switchport mode access
Bwitchport access vian 2 Ewitchport acoess vlan 2

An engineer is configuring an EtherChannel using LACP between Switches 1 and 2 Which configuration must be applied so that only Switch 1 sends LACP initiation packets?

A. Switch 1 (config-if)#channel-group 1 mode on
Swrtch2(config-if)#channel-group 1 mode passive

B. Switchl(config-if)#channel-group 1 mode passive
Switch2(config-if)#channel-group 1 mode active

C. Switchl {config-if)£channel-group 1 mode active
Switch2(config-if)#channel-group 1 mode passive

D. Switchl(config-if)#channel-group 1 mode on
Switch2(config-if)#channel-group 1 mode active

Correct Answer: C
Section:

QUESTION 259
Refer to the exhibit.
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192.168.10.0/24 / \, 192.168.30.0/24

/ OSPFArea20 \
/ \
/3 8
e -1 2 &

Y 10520024 L

R1 learns all routes via OSPF Which command configures a backup static route on R1 to reach the 192 168.20.0/24 network via R3?

R1(config)#ip route 192.168.20.0 255.255.0.0 192.168.30.2
R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2 90
R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2 111
R1(config)#ip route 192.168.20.0 255.255.255.0 192.168.30.2

o0 ® >

Correct Answer: C
Section:

QUESTION 260
What is the difference between IPv6 unicast and anycast addressing?

IPv6 anycast nodes must be explicitly configured to recognize the anycast address, but IPv6 unicast nodes require no special configuration
IPv6 unicast nodes must be explicitly configured to recognize the unicast address, but IPv6 anycast nodes require no special configuration
An individual IPv6 unicast address is supported on a single interface on one node but an IPv6 anycast address is assigned to a group of interfaces on multiple nodes.

o n >

Unlike an IPv6 anycast address, an IPv6 unicast address is assigned to a group of interfaces on multiple nodes

Correct Answer: C
Section:

QUESTION 261
Refer to the exhibit.

@ 10.7.54.0/x

The router has been configured with a supernet to accommodate the requirement for 380 users on a subnet The requirement already considers 30% future growth. Which configuration verifies the 1P
subnet on router R4?

A.
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Subnet 10.7.54.0

Subnet mask: 255.255 254 0

Broadcast address: 10.7.54 255

Usable IP address range: 10.7.54 1 - 10.7.55.254

iSubnet: 10.7.54.0
Subnet mask: 255 255 254 0
Broadcast address: 10.7 55.255
Usable IP address range: 10.7.54.1 - 10.7.55.254

C

Subnet: 10.7.54 .0

Subnet mask: 255.255.128.0

Broadcast address: 107 55255 . AUMPS
Usable IP address range: 10.7.54.1 - 10.7.55.254

Subnet 10.7 .54 .0

Subnet mask. 255.255 2550

Broadcast address: 10.7 .54 255

Usable IP address range: 10.7.54 1 - 10.7.55.254

Correct Answer: B
Section:

QUESTION 262
Refer to the exhibit.
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Which switch becomes the root of a spanning tree for VLAN 20 if all 1i links a

SW1 = 24586 0018. 134& 3c00
SW2 = 28692 004a 14e5.4077
SW3 = 32788 0022 55cf.dali
SW4 = 64000 0041 45440 4071

A. SWI1
B. SW2
C. SW3
D. SW4

Correct Answer: C
Section:
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QUESTION 263
Which protocol uses the SSL?

HTTP
SSH
HTTPS
Telnet

o0 ® >

Correct Answer: C
Section:

QUESTION 264
Which two spanning-tree states are bypassed on an interface running PortFast? (Choose two.)

disabled
listening
forwarding

learning

mo o ® P

blocking

Correct Answer: B, D
Section:

QUESTION 265

A Cisco engineer is configuring a factory-default router with these three passwords:

* The user EXEC password for console access is p4sswOrd1

* The user EXEC password for Telnet access is s3cr3t2

* The password for privileged EXEC mode is pnv4t3p4ss Which command sequence must the engineer configured

A

enable secret privdtdpdss
|

line con 0 .
password login p4sswOrd1
I

line vty 0 15

password login sdcriatZ
login
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enable secret privilege 15 privdtipdss
|

iirh! con 0
password pdsswird1

:::rgin

line vty 0 15

password s3crit2

login

enable secret privadtipdss
|

line con 0

password pdsswOrd1

login
|

linevty 015
password s3cr3t2
login

enable secret privdt3pdss
l
linecon0

Correct Answer: B
Section:

QUESTION 266
How does Rapid PVST+ create a fast loop-free network topology?

A. ltrequires multiple links between core switches
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B. It generates one spanning-tree instance for each VLAN
C. It maps multiple VLANS into the same spanning-tree instance
D. It uses multiple active paths between end stations.

Correct Answer: B
Section:

QUESTION 267
Refer to the exhibit.

PC1
Manual settings
100 speed
full duplex
Switchffishow interfaces status
Fort Name Status Vlan Duplex Speead Type
FadD/1 connected 1 auto auto 10/100BaseTX

The link between PC1 and the switch is up. but it is performing poorly. Which interface condition is causing the performance problem?

There is a duplex mismatch on the interface
There is an issue with the fiber on the switch interface.
There is a speed mismatch on the interface.

OO0 wp

There is an interface type mismatch

Correct Answer: A
Section:

QUESTION 268
Which PoE mode enables powered-device detection and guarantees power when the device is detected?

dynamic
static

active

o0 ® P

auto

Correct Answer: B
Section:

QUESTION 269
What is an expected outcome when network management automation is deployed?

A. A distributed management plane must be used.
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B. Software upgrades are performed from a central controller
C. Complexity increases when new device configurations are added
D. Custom applications are needed to configure network devices

Correct Answer: B
Section:

QUESTION 270
Drag and drop the functions of SNMP fault-management from the left onto the definitions on the right.

OO0 wp

Correct Answer:
Section:
Explanation:

even! correlation and aggregation

fault detection

fault diagnoss and 1solation

problem resolution

restoration of service

QUESTION 271
Refer to the exhibit.
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OSPF AREA O

Router B

GO/0/0 GO/0/0

[ Network -2
192.168.2.0/24

GOS0

o |
P Aaddre

192.168.1.0/24

2 Matwork

192.168.3.0/24

GO/0/0

Router C

Which action must be taken to ensure that router A is elected as the DR for OSPF area 0?

Configure the OSPF priority on router A with the lowest value between the three routers.
Configure router B and router C as OSPF neighbors of router A.

Configure the router A interfaces with the highest OSPF priority value within the area.
Configure router A with a fixed OSPF router ID

OO0 wp

Correct Answer: C
Section:

QUESTION 272
Refer to the exhibit.

R1¥# show ip route
Codes :
C - conneécted, 8 - atatic, I - IGRP, R - RIP, M - mobile, B - BGP, D -
EICRP, EX - EICGRP axtarmal, O - OSPF, IA - OSPF inter area N1 - OSPF NSSA
external type 1, N2 - OSPF MSSA external btype 2, El1 - OSPF externmal type
1, E2 - 0O3PF external type 2, E - EGP
i- 18-1T8, L1 - IS-IS lewvel-1l, L2 - IS5-IS5 lewel-2, * - candidate default,
U - per-user static route, o - ODR

Gateway of last resort is not set

c 10.0.0.0/8 is directly connected, Loopback(

10.0.0.0/8 is variably subnatted, 4 subnets, 2 masks

10.9.1.3/32 [110/100) wia 10.0.1.100, 00:39:08, Serial0

10.0.1.0/24 is directly connected, Ssrial0

10.0.1.5/32 ([110/5) via 10.0.1.50, 00:39:08, Serial0l

10.0.10.0/24 [110/10] wia 10.0.1.4, 00:39:08, Gigabit Etheamet 0/0

10.0.10.0/24 [90/10] wia 10.0.1.5, 00:39:08, Gigabit Ethernet 0/1

Web traffic is coming in from the WAN interface. Which route takes precedence when the router is processing traffic destined for the LAN network at 10 0.10.0/24?

Doono

A. via next-hop 10.0.1.5
B. vianext-hop 100 1.4
C. vianext-hop 10.0 1.50
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D. via next-hop 10.0 1 100

Correct Answer: A
Section:

QUESTION 273
Which two components comprise part of a PKI? (Choose two.)

A. preshared key that authenticates connections

B. RSA token

C. CA that grants certificates

D. clear-text password that authenticates connections
E

. one or more CRLs

Correct Answer: B, C
Section:

QUESTION 274
Refer to the exhibit.

PC1 regularly sends 1800 Mbps of traffic to the server. A network engineer needs to configure the EtherChannel to disable Port Channel 1 between SW1 and SW2 when the Ge0/0 and Ge0/1 ports on
SW2 go down. Which configuration must the engineer apply to the switch?

A.

SW2# configure terminal
SW2(config)# interface port-channel 1
SW2(config-ify# lacp port-priority 32000

SW2# configure terminal
SW2(config)# interface port-channel 1
SW2(config-if)# lacp max-bundie 2

SW2# configure terminal
SW2(config)# lacp system-priority 32000

SW2# configure terminal
SW2(config)# interface port-channel 1
SW2(config-ify# port-channel min-links 2

Correct Answer: D
Section:

QUESTION 275
Refer to the exhibit.
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RouterB

~= G0/0/0 G0/0/0 E=S
1 Network .2
192.168.2.0/24

IP Addr
152.168.1.0/24

9 Network
192.168.3.0/24
G0/0/0 G0/0/1
e 1
RouterC

RouterA{config) #ip route 0.0.0.0 0.0.0.0 192.168.2.2

Which command must be enable a floating default route on router A?

ip route 0.0.0.0 0.0.0.0 192.168.1.2

ip default-gateway 192.168.2.1

ip route 0.0.0.0 0.0.0.0 192.168.1.2 10
ip route 0.0.0.0 0.0.0.0 192.168.2.1 10

oo ® >

Correct Answer: C
Section:

QUESTION 276
Refer to the exhibit.

Current Neighbor Relationship

Neighbor ID Pri State Dead Time Address
192.168.1.1 1 FULL/DR 00:00:33 192.168.1.1
Desired Neighbor Relationship

Neighbor ID  Pri State Dead Time Address
192.168.1.1 0 FULL/ - 00:00:31 192.168.1.1

Interface
GigabitEthernet0/0

Interface
GigabitEthernet0/0

How must OSPF be configured on the GigabitEthernet0/0 interface of the neighbor device to achieve.

A.

Router{config#interface GigabitEthernet 0/0
Router(config-ifi#ip ospf pruty 1

Router({config #interface GigabitEthernet 0/0
Router(config-if)#ip ospf 1 area 2

Router{config)#interface GigabitEthernet 0/0
Router(config-if)#ip ospf cost 5
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Router(config)#interface GigabitEthernet 0/0
Router(config-il#ip ospf network point-to-point

Correct Answer: A
Section:

QUESTION 277
What is the purpose of using First Hop Redundancy Protocol on a specific subnet?

ensures a loop-free physical topology
filters traffic based on destination IP addressing
sends the default route to the hosts on a network

o0 ® >

forwards multicast hello messages between routers

Correct Answer: D
Section:

QUESTION 278
Which two features introduced in SNMPv2 provides the ability to retrieve large amounts of data in one request

Get
GetNext
Set
GetBulk

Inform

moo® P

Correct Answer: A, D
Section:

QUESTION 279
Refer to the exhibit. A multivendor network exists and the company is implementing VoIP over the network for the first time.

SW1(config/#no cdp enable
SWi1(config#interface gigabitethernet1/0/1
SW1(config-ifi#cdp run
SWi(config#lidp enable
SWi(config#interface gigabitethernet1/0/1
SWi(config-if#lidp run

C
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SWi(configi#lidp run
SWi(config#interface gigabitethernet1/0/1
SWi(config-if)#lidp enable

| SWi1(configy#¥no cdp run
SWi(configy¥interface gigabitethernet1/0/1

SWi(config-if)#lidp transmit
QW lronfin i ilAdAn raraiva

Correct Answer: B
Section:

QUESTION 280
Refer to the exhibit.

Switch2# show lldp

Global LLDP Information
Status: ACTIVE
LLDP advertisements are sent every 30 seconds
LLDP hold time advertised is 120 seconds

LLDP interface reinitialization delay is 2 seconds d u m ps

A network engineer must update the configuring on switch2 so that it sends LLDP packets.

| Switch2(config)#lidp timer 1
Switch2(config)#lldp tiv-select 3

Switch2(config)#lldp timer 1
Switch2({config)#lldp holdtime 3

' Switch2(config)#lldp timer 60
Switch2(config)#lldp holdtime 180
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Switch2(config)#lldp timer 60
switchZ(config)#lldp tlv-select 180

Correct Answer: C
Section:

QUESTION 281
Which IPv6 address range is suitable for anycast addresses for distributed services such DHCP or DNS?

FF00:1/12
2001:db8:0234:ca3e::1/128
2002:db84:3f37:ca98:be05:8/64
FE80::1/10

o0 ® >

Correct Answer: A
Section:

QUESTION 282
What differentiates device management enabled by cisco DNA center from traditional campus device management?

CLI-oriented device
device-by-device hands-on

centralized

OO0 >

per-device

Correct Answer: C
Section:

QUESTION 283
A WLC sends alarms about a rogue AP, and the network administrator verifies that the alarms are caused by a legitimate autonomous AP.

Place the AP into manual containment.
Remove the AP from WLC management.
Manually remove the AP from Pending state.
Set the AP Class Type to Friendly.

OO0 wp

Correct Answer: B
Section:

QUESTION 284
What is the primary purpose of private address space?

A. conserve globally unique address space
B. simplify the addressing in the network
C. limit the number of nodes reachable via the Internet
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D. reduce network complexity

Correct Answer: A
Section:

QUESTION 285
Refer to the exhibit.

eyt s eyl S IpEreNc e S]  Advanced

Allgw AAA Override Enabled DHCP
Coverage Hole Detection [ Enabled DHCP Server Cverride
Enuble Sassion TImeout . g 1600
Session Timeout [secs) 0.0.0.0
Alronet [E Enabled DHCP Server IP Addr
P : ment
Diagnastic Channel 8 Enabled DHCRAdr- faion Reciond
Ove Interface ACL 1Pvd  Mone E IPvE  None E Managoment Frame Protection (MFP)
Layer2 Adl [
e ore & MFP Client Protection 4 Optional [
URL ACL Nore )
- DTIM Period {in beacon Intervals)
P2P Blacking Action Disatied ki
Client Exclusion I Benaties 120 BOZ.1la/n (1 - 255) 1

Timeout Value (secs) B0Z.11b/gln (1 - 255) 1

Maywirmum Allowed Clenis o
a MAC

Seatic 1P Tunneling L1 Enabiled MAC State  Mone =1
Wi-Fi Direct Clients Policy Driabled E Load Balancing and Band Select
Maximum Allcwed Clents Chient Load Balanc

Par AP Radia 0 o,

Client Band Seldct

The P2P blocking action option is disabled on the WLC.

Enable the Static IP Tunneling option.

Disable the Coverage Hole Detection option.

Check the DHCP Addr. Assignment check box.

Set the P2P Blocking Action option to Forward-UpStream.

o0 ® >

Correct Answer: A
Section:

QUESTION 286
What is a reason to configure a trunk port that connects to a WLC distribution port?

Eliminate redundancy with a link failure in the data path.
Allow multiple VLAN to be used in the data path.
Provide redundancy if there is a link failure for out-of-band management.

OO0 >

Permit multiple VLANS to provide out-of-band management.

Correct Answer: D
Section:

QUESTION 287
What is a purpose of traffic shaping?

A. It enables dynamic flow identification.
B. It enables policy-based routing.
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C. It provides best-effort service.
D. It limits bandwidth usage.

Correct Answer: A
Section:

QUESTION 288
What is a characteristics of a collapsed-core network topology?

It allows the core and distribution layers to run as a single combined layer.
It enables the core and access layers to connect to one logical distribution device over an EtherChannel.
It enables all workstations in a SOHO environment to connect on a single switch with internet access.

o n >

It allows wireless devices to connect directly to the core layer, which enables faster data transmission.

Correct Answer: B
Section:

QUESTION 289
To improve corporate security, an organization is planning to implement badge authentication to limit access to the data center. Which element of a security program is being deployed?

. user training

A

B. user awareness

C. vulnerability verification
D

. physical access control

Correct Answer: D
Section:

QUESTION 290
When a WPA2-PSK WLAN is configured in the Wireless LAN Controller, what is the minimum number of characters that is required in ASCII format?

A.

B. 8
C. 12
D. 18

Correct Answer: B
Section:

QUESTION 291
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Refer to the exhibit.

U*dumps
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R1# show ip route

o

172.16.32.0/27 |90/2888597172) wvia 20.1.1.1

D
o] 172.16.32.0/19
R 172.16.32.0/24

[110/2920
[120/2)

G94] via 20.1.1.10
via 20.1.1.3

dumps

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

An engineer executed the script and added commands that were not necessary for SSH and now must remove the commands.

metric
cost
longest prefix

o0 ® >

administrative distance

Correct Answer: D
Section:

QUESTION 292
Which cipher is supported for wireless encryption only with the WPA2 standard?

AES256
AES
RC4
SHA

o0 ®p

Correct Answer: B
Section:

QUESTION 293
What is a specification for SSIDS?

They are a Cisco proprietary security feature.
They must include one number and one letter.
They define the VLAN on a switch.

They are case sensitive.

OO0 w®

Correct Answer: B
Section:

QUESTION 294
How does router R1 handle traffic to the 172.16.1.4/30 subnet?

It sends all traffic over the path via 172.16.9.5 using 172.16.4.4 as a backup.
It sends all traffic over the path via 10.0.1.100.

It load-balances traffic over 172.16.9.5 and 172.16.4.4.

It sends all traffic over the path via 172.16.4.4.

o 0N >

Correct Answer: C
Section:

QUESTION 295
DRAG DROP
Drag and drop the TCP/IP protocols from the left onto the transmission protocols on the right
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Select and Place:

o
o

Correct Answer:
Telnet |
DNS
Shike
LAy
Section:
Explanation:
QUESTION 296
DRAG DROP

Drag and drop the lightweight access point operation modes from the left onto the descriptions on the right

Select and Place:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

: allows the access point to communicate with the WLC
bridge mode over a WAN link
local mode allows for packet captures of wireless traffic
monitor mode rogue detector mode
preferred for connecting access points
Flexconnect mode in 3 mesh environment
receive only mode which acts as a dedicated
sensor for RFID and IDS
- transmits normally on one channel and monitors
sniffer mode other channels for noise and interference

Correct Answer:

local mode

sniffer mode

| mps

rogue detector mode

bridge mode

Flexconnect mode

monitor mode

Section:
Explanation:

QUESTION 297
DRAG DROP
Drag and drop the descriptions of AAA services from the left onto the corresponding services on the right.

Select and Place:
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allows the user to change to enable mode

limits the user’s access permissions

logs session statistics

records user commands

secures access to routers

Correct Answer:

Section:
Explanation:
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QUESTION 298
DRAG DROP
Drag and drop the IPv6 address details from the left onto the corresponding types on the right.

Select and Place:

identifies 2n interface on an [Pv6 device

includes link-local and loopback addresses

provides one-to-many CommuNcations

used exclusively by a non-host device

] [ OUrdUMpSs

derived from the FF00::/8 address range

Correct Answer:
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Section:
Explanation:
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Pvat __— G, * ) Ca € e

‘ provides one-to-many communications

! used exclusively by a non-host device

o —

o™ “». "w_ O, * J

| assigned to more than one interface
]

derived from the FFL0::/8 address range

'l’ —— —_ —_— —

— - -

o L e o WY S A

— —_

identifies an interface on an [Pv6 device

includes link-local and loopback addresses

-_._,
| 4

— — — —

|

QUESTION 299
DRAG DROP

Drag and drop each characteristic of device-management technologies from the left onto the deployngqgtm ps

Select and Place:
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relies on per-device managemeant

uses Individual software management

orchestrates background device configuration

Traditional
supports open APls
provides greater flexibility for custom and non-standard
configurations
supports centralized software management
Correct Answer: d u m ps
1 supports opan APIs
' provides greater flexibdity for custom and non-standard
configurations
supports centralzed software management
Tradiional
I relies on per-devioe management

uses Individual software management

‘ orchestrates background device configuration
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Section:
Explanation:

QUESTION 300
DRAG DROP
Drag and drop the elements of a security program from the left onto the corresponding descriptions on the right

Select and Place:

document that outlines an organization’s
security goals and practices and the

SOLhE s roles and responsibilities of the
organization’s personnel
: tactical document that sets out specific
S tasks and methods to maintain security
user-awareness learning level that
security policy focuses on learning about topics and

practices beyond what is typically
required by the user’s job

user-awareness learning level
security standard that focuses on security
practices that all employees
must understand and enforce

user-awareness learning level that

training focuses on teaching employees how to

perform tasks specifically required by
their jobs

Correct Answer:
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e *dumps

QUESTION 301
DRAG DROP
Drag and drop the Cisco IOS attack mitigation features from the left onto the types of network attack they mitigate on the right.

Select and Place:

I DMOP $n00ping rogue server that spoofs 1P configuration 1

‘ Dynamic ARP Inspection cache polsoning 4

I IP Source Guard flood attacks

I storm control rogue dients on the network 1
Correct Answer:
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1P Souwrce Guard
Dynamic ARP Inspoction
storm control
ﬂ DHCP sn00ping
Section:
Explanation:
P Sowrce Guard
Dyriamic ARP Tnspoction
-y dumps
DHCP snooping
QUESTION 302
DRAG DROP

Drag and drop the TCP or UDP details from the left onto their corresponding protocols on the right.

Select and Place:
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Answer Area

TGP
used to reliably share files between
devices
appropriate for streaming
operations with minimal latency
UDP
provides best-effort service
supports reliable data transmission
Correct Answer:
Answer Area
TCP
supports reliable data transmission
used to reliably share files between
devices
UDP
appropriate for streaming
operations with minimal latency
provides best-effort service
Section:
Explanation:

QUESTION 303
DRAG DROP
Refer to Exhibit.
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Gin

Gia

T

Rotor to the exhibit. The IP address configurations must be completed on the DC-1 and HQ-1 routers based on these requirements:
DC-1 Gil1/0 must be the last usable address on a /30

DC-1 Gil/1 must be the first usable address on a /29

DC-1 Gi1/2 must be the last usable address on a /28

HQ-1 Gil/3 must be the last usable address on a /29

Drag and drop the commands from the left onto the destination interfaces on the right. Not all commands are used

Select and Place:
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Ip address 192.168.4.9 255.255.255.48 |

Ip address 192.168.3.14 255.255.255.240

Ip address 209.165.202.129 255.255.255.252

iD address 192.168.4.13 255.255.255.240 |
ip address 209.165.202.130 255.255.255.252 I
ip address 209.165.202.131 255.255.255.252 I
ip address 192.168.3.14 255,255.255.248

Correct Answer:
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|
l Ip address 192.168.4.9 255.255.255.248
Ip address 209.165.202.129 255.255.255.252 I Ip address 192.168.3.14 255.255.255.240

ip address 192.168.4.13 255.255.255.240

| ‘ 0 address 192.168.3.14 255.255.255.248 |

ip address 209.165.202.131 255.255.255.252

Section:
Explanation:

QUESTION 304
DRAG DROP

Drag and drop the IPv6 address description from the left onto the IPv6 address types on the right.
Not all options are used.

Select and Place:
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|Pv6 addresses in the format FF02::5

IPvE addresses that begin with FD

Unique Local Addresses

may be used by multiple organizations at the same time

private IPv6 addresses

Link-Local Addresses

serve as next-hop addresses

unable to serve as destination addresses

Correct Answer:

|Pv6 addresses in the format FF02::5

Unique Local Addresses

private IPv6 addresses J

IPv6 addresses that beginwith FL |

Section:
Explanation:

QUESTION 305
DRAG DROP

Select and Place:

may be used by multiple organizations at the same ti

Link-Local Addresses

serve as next-hop addresses

unable to serve as destination addresses
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2001:d08:600d:cale: 1123
ficha: 9263 :e8e: 7a25:b1:06d2: 1a76:8dc
feB0: :000: 271 feeb:. B9aa
f0s5::1:3
Correct Answer:
‘ 1e80: :200: 2711 feeb: 8932
‘ mos::1:3
fcba: 926 0B8e: 7a25:b1:06d2: 1a76: 88
Section:
Explanation:
QUESTION 306
DRAG DROP

Drag and drop the QoS terms from the left onto the descriptions on the right.
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Select and Place:

cloud-based weighted categorizes packets based
fair queueing on the value of a traffic descriptor

guarantees minimum bandwidth
classification to specific traffic classes when
an interface is congested

prevents congestion by reducing

congestion
"9 the flow of outbound traffic

policing outcome of overutilization

uses defined criteria to limit
shaping the transmission of one or more
classes of traffic

Correct Answer:

classification

cloud-based weighted
fair gueueing
shaping
congestion
policing
Section:
Explanation:

QUESTION 307
DRAG DROP
Drag and drop the functions of AAA supporting protocols from the left onto the protocols on the right.
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Select and Place:

Correct Answer:
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RADIUS

‘encrypts only the password when it sends an access request

uses UDP

combines authentication and authorization

TACACS+

separates all three AAA operations

Section:
Explanation:
[RADIUS
enaypts aply the password whan |t sends sn access reguest
uses UDP
combines authentication and autherzabon
[racacs=
encrypis the enbire body of the access-request packet
separates all three ARA gperations
=
QUESTION 308
DRAG DROP

Drag and drop the HTTP methods used with REST-Based APIs from the left onto the descriptions onthe right.
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Select and Place:

creates a resource and returns its

DELETE URI'in the response header
creates or replaces a previously
GEE modified resource using
information in the request body
POST removes a resource
PATCH retrieves a list of a resource’s URIs
updates a resource
PUT using instructions

Correct Answer:

included in the request body

Section:
Explanation:

POST

BEEETE

PATCH

PUT

GET



https://vdumps.com
https://vdumps.com

PATCH

QUESTION 309
DRAG DROP

Drag and drop the Wi-Fi terms from the left onto the descriptions on the right.

Select and Place:

J—— e et
edended service set mﬁnmﬁm :fﬂuw .
dum PS
independent basic service set Wi-Fi option based around one or more 3ccess points
infrastructure mode alphanumenic text string that identifies a wireless network
ssiD entire wireless cell of an access point and the linkage
to the wired network

Correct Answer:
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&l

independent basic service set

extended senice set

Section:
Explanation:

QUESTION 310
DRAG DROP

infrastructure mode

Drag and drop the statements about networking from the left onto the corresponding networking types on the right. Not all statements are used.

Select and Place:

dumps

This type deploys a consistent configuration across
multiple devices

A dstributed control plane s needed.

This type requires a distributed management plane.

Southbound APls are used to apply configurations

Naorthbound APIs inleract with end devices

Correct Answer:
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Controller-based Networking

miultiple dewces

This type deploys a consistent configuration across

Southbound APis are used to apply configurations

Traditional Networking

A distnbuted conirol plane iS5 needed

Norhbound APIS inléract with énd dewces

|

This type requires a distributed management plane

Section:

Explanation:

Controller-based Networking :

— This type deploys a consistent configuration across multiple devices.
— Southbound APIs are used to apply configurations.

Traditional Networking :

— A distributed control plane is needed.

— This type requires a distributed management plane.

On a SND network the control plane is centralized on the the SND controller not distributed on the networking devices.
Northbound APIs do not interact with end devices. They allow the SND controller to interact with applications on the application plane

QUESTION 311
Refer to the exhibit.

Y010 10 16750 St ?
Y
\m“\mh ..... il
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i 1O, 18010 BRI Ie difectiy conmetted, FascEcheroetTlL

o VOEE, VR0 25. TPIQFESTE] win A0 10 10T, 06 S8R, FaATEtharnaTosl
& 0 rE 08 A de ducestly coanected, FastEtharnstlrId

¥ L300 E 19028 1AM 110 e I0. 00001 e BE12 L FastEvhernat s
n* Gl 00l (R0 0 ewda R0 300108 DLel TS

Which route type is configured to reach the internet?

A. host route
B. default route
C. floating static route
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D. network route

Correct Answer: B
Section:

QUESTION 312
An engineer needs to configure LLDP to send the port description time length value (TLV). What command sequence must be implemented?

switch(config-line)#I1dp port-description
switch(config)#11dp port-description
switch(config-if)#11dp port-description

o0 ® >

switch#IIdp port-description

Correct Answer: B
Section:

QUESTION 313
A user configured OSPF and advertised the Gigabit Ethernet interface in OSPF By default, which type of OSPF network does this interface belong to?

point-to-multipoint
point-to-point
broadcast

o0 ® >

nonbroadcast

Correct Answer: C

Section:

Explanation:

https://www.oreilly.com/library/view/cisco-ios-cookbook/0596527225/ch08s15.htmlThe Broadcast network type is the default for an OSPF enabled ethernet interface (while PointtoPointis the default OSPF
network type for Serial interface with HDLC and PPP encapsulation).

QUESTION 314
What benefit does controller-based networking provide versus traditional networking?

moves from a two-tier to a three-tier network architecture to provide maximum redundancy
provides an added layer of security to protect from DDoS attacks

allows configuration and monitoring of the network from one centralized port

o0 ® >

combines control and data plane functionality on a single device to minimize latency

Correct Answer: C
Section:

QUESTION 315
What are two benefits of FHRPs? (Choose two.)

A. They prevent (oops in the Layer 2 network.
B. They allow encrypted traffic.
C. They are able to bundle muftlple ports to increase bandwidth


https://www.oreilly.com/library/view/cisco-ios-cookbook/0596527225/ch08s15.htmlThe
https://www.oreilly.com/library/view/cisco-ios-cookbook/0596527225/ch08s15.htmlThe
https://www.oreilly.com/library/view/cisco-ios-cookbook/0596527225/ch08s15.htmlThe
https://www.oreilly.com/library/view/cisco-ios-cookbook/0596527225/ch08s15.htmlThe
https://www.oreilly.com/library/view/cisco-ios-cookbook/0596527225/ch08s15.htmlThe
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D. They enable automatic failover of the default gateway.

E. They allow multiple devices lo serve as a single virtual gateway for clients in the network

Correct Answer: D, E
Section:

QUESTION 316
Refer to the exhibit.

Gil/01

Gil/0/4

|
Gil/0/2 Gil/0/3

f B
(.|
Sales-1 Sales-2  Sales-3 Sales-4
L VLAN 10 )

The entire contents of the MAC address table are shown. Sales-4 sends a data frame to Sales-1.

Sales-SWiishow macaddress-lable
Magc Address Table

VLAN MAC Addiess Typo Ports

10 000c.8590.bb7d DYNAMIC Gi1/0/1

10 3010.4161.8bb7 DYMNAMIC Gilfoi2
10 00d0.d3b5.957¢ DYNAMIC Gi1/0/3
Sales-SW#

What does the switch do as it receives the frame from Sales-4?

Perform a lookup in the MAC address table and discard the frame due to a missing entry.

Insert the source MAC address and port into the forwarding table and forward the frame to Sales- 1.
Map the Layer 2 MAC address to the Layer 3 IP address and forward the frame.

Flood the frame out of all ports except on the port where Sales-1 is connected.

o0 ® >

Correct Answer: B

Section:

Explanation:
https://www.ciscopress.com/articles/article.asp?p=3089352&seqNum=6

QUESTION 317
How does CAPWAP communicate between an access point in local mode and a WLC?

The access point must directly connect to the WLC using a copper cable
The access point must not be connected to the wired network, as it would create a loop
The access point must be connected to the same switch as the WLC

o 0N >

The access point has the ability to link to any switch in the network, assuming connectivity to the WLC
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Correct Answer: D
Section:

QUESTION 318
DRAG DROP
Drag and drop the steps in a standard DNS lookup operation from the left into the order on the right.

Select and Place:

An endpoint submits 3 request for the 1
1P address of 3 domain name.
The DNS receives a reply from the domain DNS servec. 2
The DNS responds to the endpoint. ]
The DNS submits 3 reguest to 2 root DNS server. 4
The DNS submits a request to the domain DNS server S
Correct Answer:
An endpoint submits 3 reguest for the
1P address of 3 domain name.

The DS receives a reply from the domain DNS serves

The DNS submits 3 request to 3 root DNS server.

The DNS submits a request to the domamn DNS server

‘I The DNS responds to the endpoint.

Section:
Explanation:
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An endpoint submits a request for the
IP address of a domain name.

The DNS submits 3 request to the domain DNS servee

ﬂ The DNS submas 3 request to 3 root DNS server

l The DNS recelves 2 reply from the domain DNS server

The DNS responds to the endpoint,

QUESTION 319

DRAG DROP
Drag and drop the IPv6 address types from the left onto their description on the right.

Select and Place:

2001:088::beed:1234:456d:3acC multicast address used only locally within the ste
" v 3007 : address that 5 automatically created on a bnk.
FD00:0000:0000: 1a26:2153:3992:219d:ccca oo g “z%nﬁd_u m ps
FEBO::abcf M- 120e:3992 address that s prohibited from routing to the Internet
FFOS::23:becf-22:1111 address that s unique and reserved for documentation purposes
Correct Answer:

FF05::23-becf:22:1111

S .. _=s .
FEBO: :abef #:12de:3992

FDOO:0000:0000: 1a24:2153:3992: 219 ccca

2001:088;:boed: 1234:4564: aacc
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Section:

Explanation:
FFO5::23:becf22:1111
FEBO:abof 119 1 2de: 3992
! FDOO:0000:0000: 1324:2153:2992:219d:ccca
2001:088;:boed: 1234:456¢; sacc
QUESTION 320
DRAG DROP

Drag and drop the Ansible features from the left to the right Not all features are used.

Select and Place:

executes modules via SSH by default feature
uses the YAML language feature
dumps
uses agents to manage hosts feature p
pushes configurations to the chent feature

requrres chents to pull configurations from the server

operates without agents

Correct Answer:
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operates without agents

uses the YAML language

exgcutes modules via SSH by default

uses agents 1o manage hosts

pushes configurations to the chent

requres chents to pull configurations from the server

Section:
Explanation:

QUESTION 321
DRAG DROP
Refer to the exhibit.

FRAFAN SS08@

il shaw ip Peuls | Degis gatewsy

ATR U0 D BAET [I10/IA04AT] wia 20T 043 PO TM, 800003, Berialdfore
TR LA B AASRE [MAASDIRANT] wia BET. 143, PO
AT LA D BN [LLADINEADT) wia BOT.Le3. 20O,

dumps

Drag and drop the learned prefixes from the left onto the subnet masks on the right

Select and Place:

172.16.3.128 155.255.254.0
172.16.3.64 235.255.255.128
172.16.2.126 255.255.255.224
172.16.3.192 255.255.255.240
172.16.4.0 255.255.255.248
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Correct Answer:

‘ 172.164.0
i
| 172.16.3.128
172.16.3.4
172.16.2.128
172.16.3.192
Section:
Explanation:
QUESTION 322
DRAG DROP

Drag and drop the Ansible terms from the left onto the right.

Select and Place:

dumps
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collection of actions to perform on target devices,

control node expressed in YAML format
inventory device with Ansible installed that manages target devices
network device, without Ansible installed,
managed node upon which commands can be executed
module spedific action to be performed on
one or more target devices
playbook unit of Python code to be executed
task

Correct Answer:
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inventory

playbook
L n
module
tack
L ] )
managead node
gofiral niade
Section:
Explanation:

QUESTION 323
What is the primary different between AAA authentication and authorization?

Authentication verifies a username and password, and authorization handles the communication between the authentication agent and the user database.
Authentication identifies a user who is attempting to access a system, and authorization validates the users password
Authentication identifies and verifies a user who is attempting to access a system, and authorization controls the tasks the user can perform.

o0 ®p

Authentication controls the system processes a user can access and authorization logs the activities the user initiates

Correct Answer: C

Section:

Explanation:

AAA stands for Authentication, Authorization and Accounting.

+ Authentication: Specify who you are (usually via login username & password) + Authorization: Specify what actions you can do, what resource you can access + Accounting: Monitor what you do, how long you do it (can be
used for billing and auditing) An example of AAA is shown below:

+ Authentication: "I am a normal user. My username/password is user_tom/learnforever" + Authorization: "user tom can access LearnCCNA server via HTTP and FTP" + Accounting: "user tom accessed LearnCCNA server
for 2 hours".

This user only uses "show" commands.

QUESTION 324
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A network administrator must to configure SSH for remote access to router R1 The requirement is to use a public and private key pair to encrypt management traffic to and from the connecting client.
Which configuration, when applied, meets the requirements?

R1zenable

Ri%Zconfigure terminal

R1(config #ip domain-name cisco.com
R1(config #crypto key generate ec keysize 2048

R1=Zenable

R1=configure terminal

R1(config ¥ip domain-name cisco.com

R1(config =crypto key generate rsa modulus 1024

R1%Zenable

R1=configure terminal

R1iconfig ip domain-name cisco.com
R1iconfig #crypto key generate ec keysize 1024

Rizenable

R1=configure terminal

R1(config #=ip domain-name cisco.com
R1({config #crypto key encrypt rsa name myKey

Option A
Option B
Option C
Option D

OO0 >

Correct Answer: B
Section:

QUESTION 325
A network engineer must configure the router R1 GigabitEthernet1/1 interface to connect to the router R2 GigabitEthernetl/1 interface. For the configuration to be applied the engineer must compress the address
2001:0db8:0000:0000:0500:0002a:400F:583B. Which command must be issued on the interface?

ipv6 address 2001:0db8::5: a: 4F 583B

ipv6 address 2001:db8::500:a:400F:583B

ipv6 address 2001 db8:0::500:a:4F:583B

ipv6 address 2001::db8:0000::500:2:400F:583B

o0 ® >

Correct Answer: B
Section:

QUESTION 326
Refer to the exhibit.
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e

192.168.0.10/23 192.168.1.20/23

PG A File Sefver

G0 Gion
Swilch A
Sa.A Switch B
10,1102,
VISAAR, 1EAZ 13 Vian 10,11,12,13
Fnrafade sligahitgcherseti/l Fiiterfaoe Gigaii Y S hernet 5]
i Eohph T mddh - Yok L T
W ibahpiry Eruedc o fhowed wlan, (038" WL W Tk L.
i !
. intarfase Sigabitichernedr3
invéerlacs Cigabititharnetid /4 : LE"_ t;[ » “f: :! ' . L:{iin 5
b s N i e L S
gl Y P Db Lo B L k
Switehport acce vian:l awiiehpor U omodd: adoans
anitohiporl mode arcen

A network administrator assumes a task to complete the connectivity between PC A and the File Server. Switch A and Switch B have been partially configured with VLAN 10, 11, 12, and 13. What is
the next step in the configuration?

Add PC A to VLAN 10 and the File Server to VLAN 11 fa VLAN segmentation
Add VLAN 13 to the trunk links on Switch A and Switch B for VLAN propagation
Add a router on a stick between Switch A and Switch B allowing for Inter-VLAN routing.

OO0 >

Add PC A to the same subnet as the Fie Server allowing for intra-VLAN communication.

Correct Answer: B
Section:

QUESTION 327
Which goal is achieved by the implementation of private IPv4 addressing on a network?

provides an added level of protection against Internet exposure
provides a reduction in size of the forwarding table on network routers
allows communication across the Internet to other private networks

OO0 ®wp

allows servers and workstations to communicate across public network boundaries

Correct Answer: A
Section:

QUESTION 328
An engineer is configuring NAT to translate the source subnet of 10.10.0.0/24 to any of three addresses 192.168.30.1, 192.168.3.2, 192.168.3.3 Which configuration should be used?
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. enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
route-map permit 10.10.0.0 255.255.255.0

ip nat outside destination list 1 pool mypool

interface g1/

ip nat inside

interface g1/2

ip nat cutside

. enable

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.255

ip nat inside source list 1 pool mypool

interface g1/1

ip nat inside

interface g1/2

ip nat outside

‘ ‘enable

o0 ® >

configure terminal

ip nat pool mypool 192.168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.255

ip nat outside destination list 1 pocl mypool

interface g1

ip nat inside

interface gi/2

ip nat outside

enable

configure terminal

ip nat pool mypool 192,168.3.1 192.168.3.3 prefix-length 30
access-list 1 permit 10.10.0.0 0.0.0.254

ip nat inside source list 1 pool mypool

interface g1/1

ip nat Inside

interface g1/2

ip nat outside

Option A
Option B
Option C
Option D

Correct Answer: C
Section:

QUESTION 329
What is the primary function of a Layer 3 device?

o0 ® >

to analyze traffic and drop unauthorized traffic from the Internet

to transmit wireless traffic between hosts
to pass traffic between different networks
forward traffic within the same broadcast domain

dumps
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Correct Answer: C
Section:

QUESTION 330
DRAG DROP
Drag and drop the DNS commands from the left onto their effects on the right.

Select and Place:
Drag and drop the DNS commands from the left onto their effects on the right.

ip domain-lookup adds an entry to the host table
ip domain-name r completes the FQDN of the DNS server
ip host swatch_1 192.168.0.1 displays address-mapping information
ip name-server enables host-to-[P-address translation
"
show hasts specifies the IP address of the DNS server
Correct Answer: d m S
Drag and drop the DNS commands from the left onto their effects on the right. u
‘ ” ip domain-name
l ip domain-lockup
‘ show hasts ‘
‘ ip host swatch_1 192.168.0.1 ‘
P
ip name-server
Section:
Explanation:
QUESTION 331
DRAG DROP

Drag and drop the statement about AAA services from the left to the corresponding AAA services on the right.

Select and Place:
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S

Section:
Explanation:

QUESTION 332
DRAG DROP
An engineer must configure a core router with a floating static default route to the backup router at 10.200.0.2.

Select and Place:
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Correct Answer:

Section:
Explanation:

QUESTION 333
DRAG DROP

Refer to the exhibit.
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Router1

10.10.10.0/24

The Routerl routing table has multiple methods to reach 10.10.10.0/24 as shown. The default Administrative Distance is used. Drag and drop the network conditions from the left onto the routing
methods that Router]1 uses on the right.

Select and Place:

eBGP
All protocols are up.
OSPF and eBGP are down.
= m—
=hpiels, 7 w6l UMPpPS
The static route and EIGRP are down. | (
|

Btatic ]

The static route and OSPF are down. ! |

Correct Answer:
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Section:
Explanation:

QUESTION 334

DRAG DROP
Drag and drop the wireless architecture benefits from the left onto the architecture types on the right.

Select and Place:

Drag and drop the wireless architecture benefits from the left onto the architecture types on the right. Wd u m ps

Appropriate for a small-business environment,

 Work is divided between the access point and the contraller.

a AR e B s

Uses the CAPYAP i protcl

Correct Answer:
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Drag and drop the wireless architecture benefits from the left onto the architecture types on the right.

Section:
Explanation:

QUESTION 335
DRAG DROP

Drag and drop the REST API call method for HTTP from the left onto the action they perform on th u m ps

Select and Place:

DELETE creates a resource on the server
GET reads data from the server
POST removes a resource from the server
PUT updates an entry in the database

-

PATCH

Correct Answer:
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GET

PATCH

Section:
Explanation:

QUESTION 336
DRAG DROP
Refer to the exhibit.

dumps

Rosutar 2 Routes 5
Router 3 Rowtar 4

Reuterlishow ip route
Gatevay of last resort i3 10.10.11.2 to network 0.0.0.0
20%.165.200.0/27 is subnetted, 1 subnets

B 209.165.200.234 [20/0] wia 10.10.12.2, 03:22:14
205.165.201.0/27 is subnetted, 1 subnets
B 209.165.201.0 [20/0]) wia 10.10.12.2, 03:26:33

209.165.202.0/27 ies subnatted, 1 subnets
209.165.202.128 [20/0) wia 10.10.12.2, 02:26:03

10.0.0.0/8 is variably subnetted, 10 subnets, 4 masks
19.19.13.0/25 [110/2) wia 10.10.10.%, 00:00:04, GigabitEthernat0/0
10.10.13.128/28 [110/2) via 10.10.10.5%, 00:00:12, cigabitEchernet(/l1
10,10.13.144/28 [110/3) via 10.10,10.9%, 00:01:57, GigabitEthernet(/S2
10.10.13.160/25 [110/2] vwia 10.10.10.5, 00:00:12; GigabizEzhernet0/1
16.10.13.208/29 [1190/2) via 10.10.10.1%, 00:01:57, GlgabitEthernet0/3

e €.0.0.0/0 [L/0) wia 10.10.11.2

@BOoOo0OQ0

Drag and drop the destination IPs from the left onto the paths to reach those destinations on the right.

Select and Place:
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1.1.1.1 Router2
10.10.13.126 Router3
10.10.13.129 Routerd
10.10.13.150 Router5
10.10.13.200 Intemet cloud
209.165.200.30 MPLS cloud
Correct Answer:
10.10.13.126
|
' 10.10.13.129
dumps
10.10.13.209
209.165.200.30
11.1.1
Section:
Explanation:
QUESTION 337

An organization secures its network with multi-factor authentication using an authenticator app on employee smartphone. How is the application secured in the case of a user's smartphone being lost or stolen?

The application requires an administrator password to reactivate after a configured Interval.
The application requires the user to enter a PIN before it provides the second factor.

The application challenges a user by requiring an administrator password to reactivate when the smartphone is rebooted.

o0 ® >

The application verifies that the user is in a specific location before it provides the second factor.

Correct Answer: B
Section:
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QUESTION 338
Which protocol requires authentication to transfer a backup configuration file from a router to a remote server?

DTP
FTP
SMTP
TFTP

o0 ® >

Correct Answer: B
Section:

QUESTION 339
Refer to the exhibit.

Switch#show etherchannel summacy
[output omitted]

Group Port-channel Protocol Ports
—————— f e o o e e e
10 Po10 (SU) LACP Gi0/0(P) Gi0/1 (P)
20 Po20 {SU) LACP Gi0/2 (P) Gi0/3 (P)
Which two commands were used to create port channel 10? (Choose two )
int range g0/0-1
channel-group 10 mode active
int range g0/0-1 dUI l lps
channel-group 10 mode desirable
int range g0/0-1
channel-group 10 mode passive
int range g0/0-1
channel-group 10 mode auto
int range g0/0-1
channel-group 10 mode on
A. Option A
B. Option B
C. Option C
D. Option D
E. Option E

Correct Answer: A, C
Section:
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QUESTION 340
Refer to the exhibit.

ip arp Inspection vian 2

interface fastathernet 0/1
switchport mode access
switchport access vian 2

What is the effect of this configuration?

The switch port interface trust state becomes untrusted
The switch port remains administratively down until the interface is connected to another switch
Dynamic ARP inspection is disabled because the ARP ACL is missing

o0 ® >

The switch port remains down until it is configured to trust or untrust incoming packets

Correct Answer: A
Section:

Explanation:
Dynamic ARP inspection (DAI) is a security feature that validates ARP packets in a network. It intercepts, logs, and discards ARP packets with invalid [P-to-MAC address bindings. This capability protects the network from

certain man-in- the-middle attacks. After enabling DAI, all ports become untrusted ports.

QUESTION 341
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An engineer must configure traffic for a VLAN that is untagged by the switch as it crosses a trunk link.

dumps
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Which command should be used?

switchport trunk allowed vlan 10
switchport trunk native vlan 10
switchport mode trunk

oSN >

switchport trunk encapsulation dotlq

Correct Answer: B
Section:

QUESTION 342
While examining excessive traffic on the network, it is noted that all incoming packets on an interface appear to be allowed even though an IPv4 ACL is applied to the interface.
Which two misconfigurations cause this behavior? (Choose two)

The packets fail to match any permit statement

A matching permit statement is too high in the access test
A matching permit statement is too broadly defined

The ACL is empty

A matching deny statement is too high in the access list

moo®p

Correct Answer: B, C
Section:

QUESTION 343
DRAG DROP
Drag and drop the statements about access-point modes from the left onto the corresponding modes on the right.

Select and Place:
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Monitor

It supports real-time Wi-Fi client

troubleshooting when network

engineers are offsite.

It captures and forwards
packets on a specific wireless

channel.

Sensor

It enables enhanced RFID-tag
location tracking.

It provides air-quality data and
interference detection across all
enabled channels.

It supports analytics for wireless Sniffer
performance testing.

It supports software that
analyzes wireless frames

on a remote device.

Correct Answer:
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Monitor

[t provides air-quality data and
interference detection across all
enabled channels.

It enables enhanced RFID-tag
location tracking.

Sensor

It supports analytics for wireless
performance testing.

It supports real-time Wi-Fi client
troubleshooting when network
engineers are offsite.

Sniffer

It captures and forwards
packets on a specific wireless
channel.

It supports software that
analyzes wireless frames
on a remote device.

Section:
Explanation:

QUESTION 344

DRAG DROP

Drag and drop the characteristics of northbound APIs from the left onto any position on the right.
Not all characteristics are used.

Select and Place:
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supports automation

I%umn'mnm:;an.ler. betweaen the SON controller
and the application plane

supports data sharing between systems

communicates between the SDN controller
and the data plane

supports network virtualization protocols

suUpports REST-based requirements

uses OpenFlow to interface bebwean the
data and contral planes

Correct Answer:

supports avtomation

supports data sharing between systems

I%nmmunm; between the SON controller
and the application plane

U-dumps

supports network virtualization protocols

communicates between the SDN controfler
and the daca plane

uses OpenFlow to interface bebwean the
data and control planes

Section:
Explanation:

supports REST-based requirements
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supparts automation supports data shaning between systems

t"ommun!cates between the SON controller communicates between the SON controlier
and the application plane and the data plane

supports network virtualization protocols

supports REST-based requirements

uses OpenFlow to interface between the
data and control planes

QUESTION 345
DRAG DROP

Host A
10.10. 14 10724 R1

e |
R3 1090 13 109 [=

10.10.10.0:30 101010 430

Refer to the exhibit. An engineer must configure a static network route between two networks so that host A communicates with host B. Drag and drop the commands from the left onto the routers
where they must be configured on the right.
Not all commands are used.

Select and Place:
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9 route 10.10.13.0 235.255.735.128 10.10.10.1

D UMRS-
i
P route 10.10.13.0 295,295, 255,128 10.10.10.5

[ ———]

ip route 10.10.14.0 255.255.255.0 10.10.10.2

e ERES e ms

o route 10.10.14.10 255.255.255.255 10.10.10.6 CHINESEDUMPS
i i

Correct Answer:

ip rouge 10.10.13.0 235.255.235.128 10.10.10.1

CHNESEDUMBS

28 oot 2 s

© route 10.10.14.10 755.253.255.255 10.10.10.6 CHINESEDUMPS
i i

Section:
Explanation:

QUESTION 346

DRAG DROP
Drag and drop the virtualization concepts from the left onto the matching statements on the right.

Select and Place:
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guest operating system

An operating system instance that is decoupled from
the server hardware.

host operating system

Each core can run more than one process
simultaneously.

hypervisor

Runs on a physical server, manages, and allocates the
physical resources.

multithreading

The software that manages the basic functions of the
physical hardware.

virtual machine

The software that manages the basic functions of the
vital machine.

Correct Answer:

Section:
Explanation:

QUESTION 347
DRAG DROP

virtual machine

multithreading,

hypervisor

host operating system

guest operating system

Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Select and Place:
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cannot be used as 3 source address

sends packets to 3 group address rather than 3 single address

Correct Answer:

confined to a single hnk

required on all [Pvé dewvices

Section:
Explanation:

QUESTION 348
DRAG DROP

Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Select and Place:
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confined to a single hnk

required on all IPv6 devices

Link-Local Address i R
is publicly routable in the same way as IPv4 addresses |
provides for one-to-one communication
Correct Answer:

i is publicly routable in the same way as [Pv4 addresses

Section:
Explanation:

QUESTION 349
DRAG DROP
Drag and drop the characteristic from the left onto the IPv6 address type on the right.

Select and Place:
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prowickes for ona-to-one comimunication

allows sies Lo be combined without address conlflicts

Minkyse Local
s & counterpart of private [P addresses
s publichy routable in the same wary as [Pyl addresses
Correct Answer:
. prowicks fior one-to-one communication

alicws sites to be combined without address conflicts

| s a counterpart of private [Pvl addresses

Is publicly routabile in the same way as [Pl addresses

Section:
Explanation:

QUESTION 350
DRAG DROP
Refer to the Exhibit.

dumps

R1# show ip route | begin gateway
Gateway of last resort is not sat

172.16.0.0/16 is variably subnattad, 3 subnats, 2 masks
172.16.1.0/24 is directly connected, FastEthernet0/0
172.16.1.1/32 is directly connected, FastEtharnet0/0

172.16.2.0/24 [120/2] wvia 207.165.200.250, 00:00:25, Serial0/0/0
192.168.1.0/24 [110/84437] via 207.165.200.254, 00:00:17, Serial0d/0/1
192.168.2.0/24 [90/3184437) wia 207.165.200.254, 00:00:15, Serial0/0/1

207.165.200.0/24 is variably subnatted, 5 subnets, 2 masks
207.165.200.244/30 [1/1] via 207.165.200.254, Serial0/0/1
207.165.200.248/30 is directly connected, Serial0/0/0
207.165.200.249/32 is directly connected, Serial0/0/0
207.165.200.252/30 iz directly connacted, Sarial0/0/1
207.165.200.253/32 is directly connected, Serial0/0/1

Refer to the exhibit. Drag and drop the learned prefixes from the left onto the preferred route methods from which they were learned on the right.

Select and Place:
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172.16.2.0/24 static

192.168.1.0/24 EIGRP

192.168.2.0/24 OSPF
207.165.200.244/30 RIP
207.165.200.248/30

Correct Answer:

192.168.1.0/24

172.16.2.0/24

.. Mn ps

207.165.200.244/30

207.165.200.248/30

Section:
Explanation:
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