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Exam A

QUESTION 1
DRAG DROP
Drag and drop the attributes from the left that make each transport location unique onto the right. Not all options are used.

Select and Place:

IP address target1

color target2

encapsulation target3

VPN

service

Correct Answer:

IP address
color
encapsulation
VPN
service
Section:
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-design-guide.html

QUESTION 2
DRAG DROP
Drag and drop the policies from the left onto the correct policy types on the right.

Select and Place:
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Correct Answer:

Section:
Explanation:

QUESTION 3
DRAG DROP

Drag and drop the actions from the left into the correct sequence on the right to create a data policy to direct traffic to the Internet exit.

Select and Place:

Correct Answer:

Step 1

Step 2

JCOom

Step 3
E"J&IEPI%
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Section:
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/vEdge-as-NAT-device.html

QUESTION 4
DRAG DROP

Drag and drop the functions from the left onto the correct templates on the right.

Select and Place:

routing policy

transport VPN

.~ management VPN

i

senvice VPN

£
C

c

T

Correct Answer:

L]
Il

Section:
Explanation:

U*dumps
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QUESTION 5
DRAG DROP
Drag and drop the definitions from the left to the configuration on the right.

Select and Place:

destination zone
grouping of VPNs where the data iran‘ic _
 flows terminate oMiEE e
_ between two zones
container that associated forwarding e A o
_andblocking decisions Al
Correct Answer:
] | grouping of VPNs where the data traffic
] | fowsterminate
] iping of VPRI .maerefhe_data traffic
] |[matching condition that aﬂawéuaﬁcw
: between two zones it
container that associated forwarding
and blocki ‘ng decisions :
Section:
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/vedge/security-book/ent-firewall-app-
aware.html#:~:text=Source%20zone%E2%80%94A%20grouping%200f,part%2001%200nly%200ne%20zone. & text=A%20VPN%20can%20be%20part%200f%200nly%200ne%20zone.,-

Firewall%20policy%E2%80%94 A

QUESTION 6
DRAG DROP

Drag and drop the route verification output from show omp tlocs from the left onto the correct explanations on the right.

Select and Place:
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system ID

attribute of WAN link

=]
~type of tunnel being used

“@Eplus

Correct Answer:

Section:
Explanation:
Explanation:

U*dumps

DRAG DROP
Drag and drop the steps from the left into the order on the right to upload software on vManage repository that is accessible from Maintenance > Software Repository.

Select and Place:

step 3

smMCE plus

Correct Answer:
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_ " Click the repository.

Click Add new software.

Select vManage to store the software image_

Choose the file and click to upload.

Section:
Explanation:
Reference: https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/vManage-Help/vmanage-help-17-2.pdf

QUESTION 8
DRAG DROP
Drag and drop the components from the left onto the corresponding Cisco NFV Infrastructure Building Blocks on the right. Not all options are used.

Select and Place:

Answer Area
Cisco UCS Compute
CEPH Storage
RH OpenStack Management
Gluster Virtualized Infrastructure
Cisco HyperFlex
UCS Directory

Correct Answer:
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Answer Area

Cisco UCS

CEPH

UCS Directory

Gluster RH OpenStack

Cisco Hyperklex

Section:
Explanation:

QUESTION 9
DRAG DROP
Drag and drop the BFD parameters from the left onto the BFD configurations on the right.

Select and Place:
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Correct Answer:
Answer Area

Section:
Explanation:

QUESTION 10
DRAG DROP
Drag and drop the REST API calls from the left onto the functions on the right.

Select and Place:
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Answer Area

PUT Retrieve or read.
GET Update an object.
POST Create an object.
DELETE Remove an object.

Correct Answer:

Answer Area
GET
PUT
= Vdumps
DELETE
Section:
Explanation:
QUESTION 11
DRAG DROP

Drag and drop the Cisco SD-WAN components from the left onto their functions on the right.

Select and Place:
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vBond Orchestrator [Psec key refiaction and rekeying
vManage first point of authentication
vemart Controller passes data plane traffic
WAN Edge Router used to bulld configuration and policies
Correct Answer:
WAN Edge Router
vBond Orchestrator
vSmart Controller
., é‘umps
Section:
Explanation:
QUESTION 12

Which device information is requited on PNP/ZTP to support the zero-touch onboarding process?

. serial and chassis numbers

. public DNS entry

A
B. interface IP address
C
D. system IP address

Correct Answer: A

Section:

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sd-wan-wan-edgeonboarding-deploy-guide-2020jan.pdf

QUESTION 13
Which configuration step is taken on vManage after WAN Edge list is uploaded?

A. Send the list to controllers
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B. Enable the ZTP process
C. Verify the device certificate
D. Set the device as valid

Correct Answer: D

Section:

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edge-onboardingdeploy-guide-2020nov.pdf

device state must be moved from staging to valid. In vManage under Configuration > Certificates > WAN Edge List,
select the WAN Edge device(s) and change the state to valid under the Validity column and click Send to Controllers.

QUESTION 14
When software is upgraded on a vManage NMS, which two image-adding options store images in a local vManage software repository? (Choose two.)

To be downloaded over a SMTP connection
To be downloaded over a SNMP connection
To be downloaded over an out-of-band connection

To be downloaded over a control plane connection

m o0 >

To be downloaded over an ICMP connection

Correct Answer: C,D

Section:

Explanation:

Reference: https://sdwandocs.cisco.com/Product Documentation/vManage Help/Release 18.2/Maintéhance/SoftwareRepasitony,

QUESTION 15
Which two image formats are supported for controller codes? (Choose two.)

A. .nxos
B. .qcow2
C. .ova
D. .bin
E. Tgz

Correct Answer: B, C
Section:

QUESTION 16
Two sites have one WAN Edge each WAN Edge has two public TLOCs with no restriction configured.
There is full reachability between the TLOCs. How many data tunnels are formed on each Edge router?

O 0 w2
Loy o N

Correct Answer: D
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Section:

QUESTION 17
Which SD-WAN component is configured to enforce a policy to redirect branch-to-branch traffic toward a network service such as a firewall or [PS?

vBond
WAN Edge
vSmart

o0 ®p

Firewall

Correct Answer: C
Section:

QUESTION 18
Which two hardware platforms support Cisco IOS XE SD-WAN images" (Choose two)

ASR1000 series
ISR9300 series
vEdge-1000 series
ASR9000 series
ISR4000 series

m o0 w>

Correct Answer: A, E

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/sdwan/white_paper-c11-741071.html

QUESTION 19
Which two mechanisms are used to guarantee the integrity of data packets in the Cisco SD-WAN architecture data plane? {Choose two)

transport locations
authentication headers
certificates

TPM chip

encapsulation security payload

m o 0w >

Correct Answer: B, E

Section:

Explanation:

https://sdwandocs.cisco.com/Product Documentation/Software Features/Release 18.4/Security/01Security Overview/Data Plane Security Overview

QUESTION 20
Which feature template configures OMP?

A.
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Section Parameter  Type Variable/value

Authentication Authenticaion  Drop-down local
Order
Local User/admin/ Dewce Specific user_admin_passwd
Password
B.
Section Parameter Type Variable/value
Basic configuration  Numberof paths  Global 16
adverhsed per
predix
Advertise Radwo Global on
Slatic Gilobal of
C.
Section Parameter Type Variable/value
Server HostnameP Global 104 4813
Address
VPNID Global 1
Source inteface  Global loopback0 d u m S
) P
Section Parametar Type Variable/value
Basic configuration VPN Global 512
Marmae Global Management VPN
IPv4 Route Prefix Global 0.0.0.0/0
Gatesway Radio button Mext Hop
MNext Hop Device Specific vpnS12_mgt_next_hop_ip_addr

Correct Answer: B
Section:

QUESTION 21
Which policy configures an application-aware routing policy under Configuration > Policies?

. Localized policy

A
B. Centralized policy
C. Data policy

D

. Control policy
Correct Answer: B

Section:
Explanation:
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Reference: https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=451

QUESTION 22
What is a default protocol for control plane connection?

[Psec
HTTPS
TLS
DTLS

o0 ® >

Correct Answer: D

Section:

Explanation:

Reference: https://sdwan-docs.cisco.com/Product Documentation/Software Features/SDWAN Release 16.3/05Security/02Configuring Security Parameters

QUESTION 23
Which logs verify when a device was upgraded?

Audit
Email
ACL
SNMP

o 0N >

Correct Answer: A

Section:

Explanation:

Reference: https://sdwandocs.cisco.com/Product Documentation/vManage Help/Release 18.4/Monitor/Audit Log

QUESTION 24
Which command displays BFD session summary information per TLOC on vEdge routers?

show bfd history
show bfd summary
show bfd sessions

o0 ®p

show bfd tloc-summary-list

Correct Answer: D

Section:

Explanation:
Reference:https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-crbook/sdwan-cr-book chapter 0100.html

QUESTION 25
Which Cisco SD-WAN WAN Edge platform supports LTE and Wi-Fi?

A. vEdge2000
B. ASR1001
C. CSR 1000v
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D. ISR 1101

Correct Answer: D

Section:

Explanation:

Reference:
https://www.cisco.com/c/dam/en/us/products/collateral/routers/1000-series-integrated-servicesrouters-ist/q-and-a-c67-739639.pdf

QUESTION 26
Which component of the Cisco SD-WAN control plane architecture facilitates the storage of certificates and configurations for network components?

vSmart
vBond
WAN Edge
vManage

OO0 ®wp

Correct Answer: D

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gsbook/system-overview.html

QUESTION 27
Which type of route advertisement of OMP can be verified?

OMP, VPN. and origin
Origin, TLOC, and VPN
Origin, TLOC, and service
OMP, TLOC and service

o0 ® >

Correct Answer: D

Section:

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-2.pdf#page=122

QUESTION 28
Which OSPF command makes the WAN Edge router a less preferred exit from a site with a dual WAN Edge design?

A.
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Correct Answer: B
Section:

QUESTION 29
Which two services are critical for zero touch provisioning on-boarding? (Choose two)

A. SNMP
B. DNS
C. DHCP

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

D. AAA
E. EMAIL

Correct Answer: B, C

Section:

Explanation:

Reference: https://www.grandmetric.com/2020/03/23/zero-touch-provisioning-ztp-cisco-sd-wanwork/

QUESTION 30
Refer to the exhibit.
PEER PEER CONTROLLER
PEER PEER PEER SITE DOMAIM PEER PRIVATE PEER PUBLIC GROLP
TYPE PROTOCOL SYSTEMIP 1D ID  PRVATE IR PORT PUBLIC I PORT LOCAL COLOR  STATE
UPTIME 1D
vbond dis i 0 132525 12346 132525 12348 gold connsct
vbond oes [ 0 132525 12446 132335 1246 b connect

An engineer is troubleshooting a control connection Issue. What does "connect" mean in this how control connections output?

Control connection is down
Control connection is connected

Control connection attempt is in progress

o n >

Control connection is up

Correct Answer: C

Section:

Explanation:

Reference: https://community.cisco.com/tS/networking-documents/sd-wan-routers-troubleshootcontrol-connections/ta-p/3813237

QUESTION 31
Which hardware component is involved in the Cisco SD-WAN authentication process for ISR platforms?

TPMD
ZTP
TPC
SUDI

OO0 w®

Correct Answer: D

Section:

Explanation:
Reference:https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-wan-edgeonboarding-deploy-guide-2020nov.pdf

QUESTION 32
Which alarm setting is configured to monitor serious events that affect but do not shut down, the operation of a network function?

Minor
Major
Medium
Critical

OO0 >
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Correct Answer: B

Section:

Explanation:

Reference: https://sdwan-docs.cisco.com/Product Documentation/vManage How-Tos/Troubleshooting/Monitor Alarms

QUESTION 33
Refer to the exhibit.

Pmmm

103501 deachabile 00 vEilge Choud ] -

What does the BFD value of 8 represent?

number of BFD sessions
hello timer of BFD session

poll-interval of BFD session.

OO0 ®

dead timer of BFD session

Correct Answer: A
Section:

QUESTION 34
How is the scalability of the vManage increased in Cisco SD-WAN Fabric?

Increase licensing on the vManage

Deploy multiple vManage controllers in a cluster

Deploy more than one vManage controllers on different physical server.
Increase the bandwidth of the WAN link connected to the vManage

o 0N >

Correct Answer: B
Section:

QUESTION 35
Which component of the Cisco SD-WAN control plane architecture should be located in a public Internet address space and facilitates NAT-traversal?

vBond
WAN Edge
vSmart

o n >

vManage

Correct Answer: A

Section:

Explanation:

Reference:

https://www.cisco.com/c/dam/global/da_dk/assets/pdfs/cisco _virtual update cisco sdwan viptela.pdf

QUESTION 36
Refer to the exhibit.
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Which QoS treatment results from this configuration after the access list acl-guest is applied inbound on the vpnl interface?

A UDP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted
A TCP packet sourcing from 172.16.10.1 and destined to 172.16.20.1 is dropped
A UDP packet souring from 172.16.10.1 and destined to 172.16.20.1 is dropped.
A TCP packet sourcing from 172.16.20.1 and destined to 172.16.10.1 is accepted

OO0 >

Correct Answer: C
Section:

QUESTION 37
Which component of the Cisco SD-WAN architecture oversees the control plane of overlay network to establish, adjust, and maintain the connections between the WAN Edge devices that form the Cisco SD-WAN fabric?

APIC-EM
vManage
vSmart
vBond

OO0 wp

Correct Answer: C
Section:

QUESTION 38
Which command verifies a policy that has been pushed to the vEdge router?

vEdge# show running-config data policy
vEdge# show policy from-vsmart
vSmart# show running-config policy

o0 w®

vSmart# show running-config apply-policy

Correct Answer: B

Section:

Explanation:

Cisco vSmart Controller

The Cison vSmart Controler oversess the confrol plane of the Cisco SN-WAN overlay network, esfablishing, adjusting, and maintaining the connectiors that form the
Cisco SD-WAIN fabiric.

Reference:

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policiesbook.pdf
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QUESTION 39
Which command on a WAN Edge device displays the information about the colors present in the fabric that are learned from vSmart via OMP?

show omp tlocs
show omp sessions

show omp peers

o0 ® >

show omp route

Correct Answer: A

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/sdwan-crbook/sdwan-cr-book chapter 0100.html#wp1675287742

QUESTION 40
Which template configures the out-of-band management VPN?

A.
Section Parameter Type Variable/value
Basic configuration Shutdown Glabal No
Interface Name Global loopback(
IPv4 configuration IPv4 Address  Radio button Static
IPv4 Address Device Specific vpni_lo0_int_ip_addrimaskbits
B.
Section Farameter Variable/value
Basic configuration  Shutdown Global Mo
i luce Manwe Dovice Spocific vpnSI12 mgt int mgmtd or goxx
Doocription Global Managoment Interface
IPv4 configuration IPvd Address Radic button Static
v Addiess LDennoe Specihic v 12 _ gl _ip_addnineskibnls
C.
Section Farameter Type Variable/value
Basic configuration VN Globul 512
Mame Global Management VPN
IPvd Routa Fichx Calabal .00, 00
Gateway Radio button MNext | lop
Mot Hop 1 doace Spoacih vinds 12 gt next hop e ackcdr
D.

Section Parameater Variable/value

Basic configuration  Shutdown Dewvice Specihc vpn1_lan_intZ2_shutdown

Ilcefzsee: N Device Specific vpnl_lan_int2_gexix
IPvd configuration Mrexicaiplion Do Sprecalic: v _ban_ind2_cdesicnpdion

M4 Address Radio button Static

IPvd4 Addioss Dewvice Specific v _lan_inl2_ip_addiiimaskbils
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Correct Answer: C
Section:

QUESTION 41
Which protocol is used to measure loss latency, Jitter, and liveliness of the tunnel between WAN Edge router peers?

OMP

IP SLA
NetFlow
BFD

OO0 w® P

Correct Answer: D

Section:

Explanation:

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/ TECCRS-2014.pdf

QUESTION 42
An engineer is troubleshooting a vEdge router and identifies a "DCONFAIL — DTLS connection failure" message. What is the problem?

certificate mismatch
organization mismatch

memory issue

OO0 >

connectivity issue

Correct Answer: D

Section:

Explanation:

https://community.cisco.com/t5/networking-documents/sd-wan-routers-troubleshoot-controlconnections/ta-p/381323 7#toc-h1d-340740870

QUESTION 43
Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?

Cloud Express service

Enterprise Firewall with Application Awareness
reverse proxy

IPsec/GRE cloud proxy

o0 ® >

Correct Answer: B

Section:

Explanation:
https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-c07-740642.html#Step2SoftwareType

QUESTION 44
When the VPN membership policy is being controlled at the vSmart controller, which policy disallows VPN 1 at sites 20 and 30?

A.
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apply=-policy
site-list 20-30

vprn-membeaership disallow-vpn 1

!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
1
vpn-list WPk 1
vipn 10
vpn 20
!
1

vprn-mambearship disallow-vpn 1

sequence 10
match

vpn-list VPN 1
L

action reject
|

1

default-action accept

policy
lists
site-list 20-30
site-id 20
site-id 30
!
prefix-list drop-list
ip-prefix 10.200.1.0/24
1
1

control-policy drop-unwanted-routes

sequence 10
match route
prefix-list drop-list
1

action reject
!
1
default-action accept

apply-policy
site-list 20-30
vpn-membership disallow-vpn1
!
!
policy
lists
site-list 20-30
site-id 20
site-id 30
!
!
vpn-membership disallow-vpn1
sequence 10
match vpn-id 1
action reject
1
!
default-action accept
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policy
lists
site-list BP-Sites
site-id 10
site-id 20
vpn-list All-BPs
vpn 100
vpn 101
vpn-list Enterprise-BP
vpn 200
control-policy import-BPs-to-Enterprise
sequence 10
match route
vpn-list All-BPs
1

action accept
export-to vpn-list Enterprise-BP
!

1
! !
default-action accept
E. Option A
F. Option B
G. Option C

H. Option D

Correct Answer: C
Section:

Explanation:
Reference: https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-17-2.pdf#page=190

QUESTION 45
Which configuration changes the packet loss priority from low to highly?

A.
worlicy
policer ccnp-traffic
rate 1000090
burst Z0000
plp high
B.
I,'Il-i :I "":'
policer conp-traffic
rate 1000000
burst Z00DO0C
exXceod remarck
C.
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Correct Answer: B
Section:
Explanation:

we change the PLP from low to high (configured by the policer exceed remark command)

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/qos/vEdge-20-x/qosbook/forwarding-qos.html

QUESTION 46
In which VPN is the NAT operation on an outgoing interface configured for direct Interne! access?

1
10
512

OO0 wp

Correct Answer: D
Section:

Explanation:
Reference: https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2019nov.pdf

QUESTION 47
Which two platforms for the Cisco SD-WAN architecture are deployable in a hypervisor on-premises or in IAAS Cloud? (Choose two.)

CSR 1000v
vEdge 100c
vEdge Cloud
vEdge 2000
ISR 4431

moo® P

Correct Answer: A, C

Section:

Explanation:

Reference:
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-ciscosd-wan-ebook-cte-en.pdf

QUESTION 48
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When redistribution is configured between OMP and BGP at two Data Center sites that have Direct Connection interlink, which step avoids learning the same routes on WAN Edge routers of the DCs from LAN?

Define different VRFs on both DCs

Set same overlay AS on both DC WAN Edge routers

Set down-bit on Edge routers on DC1

Set OMP admin distance lower than BGP admin distance

o0 ® >

Correct Answer: B
Section:
Explanation:

Typically. there are more than one datacenters for HAU redundancy requirements. After
successful migration of the farst datacenter, migrate the second datacenter @ a similar method
as explained in this section. Mote that a routing loop can occur if there is a backdoor link
betwoen the datacenter sites and route advertisement 13 conligured between the two
datacenters. To avoid the loop, any of the three methods explained below can be used:

1. Use the same Autonomous System Numbers (ASN) on edge routers of the rovo
datacenters, Because of the same ASN, the AS-PATH annbate will avosd |ear||.i||.g the same
prefines on the edge routers that are advertised by the other datacenter towards the LAN side

2. Use overlay-AS 10 insen Overlay Management Protocol (OMFP) AS number when
redistributing the routes from OMP into LAN side towards DC LAN. Configure all DC SD-
WAN edge routers with the same overlay-as. This allows the edges to Gilter the routes
advertised by the other DCs edge devices towards the LAN side and prevents redistribanting
the same routes back mto OMP.

3. Use tags or communities 1o mark the prefives ar one datacenter when redistributing
1o DO LAN and Glter on the edge of the other datacenter when learning advertisements from
the LAM side

QUESTION 49
Which value is verified in the certificates to confirm the identity of the physical WAN Edge device?

Serial Number
oTP
System-IP
Chassis-ID

o0 ® >

Correct Answer: A
Section:

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/managecertificates.html

QUESTION 50
Which configuration allows users to reach YouTube from a local Internet breakout?

A
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VPN 10
ip route 0.0.0.0/0 vpn 0O

VPN 10
Ip route 0.0.0.0/0 vpn O
VPN O
Interface Gig1/1
nat
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policy

data-policy DPI
vpn-list vpn10
sequence 10

match

app-list YouTube
destination-port 80 443
!

action accept

count Youtube

1

default-action accept
!

lists

vpn-list vpn10

vpn 10

!

app-list YouTube
app youtube

app youtube_hd

!

site-list Remote
site-id 14

site-id 15

!

!

!

apply-policy

site-list Remote
data-policy DPI from-transport

s, dumps

vpn-list vpn10
sequence 10
match

app=list YouTubea
!

action drop
count Youtube

!

default-action accept
!

lists

vpn-list vpn10
vpn 10

1

app-list YouTube
app youtube

app youtube_hd
|

site-list Remote
site-id 14

site-id 15

!

apply-policy

site-list Remote

data-policy DPI from-transport

vpn 10
ip route 0.0.0.0/0 vpn O

Correct Answer: B

Section:
Explanation:
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As explained in figure 7, within the direct Internet model, segmentation is leveraged by deploying centralized data policies or
a NAT DIA route to leak Internet traffic from the service-side VPN (VPNs 0 - 511,513 - 65530) into the Internet transport VPN
(VPN 0), which allows traffic to exit directly to the Internet through the NAT- enabled interface in VPN 0.

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/sdwan-dia-deploy-2020aug.pdf

QUESTION 51
Which command disables the logging of syslog messages to the local disk?

no system logging disk enable
no system logging disk local
system logging disk disable

o 0N >

system logging server remote

Correct Answer: A

Section:

Explanation:

Reference:

https://sdwandocs.cisco.com/Product Documentation/Software Features/SDWAN_Release 16.3/02System and_Interfaces/08Configuring System Logging

T efbaiale thee | TR g + ,-'.l(.g L R,:"\Fl\'.t-' rhe o al dizk, | =& The No System -'l'rg,s:il'lgl'li'.l'\. enable ol

QUESTION 52
Which API call retrieves a list of all devices in the network?

https://vmanage IP address/dataservice/system/device/{{model}}
http://vmanage IP_address/dataservice/system/device/{{model} }
http://vmanage IP_address/api-call/system/device/{{model} }

o0 ® >

https://vmanage IP address/api-call/system/device/{{model} }

Correct Answer: A
Section:
Explanation:

Display zl evailable vEdge routers in the ovarav network.
GET https://<vmanage-ip-address}/dataservice/systam/cevice/vecges

QUESTION 53
On which device is a service FW address configured to Insert firewall service at the hub?

vEdge at the branch
vSmart at the hub
vEdge at the hub
vSmart at the branch

o 0N >

Correct Answer: C
Section:
Explanation:
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Reference:
https://sdwandocs.cisco.com/Product Documentation/Software Features/Release 18.4/07Policy Applications/02Service Chaining/Service Chaining Configuration Examples

QUESTION 54
Refer to the exhibit.
#Branchl-Edgel #Branchl-Edge2
vpn 0 vpn0
1
interface ge0/1 interface ge0/2
ip address no shutdown
172.17.113.241/28 !
tunnel-interface interface geQ/2.704
encapsulation ipsec ip address 10.113.4.1/30
color mpls restrict tunnel-interface
! encapsulation ipsec
no shutdown color mpls restrict
| mtu 1496
interface ge0/2.704 no shutdown
ip address 10.113.4.2/30 !
tloc-extension ge0/2 ip route 0.0.0.0/0 10.113.4.2

Which configuration change is needed to configure the tloc-extention on Branch1-Edge1?
A interface ge0/2.704
Ip address 10.113.4.1/20
lunnel-inlerface
encapsulalion ipsec
color mpls reslrict
no shuldown

Y- interface ge/2.704
ip address 10.113.1.2/30
mtu 1196
tloc-extension gel/1

€. interface ge0/2.704
ip address 10.113.14.2/30
miu 1496
tHoc-extlension ged/2

interface gel/2.704
ip address 10.113.4.1/30
tunnel-interface
encapsulation Ipsec
color mpls restrict
mtu 1496
tioc-extension ge0/2
no shutdown

D.

A. Option A
B. Option B
C. Option C
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D. Option D

Correct Answer: B
Section:

QUESTION 55
A voice packet requires a latency of 50 msec. Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

centralized control
localized data
localized control

o0 ® >

centralized data

Correct Answer: D

Section:

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policiesbook-xe/application-aware-routing.html

QUESTION 56
A vEdge platform is sending VRRP advertisement messages every 10 seconds. Which value configures the router back to the default timer?

2 seconds
3 seconds

1 second

oSN >

5 seconds

Correct Answer: C

Section:

Explanation:

Reference:

https://sdwandocs.cisco.com/Product Documentation/vManage Help/Release 18.3/Configuration/Templates/VPN Interface Ethernet

QUESTION 57
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

Real Time
System Status
ACL Logs
Events

o0 ® >

Correct Answer: A
Section:
Explanation:

« Using Cieco viManage

vices on he Real Time monionng page (Monkbor > Nebwork > sy = Real Teme) For Device Options, solect OMP Services

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge-20-x/policiesbook/service-chaining.html

QUESTION 58
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At which layer does the application-aware firewall block applications on a WAN Edge?

oS 0O w >
N 9 W

Correct Answer: B
Section:

QUESTION 59
Which combination of platforms are managed by vManage?

ISR4321, ASR1001, ENCS, ISRv

ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
ISR4321, ASR1001, Nexus, ENCS

ISR4351, ASRI009, vEdge2000, CSR1000v

o0 ® >

Correct Answer: A

Section:

Explanation:

Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sdwan/nb-06-sw-defined-wan-faq-cte-en.pdf

QUESTION 60
Which scheduling method is configured by default for the eight queues in the cloud vEdge router1?

low latency queue
priority queue
weighted random early detection

o 0N >

weighted round robin

Correct Answer: D

Section:

Explanation:

Reference:

https://sdwan-docs.cisco.com/Product Documentation/Software Features/SDWAN Release 16.3/06Policy Basics/O5Localized Data Policy/Configuring Localized Data Policy for IPv4

QUESTION 61
Which platforms are managed by a single vManage dashboard?

ISR4351, ASR1002HX, vEdge2000, vEdge Cloud
ISR4321, ASR1001, Nexus, ENCS

ISR4321, ASR1001, ENCS, ISRv

ISR4351, ASR1009, vEdge2000, CSR1000v

o0 ® >

Correct Answer: C
Section:
Explanation:
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Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sdwan/nb-06-sw-defined-wan-faq-cte-en.pdf

QUESTION 62
Which pathway under Monitor > Network > Select Device is used to verify service insertion configuration?

System Status
Troubleshooting

Real Time

o0 ® >

Events

Correct Answer: B

Section:

Explanation:

Reference: https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2018/pdf/LABEN-2010-LG.pdf

« Uslng ClEco vManade

oW The acrncs chom poth on 1hoe Tracensute pago (Monitor = Network = a50ks = Troaublaghooting * Connactivity » Trace Routa). Entar the

deatimation P VPN, and sourca miterface for the desired path

QUESTION 63
What is a benefit of the application aware firewall feature in the Cisco SD-WAN solution?

application monitoring
application malware protection
application visibility

OO0 wp

control policy enforcement

Correct Answer: C

Section:

Explanation:
https://www.cisco.com/c/dam/en/us/td/docs/routers/sdwan/configuration/config-18-4.pdf#page=242

QUESTION 64
A policy is created to influence routing path in the network using a group of prefixes. What policy application will achieve this goal when applied to a site List?

vpn-membership policy
cflowd-template
app-route policy

o n >

control-policy

Correct Answer: D
Section:

QUESTION 65
Which component of the Cisco SD-WAN secure extensible network provides a single pane of glass approach to network monitoring and configuration?

A. APIC-EM
B. vSmart
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https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2018/pdf/LABEN-2010-LG.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2018/pdf/LABEN-2010-LG.pdf
https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2018/pdf/LABEN-2010-LG.pdf
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C. vManage
D. vBond

Correct Answer: C
Section:
Explanation:

anents &nd both enterprise and exiended enterprise WAN edge devices

adrmrestration, and analyiics a5 the op-ievel menus

QUESTION 66
A network administrator is configuring Qos on a vEdge 5000 router and needs to enable it on the transport side interface. Which policy setting must be selected to accomplish this goal?

A. Cloud QoS Service side
B. Cloud QoS
C. NetFlow

D. Application

Correct Answer: B
Section:

QUESTION 67
Which two algorithms authenticate a user when configuring SNMPv3 monitoring on a WAN Edge router? (Choose two.)

AES-256
SHA-1
AES-128
MD5
SHA-2

m o 0w >

Correct Answer: A, B
Section:

Explanation:
Configuare SNMPY]

Ui rbri, in B e Secton, chok Add New User s enler the

Yol

Lo

https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/snmp/snmp-book.html

QUESTION 68
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In the Cisco SD_WAN solution, vSmart controller is responsible for which two actions? (Choose two.)

Distribute crypto key information among vEdge routers
Configure and monitor vEdge routers.

Authenticate and authorize vEdge routers.

Distribute the IP address from DHCP server to vEdge routers.

moo®p

Distribute route and policy information via OMP.

Correct Answer: A, E
Section:
Explanation:

vamart controller - This software-based component is responsible for the centralized control plane of the SD-WAN network. It
maintains & secure connection to each WAN Edge router and destnibutes routes and policy mformation via the Overlay Management|
Protocol (OMP), acting as a route reflector. It also orchestrates the secure data plane connectivity between the WAN Edge routers

by reflecting crypto key infarmation onginating: from WAN Edge routers, aliowing for a very scalable, IKE-less architecture

QUESTION 69
In an AWS cloud, which feature provision WAN Edge routers automatically in Cisco SD-WAN?

Cloud app
Cloud OnRamp
vAnalytics

o0 w®

Network Designer

Correct Answer: B
Section:
Explanation:

e giters edhe vbdge Coud of OSSR (g senaces Routsrl m e AWS coud afer provcing

QUESTION 70
A Cisco SD-WAN customer has a requirement to calculate the SHA value for files as they pass through the device to see the returned disposition and determine if the file is good, unknown or malicious.
The customer also wants to perform real-time traffic analysis and generate alerts when threats are detected Which two Cisco SD-WAN solutions meet the requirements? (Choose two.)

Cisco Trust Anchor Module
Cisco Threat Grid

Cisco Snort IPS

Cisco AMP

Cisco Secure Endpoint

m o 0w >

Correct Answer: C,D
Section:

QUESTION 71
Which vBond system configuration under VPN 0 allows for a routable public IP address even if the DNS name, hostname, or IP address of the vBond orchestrator are omitted?

A. local
B. vbond-only
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C. dns-name
D. WAN

Correct Answer: A
Section:

QUESTION 72

An engineering team must prepare a traffic engineering policy where an MPLS circuit is preferred for traffic coming from the Admin VLAN Internet should be used as a backup only. Which configuration fulfill this
requirement?

A.

data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prafiz-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
et
wpn 10
toc-list Hub_TLOCs
delault-3cton reject
L]
tlocdist Hub_TLOCs

ﬂum.l..l.i'mhrmplloﬂuplpncmm
tloc 10.4.4.4 color public-internet encap ipsec preference 600

policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix

destination-data-prefix-list Dest_Prefix
action accept

= dumps

tloc-list Hub_TLOCs

tloc 10.4 4.4 color mpls encap ipsec preference 300
tloc 10.4.4.4 color public-internet encap ipsec preference 600

data-peolicy _TE
vpn-list VEN_10
sequence 1
match

fix-list Source
destination-data-prefix-list Dest_Prefix
action accept

et

wpn 10

doc-list Hub_TLOCs
default-action accept
!
tlee-list Hub_TLOCs

tiec 10.4.4.4 color mpls encap ipsec preference 500
tioe 10.4.4.4 color public-intermet encap ipsec preference 200
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policy
data-policy _TE
vpn-list VPN_10
sequence 1
match
source-data-prefix-list Source_Prefix
destination-data-prefix-list Dest_Prefix
action accept
set
vpn 512
tloc-list Hub_TLOCs
default-action accept
1
tlocist Hub_TLOCs
tioc 10.4.4.4 color mpls encap ipsec preference 600
tloc 10.4.4.4 color public-internet encap ipsec preference 300

Option A
Option B
Option C
Option D

T 6 mm

Correct Answer: C
Section:

QUESTION 73
Which service VPN must be reachable from all WAN Edge devices and the controllers?

VPNO
VPN10
VPN215
VPN512

oSN >

Correct Answer: A
Section:

QUESTION 74
In which Cisco SD-WAN deployment scenario does Cisco Umbrella SIG deliver the most value?

A. when a centralized Internet breakout solution is implemented
B. when resource-intensive security operations are offloaded from entry-level WAN Edge devices
C. when the identity of several WAN Edge devices is verified throughout the network throughout the network

Correct Answer: B
Section:

QUESTION 75

An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the task?
A)
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A. Option A
B. OptionB
C. OptionC
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D. OptionD

Correct Answer: D
Section:

QUESTION 76
Which multicast component is irrelevant when defining a multicast replicator outside the local network without any multicast sources or receivers?

A. PIM interfaces
B. TLOC

C. overlay BFD
D. OMP

Correct Answer: A
Section:

QUESTION 77
What is the role of the Session Traversal Utilities for NAT server provided by the vBond orchestrator?

It facilitates SD-WAN toners and controllers to discover their own mapped or translated IP addresses and port numbers

It prevents SD-WAN Edge routers from forming sessions with public transports among different service providers

It facilitates SD-WAN Edge routers to stay behind a NAT-enabled firewall while the transport addresses of the SD-WAN controller are unNAT-ed
It allows WAN Edge routers to form sessions among MPLS TLOCs using only public IP addresses

OO0 wp

Correct Answer: C
Section:

QUESTION 78
An engineer must create a QoS policy by creating a class map and assigning it to the LLQ queue on a WAN Edge router Which configuration accomplishes the task?
A)

B)
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A. Option A
B. OptionB
C. OptionC
D. OptionD

Correct Answer: D
Section:

QUESTION 79
A company must avoid downtime at the remote sites and data plane to continue forwarding traffic between WAN Edge devices if the branch router loses connectivity to its OMP peers Which configuration meets the

requirement?

A.
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Correct Answer: D
Section:

QUESTION 80
Which secure tunnel type should be used to connect one WAN Edge router to other WAN Edge routers?

TLS
DTLS
SSL VPN
[Psec

o0 w® >

Correct Answer: D
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Section:

QUESTION 81
An engineer is configuring a data policy for IPv4 prefixes for a single WAN Edge device on a site with multiple WAN Edge devices How is this policy added using the policy configuration wizard?

In vManage NMS, select the configure ? policies screen, select the localized policy tab and click add policy
In vSmart controller, select the configure ? policies screen, select the localized policy tab. and click add policy
In vManage NMS. select the configure ? policies screen select the centralized policy tab and click add policy

OO0 wp

In vBond orchestrator. select the configure ? policies screen, select the localized policy tab. and click add policy

Correct Answer: A
Section:

QUESTION 82
Refer to the exhibit.
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Which command-line configuration on a WAN Edge device achieves these results?

A.

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation gre
color public-internet
allow-service ntp

ip route 0.0.0.0/0 10.50.0.102
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vpn 0
interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all
allow-service netconf

ip route 0.0.0.0/0 10.50.0.102

vpn 0

interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
allow-service none

ip route 0.0.0.0/0 10.50.0.102

vpn 1
interface
ip address 10.50.0.101/30
tunnel-interface
encapsulation ipsec
color public-internet restrict

S e dumps
allow-service netconf
io route 0.0.0.0/0 10.50.0.102

Correct Answer: B
Section:

QUESTION 83
Company E wants to deploy Cisco SD-WAN with controllers in AWS The company's existing WAN is on private MPLS without Internet access to controllers m AWS An Internet circuit is added to a site in addition to the
existing MPLS circuit. Which interface template establishes BFD neighbors over both transports?

A.
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Correct Answer: A
Section:

dumps

Refer to the exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

SDWAN
Enterprise Network

Existing Path
PFroposed Path

The network team must configure branch B WAN Edge device 103 to establish dynamic full-mesh I[Psec tunnels between all colors with branches over MPLS and Internet circuits. The branch ts
configured with:
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viptela-system:system

device-model vedge-cloud
host-nam vEdge-Cloud
location CA
system-ip 10444
domain-id 1
site-id 1
organization-name ABC
clock timezone US/INewyork
vbond 10.10.0.1 port 12346

omp
no shutdown

graceful-restart
vpn 512

interface eth(
ip address 10.0.0.1/24

no shutdown
Which configuration meets the requirement? u m ps
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8. vpnO
interface ge0/0

description “*"" Internet Circuit "™~

ip address 209.165.200.2256/30

tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

vpn 1
interface ge0/1
description “**" MPLS ™™™
ip address 10.10.0.101/30
tunnel-interface
encapsulation ipsec
color mpls
allow-service all

C. vpnO d
interface ge0/0 u m ps
description “**" Internet Circuit *™*"
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
group 500
allow-service all

interface ge0/1

description “*** MPLS ***”

ip address 10.10.0.101/30

tunnel-interface
encapsulation ipsec
color mpls restrict
group 50
allow-service all

C. vpnO
interface ge0/D
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Intertace geu/v
description “*** Internet Circuit ***”
ip address 209.165.200.225/30
tunnel-interface
encapsulation ipsec
color public-internet restrict
allow-service all

interface ge0/1 |
description “*** MPLS ***”
ip address 10.10.0.101/30 |
tunnel-interface
encapsulation ipsec
color mpis restrict
allow-service all

Option A
Option B
Option C
Option D

OO0 >

Correct Answer: D
Section:

QUESTION 85
What is the procedure to upgrade all Cisco SD-WAN devices to a recent version?

The upgrade is performed for a group of WAN Edge devices first to ensure data-plabe availability when other controllers are updated.

The upgrade is performed first on vManage, then on WAN Edge devices, then on vBond and finally on vSmart The reboot must start from WAN Edge devices.
Upgrade and reboot are performed first on vManage then on vBond then on vSmart. and finally on the Cisco WAN Edge devices.

Upgrade and reboot are performed first on vBond. then on vSmart. and finally on the Cisco WAN Edge devices.

OO0 wp

Correct Answer: C
Section:

QUESTION 86
Refer to the exhibit.
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Address Family B~ @ On Off
| Address Family ek ipv4-unicast
I Maximum Number of Prefixes @ ~
|
Route Policy In &~ On ® Off
1
| Route Policy Out . ‘ On FL- . Off
i 1] )S
Policy Name & -«  eBGP_Community_Policy

The engineer must assign community tags to 3 of its 74 critical server networks as soon as that are advertised to BGP peers. These server networks must not be advertised outside AS. Which
configuration fulfill this requirement?

A.
policy
route-policy ¢BGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 99965000 local-as
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

policy
route-policy ¢eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept

ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

policy
route-policy #BGP_Community_Policy
sequence 1
match
address Community Prefix
action accept
set
community §99.65000 local-as
Ig:m-acﬂon reject
prefix-list Community
ip-prefix 20.20.20.0/24

P s dumps

policy
route-policy ¢eBGP_Community_Polic
sequence 1

match
address Community_Prefix
action accept
set
community $99:65000 no-export
default-action accept
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
io-prefix 22.22.22.0/24

Correct Answer: D
Section:

C.

QUESTION 87
Refer to the exhibit.
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Customer A

' Geof2 Gelf2
‘ TLOC Extension

R1 R2

An MPLS connection on R2 must extend to R1 Users behind R1 must have dual connectivity for data traffic Which configuration provides R1 control connectivity over the MPLS connection?

o dumps

interface ge0/2
ip address 34.34.34.1/30
tloc-extension ge0/1
tunnel-interface
color mpls

R2
interface

geli2
ip address 34.34.34,2/30
tloc-extension ge0/0
tunnel-interface
color public-internet

R1

imerface ge0/2
ip address 34.34.34.1/30
tloc-extension ge0/1

R2
interface ge0/0

ip address 34.34.34.2/30
tunnel-interface
color mpis
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vpn 0

router

ospf
redistribute omp route-policy OSPF_Route_Policy

prefix-ist W2_
Ip-prefix 10.10.10.5/32
!

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
!

action accept
set
metric 100
metric-type type
D.
vpn 10
name """ Service VPN 10 ="
router
ospf
rtditatrlbuu omp route-policy OSPF_Route_Policy
area
interface ge0/2

= dumps
prefix-list W2_Loopback
lip—pnﬂl 10.10.10.5/32

route-policy OSPF_Route_Policy
sequence 1
match
address W2_Loopback
]

action acceot
E. Option A

F. Option B
G. Option C
H. Option D

Correct Answer: D
Section:

QUESTION 88
What prohibits deleting a VNF image from the software repository?

A. if the image is stored by vManage
B. if the image is referenced by a service chain
C. if the image is uploaded by a WAN Edge device
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D. if the image is included in a configured policy

Correct Answer: D
Section:

QUESTION 89
Which set of elements are verified by the controller to confirm the identity of edge devices?

HTTP loss and latency metrics to the SaaS application
ICMP loss and latency metrics to the SaaS application
BFD loss and latency metrics to the gateway site

BFD loss and latency metrics to the SaaS application

mo o ® P

HTTP loss and latency metrics to the gateway site

Correct Answer: A, C
Section:

Explanation:
-The gateway vEdge uses HTTP to obtain SaaS application performance information - The client vEdgewill use BFD over the IPSec tunnel to the gateway site to obtain client>gateway path performanceinformation
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/SDWAN/CVD-SD-WAN-Cloud-onRamp-for-SaaS-Deployment-Guide-2018JUL.pdf

QUESTION 90
An enterprise needs DIA on some of its branches with a common location ID: A041:B70C: D78E::18 Which WAN Edge configuration meets the requirement?

au

A.

vpn 1

interface ge0/1
ip address 172.1

vpn
ip route 0.0.0.0/0 vpn 0
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vpn 1
ip route 0.0.0.0/0 vpn 1
interface ge0/0
ip address 172.16.0.1/24
nat
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vpn 0
interface ge0/0
ip address 172.16.0.1/24
nat
vpn 1

ip route 0.0.0.0/0 vpm0-
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vpn 0

ip route 0.0.0.0/0 vpn 0
vpn 1
interface ge(/1
ip address 172.16.0.1/24

dumps
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vManaae

system

system-ip 10.11.11.1
host-name vilanaoe

Interiace ethl

Ip address 11.1.1.1724

No shut

Tunnelinterface
Allorw-service all

Ip route 0.0.0.0/0 11.1.1.254

vimart

system

system-ip 10.11.11.1
hasl.name vaman

site-kd 1

clock timezone Europe/Rome
vbond 11.1.1.3
ofganization-name Cisco.com
Von 0

Inlerface gthl

Ip acdress 11.1.1.2724

MO shut

Tunnelinterface
Allow-sendice all

Ip route 0.0.0.000 11.1.1.254

vBond

sysiem

system-ip 10.11.11.3
hosl-name vilanaoe

site<id 1

clock timezone Europe/London
vbond 11.1.1.1 local
ofganization-name Cioo.com
Von 0

Interace gel/0

Ip address 11.1.1.3728

MNo shut

Tunnel-interface

Encapsutation jpsec
Allow-senvice all

ip route 0.0.0.0/0 11.1.1.254

vManage and vSmart have an issue establishing a connection to vBond. Which configura

o0 ® >

Correct Answer: B
Section:

QUESTION 92

Configure the tunnel interface on all three controllers with a color of transport.
Change the timezone on the vSmart to Europe/London.
Configure the (11.1.1.X/24) IP addresses on the elhO interfaces on vManage and vSmart.
Reconfigure the system-ip parameter on vSmart to 11.1.1.2.

tionlesolves the 1ssue?

Which destination UDP port is used by WAN Edge router to make a DTLS connection with vBond Orchestrator?

12343
12345
12346
12347

o n >

Correct Answer: C
Section:

QUESTION 93
DRAG DROP

Drag and drop the devices from the left onto the correct functions on the right.
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Select and Place:

establishes a secured data plane
first point of authentication
e

~ single pane of glass

oo s |
Correct Answer:
Section:
Explanation:
Reference: https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2019/pdf/LTRCRS-3550.pdf sli u m ps
QUESTION 94
DRAG DROP

Drag and drop the vManage policy configuration procedures from the left onto the correct definitions on the right.

Select and Place:

Create the network structure to which
the policy applies

"Create lists that group together related
items that an engineer can call in the

| match or action components of a policy

.Assnaaga policy with sites and VPNs in
the overlay network

G T

Correct Answer:
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*‘.—.ﬂ.

Configure topology

Apply policies to sites and VPNs

Configure traffic rules

—F

———

Section:
Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/vedge/policies-book/data-policies.html

QUESTION 95
Which policy is configured to ensure that a voice packet is always sent on the link with less than a 50 msec delay?

localized data policy
localized control policy
centralized data policy

o 0N >

centralized control policy

Correct Answer: C
Section:

QUESTION 96
An organization requires the use of integrated preventative engines, exploit protection, and the most updated and advanced signature-based antivirus with sandboxing and threat intelligence to stop malicious attachments before
they reach users and get executed. Which Cisco SD-WAN solution meets the requirements?

Cisco Trust Anchor module

URL filtering and Umbrella DNS security
Cisco AMP and Threat Grid

Snort IPS

OO0 wp

Correct Answer: D
Section:

QUESTION 97
What is the minimum Red Hat Enterprise Linux operating system requirement for a Cisco SD-WAN controller deployment via KVM?

RHEL7.5
RHEL 6.5
RHEL4.4
RHEL 6.7

OO0 wp
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Correct Answer: D
Section:

QUESTION 98
An engineer must automate certificate signing through Cisco. Which vManage configuration achieves this task?

vpn 0
dns 208.67.222.222 primary
allow-service ﬂns
allow-service sshd
allow-service netcohi””
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vpn 0
allow-service dns
allow-service sshd
allow-service netconf

dumps

vpn 512

dns 208.67.222.222 primary
allow-service dns
allow-service sshd
~ allow-service netconf
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vpn 51
allow-service dns
allow-sarvice sshd

-

allow-service netconf

"y
@] ™
Correct Answer: A
Section:
QUESTION 99

Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy?
Which issue triggers the Cisco Umbrella resolver to toward DNS requests to the intelligent proxy?

A domain is nonexistent.
A domain is block-listed.
A domain is locally reachable.

o0 ® >

A domain is grey-listed.

Correct Answer: D
Section:

QUESTION 100
How many vCPUs and how much RAM are recommended to run the vSmart controller on the KVM server for 251 to 1000 devices in software version 20.4.x?

4vCPUs. 16 GB
4 vCPUs. 8 GB
8vCPUs. 16 GB
2vCPUs.4GB

OO0 >
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Correct Answer: B
Section:

QUESTION 101
Refer to the exhibit.

Servide VPN ] Seprenty
London 10.L10.0/24

10.L12.0/24
WAN Edge prg i @ vManage

* @ vons

N

Rome Barcelona Paris
WAN Edge WAN Edge WAN Edge
Lervae VPN | teprreah Senvior VN 1 Begmanla Servioe VPN 1 Segmenta
180210/ 16.1.31.0/24 16.0.40.8/24
100220/ 101 80.0/04 100420004
10.1.20.0/24 101 55.0/24 16.1.43.0/24

The Cisco SD-WAN network is configured with a default full-mesh topology. An engineer wants Paris WAN Edge to use the Internet HOC as the preferred TLOC for MSN Messenger and AOL

Messenger traffic. Which policy achieves this goal? u m p S

A.
s ] mmranl . Cugiom Options -
Conmrolisod Poley  Locansesd Puicy O comsized Poscy [ +) Locadred Peicy
CJI‘\.;.-\.I :.'LPF'.'H.I
Litts I Listy I
T ooy ¥ ormprdirs] Ot D08
Trarta Doy Aoy Coresdl Lty
U b bois T
B.
T ==
Conmrstred Polcy  Lox i tet iy O comsized Poicy Q) rocstzes sy
e Ppdary
L4 | L.
L o oy « LA
Trs™s v A i G
Bym mar
C.
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Correct Answer: A
Section:

QUESTION 102

An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart troller. Which configuration accomplishes this task?
wpn
irterface ath!
ip addrens 199.1.1.1/28
unreiinterface
ablgwe-garice vihd
aiiow-service rmtcont
reg shudomn

vpn 8§12
inkprfare st

g lp address 108.1.1 908
fuannl-i et ace
owe-tervice syhd
Alpw-Sarvics seteont

5
-

Wpn
interface wihi
R address 19994028
tunnebintarface

abigwerervice sshd
Afirw-sarvioe Rip

van 512

interfsce wthl
ip address 199.1.1.1328
tunmdinterface

alirw-service neteont
na albow-service rp
na alicw-service stun

=

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: A
Section:

QUESTION 103
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Refer to the exhibit.

S0
o
/:ustumer
XYZ

Ge0/2 Ged/2

TLOC Extension

Ged/3 Ge0/3

R1 R2

Customer XYZ cannot provision dual connectivity on both of its routers due to budget constraints but wants to use both R1 and R2 interlaces for users behind them for load balancing toward the hub
site.
Which configuration achieves this objective?

dumps
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i address 42443 20
toc-arieasion pel'l

irterface gold

hp sodress 34 34 0 50R0
wanreb-ntertyoe

ooior mals

ip sodresn 43 4143 130
mr-interfsce

ip Sddress 14,34 0 1000

imberface gedi2
ip address 43 43,43 330
toc-ertension geld

insarface gelcd
P adoress 3434 . 130
Tt il g
" codor Mgl
ip addresd 43454340
turaswl-iriface
S DrubIRC-irar e
inpertace geld
ip asieirens B34 D8 3 2000
toc-ertension gelid
Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: A
Section:

QUESTION 104

dumps
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Fopfizer 4y tlne axiibid.

system-ip 10.10.10.101
host-nase vManage

site-id 1

clock timezone Europe/London
vbond 172.16.2.1
organization-name Cisco.com
!
vpn 0

interface athl

ip address 172.16.1.1/24&

o abhut

tunnel-interface

allow-service all

ip reute 0.0.0:0/0 172.16.1.254
]

commit

1) 1
eth?
viManage 172.16.1.0/24
(.2) (-2)
eth1 oth0 geo/o] (-254)
I Y am.
10.10.10.0/24 vSmart (¥4
m b i
3 (3
oth0
vBond 172.16.2.0/24
vManage vBond
EYS taem system

systam-ip 10.10.10.103
host=-name vBond

site-id 1

clock timezone Europe/Rome
vhond 172.16.2.1 lecal
organization-name Cisco. com

vpn 0
intecface gel/0
ip address 172.16.2.1/24
no shut
tunnal-interface
ancapsulation ipsec
allow-service all
ip route 0.0.0.0/0 172.16.1.254
L

commit

Refer to the exhibit.

vManage and vBond have an issue establishing a connection to each other. Which configuration resolves the issue?

OO0 wp

Correct Answer: C
Section:

QUESTION 105

Configure the timezone on vBond to Europe/London.
Configure the encapsulation ipsec command under the tunnel interface on vManage.
Configure a default route on vBond pointing to 172.16.2.254.
Remove the encapsulation ipsec command under the tunnel interface of vBond.

An engineer must deploy a QoS policy with these requirements:

* policy name: App-police
* police rate: 1000000

* burst: 1000000

* exceed: drop

IT Certification Exams - Questions & Answers | Vdumps.com
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Which configuration meets the requirements?

m

vpn-list VPN10
seguence 1
match

app-list youtube
action accept

sal
policer App-police
policy

data-policy policy-name
vpn-list 10

policer App-police in
default action accept

policy

- action accept

.
policer App-police

A. Option A
B.
C
D

Option B

. Option C
. Option D

Correct Answer: B
Section:

QUESTION 106
How is an event monitored and reported for an individual device in the overlay network at site ID:S4300T6E43F36?

o0 ® >

The device sends event notifications to vManage.

The device sends notifications to vSmart that sends them to vManage.
The device sends a critical alarm of events to vManage.

The device sends a critical alarm to vSmart that sends it to vManage.

Correct Answer: A
Section:

QUESTION 107
Refer to the exhibit.
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poRcy !
ity i
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thoe 100100100, 100 color mpsls ooptrob-policy advio-praference-aas!
Bncap ipsed proference 200 segenca 10
g 101, 101101101 color mpls miatch roule
ancan ipsec profeence 400 site-liut de-sHey
! 4
it st Bins-rogon-wos! action acoapl
gdti-id 1-20 e
! thoc-dist de-praference-oas!
sibe-Hst sHes-region-aast !
Sitead 2140 ¥
i ]
sile-hisd do-sibes defaiil-action acoup!
sibe-id 100-101 ¥
]
apply-pohcy
gontrob-pobcy adv-de-profarence-west sif@-fiut sitos-region.wast
seguence 10 controb-policy adv-do-preferance-was!
muatch moute (1 1]
ede-het de-sites !
! sife-figt sifes-ragkon-sast
action acoep! conirolpobicy adv-do-preferance-oas!
Girt ot
tiocdist do-preference-sas! §
1 i

A customer wants to implement primary and secondary Cisco SD-WAN overlay routing for prefixes that are advertised for both data centers. The east data center (TLOC 101.101.101.101) is primary

for east sites, and the west data center (TLOC 100.100.100.100) is primary for west 51tes umnpgchleves this objective?
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Option A
Option B
Option C
Option D
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Correct Answer: A
Section:

dumps
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QUESTION 108
Which protocol is configured on tunnels by default to detect loss, latency, jitter, and path failures in Cisco SD-WAN?

TLS

BFD
OMP
BGP

o0 ® >

Correct Answer: B
Section:

QUESTION 109
How many subnets are necessary in Azure VNet for a WAN Edge device to function in the cloud deployment?

CSR is the WAN Edge device that is supported in the Microsoft cloud. The Microsoft underlay cloud fabric performs the management function.
There must be three subnets in VNet: management, public, and services.
One public subnet is required in VNet. The Microsoft underlay cloud fabric performs all of the routing functions for WAN Edge.

o0 ® >

Public and services subnets are required in VNet. The Microsoft underlay cloud fabric performs the management function.

Correct Answer: D
Section:

QUESTION 110
Refer to the exhibit.
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An enterprise has hub and spoke topology where it has several VPNs. An engineer must allow u 1 NO91 torea sers in VPN92 and VPN10 to reach VPN91 and VPN92. Which configuration
meets these requirements?

At

W W el VN ] Bruepa
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Option A
Option B
Option C
Option D
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Correct Answer: C
Section:

QUESTION 111
An administrator wants to create a policy to add a traffic policer called "politer-ccnp" to police data traffic on the WAN Edge. Which configuration accomplishes this task in vSmart?
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vpn 1
intertace ge (/4
policer policer-conp in

Jpobicy
data-policy policy-ccnp
vpn-list hst-conp
sogquence number
achon accept
sél policer policer-conp

policy

access-list hst-conp
SLQUENCE NUIm ber
action accepl
policer policer-ccnp

vpn 1
interface ge O/4

policer polkcer-ccnp out

Option A
Option B
Option C
Option D

Correct Answer: B
Section:

QUESTION 112
Which table is used by the vSmart controller to maintain service routes of the WAN Edge routers in the hub and local branches?

o0 ® >

RIB
FIB
OMP
TLOC

Correct Answer: C
Section:

QUESTION 113
Refer to the exhibit.
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An engineer configured OMP with an overlay-as of 10666. What is the AS-PATH for prefix 104.104.104.104/32 on R100?

100 10666

100 20 104

100 10666 20 104
100 10666 104

OO0 wp

Correct Answer: A
Section:

QUESTION 114
Which policy tracks path characteristics such as loss, latency, and jitter in vManage?

VPN
control
app-route
data

o0 ® >

Correct Answer: C

Section:

Explanation:
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policiesbook-xe/application-aware-routing.html

QUESTION 115
Refer to the exhibit.

Edgel#® show control connections

PEER
EER FEER PEER SITE DOMAIN PEER PRIV PEER
YPE PROT SYSTEM IP 1D 1D PRIVATE IP PORT PUBLIC IP
smart  dtls 10.2.2.2 1 1 10.50.0.5 12446 10.50.0.5
smart dtls 10.2.2.2 1 1 10.50.0. 5 12446 10.50.0.5
bond dels 0.0.0.0 0 0 10.50.0.9 12346 10.50.0.9
bond dtls 0.0.0.0 0 0 10.50.0.9 12346 10.50.0.9 wup
manage dels 10.1.1.1 1 0 10.50.0.1 12446 10.50.0.1

An organization is testing a Cisco SD-WAN solution and decided to have the control plane established first and not the data plane at the time of migration. Which configuration achieves this goal?
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A. Option A

B. Option B

C. Option C

D. Option D

Correct Answer: A
Section:

QUESTION 116
Which two sets of identifiers does OMP carry when it advertises TLOC routes between WAN Edge routers? (Choose two.)

TLOC public and private address, carrier, and preference
source and destination IP address, MAC, and site ID

system IP address, link color, and encapsulation

VPN ID, local site network, and BGP next-hop IP address
TLOC public and private address, tunnel ID, and performance

m o0 w >

Correct Answer: A, C
Section:
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QUESTION 117
DRAG DROP
Drag and drop the security terminologies from the left onto the PCI-compliant network features and devices on the right.

Select and Place:

transport seCurity Ps
DEnimeter seourity zone-based frewall and VPNS
segmentaton IPsec VPN

attack prevention firewall

Correct Answer:
} attack prevention
| segmentaton
| Mmun__dl Imps
permeter securty

Section:
Explanation:

QUESTION 118
What is the threshold to generate a warning alert about CPU or memory usage on a WAN Edge router?

70 to 85 percent
70 to 90 percent
75 to 85 percent
75 to 90 percent

o0 ® >

Correct Answer: C
Section:

QUESTION 119
How should the IP addresses be assigned for all members of a Cisco vManage cluster located in the same data center?

A. inthe same subnet
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B. in overlapping IPs
C. in each controller with a /32 subnet
D. in different subnets

Correct Answer: A
Section:

QUESTION 120
An engineer must avoid routing loops on the SD-WAN fabric for routes advertised between data center sites Which BGP loop prevention attribute must be configured on the routers to meet this requirement?

same OMP overlay-as on WAN Edge routers of all data centers
static routing on al WAN Edge routers instead of BGP

same BGP AS between all WAN Edge routers and CE routers
same BGP AS between all CE and PE routers

o n >

Correct Answer: A
Section:

QUESTION 121
Which protocol advertises WAN edge routes on the service side?

EIGRP
OSPF
BGP
ISIS

OO0 w®

Correct Answer: B
Section:

QUESTION 122
A WAN Edge device has several service VPNs with no routing protocol configured in the service VPNs The device must be configured so that all connected routes are visible in OMP for VPN 10 Which configuration meets the

requirement?
A)

vpn 10

name " Service VPN 10 ~***
omp

redistribute connected

B)

omp
no shutdown
graceful-restart
advertise connected

Q)

omp
no shutdown
graceful-restart
redistribute connectad

D)
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vpn 10

name "= Service VPN 10 ="
omp

advertise connected

Option A
Option B
Option B
Option C

o0 ® >

Correct Answer: D
Section:

QUESTION 123
What are the two functions of vSmart? (Choose two)

It orchestrates connectivity between WAN Edge routers using policies to create network topology
It ensures that valid WAN Edge routers can build the control pane connectivity

It uses TLOCs to uniquely identify the circuit interface to control plane and data plane information
It validates that the WAN Edge trying to join the overlay is authorized to join.

m o0 w>

It builds control plane connections with WAN Edge routers us*>g ILS or UILS

Correct Answer: D, E
Section:

QUESTION 124
Which two actions are necessary to set the Controller Certificate Authorization mode to indicate a root certificate? (Choose two)

Select the Controller Certificate Authorization mode that is recommended by Cisco
Change the organization name of the Cisco SO-WAN fabric.

Upload an SSL certificate to vManape,

Select a private certificate signing authority instead of a public certificate signing authority

m o 0w >

Select a validity period from the drop-down menu

Correct Answer: C,D
Section:

QUESTION 125
Refer to the exhibit
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Refer to the exhibit Cisco SD-WAN is deployed with controllers hosted in a data center All branches have WAN Edge devices with dual connections to the data center one via Internet and the other using MPLS Three branches out of 20 have

issues with their control connections on MPLS circuit The local error refers to Control Connection Failure Which action resolves the issue*?

0N >

Correct Answer: A

Rectify any issues with the underlay routing configuration
Match the TLOC color on the controllers and all WAN Edge devices

Match certificates for the DTLS connection and Root CA must be installed first on WAN Edge devices

Update the system IP on vManage and then resend it to the controllers

Section:

QUESTION 126

Which encryption algorithm is used for encrypting SD-WAN data plane traffic?

o0 ®

Correct Answer: D

Triple DES
IPsec
AES-128
AES-256 GCM

Section:

QUESTION 127
A customer has 1 to 100 service VPNs and wants to restrict outbound updates for VPN1 Which control policy configuration restricts these updates?

A)

2
Ity

oy

vpnelisl VPMNZ- 100

v 3= 100

control-policy restnct_2-100

fEFuence 11
match roule
vpn-lad VPNZ- 100

&ctor reject

detaa it achon acceg!

B)
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oty

lents

vpndist VPNZ-100
vpn 2-100

sequence 10
maatch roule

wpn-in? WPNZ.100
i
action reject

detael-achon acoeg!

control-pollcy restrct_2-100

L84

v 2-100

1

L]

sequence 10
action reject
[}

VDNl SE reaIncled_vpns

W= hara g restrict_1

msich wpn-ls resiricied  wpas

detaut-action acoept

Option A
Option B
Option C
Option D

oo w® >

Correct Answer: C

Section:

QUESTION 128

dumps

What happens if the intelligent proxy is unreachable in the Cisco SD-WAN network?

o0 ® >

The grey-listed domains are unresolved

The Cisco Umbrella Connector locally resolves the DNS request
The block-listed domains are unresolved

The Cisco Umbrella Connector temporarily redirects HTTPS traffic
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Correct Answer: A
Section:

QUESTION 129

What are the two impacts of losing vManage connectivity to fabric in the Cisco SD-WAN network? (Choose two)

Policy changes propagation stops

Statistics collection stops

BFD peering between WAN Edge devices are unestablished
Creation of templates is impossible

moo® P

IPsec tunnels tear down for WAN Edge devices.

Correct Answer: A, B
Section:

QUESTION 130
Refer to the exhibit

\ ‘__.'
A m /
\ P4
\_ F
S
Enterprise Network

e o~

— -
e — —

——

i

— o o ¥
— T r Application™,
. r/ Server \
4 Ny |'Ir \
- , | 1
o Ge0/0 Ge0/0 “‘\.k | GeQ/0 .
f; \ | =]
r 1' |
f Gedl/1 \ Gel)/1 /
| Faly/D \ \ 15° Network Cloud }
|| \\ r F
, -
. rd
\ / S -
\ S -

e ——
- .,

Refer to the exhibit. An enterprise network is connected with an ISP network on an 80 Mbps bandwidth link. The network operation team observes 100 Mbps traffic on the 1Gig-ISP link during peak hours Which configuration provides

bandwidth control to avoid traffic congestion during peak hours?
A)

policy-map CUS_PMAP
class CUS_CMAP
police 80000000 300000
!
interface gigabitethernet 0/0
description = TO SW =
ip address 10.0.10.5 255.255.255.0
service-policy input CUS_PMAPd

B)
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policy-map SHAPE_MAP
class class-default

shape average 80000000

!
Interface gigabitethemet 0/1
description *** TO ISP ***
ip address 10.0.20.5 265.265.266.0
service-policy output SHAPE_MAP
Q)

policy-map CUS_PMAP
class CUS_CMAP
I police 80000000 300000
interface gigabitethernet 0/0
description =~ TO ISP ***
ip address 10.0.20.1 255.255.255.0
service-policy input CUS_PMAP
D)

policy-map SHAPE_MAP
class class-default

shape average 8000000
!
Interface gigabitethernet 0/1
description "** TO IG rack B455:-A822-GT10 ***

Option A
Option B
Option C
Option D

o 0N >

Correct Answer: B
Section:

QUESTION 131

dumps

Which VManage dashboard is used to monitor the next-hop reachability between two devices traversing through OMP for a service VPN?

Troubleshooting > App Route Visualization
Troubleshooting > Tunnel Health
Troubleshooting > Simulate Flows

OO0 wp

Troubleshooting > Packet Capture

Correct Answer: C
Section:

QUESTION 132
Refer to the exhibit
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Refer to the exhibit The network team must configure El GRP peering at HQ with devices in the service VPN

viptela-system:system
device-model vedge-cloud
host-nam CSRv
location CA
system-ip 10444
domain-id 1
site-id 1
organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?

A)

dtumpscu rrently configured with
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vpn 0

interface ge0/0
description “**= Internet Circuit =="
ip address 208.165.200.22%/30
tunnel-interface

B)

vpn 0
interface ge0/0

n “== internet Circult ="

descriptio

ip address 208.165.200.229/30

tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp : _
address-family ipvl-m‘ent

maximume-path
network 10.0.0.0/28
redistribute omp

vpn 512
interface eth0
shutdown

Q)

vpn 0
interface ge0/0
description “*** Internet Cireult ~="
ip address 209.166.200.228/30
tuninel-interface
encapsulation ipsec
color public-internet
allow-service all

vpn 1
router

wigrp
Mﬂrwui:m

maximum-path
network 10.0.0.0/28
redistribute omp

Interface 1
ip addmﬁﬂ.ﬂ,ﬂ,‘lﬂl

vpn 512
Interface #th0
shutdown

D)

dumps
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vpn 0
vpn 1
interface gel'0
description “*** Internet Circuit ==
ip address 200.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipvd-unicast

maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface geld/
ip address 10.0.0.1/28

vpn 5§12

interface eth0
shutdown

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: C
Section:

QUESTION 133
What is the order of operations for software upgrades of Cisco SD-WAN nodes'?

A. vBond vManage vSmart WAN Edge
B. vManage vBond WAN Edge. vSmart
C. vManage vSmart, vBond, WAN Edge
D. vManage vBond vSraart WAN Edge

Correct Answer: D
Section:

QUESTION 134
What is the main purpose of using TLOC extensions in WAN Edge router configuration?

creates hardware-level transport redundancy at the local site
creates an IPsec tunnel from WAN Edge to vBond Orchestrator
transports control traffic to a redundant vSmart Controller

OO0 wp

transports control traffic w remote-site WAN Edge routers

Correct Answer: D
Section:

QUESTION 135
Which device should be configured with the service chain IP address to route intersite traffic through a firewall?
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vSmart

firewall

spoke WAN Edge
hub WAREdge

OO0 ® P

Correct Answer: A
Section:

QUESTION 136
Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for laaS?

Azure private endpoint
GRE tunnel
IPsec tunnel

o0 ® >

Azure peer link

Correct Answer: C
Section:

QUESTION 137
How do WAN Edge devices operate when vSmart is inaccessible or fails to be reached by the WAN Edge?

They cease to forward traffic in the data plane.
They continue operation normally.
They continue to receive reachability updates.

o0 ®wp

They continue operating normally for a configurable time.

Correct Answer: D
Section:

QUESTION 138
How is a TLOC uniquely identified from a WAN Edge router to the SD-WAN transport network?

system IP address
VPN ID

OMP

SD-WAN site ID

o0 w®

Correct Answer: A
Section:

QUESTION 139
An engineer must apply the configuration for certificate installation to vBond Orchestrator and vSmart Controller. Which configuration accomplishes this task?
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vpn 512

interface ethi

ip address 199.1.1.1/28
tunnelinterface
allow-service netconf
no allow-sarvice ntp
no allow-service stun

vpn 0
interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-service sshd
allow-service ntp

vipn 512
interface athi
ip address 199.1.1.1/28
tunnel-interface
allow-servica sshd
allow-service netconf

vpn 0
interface ath1
ip address 199.1.1.1/28
tunnel-interface
allow-sarvice sahd
allow-service netcond
no shutdown

Option A
Option B
Option C
Option D

OO0 wp

Correct Answer: D
Section:

QUESTION 140
A customer wants to use AWS for Cisco SD-WAN laaS services by deploying virtual SD-WAN routers in a transit AWS VPC The transit VPC then connects via site-to-site IPsec tunnels to an AWS transit gateway Which transit VPC

connects via site-to-site IPsec tunnels to an AWS transit gateway?

Cisco Cloud onRamp for Multicloud
Cisco Cloud onRamp for Saa$S
Cisco Cloud onRamp for Colocation

OO0 >

Cisco Cloud onRamp for laaS

Correct Answer: D
Section:

QUESTION 141
Refer to the exhibit
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VLAN 100 VLAN 100 Host

G4100 Prvate3d = G4.100
Gi4.200 Gi4.200
Router Router

VLAN 200 VLAN 200

Refer to the exhibit An engineer is configuring a QoS policy to shape traffic for VLAN 100 on a subinterface Which policy configuration accomplishes the task?
A)
policy-map shape_GigabitEthernetd. 100
class class-default
service-policy xyz_QoS-model
shape average 100000000
i
imterface GigabitEthernetd. 100
encapsulation dot1Q 200
service-policy output shape_GigabitEthernetd 100

B)
policy-map shape_GigabitEthernetd. 100
class class Queusd
service-policy xyz_OoS-model
shape average 100000000
|
interface GigabitEthernetd. 100
encapsulation dot1Q 200
service-policy output shape_GlgabitEthernetd. 100
Q)
policy-map shape_GigabitEthernetd. 200
class class-default
sarvice-policy xyz_QoS-model
shape average 100000000
!
Interface GigabitEthernetd. 100
encapsulation dot10 100
service-policy output shape_GigabitEthernetd. 200

D)
policy-map shape_GigabitEthernetd. 200
class class Queusd
service-policy xyz_OoS-model

shape average 100000000
|

interface GigabitEthernetd. 100
encapsulation dot1Q 100
service-policy output shape_GigabitEthernetd 100

Option A
Option B
Option C
Option D

o 0N >

Correct Answer: C
Section:
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QUESTION 142
The Cisco SD-WAN engineer is configuring service chaining for a next-generation firewall located at the headquarters. Which configuration creates the service?
A)

Cisco vManage

] MONITOR | GEOGRAPHY

B)

Cisco vManage
L] MONITOR | GEOGRAPHY

VPN GROUP
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o 0w >

Cisco vManage
] MONITOR | GEOGRAPHY

VPN RO

Cisco vManage
[ MONITOR | cEOGRAPHY

VPN GROUP

Option A
Option B
Option C
Option D

Correct Answer: C
Section:
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QUESTION 143
Refer to the exhibit

80
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Router

-
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dumps

Refer to the exhibit Which configuration must the engineer use to form underlay connectivity for the Cisco SD-WAN network?

A)

R1

vpn 512

interface ethd

Ip address 10.0.0.21/24

no shutdown

|

Ip route 0.0.0.0/0 10.0.0.254

He

vpn 512

interface eth0

ip address 10.0.0.2724

;"IG shutdown

Ip route 0.0.0.0/0 10.0.0.254

B)
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R1

vpn 10

interface ge0/2

Ip address 10.10.10.9/29

ne shutdown

!

Ip route 0.0.0.0/0 10.10.10.11

R2

vpn 10

Interface

ip address 10.10.10.10/28
;m shutdown

Ip route 0.0.0.0/0 10.10.10.11

C)
R1

vpn 0
interface 10ge0/0
ip address 10.50.0.2729

no shutdown
|
Ip route 0.0.0.0°0 10.50.0.3

R2

vpn 0

interface 10ge0/0

ip address 10.50.0.1/29

no shutdown

|

Ip routs 0.0.0.0°0 10.50.0.3

: dumps

R1

vpn 0

interface

ip address 10.560.0.2/30
tunnel-interface

|

Ip route 0.0.0.0/0 10.50.0.4

R2

vpn O

interface gel'0

ip address 10.50.0.330
tunnel-interface

l

Ip routs 0.0.0.0°0 10.50.0.4

Option A
Option B
Option C
Option D

o0 w® >

Correct Answer: C
Section:

QUESTION 144
How many concurrent sessions does a vManage REST API have before it invalidates the least recently used session if the maximum concurrent session number is reached?
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150
200
250
300

o 0N >

Correct Answer: A
Section:

QUESTION 145
After deploying Cisco SD-WAN the company realized that by default, all sites built direct IPsec VPN tunnels to each other In their previous topology all spoke sites used the head office as their next hop for the LAN segment

that belongs to network 40.0.0.0/16 The company wants to deploy its previous policy, which allows the 40.0.0.0/16 network that originates at the hub to advertise to the spokes. Which configuration meets the requirement'?

A)
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Option A
Option B
Option C
Option D

o 0N >

Correct Answer: D
Section:
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QUESTION 146

An engineer configures an application-aware routing policy for a group of sites The locations depend on public and private transports The policy does not work as expected when one of the transports does not perform
properly This policy is configured:

policy
sla-class BULK_DATA
loss 20
latency 300
jitter 100
!
sla-class TRANSACTIONAL_DATA
loss 15
latency 50
Ijim-r 100

sla-class REALTIME
loss 20

latency 100

jitter 30

|

élpp-rnute-policy VPN-10_MPLS_AND_INET_SITES
vpn-list VPN-10

sequence 1

match

Id:cp 46 [:é'

action
backup-sla-preferred-color biz-internet
sla-class REALTIME preferred-color privatei
!

!

sequence 11

match
dscp 34
]

icﬁon
backup-sla-preferred-color biz-internet
Isia -class TRANSACTIONAL_DATA preferred-color privatei

|
which configuration completes the policy so that it works for all locations?
A)

sla<class TRANSACTIONAL_DATA
loss 3

latency 50

jitter 100

!

sla-class REALTIME
loss 2

latency 100

‘ji!ur 30

B)
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sla<class TRANSACTIONAL_DATA
loss 2

m‘lﬂﬂ

!

sla-class REALTIME
loss 1§

latency 100

jitter 100

!

Q)
sla-class BULK_DATA
loss 10

latency 300
!jlmr 100
slaclass REALTIME

loss 2

latency 100

!]illf 30
D)

slaclass BULK_DATA
loss 156

latency 100

rjlltlr 100

sla-class TRANSACTIONAL_DATA
loss 10

latency 300

rﬁﬂr 100

Option A
Option B
Option C
Option D

o0 w® >

Correct Answer: A
Section:

QUESTION 147
Refer to the exhibit

dumps
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Refer to the exhibit The network team must configure EIGRP peering at HQ with devices in the service VPN

viptela-system:system
device-model vedge-cloud
host-nam CSRv
location CA
system-ip 10444
domain-id 1
site-id 1
organization-name ABC
clock timezone US/Newyork
vbond 10.10.0.1 port 12346

omp
no shutdown
graceful-restart

Which configuration on the WAN Edge meets the requirement?
Which configuration on the WAN Edge meets the requiremnet

A)

(dlumpsurrently configured with
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B)

Q)

) vpn0

router

eigrp
address-family ipv4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0/0
description “*** Internet Circuit ***"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

vpn 512
interface eth0
shutdown

) vpn 0
vpn 1
interface ge0/0
description “*** Internet Circuit **"
ip address 209.165.200.229/30
tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

router
eigrp
address-family ipv4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0/1
ip address 10.0.0.1/28

vpn 512
interface eth0
shutdown

dumps
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) vpn 0
interface gel/0

description “*** Internet Circuit ***"

ip address 209.165.200.229/30

tunnel-interface
encapsulation ipsec
color public-internet
allow-service all

vpn 1
router
eigrp
address-family ipv4-unicast
maximum-path paths 4
network 10.0.0.0/28
redistribute omp

interface ge0/1
ip address 10.0.0.1/28

vpn 512
interface eth0
shutdown

D)

) vpnO
interface ge0/0

description “*** Internet Circuit ***"

ip ress 209.165.200.229/30

tunne-interface
encapsulation ipsec
color public-internet
allow-service all

router

eigrp
address-family ipv4-unicast

maximum-path paths 4
network 10.0.0.0/28
redistribute omp

vpn 512
interface eth0
shutdown

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: C
Section:

QUESTION 148
An engineer configured a data policy called ROME-POLICY. Which configuration allows traffic flow from the Rome internal network toward other sites?

A. apply-policy site-list Rome data-policy ROME-POLICY from-tunnel

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

B. apply-policy site-list Rome data-policy ROME-POLICY from-service
C. site-list Rome control-policy ROME-POLICY in
D. site-list Rome control-policy ROME-POLICY out

Correct Answer: A
Section:

QUESTION 149

DRAG DROP
Drag and drop the steps from the left Into the order on the right to delete a software image for a WAN Edge router starting with Maintenance > Software Upgrade > Device list on vManage.

Select and Place:

Click delete available software. step 1

Click the checkbox next to the WAN Edge dewice. step 2

Click WAN Edge in the title bar. step 3
SN R R dumpg

Correct Answer:

Click WAN Edge in the title bar.

Click the checkbox next to the WAN Edge device.

Click delete availlable software.

Select the version to delete and dick delete,

Section:
Explanation:

QUESTION 150
Which two resource data types are used to collect information for monitoring using REST APl in Cisco SD-WAN? (Choose two.)
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POST
DELETE
scalar
array
PUT

m o0 w >

Correct Answer: C,D
Section:

QUESTION 151
An enterprise deployed a Cisco SD-WAN solution with hub-and-spoke topology using MPLS as the preferred network over the Internet. A network engineer must implement an application-aware routing policy to allow ICMP

traffic to be load-balanced over both the available links. Which configuration meets the requirement?
A)

app-route-policy VPN_10_AAR
vpn-list VPN_50
sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0

1

action
sla-class ICMP_SLA preferred-color public-internet d u I l l ps

sla-class ICMP_SLA preferred-color mpls

B)
app-route-policy _VPN_10_AAR
vpn-list VPN_50
sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0
!
action
sla-class ICMP_SLA

Q)
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app-route-policy VPN_10_AAR
vpn-list VPN_50

sequence 21
match
app-list ICMP
source-ip 0.0.0.0/0
1
action
sla-class ICMP_SLA preferred-color mpls
backup-sia-preferred-color public-internet
D)
app-route-policy _VPN_10_AAR
vpn-list VPN_50

sequence 21
match

app-ist ICMP

source-ip 0.0.0.00

!

action

slaclass ICMP_SLA preferred-color mpis public-internet

Option A

dumps

Option C
Option D

o0 ® >

Correct Answer: C
Section:

QUESTION 152
Which queue must an engineer configure for control and BFD traffic for convergence on a WAN Edge router?

queue 0
queue 1
queue 2

oo ® >

queue 7

Correct Answer: C
Section:

QUESTION 153
Which storage format Is used when vManage Is deployed as a virtual machine on a KVM hypervisor?

A. .iso
B. .qcow?2
C. .ova
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D.

.tgz

Correct Answer: B
Section:

QUESTION 154
What are two benefits of installing Cisco SD-WAN controllers on cloud-hosted services? (Choose two.)

m o0 w>

utilizes well-known cloud services such as Azure. AWS. and GCP
accelerates Cisco SD-WAN deployment

allows integration of the WAN Edge devices In the cloud

installs the controllers in two cloud regions in a primary and backup setup
automatically Implements zone-based firewalling on the controllers

Correct Answer: B, D
Section:

QUESTION 155
Which protocol Is used by the REST APl to communicate with network services in the Cisco SO-WAN network?

o0 ® >

SSL
HTTP
iPsec
SSM

Correct Answer: B
Section:

QUESTION 156
What must an engineer conewef when decoying an SD-WAN on-pfemlses architecture based on ESXi hypervisor?

o n >

Cisco must provision the backup and snapshots platform lor ihe SD-WAN arctoecture

The managed service provider must provision controllars with their appropriate cerHwcatsi

The IT team a required to provision the SO-WAN controllers and Is responsAte lor backups and disaster recovery implementation
The IT team will be given access by Cisco to a vManage for configuration If templates and policies coeigmalim

Correct Answer: C
Section:

QUESTION 157
What is the OMP graceful restart default value on vSmart controllers and WAN Edge routers?

OO0 ®p

21,600 seconds
43,200 seconds
86,400 seconds
604,800 seconds
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Correct Answer: B
Section:

QUESTION 158
How are custom application ports monitored in Cisco SD-WAN controllers?

Customers add custom application ports in vAnalytics and vManage.
Customers add custom application ports in vAnalytics and vSmart.
Cisco adds custom application ports In vAnalytics and vManage.

o0 ® >

Cisco adds custom application ports In vAnalytics and vSmart.

Correct Answer: A
Section:

QUESTION 159
How is lhe software managed in Cisco SD-WAN?

Software upgrade operation in the group must include vManage. vBond. and vSmart.
Software downgrades are unsupported for vManage
Software images must be uploaded to vManage through HTTP or FTP.

OO0 >

Software images must be transferred through VPN 512 or VPN 0 of vManage.

Correct Answer: A
Section:

QUESTION 160
Which website allows access to visualize the geography screen from vManager using the internet?

. *.opcnstreetmaps.org

A

B. *.fullstreetmaps.org
C. *.callstreelmaps.org
D

. *.globaistreetmaps.org

Correct Answer: A
Section:

QUESTION 161
What is the default value for the number of paths advertised per prefix in the OMP feature template?

A 4
B. 8
C. 12
D. 16

Correct Answer: C
Section:
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QUESTION 162
A network engineer must configure all branches to communicate with each other through the Service Chain Firewall located at the headquarters site. Which configuration allows the engineer to accomplish this task?
A)

Cisco vManage

Lo cnnncunmmn
Centralized Policy

B)

Cisco vManage

£ CONFIGURATIONES

D)
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A. Option A
B. OptionB
C. OptionC
D. Option D

Correct Answer: B
Section:

QUESTION 163
Which protocol detects path status (up/down), measures loss/latency/jitter, and measures the quality of the IPsec tunnel MTU?

OMP
IP-SLA
BFD
DTLS

o0 ® >

Correct Answer: C
Section:

QUESTION 164
What is the maximum number of IPsec that are temporarily created and converged on a new set if IPsec Sas in the pairwise keys process during a simultaneous rekey?

O 0w >
o o BN

Correct Answer: B
Section:

QUESTION 165
An engineer must configure local redundancy on a site. Which configuration accomplish this task?
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vpn 0 interface interface-name
tloc extension interlace name tloc extension interface interface name
vpn 0 tloc extension interface

o 0N >

interface-flame interface interface-name tloc-extension

Correct Answer: A
Section:

QUESTION 166
Which type of policy must be applied on a WAN Edge application-aware firewall to control traffic between two or more VPNs?

service-insertion policy
data policy
firewall policy

OO0 wp

control policy

Correct Answer: C
Section:

QUESTION 167
Refer to the exhibit

PEER ?f.‘F
MiFR PEER IR 1T [ TH T PEER PRIVATE PEER PURL I REPEAT
T¥PE [ vl LYITEM [P 10 10 PRIVATE 10 PORT ML @ PO T LAl CoLom STATE L0 &l yREVMOTE (£ d
v o atls [ ] 1.1.19.1@ 1256 L1808 12048 ol LEE T CHTRERSE R N AR 18
whie atls b ] 1.1.18.0@ 12348 1.1.18.08 12348 i1 lvar tear Houn COTREDSER WD AR 16!
viboeil dtls [ . 1.1.7.09 1208 ... 12348 epis taar_duan R PR L]
vl dtls [ ] 1.1.0.00 12 e l.l.m.N 12 ik s lver Lear_don CHTE) FSER O R 11

Refer to the exhibit A WAN Edge device was recently added to vManage but a control connection could not be established Which action resolves this issue?

Rectify the Rod CA certificate mismatch on WAN Edge devices
Install the bootstrap code on WAN Edge and check for CSR
Send the serial number to vBond from the vManage controller.

o0 ® >

Resolve the ZTP reachability and rectify smart account credentials issue

Correct Answer: C
Section:

QUESTION 168
What are the default username and password for vSmart Controller when it is installed on a VMware ESXi hypervisor'?

username Cisco password admin
username admin password Cisco
username Cisco password Cisco

o 0N >

username admin password admin

Correct Answer: D
Section:
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QUESTION 169
Which SD-WAN component allows an administrator to manage and store software images for SD-WAN network elements?

vGond controllers
WAN Edge routers
vSman controllers
vManage NMS

o0 ®p

Correct Answer: D
Section:

QUESTION 170
An engineer is applying QoS policy for the transport-side tunnel interfaces to enable scheduling and shaping for a WAN Edge cloud router Which command accomplishes the task?

cloud-gos-service-side
gos-scheduler QOS 0
gos-map QOS

rewrite-rule QOS-REWRITE

OO0 >

Correct Answer: C
Section:

QUESTION 171
Refer to the exhibit

€2 CONFIGURATION | POLIC
:'_'_I Create Growps of bnt

Solact 3 Hsl E};JP:H tha bel and

=

Refer to the exhibit The network team must configure application-aware routing for the Service VPN 50.0.0.0/16 The SLA must prefer MPLS for video traffic but the remaining traffic must use a public network What must be defined other than
applications before the application-aware policy is create?
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SLA Class, Site VPN. Prefix
Data Prefix, Site VPN TLOC
Application, SLA VPN. Prefix
Color, SLA Class, Sue, VPN

o 0N >

Correct Answer: A
Section:

QUESTION 172
Which two different states of a WAN Edge certificate are shown on vManage? (Choose two.)

A. inactive
active
staging
invalid

mo O ®

provisioned

Correct Answer: B, E
Section:

QUESTION 173
Which two mechanisms are used by vManage to ensure that the certificate serial number of the WAN Edge router that is needed to authenticate is listed in the WAN Edge Authorized Seal Number Hst' (Choose two)

Synchronize to the PnP

Manually upload it to vManage

The devices register to vManage directly as the devices come online
The vManage is shipped with the list

mo O w >

Synchronize to the Smart Account

Correct Answer: B, E
Section:

QUESTION 174
Which protocol runs between the vSmart controllers and WAN Edge routers when the vSmart controller acts like a route reflector?

OMP outside the DTLS/TLS control connection
BGP inside the DTLS/TLS

IPsec inside the DTLS/TLS control connection
OMP inside the DTLS/TLS control connection

oSN >

Correct Answer: D
Section:

QUESTION 175
Which type of certificate is installed on vManage for a user to access vManage via a web browser?

A. Controller Certificate
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B. Web Server Certificate
C. WAN Edge Certificate
D. SD-AVC Certificate

Correct Answer: B
Section:

QUESTION 176
Refer to the exhibit

Cisco vManage

[Tl & CONFIGURATION | Tra=tATE
Featurs
]
Basic Confuguraton Radisinbute Maximyum Metnc (Routs: LSA) Area m

LY
a _
= Referomce Bandwidih iMbps) 8 -
o

RFC 1581 Campatible S - On o

Cnginste S - On off

5PF Calowlatien Diwlay | millingcmndsi . I

Imitiad Mald Time imiilinecandn b S -

Mo imem Hold Tume pmillisecend sl .

Refer to the exhibit. A network administrator is configuring OSPF advanced configuration pararmeters from a template using the vManager GUI for a branch WAN Edge router to calculate the cost of summary routes to an ASBR. Which action
achieves this configuration?

Disable RFC 1583 Compatiblt
Enable Originate
Enable RFC 1M3 Compatible
Disable Original

o 0N >

Correct Answer: C
Section:

QUESTION 177
Which component is used for stateful inspection of TCP, UDP. and ICMP flows in Cisco SD-WAN firewall policies?

A. zones
B. sites
C. subnets
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D. interfaces

Correct Answer: A
Section:

QUESTION 178
Refer to the exhibit

MK PFLER
PER PLER IR SITE OMATN MIR PRIVATE PLER PUBLIC LD Al
IYPi FROTOCDL  5YS1IM P 10 1o FRIVAIL 1P FOKI PUBLIC 1P POR1 LOCAL COLOm STATL [ EROIR £ EROR ot
2l la dtls 10.1.1.8 1 @ 1.1.1.1 12447 1.1.1.1 124410 pold [~ LI%HD NOEER 4%
vasnage dtls 10.1.1.7 1 1 2.2.2.2 12647 2.2.2.2 12647 gold up LISFD NOE ER re
vaanape  dt iy 18.1.1.7 1 1 d.2.2.2 1207 r 5 B B | 17867 eold [ LISFD MO ER 6%

Recover the vManage controller that is down m a high availability cluster
Change the system IP or restart the VWN Edge 4 the system IP is changed
Remove IP duplication in the network and configure a unique IP address

OO0 wp

Recover vBond or wart for the controller to reload which could be caused by a reset

Correct Answer: C
Section:

QUESTION 179
Which platform is a Cisco SD-WAN virtual platform?

Cisco ISR 4000
Cisco Nexus 1000V
Cisco CSR 1000V
Cisco ASR 1000

OO0 >

Correct Answer: C
Section:

QUESTION 180
An organization wants to discover monitor and track the applications running on the WAN Edge device on the LAN Which configuration achieves this goal?
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Option A
Option B
Option C
Option D

OO0 wp

Correct Answer: B
Section:

QUESTION 181
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Refer to the exhibit

Preeate Metwors “ ] m

Public Network
NAT Router
widge ; i

Aowter

NV 29105

Refer to the exhibit Which NAT types must the engineer configure for the vEdge router to bring up the data plane tunnels?

Enable Full Cone NAT on the vEdge interface
Use public color on the TLOC
Use private color on the TLOC

o0 ® >

Enable Symmetric MAT on the vEdge interface

Correct Answer: A
Section:

QUESTION 182
Refer to the exhibit
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Address Family @ ~ ® On Off
Address Family & ipvd-unicast

Maximum Number of Prefixes @ ~

Route Policy In @ ~ On e Off
Route Policy Out @ - @® On Off
Policy Name D - eBGP_CﬂmgnHPm ps

Refer to the exhibit The engineering must assign tags to 3 Of its 74 server networks as soon as they are advertised to peers These server network must not be advertised AS which configuration fulfil the requirement?
A)

policy
route-policy eBGP_Community_Policy
sequence 1
match
address Community_Prefix
action accapt
set

community 999:65000 no-advertise
default-action reject
lists
prefix-list Community_Prefix
ip-prefix 20.20.20.0/24
ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

B)
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policy
route-policy ¢BGP_Community_Policy
sequence 1

match
address Community_Prefix
action accept
set
community 999:65000 local-as

Q)

policy
route-policy ¢BGP_Community_Policy
sequence 1
match
address Community_Prefix
action accept
set
community 999:65000 no-export
e —

prefix-list Community_Prefix
Ip-prefix 20.20.20.0/24

ip-prefix 21.21.21.0/24
ip-prefix 22.22.22.0/24

D)

policy
route-policy eBGP_Community_Policy

pu!l:-list Community_Prefix
20.20.20.0/24

lp-prd‘l: 21.21.21.0124
in.mrafiv 29 99 99 N94

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: D
Section:

QUESTION 183

dumps
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Which actions must be taken to allow certain departments to require firewall protection when interacting with data center network without including other departments? (Choose two.)

Use classification policing and marking

Apply data policies at vEdge.

Deploy a service-chained firewall service per VPN

The regional hub advertises the availability of the firewall service

m o0 w>»

Advertise lo vSmart controllers

Correct Answer: C,D
Section:

QUESTION 184
Refer to the exhibit.
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The SD-WAN network is configured with a default full-mesh topology. The SD-WAN engineer wants the Barcelona WAN.Edge to use MPLS TLOC as the preferred TLOC when communicating with Rome site. Which configuration must the engineer

use to create a list to select MPLS color toward the Rome TLOC?
A)
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Q)

Add Mesh Region

Name

Description

VPN List

Mesh Region Name

Partial_Mesh

Partial_Mesh

Add Mesh Region

Name

Description

VPN List

Mesh Region Name

Partial_Mesh

Partial_Mesh

North

dumps

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Add Control Policy

[""] TLOC
TLD{‘ Create a policy to apply to TLOCs

Add VPN Membership Policy

VPN Membership Name Site_to_Site
Description Site_to_Site VPN List
dumps
Spokes x ALL X
A. Option A
B. OptionB
C. OptionC
D. OptionD

Correct Answer: C
Section:

QUESTION 185
What problem happens on a device with two serial numbers, a unique device identifier (UDI), and secure unique device identifier (SUDI) when an engineer provisions ISR 4000 by PnP using only a UDI?

It encounters spanning tree issues
It faces interface buffer overflow patterns
It encounters redirection problems.

oo ® >

It encounters memory overload problems
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Correct Answer: D
Section:

QUESTION 186
What is the default value for the Multiplier field of the BFD basic configuration in vManage?

0N w>»
o U s w

Correct Answer: D
Section:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

