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Exam A

QUESTION 1
An engineer configures HSRP group 37. The configuration does not modify the default virtual MAC address. Which virtual MAC address does the group use?

C0:00:00:25:00:00
00:00:0c:07:ac:37
C0:39:83:25:258:5
00:00:0c:07:ac:25

o0 ® >

Correct Answer: D
Section:

QUESTION 2

An engineer has deployed a single Cisco 5520 WLC with a management IP address of 172.16.50.5/24.

The engineer must register 50 new Cisco AIR-CAP2802I-E-K9 access points to the WLC using DHCP option 43. The access points are connected to a switch in VLAN 100 that uses the 172.16.100.0/24 subnet. The engineer
has configured the DHCP scope on the switch as follows:

Metwork 172.16.100.0 255 255 2550
Default Router 172.16.100.1
Option 43 Ascii 172 16.50.5

The access points are failing to join the wireless LAN controller. Which action resolves the issue?

configure option 43 Hex F104.AC10.3205
configure option 43 Hex F104.CA10.3205
configure dns-server 172.16.50.5

o 0N >

configure dns-server 172.16.100.1

Correct Answer: A

Section:

Explanation:

The Option 43 hexadecimal string is assembled as a sequence of the TLV values for the Option 43 suboption: Type + Length + Value. Type is always the suboption code 0Oxfl. Length is the number of controller management IP
addresses times 4 in hex. Value is the IP address of the controller listed sequentially in hex.

On this question, there is 1 controller with management interface IP addresses 172.16.50.5/24. The type is Oxfl. The length is 1 * 4 = 8 = 0x04. The mgmt IP addresses 172.16.50.5 translate to ac.10.32.05 (0xac103205). When
the string is assembled, it yields f108c0a80a05c0a80al4. The Cisco IOS command that is added to the DHCP scope is: option 43 hex f104ac103205

QUESTION 3
If a client's radio device receives a signal strength of -67 dBm and the noise floor is -85 dBm, what is the SNR value?

15dB
16 dB
18 dB
20dB

o0 ® >

Correct Answer: C
Section:
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QUESTION 4
Refer to the ex_hibit.
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An engineer configures OSPF and wants to verify the configuration Which configuration is applied to this device?

. H1(configrouter ospf 1
R1(config-router =network 1'5-2.153.%%@ area 0
R1(config#router ospf 1
R1{conhg-routeri=network 0.0.0.0 0.0.0.0 area {
R1{config-routerj=no passive-interface Gi0/1
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R1({config=interface Gi0/1
R1i{config-iN=ip ospf enable
H1{config-if)=ip ospf network broadcast
H1{config-if)¥*no shutdown

R1({config #interface Gi0/M1
R1(config-iN=ip ospf 1 area 0
R1({config-if=no shutdown

Correct Answer: C
Section:

rFa
T

QUESTION 5
A network monitoring system uses SNMP polling to record the statistics of router interfaces The SNMP queries work as expected until an engineer installs a new interface and reloads the router After this action, all SNMP
queries for the router fail What is the cause of this issue?

The SNMP community is configured incorrectly

The SNMP interface index changed after reboot.

The SNMP server traps are disabled for the interface index
The SNMP server traps are disabled for the link state.

OO0 ®wp

Correct Answer: B
Section:

QUESTION 6
In a Cisco SD-Access solution, which protocol is used by an extended node to connect to a single edge node?

A. VXLAN
B. IS-IS
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C. 8021Q
D. CTS

Correct Answer: C
Section:

Explanation:
SD-Access Extended Nodes provide the ability to extend the enterprise network by providing connectivity to non-carpeted spaces of an enterprise — commonly called the Extended Enterprise.
This allows network connectivity and management of IoT devices and the deployment of traditional enterprise end devices in outdoor and non-carpeted environments such as distribution centers, warehouses, or Campus

parking lots.
This feature extends consistent, policy-based automation to Cisco Industrial Ethernet, Catalyst 3560- CX Compact, and Digital Building Series switches and enables segmentation for user endpoints and IoT devices connected

to these nodes. Using Cisco DNA Center automation, switches in the extended node role are onboarded to their connected edge node using an 802.1Q trunk over an EtherChannel with one or multiple physical link members.

Extended nodes are discovered using zero-touch Plugand- Play.
Reference: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-designguide.html#Network Components

QUESTION 7
An engineer must enable a login authentication method that allows a user to log in by using local authentication if all other defined authentication methods fail Which configuration should be applied?

aaa authentication login CONSOLE group radius local-case enable aaa
authentication login CONSOLE group radius local enable none
aaa authentication login CONSOLE group radius local enable

OO0 ®wp

aaa authentication login CONSOLE group tacacs+ local enable

Correct Answer: D
Section:

QUESTION 8
Refer to the exhibit.
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access-list 100 permit gre host 209.165.201.1 host 209.165.201.6

crypto isakmp policy 5
authentic ation pre-share
hash sha256

encryption aes

group 14

crypto isakmp key D@t@c3nt3r address 209.165.201.6

crypto ipsec transform-set My_Sel esp-aes esp-sha-hmac
mode transport

crypto map MAP 10 ipsec-isakmp
set peer 200.165.201.6

set transform-set My_Set

match address 100

interface GigabitEthernet0/0

description outside_interface

no switchport

ip address 209.165.201.1 255.255.255.252
crypto map MAP

interface Tunnel100

ip address 192 168.100.1 255.255.255.0
ip mitu 1400

tunnel source GigabitEthemet0/0

tunnel destination 209.165.201.6

ip route 10.20.0.0 255.255.255.0 192.168.100.2 Tunnel100

access-list 100 permit gre host 209.165.201.6 host 209.165.201 .1

crypto isakmp policy 5
authentication pre-share
hash sha256
encryplion aes

group 14

crypto isakmp key D@t@c3nt3 address 209 165.201 1

cryplo ipsec transform-set My_Set esp-aes esp-sha-hmac
mode transport

crypto map MAP 10 ipsec-isakmp
sel peer 209.165.201.1

set transform-set My_Set

match address 100

interface GigabitEthernet0/1

description outside_interface

no switchport

ip address 209.165.201.6 255.255.255.252
cryplo map MAP

interface Tunnel100

ip address 192 168.100.2 255 255 2550
ip mtu 1400

tunnel source GigabitEthemnet0/1

tunnel destination 209.165.201.1

ip route 10.10.0.0 255255 255.0 192.168.100.1 Tunnel100

R1

10.10.0.0/24

i0/0
209.165.201.1/30

10.20.0.0/24

GioN
209.165.201.6/30

A network engineer must simplify the [Psec configuration by enabling IPsec over GRE using [Psec profiles. Which two configuration changes accomplish this? (Choose two).

moo®p

Create an IPsec profile, associate the transform-set ACL, and apply the profile to the tunnel interface.

Apply the crypto map to the tunnel interface and change the tunnel mode to tunnel mode ipsec ipv4.

Remove all configuration related to crypto map from R1 and R2 and eliminate the ACL.

Create an IPsec profile, associate the transform-set, and apply the profile to the tunnel interface.
Remove the crypto map and modify the ACL to allow traffic between 10.10.0.0/24 to 10.20.0.0/24.

Correct Answer: C,D
Section:

QUESTION 9
Refer to the exhibit.
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GiD/0

Gi0/0

Gi0/1

Gi0/N
EtherChannel

SW2# show ip interface brief | include Port
Port-channell unassigned YES unset down down
SW2# show etherchannel summary

Flags: D - down P ~ bundled in port-channel
I - stand-alone s - suspended

- Hot-standby (LACP only)

- Layer3 5 = Layer2

= in use ¥ - failed to allocate aggregator
not in wse, minimum links not met

= wnsuitable for bundling

- waiting to be aggregated

=~ default port

Humber of channel-groups in wse: 1

g c T oI
i

Number of aggregators: 1
Group Port-channel Protocol Ports

1 Pol(S D ) PAgP Gie/e(I) Gie/1(I1)

SW3R show etherchannel summary

Flags: D - down P - bundled in port-channel
1 ~ stand-alone s -~ suspended

- Hot-standby (LACP only)

=~ Layer3 5 - Layerl

= dn - use f - failed to allocate aggregator
not in use, minimum links not met

= unsuitable for bundling

=~ waiting to be aggregated

-~ default port

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

LI c AT
I

1 Pol(S D ) LACP Gie/e(I) Gie/1(I)

dumps

Which action resolves the EtherChannel issue between SW2 and SW3?

OO0 wp

Configure switchport mode trunk on SW2.

Configure switchport nonegotiate on SW3

Configure channel-group 1 mode desirable on both interfaces.
Configure channel-group 1 mode active on both interfaces.

Correct Answer: D
Section:

QUESTION 10
Refer to the exhibit.
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=
e

Router 1 is currently operating as the HSRP primary with a priority of 110 routerl fails and router2 take over the forwarding role. Which command on routerl causes it to take over the forwarding role
when it return to service?

standby 2 priority
standby 2 preempt
standby 2 track
standby 2 timers

o n >

Correct Answer: B
Section:

QUESTION 11
[ e

Refer to the exhibit. What does the error message relay to the administrator who is trying to configure a Cisco IOS device?

A NETCONF request was made for a data model that does not exist.

The device received a valid NETCONF request and serviced it without error.

A NETCONF message with valid content based on the YANG data models was made, but the request failed.
The NETCONF running datastore is currently locked.

OO0 wp

Correct Answer: A
Section:

Explanation:
3. Missing Data Model RPC Error Reply Message

If a request is made for a data model that doesn't exist on the Catalyst 3
response. This is expected behawvior.

p Tip: Use the NETCOMNF capabiliies functionality to determine which

<Pxml wersicon="1.90" sncoding="atf-85">

<data smins="urn:ietf:params:>ml :nsnetconf:rbase:1 . 0" />

Reference: https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html

QUESTION 12
Which LISP component is required for a LISP site to communicate with a non-LISP site?

A. ETR
B. ITR

IT Certification Exams - Questions & Answers | Vdumps.com


https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://www.cisco.com/c/en/us/support/docs/storagenetworking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://vdumps.com
https://vdumps.com

C. Proxy ETR
D. Proxy ITR

Correct Answer: C
Section:

QUESTION 13
Which data is properly formatted with JSON?

A.

"name”: "Peter”,

L agel : '2 5! A

"likesJson®: true,

“characteristics”: ["small*,"strong”, 18]

"name”. "Peter”, m ps
uage-: n25-‘

"likesJson": true,

"characteristics": [“small*®,"strong”*,"18%],

*name":"Peter”
imﬁ:lz 5*!

“likesJson®:true
*characteristics™:["small®,"strong", 18]
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*name®: Peter,
*age”: 25,

“likesJson”; true,
“characteristics®: ["small®,“strong","18%],

Correct Answer: A
Section:

QUESTION 14
How are the different versions of IGMP compatible?

IGMPvV2 is compatible only with IGMPv]1.
IGMPvV2 is compatible only with IGMPv2.
IGMPvV3 is compatible only with IGMPv3.
IGMPv3 is compatible only with IGMPv1

dumps

OO0 wp

Section:
QUESTION 15
Refer to the exhibit.
// f’fﬂ’ : _EHK \\
AS2
( S )
Fal/o 192.168.10.0/24 Fad/a &'; ‘;
i | = |
R ﬁ/
H‘-_H""—._ e e

Which configuration establishes EBGP neighborship between these two directly connected neighbors and exchanges the loopback network of the two routers through BGP?

A
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R1(config)¥router bgp 1
R1(config-router imeighbor 192.168.10.2 remote-as 2
R1(config routerymnetwork 10.1.1.0 mask 255.255.255.0

R2(config)7router bgp 2
R2(config-routerneighbor 192.168.10.1 remote-as 1
RZ(config-routerEnetwork 10.2.2.0 mask 255.255.255.0

| R1(conhg ) router bgp 1
R1(config-router J#¥neighbor 10.2.2.2 remote-as 2
R1(config-router ¥network 10.1.1.0 mask 266.266.266.0

R2(config ¥ router bgp 2
R2(config-router @neighbor 10.1.1.1 remote-as 1
R2(config router network 10.2.2.0 k 255.255.255.0

umps
R1(conhg)=router bgp 1

R1(conhg-router =neighbor 192.168.10.2 remote-as 2
H1(conhg-router J=network 10.0.0.0 mask 2565.0.0.0

RZ(conhg )=router bgp 2

RZ(conhg-router J#neighbor 192.168.10.1 remote-as 1
R2Z(config-router J¥network 10.0.0.0 mask 266.0.0.0
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R1(config)router bgp 1

R1({config-router)@neighbor 10.2.2.2 remote-as 2
R1(config-router ) nelghbor 10.2.2.2 update-source o0
R1(confhig-router )Enetwork 10.1.1.0 mask 258.2585.2535.0

RZ(conhg =router bgp 2

RZ(conhg-rouler =neighbor 10.1.1.1 remote-as 1
RZ(conhg-router =neighbor 10.1.1.1 update-source 100
R2Z2(conhg-router network 10.2.2.0 mask 25665.2565.266.0

Correct Answer: A

Section:

Explanation:

With BGP, we must advertise the correct network and subnet mask in the "network" command (in this case network 10.1.1.0/24 on R1 and network 10.2.2.0/24 on R2). BGP is very strict in the routing advertisements. In other
words, BGP only advertises the network which exists exactly in the routing table. In this case, if you put the command "network x.x.0.0 mask 255.255.0.0" or "network x.0.0.0 mask 255.0.0.0" or "network x.x.x.x mask
255.255.255.255" then BGP will not advertise anything.

It is easy to establish eBGP neighborship via the direct link. But let's see what are required when we want to establish eBGP neighborship via their loopback interfaces. We will need two commands:

+ the command "neighbor 10.1.1.1 ebgp-multihop 2" on R1 and "neighbor 10.2.2.2 ebgpmultihop 2" on R1. This command increases the TTL value to 2 so that BGP updates can reach the BGP neighbor which is two hops
away.

+ Answer 'R1 (config) #router bgp 1

R1 (config-router) #neighbor 192.168.10.2 remote-as 2

R1 (config-router) #network 10.1.1.0 mask 255.255.255.0

R2 (config) #router bgp 2

R2 (config-router) #neighbor 192.168.10.1 remote-as 1

R2 (config-router) #network 10.2.2.0 mask 255.255.255.0

Quick Wireless Summary

Cisco Access Points (APs) can operate in one of two modes: autonomous or lightweight + Autonomous: self-sufficient and standalone. Used for small wireless networks.

+ Lightweight: A Cisco lightweight AP (LAP) has to join a Wireless LAN Controller (WLC) to function.

LAP and WLC communicate with each other via a logical pair of CAPWAP tunnels.

— Control and Provisioning for Wireless Access Point (CAPWAP) is an IETF standard for control messaging for setup, authentication and operations between APs and WLCs. CAPWAP is similar to LWAPP except the
following differences:

+CAPWAP uses Datagram Transport Layer Security (DTLS) for authentication and encryption to protect traffic between APs and controllers. LWAPP uses AES.

+ CAPWAP has a dynamic maximum transmission unit (MTU) discovery mechanism.

+ CAPWAP runs on UDP ports 5246 (control messages) and 5247 (data messages) An LAP operates in one of six different modes:

+ Local mode (default mode): measures noise floor and interference, and scans for intrusion detection (IDS) events every 180 seconds on unused channels + FlexConnect, formerly known as Hybrid Remote Edge AP (H-
REAP), mode:

allows data traffic to be switched locally and not go back to the controller. The FlexConnect AP can perform standalone client authentication and switch VLAN traffic locally even when it's disconnected to the WLC (Local
Switched).

FlexConnect AP can also tunnel (via CAPWAP) both user wireless data and control traffic to a centralized WLC (Central Switched).

+ Monitor mode: does not handle data traffic between clients and the infrastructure. It acts like a sensor for location-based services (LBS), rogue AP detection, and IDS + Rogue detector mode: monitor for rogue APs. It does
not handle data at all.

+ Sniffer mode: run as a sniffer and captures and forwards all the packets on a particular channel to a remote machine where you can use protocol analysis tool (Wireshark, Airopeek, etc) to review the packets and diagnose
issues. Strictly used for troubleshooting purposes.

+ Bridge mode: bridge together the WLAN and the wired infrastructure together.

Mobility Express is the ability to use an access point (AP) as a controller instead of a real WLAN controller. But this solution is only suitable for small to midsize, or multi-site branch locations where you might not want to
invest in a dedicated
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WLC. A Mobility Express WLC can support up to 100 Aps

QUESTION 16
In a Cisco SD-Access solution, what is the role of the Identity Services Engine?

It is leveraged for dynamic endpoint to group mapping and policy definition.
It provides GUI management and abstraction via apps that share context.

it is used to analyze endpoint to app flows and monitor fabric status.

It manages the LISP EID database.

o0 ® >

Correct Answer: A
Section:

QUESTION 17
Which encryption hashing algorithm does NTP use for authentication?

SSL
MD5
AES128
AES256

o0 ® >

Correct Answer: B

Section:

Explanation:

An example of configuring NTP authentication is shown below:
Router1(config)#ntp authentication-key 2 md5 itexamanswers
Router1(config)#ntp authenticate

Router1(config)#ntp trusted-key 2

QUESTION 18
Which controller is capable of acting as a STUN server during the onboarding process of Edge devices?

vBond
vSmart
vManage
PNP server

o0 ® >

Correct Answer: A
Section:

QUESTION 19
Which outbound access list, applied to the WAN interface of a router, permits all traffic except for http traffic sourced from the workstation with IP address 10.10.10.1?

A
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D access-list extendead 100

deny cp hast 10.10.10.1 any eq 80
permit ip any any

Ip accesas-[sl extended 200

deny tcp host 10 10.10 1 eg 80 any
permit ip any any

iip access-hst extended m-_l-']ﬁﬂmps
deny tcp host 10.10.10.1 any eq 80

ip access.|isl extended 10
deny cp host 10.10.10.1 any eq 80
permit ip any any
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Section:

QUESTION 20
Which protocol does REST API rely on to secure the communication channel?

TCP
HTTPS
SSH
HTTP

OO0 wp

Correct Answer: B

Section:

Explanation:

The REST API accepts and returns HTTP (not enabled by default) or HTTPS messages that containJavaScript Object Notation (JSON) or Extensible Markup Language (XML) documents. You can useany programming
language to generate the messages and the JSON or XML documents thatcontain the API methods or Managed Object (MO) descriptions.

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/2-x/rest cfg/2 1 x/b _Cisco APIC_REST API Configuration Guide/b Cisco APIC REST API Configuration Guide chapter 01.html

QUESTION 21
Which three methods does Cisco DNA Centre use to discover devices? (Choose three)

CDP

SNMP

LLDP

ping

NETCONF

a specified range of IP addresses

mm o0 ®wPE

Correct Answer: A, C, F
Section:
Explanation:

There are three ways for you to discover devices:
= Use Cisco Discovery Protocol (CDP) and provide a seed |P address.
» Specify a range of IP addresses_ (A maximum range of 4096 devices is supported )

o Use Link Layer Discovery Protocol (LLDP) and provide a seed IP address.

QUESTION 22
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Which line must be added in the Python function to return the JSON object {"cat 9k":

dumps
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"FXS193202SE")?

U*dumps
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import json
def get_data():
test_json = """
{
“response™: [{ |
"managementipAddress”: "10.10.2.253",
"memorySize”: "3398345152",
"serialNumber": "FXS1932Q2SE",
“softwareVersion™: “16.3.2",
"hostname”: "cat_9k"
1, dumps
“version": "1.0"

return (json dumps({d['hostname’]: d['seriaiNumber’] for d in json loads(lest_json)'response’}))

return (json dumps({for d in json loads(lest_json)[response’] d[’hostnamea’]: d['serialNumber'}))

return (json loads({d['hostname’]: d['seriaiNumber’] for d in json.dumpsitest_json)'response}))

return (json loads({for d in json dumps(tes! json)[response’] d['hostname']: d['seralNumberT}))

Correct Answer: D
Section:
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QUESTION 23
What is a characteristic of a virtual machine?

It must be aware of other virtual machines, in order to allocate physical resources for them
It is deployable without a hypervisor to host it

It must run the same operating system as its host

o0 ® >

It relies on hypervisors to allocate computing resources for it

Correct Answer: D

Section:
QUESTION 24
Refer to the exhibit.
r 10.1.1.1/32 10.2.2.2/32 i
AS 100
e .
Link 1 Link 2
r ™
AS 200
10.3.3.3/32 10.4.4.4/32
. A

An engineer must ensure that all traffic leaving AS 200 will choose Link 2 as the exit point. Assuming that all BGP neighbor relationships have been formed and that the attributes have not been
changed on any of the routers, which configuration accomplish task?

R4(config-router)bgp default local-preference 200
R3(config-router)neighbor 10.1.1.1 weight 200
R3(config-router)bgp default local-preference 200
R4(config-router)nighbor 10.2.2.2 weight 200

OO0 >

Correct Answer: A

Section:

Explanation:

Local preference is an indication to the AS about which path has preference to exit the AS in order to reach a certain network. A path with a higher local preference is preferred. The default value for local preference is 100.
Unlike the weight attribute, which is only relevant to the local router, local preference is an attribute that routers exchange in the same AS. The local preference is set with the "bgp default local-preference value" command.
In this case, both R3 & R4 have exit links but R4 has higher local-preference so R4 will be chosen as the preferred exit point from AS 200.
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QUESTION 25

A company has an existing Cisco 5520 HA cluster using SSO. An engineer deploys a new single Cisco Catalyst 9800 WLC to test new features. The engineer successfully configures a mobility tunnel between the 5520 cluster
and 9800

WLC. Client connected to the corporate WLAN roam seamlessly between access points on the 5520 and 9800 WLC. After a failure on the primary 5520 WLC, all WLAN services remain functional; however, Client roam
between the 5520 and 9800 controllers without dropping their connection. Which feature must be configured to remedy the issue?

mobility MAC on the 5520 cluster
mobility MAC on the 9800 WLC
new mobility on the 5520 cluster
new mobility on the 9800 WLC

o0 w®

Correct Answer: B
Section:

QUESTION 26
Refer to the exhibit.
General | Security | QoS | Advanced | Policy Mapping
Layer 2 Layer 3 | AAA Servers
Fast Transition
Fast Transition
| Management Frame
PMF Disabled
WFPA+WPAZ Paramefers

WPA Policy

WPA2 Policy-AES 4
Anthéentication ey Management
021X Enable

CCEM Enable

PSE. < Enable

FT 802.1X Enable

FT PSK Enable

PSK Format ASCIl -

Based on the configuration in this WLAN security setting, Which method can a client use to authenticate to the network?

text string

username and password
certificate

RADIUS token

o0 ® >

Correct Answer: A
Section:

QUESTION 27
Refer to the exhibit.
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Fouterdshow ip ospf interface
GigabicvEchernant/l. 40 18 up, Yipe provocol is op
Interner Address 10.3.5.254/24, Area {, Attached via WNetwork Statement
Frocess ID 1, Roucer ID IT2.16.11.70, MNecwark Type SROADCRET, Cost: 1
Tepolegy-HTID Coat  Disabled Shocdown Iopology Hame
Q i o1 | - Baye
Teansmis Delay 18:L sec, Scacte DR, Pricricy 1
Designated Rourer (ID} 172.16.11.39%, Interface address 10.3.5.254
Bo backap Sesignaved routes on this setwozk
Timer inservals configured, Mells 10, Dead 40, Waix 40, Beczansmic §
Sob~rEayna tiseout  §0
¥o Belles (Passive incerface)
Supporcs Link-local Signaling (1LL5)
Lo lines omitted for bhrevity
GigasivErhernerd/l is-op, line provocel is ap
internet Address (V2.16.30.0724, Axea O, Attached vis Network Statement
Froceas ID 1, Reaver ID 172.i6.11.29, Hetwayk Typs BROADCAST, Coatd 1
Topolegy-MITD ~Cost Disabled: Shotdown Topology: Hame
9 1 B i Base
Trensit Delay 18 1 sec, State DB, Friority 1
Designated Roucer (ID} 172.16.11.2%, Interface address 172.16.30.1
o backup gssisnated Touter on ERi Setwork
Timer invervals configured, Hells 10, Desd 40, Wait 40, Recransmicz 8
cok-reaync: izeous 40
He Belles (Pasaive inverface)
Sepporsa Link-local Sigraling (LL5)
1lines oeicoed for bBrevivy
GigapivErhermecd 9 ia up; line provecel i ap
Internes Rodrase 172.16.15.28/24, Ares O, Avvached vis Network Statsment
Fesceas ID 1, Rouuer ID ITI.E8.11.20, Hetworlk Type BROADCAST, Coati 1
Topolegy-MIID Ceost Disabled  Shucdown - Topoleogy: Hame
[ i o e Sasze
Transmic Delay im @I sec, State DROTEER, Prioxiny 1
Designated Router (ID) Y72,16.11.27, Inverface address 172 16.15.37
Backup Designated router: {(ID) 172.16.31.3), Interface sddcess 172.16.11.30
Tiger Inzézvals configured, Hells 10, Desd 40, Wait 40, Recvanspis §
cob-Tesne cimegur $0

Hello doe in 00:00:07
Supporcs Link=-Iccal Signaling [L13)
olines omicved for brevicy

A network engineer configures OSPF and reviews the router configuration. Which interface or interface or interface are able to establish OSPF adjacency?

GigabitEthemet(0/1 and GigabitEthernet0/1.40
only GigabitEthernet(0/1

only GigabttEthernet0/0

Gigabit Ethernet0/0 and GigabitEthemet0/1

o0 ® >

Correct Answer: C
Section:

QUESTION 28
Refer to the exhibit.

RE

interface GigabitEthernetiso

ip address 152.16€8.250.2 255.255,255.0
atandby 20 1ip 192, 168.250.1

standby- 20 priority 120

Ra

interface GlgabitEtherneti/o

ip address 192.168.250.3 255,255.255.0
stiandby 20 ip 192.168.250.1

standby 20 priority-110
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What are two effects of this configuration? (Choose two.)

R1 becomes the active router.
R1 becomes the standby router.

mo o ® P

Correct Answer: A, D
Section:

QUESTION 29
Refer to the exhibit.

wilh manager connect(host=192 168.0.1, port=22,

device_params={name’'nexus’) as m

usemame="admin’, password="password1’, hostkey_vernfy=True,

What does the snippet of code achieve?

OO0 >

Correct Answer: C
Section:
Explanation:

If R2 goes down, R1 becomes active but reverts to standby when R2 comes back online.
If R1 goes down. R2 becomes active and remains the active device when R1 comes back online.

If R1 goes down, R2 becomes active but reverts to standby when R1 comes back online.

It creates a temporary connection to a Cisco Nexus device and retrieves a token to be used for API calls.
It opens a tunnel and encapsulates the login information, if the host key is correct.

It opens an ncclient connection to a Cisco Nexus device and maintains it for the duration of the context.
It creates an SSH connection using the SSH key that is stored, and the password is ignored.

ncclient is a Python library that facilitates client-side scripting and application development around the NETCONF protocol.
The above Python snippet uses the ncclient to connect and establish a NETCONF session to a Nexus device (which is also a NETCONF server).

QUESTION 30
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What is one fact about Cisco SD-Access wireless network deployments?

The access point is part of the fabric underlay
The WLC is part of the fabric underlay
The access point is part the fabric overlay

OO0 >

The wireless client is part of the fabric overlay

Correct Answer: C
Section:

QUESTION 31
A network engineer configures a new GRE tunnel and enters the show run command. What does the output verify?

The tunnel will be established and work as expected

The tunnel destination will be known via the tunnel interface

The tunnel keepalive is configured incorrectly because they must match on both sites
The default MTU of the tunnel interface is 1500 byte.

OO0 wp

Correct Answer: B
Section:

QUESTION 32

ISE
=D ACS

i
s betee

#it LDAP
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Refer to the exhibit Which single security feature is recommended to provide Network Access Control in the enterprise?

A. MAB
B.
C
D

802.1X

. WebAuth

. port security sticky MAC

Correct Answer: B

Section:
-
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209 165 201 0727 & subnetied 1 Jubnels
B 209 165 201 0 [200) va 209 165 200 230 00 00 V7
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Refer to the exhibit. Which configuration change will force BR2 to reach 209 165 201 0/27 via BR1?

Set the weight attribute to 65.535 on BR1 toward PEI.

Set the local preference to 150 on PE1 toward BR1 outbound
Set the MED to 1 on PE2 toward BR2 outbound.

Set the origin to igp on BR2 toward PE2 inbound.

o0 ® >

Correct Answer: C

Section:

Explanation:

MED Attribute:

+ Optional nontransitive attribute (nontransitive means that we can only advertise MED to routers that are one AS away) + Sent through ASes to external BGP neighbors + Lower value is preferred (it can be considered the
external metric of a route) + Default value is 0

QUESTION 34
Which two methods are used to reduce the AP coverage area? (Choose two)

Reduce channel width from 40 MHz to 20 MHz
Disable 2.4 GHz and use only 5 GHz.

Reduce AP transmit power.

Increase minimum mandatory data rate

Enable Fastlane

m o 0w >

Correct Answer: C,D
Section:

QUESTION 35
Refer to the exhibit.

Security policy requires all idle-exec sessions to be terminated in 600 seconds. Which configuration achieves this goal?

A. line vty 0 15 absolute-timeout 600
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B. line vty 0 15 exec-timeout
C. line vty 01 5 exec-timeout 10 0
D. line vty 0 4 exec-timeout 600

Correct Answer: C
Section:

QUESTION 36
Which two threats does AMP4E have the ability to block? (Choose two.)

DDoS

ransomware

Microsoft Word macro attack
SQL injection

email phishing

m o0 >

Correct Answer: B, C

Section:

Explanation:

https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008- 00-cisco-amp-for-endpoints-wp-v2a.pdf

QUESTION 37


https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
https://www.cisco.com/c/dam/en/us/products/collateral/security/amp-for-endpoints/c11-742008
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What does the cisco REST response indicate?

Cisco DNA Center has the Incorrect credentials for cat3850-1
Cisco DNA Center is unable to communicate with cat9000-1
Cisco DNA Center has the incorrect credentials for cat9000-1
Cisco DNA Center has the Incorrect credentials for RouterASR-1

o0 ® >

Correct Answer: C

Section:
QUESTION 38
Refer to the exhibit.
S1Esh monitor sesdlon all
seas fon 1
Type ; Remote Desrination Session
Soirece HSPAM VLAN .
Seszion
Type o bocal Session
Source Poarts
Bath - Fa@l1a
Destination Ports i FalrYS
tncapsulation liative
Ingress Disabley

An engineer configures monitoring on SW1 and enters the show command to verify operation. What does the output confirm?

SPAN session 1 monitors activity on VLAN 50 of a remote switch
SPAN session 2 only monitors egress traffic exiting port FastEthernet 0/14.
SPAN session 2 monitors all traffic entering and exiting port FastEthernet 0/15.

o0 ® >

RSPAN session 1 is incompletely configured for monitoring

Correct Answer: D

Section:

Explanation:

SWI has been configured with the following commands:

SW1(config)#monitor session 1 source remote vlan 50 SW1(config)#monitor session 2 source interface fa0/14 SW1(config)#monitor session 2 destination interface fa0/15 The session 1 on SW1 was configured for Remote
SPAN (RSPAN) while session 2 was configured for local SPAN. For RSPAN we need to configure the destination port to complete the configuration.

Note: In fact we cannot create such a session like session 1 because if we only configure ?Source RSPAN VLAN 507 (with the command ?monitor session 1 source remote vlan 50?) then we will receive a ?Type: Remote
Source Session?

(not ?Remote Destination Session?).

QUESTION 39
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Refer to the exhibit. A network engineer configures NAT on R1 and enters me show command to verity the configuration What does the output confirm?

The first pocket triggered NAT to add on entry to NAT table
R1 is configured with NAT overload parameters

A Telnet from 160.1.1 1 to 10.1.1.10 has been initiated.

R1 to configured with PAT overload parameters

OO0 >

Correct Answer: A
Section:

QUESTION 40
An engineer is troubleshooting the Ap join process using DNS. Which FQDN must be resolvable on the network for the access points to successfully register to the WLC?

wlcbostname.domain.com
cisco-capwap-controller.domain.com

ap-manager.domain.com

OO0 wp

primary-wlc.domain.com

Correct Answer: B

Section:

Explanation:

DNS: If you have configured your DHCP server to provide both option 006 (DNS server address) and option 015 (domain name) information, the AP can obtain WLC addresses from the DNS server. The process works as
follows:

1. The AP gets its IP address from DHCP with options 6 and 15 configured.

2. The AP can obtain the IP address of the DNS server from the DHCP option.

3. The AP uses this information to perform a hostname lookup using CISCO-CAPWAPCONTROLLER.<localdomain>, which resolves to available WLC management interface IP addresses

(IPv4 or IPv6, or both).

4. The AP can then perform a directed message to associate to responsive WLCs.

To prevent all APs from joining a single controller based on a DNS name resolution, the domain name may vary; this is what is done to dispatch APs to different controllers across the enterprise network, based on different
domain names that are configured in their respective DNS scopes.

QUESTION 41

Running the script causes the output in the exhibit. Which change to the first line of the script resolves the error?
Import ncclient

with ncclienl. manager.connect|
host = "192.168.1.1°,
port=830,
usemame = root’,
password = "testI9834515210°,
allow_agent = False) as m:
print(m.get_configrunning’).data_xmil)

Quitpul
£ python get_config.py

Traceback (most recent call last )
File “get_config.py”, line 3, in <module>
with ncclient.manager.conneact (host = "192.168.1.1, port = 830, usernams = ‘rool’,
AttributeError:. ‘module’ object has no attribute ‘manager’

A. from ncclient import
B. import manager
C. from ncclient import*
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D. import ncclient manager

Correct Answer: C
Section:

QUESTION 42
An engineer must configure HSRP group 300 on a Cisco IOS router. When the router is functional, it must be the must be the active HSRP router. The peer router has been configured using the default priority value. Which

command set is required?

" standby 300 priority 110
standby 300 timers 1 110
" standby version 2
standby 300 priority 110
standby 300 preempt dumps
standby 300 priority 90
standby 300 preempt

standby version 2
standby 300 priority 90
standby 300 preempt
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Correct Answer: B

Section:
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Refer to the exhibit. An engineer is investigating why guest users are able to access other guest user devices when the users are connected to the customer guest WLAN. What action resolves this issue?

. implement MFP client protection

A

B. implement split tunneling
C. implement P2P blocking
D

. implement Wi-Fi direct policy

Correct Answer: C

Section:

Explanation:

This control determines whether the Wireless LAN Controller is configured to prevent clients connected to the same Wireless Local Area Controller from communicating with each other.

Wireless Client Isolation prevents wireless clients from communicating with each other over the RF.

Packets that arrive on the wireless interface are forwarded only out the wired interface of an Access Point. One wireless client could potentially compromise another client sharing the same wireless network.

QUESTION 44
Which characteristic distinguishes Ansible from Chef?

Ansible lacs redundancy support for the master server. Chef runs two masters in an active/active mode.
Ansible uses Ruby to manage configurations. Chef uses YAML to manage configurations.

Ansible pushes the configuration to the client. Chef client pulls the configuration from the server.

OO0 ®p

The Ansible server can run on Linux, Unix or Windows. The Chef server must run on Linux or Unix.
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Correct Answer: C
Section:

QUESTION 45
Refer to the exhibit.

WLANs > Edit "Guest Wireless
General | Security | QoS | Pelicy-Mapping | Advanced

Layer 2 | Layerd | AAAServers

select AAA servers helow to overmnide use of default servers on this WiLAN
Radius Servers

Badngs Server Ovarwrts mterface [w Enabled

Interface Priority | WLAN ol
Authentication Servers Arcounting Servers
¥ Enabled W Enablad

Server 1 {rnr.g ZI [ Rane ;]

Sorveor 1 3,_.'-];_:\;_— _._3 I”h-E.rTEl

Servar 1 | Mone =] [Hene =]

Sorvord |Mane =] [Hone =]

Server & | Mone _3_] [ Hone A

servers | None =1 [Nore =]

Assuming the WLC's interfaces are not in the same subnet as the RADIUS server, which interface would the:WIzCiusé as the source for all RADIUS-related traffic?

the interface specified on the WLAN configuration
any interface configured on the WLC

the controller management interface

o0 ® >

the controller virtual interface

Correct Answer: A
Section:

QUESTION 46
In an SD-Access solution what is the role of a fabric edge node?

. to connect external Layer 3- network to the SD-Access fabric

A

B. to connect wired endpoint to the SD-Access fabric

C. to advertise fabric IP address space to external network
D

. to connect the fusion router to the SD-Access fabric
Correct Answer: B
Section:
Explanation:

+ Fabric edge node: This fabric device (for example, access or distribution layer device) connects

QUESTION 47
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What is a benefit of a virtual machine when compared with a physical server?

Multiple virtual servers can be deployed on the same physical server without having to buy additional hardware.
Virtual machines increase server processing performance.

The CPU and RAM resources on a virtual machine cannot be affected by other virtual machines.

oSN >

Deploying a virtual machine is technically less complex than deploying a physical server.

Correct Answer: A
Section:

QUESTION 48
When using TLS for syslog, which configuration allows for secure and reliable transportation of messages to its default port?

logging host 10.2.3.4 vrf mgmt transport tcp port 6514
logging host 10.2.3.4 vrf mgmt transport udp port 6514
logging host 10.2.3.4 vrf mgmt transport tcp port 514

o0 ® >

logging host 10.2.3.4 vrf mgmt transport udp port 514

Correct Answer: A

Section:

Explanation:

The TCP port 6514 has been allocated as the default port for syslog over Transport Layer Security (TLS).
Reference: https://tools.ietf.org/html/rfc5425

QUESTION 49
At which Layer does Cisco DNA Center support REST controls?

EEM applets or scripts

Session layer

YMAL output from responses to API calls
Northbound APIs

OO0 wp

Correct Answer: D
Section:

QUESTION 50
Refer to the exhibit.
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0L ... = Version: &
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Total Lemgth: 92
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Frotocol: TCWF (1)

* Meader checkium: S0 [validation disabled]
Source: 192.168.1.1

Destination: 192.168.3.1
[Source GeolP: Unknon]

et inat lon P Unkmown
- [@Aternet Control Mesiage Protocal
Type: [ (Echo (ping) reguest)

Lode: @
Chechaum: OxiTEY [correct)
Tdentifier (DE): 1 (0wDO01)

Tdentifier (LE): 256 (OwDLOB)
Sequence nusber (BE): 133 (0xDddTo)
Sequence nusber (LE): J1488 (@xTh0D)
* [No response seen]
» Data (64 bytes)

Which troubleshooting a routing issue, an engineer issues a ping from S1 to S2. When two actions from the initial value of the TTL? (Choose two.)

The packet reaches R3, and the TTL expires
R2 replies with a TTL exceeded message
R3 replies with a TTL exceeded message.
The packet reaches R2 and the TTL expires
R1 replies with a TTL exceeded message
The packet reaches R1 and the TTL expires.

mm o0 W >

Correct Answer: A, D
Section:

Explanation:
Source MAC in the capture is VMWare, MAC is Cisco. Routers first check the TTL before any further process, subtract 1 at R1. Send to R2, subtract and you have ZERO. Discard packet and reply with ICMP Time Exceeded

message from that point, don't even bother checking the Route table for further processing.

QUESTION 51
Which technology provides a secure communication channel for all traffic at Layer 2 of the OSI model?

MACsec
IPsec

SSL

Cisco Trustsec

o 0N >

Correct Answer: A
Section:
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Explanation:
MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using outofband methods for encryption keying. The MACsec Key Agreement (MKA) Protocol provides the

QUESTION 52

SwitchZ#®

01:25:08: %H—'I'-I"EH.R_UISABLE: channul"ni’cnufiq aerror detectad an
Fa0/23, putting Fal0/23 in err-disable

state

01:25:08: %PM-4-ERR DISABLE: channel-misconflg error detected on
Fald/24, putting Fald/24 in err-disable

state

Switchl2#

Switchl#show etherchannel sumwmary

loutput omittad

1 PaZ (SD) LACE Fal/fo0/23(D)
SwitchZ#ahow etherchannel summary

loutput omitted

Group Port-channel FProtocol Forta

1 Pol (SD) = Fa0 /23 (D) Fa0/24 (D)

Refer to the exhibit. An engineer is configuring an EtherChannel between Switchl and Switch2 and notices the console message on switch2. Based on the output, which action resolves this issue?

Configure less member ports on Switch2.
Configure the same port channel interface number on both switches

Configure the same EtherChannel protocol on both switches

OO0 wp

Configure more member ports on Switchl.

Correct Answer: C

Section:

Explanation:

In this case, we are using your EtherChannel without a negotiation protocol on Switch2. As a result, if the opposite switch is not also configured for EtherChannel operation on the respective ports, there is a danger of a
switching loop. The EtherChannel Misconfiguration Guard tries to prevent that loop from occuring by disabling all the ports bundled in the EtherChannel.

QUESTION 53
Which entity is responsible for maintaining Layer 2 isolation between segments In a VXLAN environment?

switch fabric
VTEP
VNID

host switch

o 0N >

Correct Answer: C
Section:
Explanation:

e -

The 24-bit VNID is used to identify Layer 2 segments and to maintain Layer 2 isolation between the segments.
VXLAN uses an 8-byte VXLAN header that consists of a 24-bit VNID and a few reserved bits. The VXLAN header together with the original Ethernet frame goes in the UDP payload. The 24-bit
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VNID is used to identify Layer 2 segments and to maintain Layer 2 isolation between the segments.
Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-
x/vxlan/configuration/guide/b Cisco Nexus 9000 Series NXOS VXLAN Configuration Guide 7x/b Cisco Nexus 9000 Series NXOS VXLAN Configuration Guide 7x chapter 010.html

QUESTION 54
Which DHCP option helps lightweight APs find the IP address of a wireless LAN controller?

A. Option 43
B. Option 60
C. Option 67
D. Option 150
Correct Answer: A
Section:
QUESTION 55
Refer the exhibit.
Chicagodshow ip ospf ned
Lt . 213", Neighbor ID Pri  State Dead Time  Address Interface
o e = ¥.3.3.3 1 FULL /BOR D 00: 37 192.168.2.3 FastEthernetd/ o
& 2ok.2.2 @ FULLY - Do 0a: 32 192.168.0.2 seriala/o
Chicagos
g Chicaposshow ip ospf int bri
S OSPF Area 1 . Interface PID Arca IP AddressMask Cost State Mbrs F/C
E] £ Faidfa 1 1 192,168.2.1/24 40000 DR 171
] i Se0/0 1 1 192.168.9.1/24 65535 PP 171
Chicagos

192.168.0.

-

4

bl R —

Which router is the designated router on the segment 192.168.0.0/24?

This segment has no designated router because it is a nonbroadcast network type.
This segment has no designated router because it is a p2p network type.
Router Chicago because it has a lower router ID

OO0 >

Router NewYork because it has a higher router ID

Correct Answer: B
Section:

QUESTION 56
What are two differences between the RIB and the FIB? (Choose two.)
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The FIB is derived from the data plane, and the RIB is derived from the FIB.

The RIB is a database of routing prefixes, and the FIB is the Information used to choose the egress interface for each packet.
FIB is a database of routing prefixes, and the RIB is the information used to choose the egress interface for each packet.

The FIB is derived from the control plane, and the RIB is derived from the FIB.

The RIB is derived from the control plane, and the FIB is derived from the RIB.

m o0 w>

Correct Answer: B, E
Section:

QUESTION 57
Which algorithms are used to secure REST API from brute attacks and minimize the impact?

SHA-512 and SHA-384

MDS5 algorithm-128 and SHA-384
SHA-1, SHA-256, and SHA-512
PBKDF2, BCrypt, and SCrypt

OO0 wp

Correct Answer: D

Section:

Explanation:

One of the best practices to secure REST APIs is using password hash. Passwords must always be hashed to protect the system (or minimize the damage) even if it is compromised in some hacking attempts. There are many
such hashing algorithms which can prove really eftective for password security e.g. PBKDF2, berypt and scrypt algorithms.

Other ways to secure REST APIs are: Always use HTTPS, Never expose information on URLs

(Usernames, passwords, session tokens, and API keys should not appear in the URL), Adding Timestamp in:RequestyUsing OAuthgInput Parameter Validation.

Reference: https://restfulapi.net/security-essentials/

QUESTION 58

20.1.1.2124

20.1.1.1124

OSPF Area 0

hostname R1

router ospf 1

network 0.0.0.0 255.255.255.255 area 0
auto~cost reference-bandwidth 1000

1

hostname R2

router ospf 2

network 20.0.0.0 0.0.0.255 area 0
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Which command must be applied to R2 for an OSPF neighborship to form?

network 20.1.1.2.0.0.0.0 area 0

network 20.1.1.2 255.255.0.0. area 0
network 20.1.1.2.0.0.255.255 area 0
network 20.1.1.2 255.255.255 area 0

o0 ® >

Correct Answer: A

Section:

Explanation:

The ?network 20.0.0.0 0.0.0.255 area 0? command on R2 did not cover the IP address of Fal/l interface of R2 so OSPF did not run on this interface. Therefore we have to use the command ?network 20.1.1.2 0.0.255.255 area
0? to turn on OSPF on this interface.

Note: The command ?network 20.1.1.2 0.0.255.255 area 0? can be used too so this answer is also correct but answer C is the best answer here.

The ?network 0.0.0.0 255.255.255.255 area 0? command on R1 will run OSPF on all active

QUESTION 59
Which two operations are valid for RESTCONF? (Choose two.)

HEAD
REMOVE
PULL
PATCH
ADD
PUSH

mmo o ®»

Correct Answer: A, D

Section:

Explanation:

RESTCONEF operations include OPTIONS, HEAD, GET, POST, PATCH, DELETE.

QUESTION 60
Refer to the exhibit.

ip sla 1i0

icmp-echo 192.168.10.20
timeout 500

freguency 3

ip sla schedule 10 life forever start-time now
track 10 ip sla 10 reachability

The IP SLA is configured in a router. An engineer must configure an EEM applet to shut down the interface and bring it back up when there is a problem with the [P SLA. Which configuration should
the engineer use?

A. event manager applet EEM _IP_SLA event track 10 state down
B. event manager applet EEM IP_SLA event track 10 state unreachable
C. event manager applet EEM [P SIA event sla 10 state unreachable
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D. event manager applet EEM _IP_SLA event sla 10 state down

Correct Answer: A
Section:
Explanation:

The ?ip sla 10? will ping the IP 192.168.10.20 every 3 seconds to make sure the connection is still up. We can configure an EEM applet if there is any problem with this IP SLA via the command ?event track 10 state down?.
Reference: https://www.theroutingtable.com/ip-sla-and-cisco-eem/

QUESTION 61
Which JSON syntax is valid?

("switch™ "name” “dist1” “interfaces™ [[gig1”, "qig2”". "gi93])
(‘'swalch’. (‘'name’. ‘dist1’, ‘interfaces’ [gig1’, 'gg2’, '3’}

{"switch". "'name”. “dist1”, “interfaces”. ["gig1”, "gig2", "gig3"]}}

(Fewatch/™: {Mname/™: “dist1” imeﬁacesqgmgé' "gig3)

Correct Answer: C

Section:

Explanation:

This JSON can be written as follows:
{' switch": {

'name': 'dist1’,

'interfaces": ['gigl’, 'gig2', 'gig3']

})

QUESTION 62
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Refer to the exhibit.

U*dumps
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An engineer must deny Telnet traffic from the loopback interface of router R3 to the loopback interface of router R2 during the weekend hours. All other traffic between the loopback interfaces of
routers R3 and R2 must be allowed at all times. Which command accomplish this task?

A. R3(config)#time-range WEEKEND
R3(config-time-range)#periodic Saturday Sunday 00:00 to 23:59
R3(config)#access-list 150 deny tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND
R3(config)#access-list 150 permit ip any any time-range WEEKEND
R3(config)#interface G0/1
R3(config-if)#ip access-group 150 out
B. Rl1(config)#time-range WEEKEND
R1(config-time-range)#periodic weekend 00:00 to 23:59
R1(config)#access-list 150 deny tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND
R1(config)#access-list 150 permit ip any any
R1(config)#interface GO/1
R1(config-if)#ip access-group 150 in
C. R3(config)#time-range WEEKEND
R3(config-time-range)#periodic weekend 00:00 to 23:59
R3(config)#access-list 150 permit tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND
R3(config)#access-list 150 permit ip any any time-range WEEKEND
R3(config)#interface G0/1
R3(config-if)#ip access-group 150 out
D. Rl(config)#time-range WEEKEND
R1(config-time-range)#periodic Friday Sunday 00:00 to 00:00
R1(config)#access-list 150 deny tcp host 10.3.3.3 host 10.2.2.2 eq 23 time-range WEEKEND
R1(config)#access-list 150 permit ip any any
R1(config)#interface GO/1
R1(config-if)#ip access-group 150 in

Correct Answer: C
Section:
Explanation:

We cannot filter traffic that is originated from the local router (R3 in this case) so we can only configure the ACL on R1 or R2. "Weekend hours" means from Saturday morning through Sunday night so we have to configure:
"periodic weekend 00:00 to 23:59".
Note: The time is specified in 24-hour time (hh:mm), where the hours range from 0 to 23 and the minutes range from 0 to 59.

QUESTION 63
When configuration WPA2 Enterprise on a WLAN, which additional security component configuration is required?

NTP server
PKI server
RADIUS server
TACACS server

o0 w®

Correct Answer: C
Section:

QUESTION 64
Which devices does Cisco DNA Center configure when deploying an IP-based access control policy?

A. All devices integrating with ISE
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B. selected individual devices
C. all devices in selected sites
D. all wired devices

Correct Answer: C

Section:

Explanation:

When you click Deploy, Cisco DNA Center requests the Cisco Identity Services Engine (Cisco ISE) to send notifications about the policy changes to the network devices.

QUESTION 65
Refer to the exhibit.
Switch B
May 2 15:12-48.477: RIPANTRIE-7-RECY_10_NON_TRUNK: Received B02 10 BPDU e non lrunk GigsbiEthemet0/0 VLAN1
"May 1151044 47T RIPANTRIL-7-DLOCKE_PORT _TYPL: Blockng Gogabiftherretd/0 on VLANODD]. Inconsittent port type.
Wianl0 VianlD
10.0.0.1/24 10.0.0.2/24
5@*0 GO0 s
hostname Switchl hostname Switch2
I ]
vip domaln DATACENTERI vip domain DATACENTERZ
1 i
Interface Gi0/0 Interface Gi0/0
description TO DC2-Switch2 dascription TO DCl-Switchl
switchport mode trunk switchport mode dynamic desirable
' i
Interface YlanlO Intarfacae VlianlD
description LAN-10 description LAN-10
ip address 10.0.0.1 255.255.255.0 ip address 10.0.0.2 255,255,255.0

An engineer implemented several configuration changes and receives the logging message on switchl. Which action should the engineer take to resolve this issue?

Change the VTP domain to match on both switches
Change Switch2 to switch port mode dynamic auto

Change Switch1 to switch port mode dynamic auto

o0 ® >

Change Switch1 to switch port mode dynamic desirable

Correct Answer: A
Section:

QUESTION 66
Which AP mode allows an engineer to scan configured channels for rogue access points?

sniffer
monitor

bridge

OO0 >

local

Correct Answer: B
Section:
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QUESTION 67
Which statement about TLS is accurate when using RESTCONF to write configurations on network devices?

It requires certificates for authentication

It is provided using NGINX acting as a proxy web server
It is used for HTTP and HTTPS requests

It is not supported on Cisco devices

o0 ® >

Correct Answer: B
Section:

QUESTION 68
How is 802.11 traffic handled in a fabric-enabled SSID?

centrally switched back to WLC where the user traffic is mapped to a VXLAN on the WLC
converted by the AP into 802.3 and encapsulated into VXLAN

centrally switched back to WLC where the user traffic is mapped to a VLAN on the WLC
converted by the AP into 802.3 and encapsulated into a VLAN

o0 ® >

Correct Answer: B
Section:

QUESTION 69
Which measurement is used from a post wireless survey to depict the cell edge of the access points?

A. SNR
B. Noise
C. RSSI
D. CCI

Correct Answer: A
Section:

QUESTION 70
Refer to the exhibit.

Extended IP access list EGRESS
10 permit ip 10000 0.0.0.255 any
|

<Output Omitted=

I

intartacae Gigabilktharmeatiy/d

ip address 208 165.200 225 255 255 2550
ip accass-group EGCRESS oul
dupisx aulo

speed auto

media-type 45
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An engineer must block all traffic from a router to its directly connected subnet 209.165.200.0/24.
The engineer applies access control list EGRESS in the outbound direction on the GigabitEthernet0/0 interface of the router However, the router can still ping hosts on the 209.165.200.0/24 subnet.
Which of this behavior is true?

Access control lists that are applied outbound to a router interface do not affect traffic that is sourced from the router.
Only standard access control lists can block traffic from a source IP address.
After an access control list is applied to an interface, that interface must be shut and no shut for the access control list to take effect.

o0 ® >

The access control list must contain an explicit deny to block traffic from the router.

Correct Answer: A
Section:

QUESTION 71
Refer to the exhibit.

dumps

router MPI 3 i
router-14 1.31.1. o
network 1.1.1.1 8,0.0.8 area B reEtwork L,:..i_.._:.?; Pt
setwork 19.0.0.9 0.0.0,255 area © network 19.9.8.9 £

A network engineer is configuring OSPF between router R1 and router R2. The engineer must ensure that a DR/BDR election does not occur on the Gigabit Ethernet interfaces in area 0. Which
configuration set accomplishes this goal?

A.

o Ri(config-f)interface Gi0/0
R1(config-iNip ospf network point-to-point

R2(config-ifjinterface Gi0/0
R2(config-if)ip ospf network point-to-point
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Section:

Explanation:

Broadcast and Non-Broadcast networks elect DR/BDR while Point-topoint/ multipoint do not elect DR/BDR. Therefore we have to set the two Gi0/0 interfaces to point-to-point or point-to-multipoint network to ensure that a
DR/BDR election does not occur.

QUESTION 72
Which design principle slates that a user has no access by default to any resource, and unless a resource is explicitly granted, it should be denied?

A. least privilege

B. fail-safe defaults

C. economy of mechanism
D

. complete mediation

Correct Answer: B
Section:

QUESTION 73
Which congestion queuing method on Cisco IOS based routers uses four static queues?

Priority
custom

weighted fair

o 0N >

low latency

Correct Answer: A
Section:

QUESTION 74
What is the centralized control policy in a Cisco SD-WAN deployment?

list of ordered statements that define user access policies
set of statements that defines how routing is performed

set of rules that governs nodes authentication within the cloud

o n >

list of enabled services for all nodes within the cloud

Correct Answer: B
Section:

QUESTION 75
Refer to the exhibit.

SW2#

%CDP-4-NATIVE VLAN MISMATCH: Native VLAN mismatch discovered on
GigabitEthernet0/1 (1), with SWl GigabitEthernet 0/1 (30).

SWa2#

An engineer must set up connectivity between a campus aggregation layer and a branch office access layer. The engineer uses dynamic trunking protocol to establish this connection, however,
management traffic on VLANI1 is not passing.
Which action resolves the issue and allow communication for all configured VLANs?
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Allow all VLANSs on the trunk links
Disable Spanning Tree for the native VLAN.
Configure the correct native VLAN on the remote interface

o 0N >

Change both interfaces to access ports.

Correct Answer: C
Section:

QUESTION 76
Which IPv4 packet field carries the QoS IP classification marking?

ID
TTL
FCS
ToS

o0 >

Correct Answer: D
Section:

Explanation:
The classification is carried in the IP packet header, using 6 bits from the deprecated IP type of service (ToS) field to carry the classification (class) information. Classification can also be carried in the Layer 2 frame.

QUESTION 77
Which Cisco FlexConnect state allows wireless users that are connected to the network to continue working after the connection to the WLC has been lost?

Authentication Down/Switching Down
Authentication-Central/Switch-Local
Authentication- Down/Switch-Local
Authentication-Central/Switch-Central

OO0 w® P

Correct Answer: C

Section:

Explanation:

Operation Modes

There are two modes of operation for the FlexConnect AP.

Connected mode: The WLC is reachable. In this mode the FlexConnect AP has CAPWAP connectivity with its WLC.

Standalone mode: The WLC is unreachable. The FlexConnect has lost or failed to establish CAPWAP connectivity with its WLC. A WAN-link outage between a branch and its central site is a example of such a mode of
operation.

FlexConnect States

A FlexConnect WLAN, depending on its configuration and network connectivity, is classified as being in one of the following defined states.

Authentication-Central/Switch-Central: This state represents a WLAN that uses a centralized authentication method such as 802.1X, VPN, or web. User traffic is sent to the WLC via CAPWAP (Central switching). This state is
supported only when FlexConnect is in connected mode.

Authentication Down/Switching Down: Central switched WLANS no longer beacon or respond to probe requests when the FlexConnect AP is in standalone mode. Existing clients are disassociated.
Authentication-Central/Switch-Local: This state represents a WLAN that uses centralized authentication, but user traffic is switched locally. This state is supported only when the FlexConnect AP is in connected mode.
Authentication-Down/Switch-Local: A WLAN that requires central authentication rejects new users.

Existing authenticated users continue to be switched locally until session time-out if configured. The WLAN continues to beacon and respond to probes until there are no more existing users associated to the WLAN. This state
occurs as a result of the AP going into standalone mode.

Authentication-local/switch-local: This state represents a WLAN that uses open, static WEP, shared, or WPA2 PSK security methods. User traffic is switched locally. These are the only security methods supported locally if a
FlexConnect goes into standalone mode. The WLAN continues to beacon and respond to probes. Existing users remain connected and new user associations are accepted. If the AP is in connected mode, authentication
information for these security types is forwarded to the WLC.
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QUESTION 78
Which resource is able to be shared among virtual machines deployed on the same physical server?

applications
disk
VM configuration file

o0 ® >

operating system

Correct Answer: B
Section:

QUESTION 79

G0/0

Go/1 |1
100} WEB SERVER

10.1.1.0/24
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Refer to the exhibit. External users require HTTP connectivity to an internal company web server thatis listening on TCP port 8080. Which command set accomplishes this requirement?

A

interface GO

ip address 209.165.200.225 265.255.2565.224
ip nat inside

interface GO/M
ip address 10.1.1.1 255.2565.255.0
ip nat outside

ip nat inside source static tcp 10.1.1.1 8080 208,165.200.225 80
interface GO/

ip address 209.165.200.225 M.ZHM.QU m pS

ip nat outside

interface GO/
ip address 10.1.1.1 255.255.255.0
ip nat inside

ip nat inside source static tcp 10.1.1.100 8080 interface GO0/O 80

IT Certification Exams - Questions & Answers | Vdumps.com
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interface GO/
ip address 209.165.200.225 2565.255.2565.224
ip nat inside

interface G0/O
ip address 209.165.200.225 255.255.255.224
ip nat inside

interface GO/ A
ip address 10.1.1.1 255.255.255.0
ip nat outside

Correct Answer: B
Section:

QUESTION 80
Which three elements determine Air Time efficiency? (Choose three)

evert-driven RRM

data rate (modulation density) or QAM
channel bandwidth

number of spatial streams and spatial reuse
RF group leader

Mmoo ® R

dynamic channel assignment

Correct Answer: B, C,D
Section:

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/ BRKEWN-3010.pdf
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Four things determine “A
Wi-Fi’s 1-5 have delivered on 3 of these....

Modulation density gains
% 1. Data tate (Moduiation density) Gd QAM 256 QAM 1024 OAM
2. Number of spatial streams sreraslrssine
(FEEREEILAEL Y !
it e |
: 802.11agn ‘soddiac  BOZ.¥iax
3. Channel bandwidth _ ;

4. Protocol overhead

QUESTION 81
What are two characteristics of VXLAN? (Choose two)

It uses VTEPs to encapsulate and decapsulate frames.
It has a 12-bit network identifier

It allows for up to 16 million VXLAN segments

It lacks support for host mobility

It extends Layer 2 and Layer 3 overlay networks over a Layer 2 underlay. d u m p S

Correct Answer: A, C
Section:

m o 0w >

QUESTION 82
An engineer must provide wireless converge in a square office. The engineer has only one AP and believes that it should be placed it in the middle of the room. Which antenna type should the engineer use?

directional
polarized
Yagi

o0 ® >

omnidirectional

Correct Answer: D
Section:

QUESTION 83
An engineer measures the Wi-Fi coverage at a customer site. The RSSI values are recorded as follows:

Which two statements does the engineer use to explain these values to the customer? (Choose two)
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m o0 w>

The signal strength at location C is too weak to support web surfing
Location D has the strongest RF signal strength

The RF signal strength at location B is 50% weaker than location A

The signal strength at location B is 10 dB better than location C

The RF signal strength at location C is 10 times stronger than location B

Correct Answer: C, E

Section:
QUESTION 84
PC2
101010102724
Serveri
155.1.1.5/24
PC1
10.10.10.104
Private IP Address Public IP address
1001010101 155.1.1.101
10.10.10.102 155.1.1.102
10.10.10.103 155.1.1.103
PC3
10.10.10.103/24

Refer to the exhibit. Which set of commands on router r R1 Allow deterministic translati

A.

1(config »nt 100
1(config-f¥p nat inside
1(config-Nkexit
1(config nt 10/1
1(config-if)p nat outside

1(config-fsextt
1(config#ip nat inside source static 10.10.10.101 155.1.1.101

1(config #¥p nat inside source static 10.10.10.102 155.1.1.102

1(config Wip nat inside source static 10.10.10.103 155.1.1.103 ]

(gpMemefgnd PC3 to addresses in the public space?
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R1(config)#®p nat inside source static 10.10.10.101 155.1.1.101
uuutlgllpnuim-wummwmmztﬁnioz
R 1{config #®ip nat inside source state 10.10.10.103 155.1.1.103

RouterR 1(config nt 100

RouterR 1(config-f)#p nat inside

RouterR 1(config-f)#ext

RouterR 1(config #nt 10/1

RouterR 1(config-f)#p nat outside

RouterR 1(config-if#exit

RouterR 1(config @access-ist 1 10.10.10.0 0.0.0.255

RouterR 1(config)ip nat pool POOL 155 1 1.101 155 1. 1 100 netrnask 295 295 255 0
RouterR 1(config ip nat inside source kst 1 pool POOL

RouterR 1(config-if#exit
RouterR 1(config #nt 10/1

RouterR 1{config-f)#p nat outside

RouterR 1(config-if)@exit

RouterR 1(config @access-kst 1 10.10.10.0 0.0.0.255

RouterR 1(config kp nat inside source list 1 interface V1 overicad

Correct Answer: A
Section:

QUESTION 85
What is a characteristic of YANG?

It is a Cisco proprietary language that models NETCONF data
It allows model developers to create custom data types
It structures data in an object-oriented fashion to promote model reuse

o0 ® >

It provides loops and conditionals to control now within models

Correct Answer: C
Section:
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QUESTION 86
Which two components are supported by LISP? (Choose two.)

Proxy ETR

egress tunnel router
route reflector
HMAC algorithm
spoke

m o 0w >

Correct Answer: A, B
Section:

QUESTION 87
After a redundant route processor failure occurs on a Layer 3 device, which mechanism allows for packets to be forwarded from a neighboring router based on the most recent tables?

BFD
RPVST+
RP failover
NSF

o 0N >

Correct Answer: D
Section:

QUESTION 88
Under which network conditions is an outbound QoS policy that is applied on a router WAN interface most beneficial?

under interface saturation condition
under network convergence condition

under all network condition

OO0 wp

under traffic classification and marking conditions.

Correct Answer: A
Section:

QUESTION 89
What is one difference between saltstack and ansible?

SaltStack uses an API proxy agent to program Cisco boxes on agent mode, whereas Ansible uses a Telnet connection
SaltStack uses the Ansible agent on the box, whereas Ansible uses a Telnet server on the box

SaltStack is constructed with minion, whereas Ansible is constructed with YAML

o0 ® >

SaltStack uses SSH to interact with Cisco devices, whereas Ansible uses an event bus

Correct Answer: C
Section:

QUESTION 90
A network administrator has designed a network with two multilayer switches on the distribution layer, which act as default gateways for the end hosts. Which two technologies allow every end host in a VLAN to use both
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gateways? (Choose two)

GLBP
HSRP
MHSRP
VSS
VRRP

m o 0w >

Correct Answer: A, C
Section:

QUESTION 91

hostname SW1 hostname SW2

| ]

Interface G8/1 Interface G8/1

switchport mode dynamic auto switchport mode dynamic auto

! !

Refer to the exhibit. An engineer attempts to configure a trunk between switch swl and switch SW2 using DTP, but the trunk does not form. Which command should the engineer apply to switch SW2
to resolve this issue?

. switchport mode dynamic desirable

A
B. switchport nonegotiate
C. no switchport

D

. switchport mode access

Correct Answer: A
Section:

QUESTION 92
In cisco SD_WAN, which protocol is used to measure link quality?

OMP
BFD
RSVP
IPsec

o n >

Correct Answer: B

Section:

Explanation:

The BFD (Bidirectional Forwarding Detection) is a protocol that detects link failures as part of the Cisco SD-WAN (Viptela) high availability solution, is enabled by default on all vEdge routers, and you cannot disable it.
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QUESTION 93
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Refer to the exhibit. An engineer configures a new HSRP group. While reviewing the HSRP status, the engineer sees the logging message generated on R2. Which is the cause of the message?

The same virtual IP address has been configured for two HSRP groups
The HSRP configuration has caused a spanning-tree loop

The HSRP configuration has caused a routing loop

A PC is on the network using the IP address 10.10.1.1

o0 ® >

Correct Answer: A
Section:

QUESTION 94
Which measure is used by an NTP server to indicate its closeness to the authoritative time source?

. latency

A

B. hop count
C. time zone
D

. Stratum

Correct Answer: D
Section:

QUESTION 95
What is the output of this code?

def get_credentials():
creds=["username”: "clsce’, "password": "¢35TT deBaed 036 c0bMbEMSI98614245")
return (creds. get{'username’))

print{get_credentiale())
. username Cisco

. username

A
B. get credentials
C
D. CISCO

Correct Answer: D
Section:

QUESTION 96
An engineer runs the code against an API of Cisco DMA Center, and the platform returns this output What does the response indicate?
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import requetts
import sys
import urllibl

urllibd.disable_wamings(urllib3.exceptions InsecureaRequestWarning)

def main():
device_url = “hups:i192.168.1. Vdna/system/aplivi/authitoken™
hitp_result = requests. get{device_url. auth={"root", "testI985880T0I))
print(http_result)
if http_resultstatus_code = requests.codes.ok:
print("Call failed! Review get_token() . ")
sys.exit])
print{hetp_result json()[ Token™])

if _name_=="_main_"
sys.axitimain())

Outoud

f python get_token py
<Response [405)

Call failed! Review get_token ().

The authentication credentials are incorrect
The URI string is incorrect.

The Cisco DNA Center API port is incorrect
The HTTP method is incorrect

o0 ® >

Correct Answer: D

Section:
Explanation:
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status d u m ps
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Refer to the exhibit. Which configuration must be applied to R to enable R to reach the server at 172.16.0.1?

A.
interface Ethernet0/0
vrf forwarding hotel
ip address 172.16.0.7 265.266.0.0

router ospf 44 vrf Hotel
network 172.16.0.0 0.0.255.265 area 0

interface Ethernet00
ip address 172.16.0.7 266 256600

router ospf 44 vif hotel
network 172.16.0.0 266 2556 .0.0

interface EthernetOi0
ip address 172.16.0.7 266§ 266§ 0.0

router ospf 44 vif bank
network 172.16.0.0 255 256§ .0.0

interface EthernetO/0
vrf forwarding bank
ip address 172.16.0.7 256§ 28500

router ospf 44 vrf bank
network 172.16,0.0 0.0.255.255 area 0

Correct Answer: D
Section:
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QUESTION 98
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Refer to the exhibit. An engineer has configured Cisco ISE to assign VLANSs to clients based on their method of authentication, but this is not working as expected. Which action will resolve this issue?

A. require a DHCP address assignment
B. utilize RADIUS profiling

C. seta NAC state
D. enable AAA override

Correct Answer: B
Section:

QUESTION 99
While configuring an 10S router for HSRP with a virtual IP of 10 1.1.1. an engineer sees this log message.
Jan 1 1212:12.111 WHSRP <4 -DIFFVIP1: GigabitEthernethl) Grp 1 active reuters virtual IF addy

Which configuration change must the engineer make?

Change the HSRP group configuration on the local router to 1.
Change the HSRP virtual address on the local router to 10.1.1.1.
Change the HSRP virtual address on the remote router to 10.1.1.1.
Change the HSRP group configuration on the remote router to 1.

o0 ®

Correct Answer: B
Section:

QUESTION 100
What is the function of a fabric border node in a Cisco SD-Access environment?

To collect traffic flow information toward external networks
To connect the Cisco SD-Access fabric to another fabric or external Layer 3 networks

To attach and register clients to the fabric

o n >

To handle an ordered list of IP addresses and locations for endpoints in the fabric.

Correct Answer: B
Section:
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QUESTION 101

A network engineer configures BGP between R1 and R2. Both routers use BGP peer group CORP and are set up to use MD5 authentication. This message is logged to the console of router R1:
“May 5 39:85:55.469: %TCP-6-BADAUTH” Invalid MD5 digest from 10.10.10.1 (29832) to 10.120.10.1 (179) tebleid -0

Which two configuration allow peering session to from between R1 and R2? Choose two.)

R1(config-router)#neighbor 10.10.10.1 peer-group CORP R1(config-router)#neighbor CORP password Cisco
R2(config-router)#neighbor 10.120.10.1 peer-group CORP R2(config-router)#neighbor CORP password Cisco
R2(config-router)#neighbor 10.10.10.1 peer-group CORP R2(config-router)#neighbor PEER password Cisco
R1(config-router)#neighbor 10.120.10.1 peer-group CORP R1(config-router)#neighbor CORP password Cisco
R2(config-router)#neighbor 10.10.10.1 peer-group CORP R2(config-router)#neighbor CORP password Cisco

m o 0w >

Correct Answer: A, B
Section:

QUESTION 102
Which two operational models enable an AP to scan one or more wireless channels for rouge access points and at the same time provide wireless services to clients? (Choose two.)

Rouge detector
Sniffer
FlexConnect

Local

m o 0w

Monitor

Correct Answer: D, E
Section:

QUESTION 103
What are two benefits of virtual switching when compared to hardware switching? (Choose two.)

increased MTU size

hardware independence
VM-level isolation

increased flexibility

extended 802.1Q VLAN range

m o0 >

Correct Answer: C,D
Section:

QUESTION 104
which entity is a Type 1 hypervisor?

Oracle VM VirtualBox
VMware server

Citrix XenServer
Microsoft Virtual PC

o0 ® >

Correct Answer: C
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Section:

QUESTION 105

[SW1#sh spanning-tree 1ot fals Q7

Vian Role Sts Cost Prio.Nbr Type
VLANDOO1 Desg FWD 2 128.9  P2p Edge
VLANDOL0 Desg FWD 2 126.9 P2p Edge
VLANDO20 Desg FWD 2 126.9 Plp Edge
VLANDO30 Desg FWD 2 126.9  P2p Edge
VLANDO4D Desg FWD 2 126.9 P2p Edge

Refer to the exhibit How was spanning-tree configured on this interface?

By entering the command spanning-tree portfast trunk in the interface configuration mode.
By entering the command spanning-tree portfast in the interface configuration mode
By entering the command spanning-tree mstl vlan 10,20,30,40 in the global configuration mode

o0 ® >

By entering the command spanning-tree vlan 10,20,30,40 root primary in the interface configuration mode

Correct Answer: A
Section:

QUESTION 106
What is a characteristic of a next-generation firewall?

only required at the network perimeter
required in each layer of the network
filters traffic using Layer 3 and Layer 4 information only

OO0 >

provides intrusion prevention

Correct Answer: D

Section:

Explanation:

The feature set for NGFWs build upon traditional firewall features by including critical security functions like intrusion prevention, VPN, and anti-virus, and even encrypted web traffic inspection to help prevent packets
containing malicious content from entering the network

QUESTION 107
which features does Cisco EDR use to provide threat detection and response protection?

containment, threat intelligence, and machine learning
firewalling and intrusion prevention

container-based agents

OO0 wp

cloud analysis and endpoint firewall controls

Correct Answer: B
Section:
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QUESTION 108
Refer to the exhibit.

10.1.1.1/32 10.2.2.2/32 )
AS 100
o v
Link 1 Link 2
i I
AS 200
10.3.3.3/32 10.4.4.4/32
o A

An engineer must ensure that all traffic leaving AS 200 will choose Link 2 as an entry point. Assuming that all BGP neighbor relationships have been formed and that the attributes have not been

changed on any of the routers, which configuration accomplish task?
Fafcaniig#route-map PREPEND parmit 10 u I l l s
Faiconlg-route-mapiwseal as-path prepend 200 200 200

Ri{conlip#router bgp 200
Riconfig-rouleri#nalghbor 10.1.1.1 route-map PREPEND out

Raé{config#routa-map PREPEND permit 10
R4{config-route-mapideel as-path prapend 100 100 100

Ratconfigwrauter bgp 200
Ra{contig-router #neighber 10.2.2.2 route-map PREPEND in

Hilconlig #route-map PREPEND permit 10
R3jcontig-roula-mapiesat as-path prepend 100 100 100

Ri{config#router bgp 200
R 3{contig-router #neighbor 10.1.1.1 route-map PREFEND in

R4{config#route-map PREPEND permit 10
Réfconfig-route-map#set as-path prepend 200 200 200

Ra{eantig#router bgp 200
Ré{config-routes#neighbor 10.2.2.2 routs-map PREPEND out

Option A
Option B
Option C
Option D

oo ® >
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Correct Answer: A

Section:

Explanation:

R3 advertises BGP updates to R1 with multiple AS 100 so R3 believes the path to reach AS 200 via R3 is farther than R2 so R3 will choose R2 to forward traffic to AS 200.

QUESTION 109
Refer to Exhibit.

Router B &
Host Y

MTU has been configured on the underlying physical topology, and no MTU command has been configured on the tunnel interfaces. What happens when a 1500-byte IPv4 packet traverses the GRE
tunnel from host X to host Y, assuming the DF bit is cleared?

The packet arrives on router C without fragmentation.
The packet is discarded on router A
The packet is discarded on router B

OO0 wp

The packet arrives on router C fragmented.

Correct Answer: D
Section:

QUESTION 110
What is one benefit of implementing a VSS architecture?

It provides multiple points of management for redundancy and improved support
It uses GLBP to balance traffic between gateways.
It provides a single point of management for improved efficiency.

o0 ®

It uses a single database to manage configuration for multiple switches

Correct Answer: C

Section:

Explanation:

Support Virtual Switching System (VSS) to provide resiliency, and increased operational efficiency with a single point of management; VSS increases operational efficiency by simplifying the network, reducing switch
management overhead by at least 50 percent. — Single configuration file and node to manage. Removes the need to configure redundant switches twice with identical policies.

QUESTION 111
What does Call Admission Control require the client to send in order to reserve the bandwidth?

SIP flow information
Wi-Fi multimedia
traffic specification

o 0N >

VoIP media session awareness
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Correct Answer: C
Section:

QUESTION 112
Which function in handled by vManage in the cisco SD-WAN fabric?

Establishes BFD sessions to test liveliness of links and nodes.
Distributes polices that govern data forwarding.

Performs remote software upgrades for WAN Edge vSmart and vBond.

OO0 w® P

Establishes iPsec tunnels with nodes

Correct Answer: C
Section:

QUESTION 113
Where is radio resource management performed in a cisco SD-access wireless solution?

DNA Center
control plane node

wireless controller
Cisco CMX

o n >

Correct Answer: C

Section:

Explanation:

Fabric wireless controllers manage and control the fabric-mode APs using the same general model as the traditional local-made controllers which offers the same operational advantages such as mobility control and radio
resource management. A significant difference is that client traffic from wireless endpoints is not tunnelled from the APs to the wireless controller. Instead, communication from wireless clients is encapsulated in VXLAN by
the fabric APs which build a tunnel to their first-hop fabric edge node. Wireless traffic it tunneled to the edge nodes as the edge nodes provide fabric services such as the Layer 3 Anycast Gateway, policy, and traffic
enforcement.

https://www.cisco.com/c/en/us/td/docs/solutions/CVD/Campus/cisco-sda-design-guide.html

QUESTION 114
How does EIGRP differ from OSPF?

EIGRP is more prone to routing loops than OSPF

EIGRP supports equal or unequal path cost, and OSPF supports only equal path cost.
EIGRP has a full map of the topology, and OSPF only knows directly connected neighbors
EIGRP uses more CPU and memory than OSPF

OO0 ®p

Correct Answer: B
Section:

QUESTION 115
Refer to the exhibit.
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PYTHON CODE:

! HTTP JSOXN Response
Import requests {
import json “ins_api®:{
“tvpe™: “cli_show™,
url="hitp:/YOURIP/ins' “version™; "1.0%,
switchuser="USERID" "sid™; "eoc”,
switchpassword="PASSWORD" "outputs™; {
“output®: {
myheaders={'content-type”: application json'} “input”; “show version™,
payload ={ "msg™: “Success”,
'I_I:s_q_n':-{ i i *code™: 200",
rersion”™: *1.07, "body"™:
"rype”; "cli_show", 'bios_'E'er_srr'. "07.61",
:thdltnk."l :_"'ﬂ". “kickstart_ver_str™: "7.0(3¥7(4)",
sid™: "1" =k "bios_cmpl_time": "04/06/2017",
:mput : m:“-"‘fﬂﬂ; 'Hci_‘ic'::tnun:": “bootflash:///nx0s.7.0.3.[7.4.bin",
output_formal™: “json “kick_empl_time®, "6/14/1970 2:00:007,
\ ! “kick_tmstmp”: "06/14/1970 09:49:04",

“chassis_id"; "Nexus9000 93180%C-EX chassis”,
response = requests.post{url data=json. dumps({payload), headers=myheaders auth=(switchuser, switchpassword)).json( ) -cw-mrﬁ‘;;ﬁlg'ﬂﬁ Xeon(R) CPU @ 1.80GHz",
: . e . : . “mem_nhype™: "kB",
print(response('ins_api']["outputs’][‘output')[body')[ 'kickstant_ver_str’]) “rr_usecs™: 134703,
“mr_crime™: "Sun Mar 10 15:41:46 2019%,
"rr_reason”™; "Reset Requested by CL1 command reload”,
"r_sys_ver”: “7.0(3)7(4)",
Sr_service™: ",
“manufacturer™: "Cisco Systems, Inc.",
"TABLE_package_list™: {
"ROW _package_list™: {
“package_id™: {}
H
H
)

;

i
H
U-dumps
Which HTTP JSON response does the python code output give?

NameError: name 'json' is not defined
KeyError 'kickstart ver str'

7.61

7.03)17(4)

o0 ® >

Correct Answer: D
Section:

QUESTION 116
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SWl# show interfaces gigabitethernet 0/0 switchport
Moavmen GAGSD

Switchpdroy Enabled

Fotminiatiative Modes dynamis aute

Ceerabiunal Moder Ui

Aebsinbiatvabive Tranking Bncapsulationy dovly
fearationad Tounking Encapsulaniony dotlyg
Regotiation of Trunkimg: Okf

Béoeas  Mode VIAR: L idefaultd

Trun¥ing MNative Mode YLAND 5% (NATIVE)
RsintetPat Ui Harive VLAN Cagaing:  enabiled
Veice VEARD aone

o DEEPOS NIt .

SW.i¥ show interfaces gigabitethernet 0/1 switchport
Names GRO/2

Switéhporis Enabled

Aedministeative Mode s dymasis pund

Opsratiional Moder Liuns

Acminfevravive Trunking Enmapsalasiony negoetiate
Cparational Teunking Incapsulationy dotly
Regotiation i Trunking: On

Aodens  Made VEAN: L jdefault

Trunking Natiwve Mods VLAN: 9% (NATIVE)
Adsiatarrarive HNEtive VLAN Tagging: enabled
Vodoe  VIANG wohs

o TP T,

S
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Refer to the exhibit. The connecting between SW1 and SW2 is not operational. Which two actions resolve the issue? (Choose two)

. configure switchport mode access on SW2
. configure switchport nonegotiate on SW2

A
B
C. configure switchport mode trunk on SW2
D. configure switchport nonegotiate on SW1
E

. configure switchport mode dynamic desirable on SW2

Correct Answer: C, E
Section:

QUESTION 117
Refer to the exhibit.

Router# traceroute 10.10.18.1

Type escape sequence to abort.
Tracing the route to 10.10.10.1

1 120.0.2.1, 5 mzac | 5 msec 5 mpec
2018.%.0.1 15 msec! 17 msec 17 msec
31.18.10.,16,1 | = * .

An engineer is troubleshooting a connectivity issue and executes a traceoute. What does the result confirm?

The destination server reported it is too busy
The protocol is unreachable
The destination port is unreachable

OO0 >

The probe timed out

Correct Answer: D

Section:

Explanation:

In Cisco routers, the codes for a traceroute command reply are:
I - success

* - time out

N - network unreachable

H - host unreachable

P - protocol unreachable

A - admin denied

Q - source quench received (congestion)

? - unknown (any other ICMP message)In Cisco routers, the codes for a traceroute command reply are:
I - success

* - time out

N - network unreachable

H - host unreachable

P - protocol unreachable

A - admin denied

Q - source quench received (congestion)

? - unknown (any other ICMP message)
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QUESTION 118
Which device makes the decision for a wireless client to roam?

wireless client
wireless LAN controller

access point

o0 ® >

WCS location server

Correct Answer: A
Section:

QUESTION 119
How is MSDP used to interconnect multiple PIM-SM domains?

MSDP depends on BGP or multiprotocol BGP for mterdomam operation
MSDP SA request messages are used to request a list of active sources for a specific group

SDP allows a rendezvous point to dynamically discover active sources outside of its domain

o0 ®p

MSDP messages are used to advertise active sources in a domain

Correct Answer: A
Section:

QUESTION 120

username admin privilege 15 password ® Ciscol1i579l
dda new-model

|

aaa authentication login default local
aaa authentication enable default none

!

dda common-criteria policy Administrators
min-length 1

max- length 127

Char-changes 4

lifetime month 2

|

Refer to the exhibit. A network engineer must configure a password expiry mechanism on the gateway router for all local passwords to expire after 60 days. What is required to complete this task?

The password expiry mechanism is on the AAA server and must be configured there.
Add the aaa authentication enable default Administrators command.

Add the username admin privilege 15 common-criteria*policy Administrators password 0 Ciscol3579! command.

OO0 ® P

No further action Is required. The configuration is complete.

Correct Answer: C

Section:

Explanation:

Perform this task to create a password security policy and to apply the policy to a specific user profile.
Device> enable

Device# configure terminal

Device(config)# aaa new-model
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Device(config)# aaa common-criteria policy policyl

Device(config-cc-policy)# char-changes 4

Device(config-cc-policy)# max-length 20

Device(config-cc-policy)# min-length 6

Device(config-cc-policy)# numeric-count 2

Device(config-cc-policy)# special-case 2

Device(config-cc-policy)# exit

Device(config)# username userl common-criteria-policy policyl password passwordl Device(config)# end

QUESTION 121
Which action is the vSmart controller responsible for in an SD-WAN deployment?

handle, maintain, and gather configuration and status for nodes within the SD-WAN fabric
distribute policies that govern data forwarding performed within the SD-WAN fabric
gather telemetry data from vEdge routers

onboard vEdge nodes into the SD-WAN fabric

o0 w®

Correct Answer: B
Section:

QUESTION 122
What is the function of the LISP map resolver?

to send traffic to non-LISP sites when connected to a service provider that does not accept nonroutable EIDs as packet sources
to connect a site to the LISP-capable part of a core network publish the EID-to-RLOC mappings for'the/Site; anid respond to map-réquest messages
to decapsulate map-request messages from ITRs and forward the messages to the MS.

o0 ®p»

to advertise routable non-LISP traffic from one address family to LISP sites in a different address family

Correct Answer: C

Section:

Explanation:

Map resolver (MR): The MR performs the following functions: Receives MAP requests, which are encapsulated by ITRs. Provides a service interface to the ALT router, de-encapsulates MAP requests, and forwards on the ALT
topology.

QUESTION 123

A network administrator applies the following configuration to an IOS device.

232 new-mode|

aaa authentication login default local group tacacs+
What is the process of password checks when a login attempt is made to the device?

A TACACS+server is checked first. If that check fail, a database is checked?

A TACACS+server is checked first. If that check fail, a RADIUS server is checked. If that check fail. a local database is checked.
A local database is checked first. If that fails, a TACACS+server is checked, if that check fails, a RADUIS server is checked.

A local database is checked first. If that check fails, a TACACS+server is checked.

o n >

Correct Answer: D
Section:
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QUESTION 124
What is the purpose of the LISP routing and addressing architecture?

It creates two entries for each network node, one for Its identity and another for its location on the network.
It allows LISP to be applied as a network visualization overlay though encapsulation.
It allows multiple Instances of a routing table to co-exist within the same router.

o0 ® >

It creates head-end replication used to deliver broadcast and multicast frames to the entire network.

Correct Answer: A
Section:

QUESTION 125
How does Cisco Trustsec enable more access controls for dynamic networking environments and data centers?

classifies traffic based on advanced application recognition
uses flexible NetFlow
classifies traffic based on the contextual identity of the endpoint rather than its IP address correct

o0 ® >

assigns a VLAN to the endpoint

Correct Answer: C

Section:

Explanation:

The Cisco TrustSec solution simplifies the provisioning and management of network access control through the use of software-defined segmentation to classify network traffic and enforce policies for more flexible access

controls. Traffic classification is based on endpoint identity, not IP address, enabling policy change wi ﬂ'mgp S

QUESTION 126
Refer to the exhibit.

A network engineer conﬁgures a GRE tunnel and enters the show Interface tunnel command. What does the output confirm about the configuration?

A. The keepalive value is modified from the default value.
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B. Interface tracking is configured.
C. The tunnel mode is set to the default.
D. The physical interface MTU is 1476 bytes.

Correct Answer: C
Section:

QUESTION 127
"HTTP/1.1 204 content" is returned when cur —I —x delete command is issued. Which situation hasoccurred?

The object could not be located at the URI path.

The command succeeded in deleting the object

The object was located at the URI, but it could not be deleted.
The URI was invalid

OO0 wp

Correct Answer: B
Section:

Explanation:
HTTP Status 204 (No Content) indicates that the server has successfully fulfilled the request and thatthere is no content to send in the response payload body.

QUESTION 128
A company plans to implement intent-based networking in its campus infrastructure. Which design facilities a migrate from a traditional campus design to a programmer fabric designer?

Layer 2 access
three-tier

two-tier

o0 ® >

routed access

Correct Answer: C
Section:

QUESTION 129
When a wireless client roams between two different wireless controllers, a network connectivity outage is experience for a period of time. Which configuration issue would cause this problem?

Not all of the controllers in the mobility group are using the same mobility group name.
Not all of the controllers within the mobility group are using the same virtual interface IP address.
All of the controllers within the mobility group are using the same virtual interface IP address.

o0 ® >

All of the controllers in the mobility group are using the same mobility group name.

Correct Answer: B
Section:

QUESTION 130
What is the differences between TCAM and the MAC address table?

A. The MAC address table is contained in CAM ACL and QoS information is stored in TCAM
B. The MAC address table supports partial matches. TCAM requires an exact match
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C. Router prefix lookups happens in CAM. MAC address table lookups happen in TCAM.
D. TCAM is used to make Layer 2 forwarding decisions CAM is used to build routing tables

Correct Answer: A

Section:

Explanation:

https://community.cisco.com/t5/networking-documents/cam-content-addressable-memory-vstcam-ternary-content/ta-p/3107938 When using Ternary Content Addressable Memory (TCAM) inside routers it's used for
faster addresslookup that enables fast routing.

In switches Content Addressable Memory (CAM) is used for building and lookup of mac address table that enables L2 forwarding decisions.

Besides Longest-Prefix Matching, TCAM in today's routers and multilayer Switch devices are used to store ACL, QoS and other things from upper-layer processing.

QUESTION 131
Which exhibit displays a valid JSON file?

§
"hoismbroama™ o "ecdges poubasry 3"
rinterfaces™:s { R
wnigabinEL e rnerilLn
migabitEthernetire™
*HigabhitErharnar ) F3v

"hoohname™: “sdge rouater 1%,
minterfamea®:s
mEIMATI EE harss e T A,
MElgablirEthernet L 2",
BETgQERILTELRe et LA A,

"hostoames™ o Meadoe o ter LY

HintaerTacsn™e: | - -
TigabitEvhernaell 4"
widoabicEcharnar i /oW
Piaigabitthernaet /2"

"lhosbrame ™ eloge o paagter 3
*intarfaces: 1
B iagabhilinRrohaernani ",
PElgabliEvhernetl s 2n,
i igabltschernerl s a”

A. Option A
Option B
C. Option C

@
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D. Option D

Correct Answer: D
Section:

QUESTION 132
A server running Linux is providing support for virtual machines along with DNS and DHCP services for a small business. Which technology does this represent?

container
Type 1 hypervisor
hardware pass-thru

OO0 >

Type 2 hypervisor

Correct Answer: D

Section:

Explanation:

In contrast to type 1 hypervisor, a type 2 hypervisor (or hosted hypervisor) runs on top of an operating system and not the physical hardware directly. A big advantage of Type 2 hypervisors is that management console software
is not required. Examples of type 2 hypervisor are VMware Workstation (which can run on Windows, Mac and Linux) or Microsoft Virtual PC (only runs on Windows).

QUESTION 133
Refer to the exhibit.

ol
i—- 1722020000 _~
P ISP \
X | --‘;—_.___,_1_?__213{].30.m}ﬂ '
" T T ' "
.___‘:=—:;_;;,:_______ Internet
Secondary Link 3 A

R3

R1i(config)#ip slat

R1(config-ip-slaj#icmp-echo 172.20.20.2 source-interface FastEthernet 1/0
R1(config-ip-sla-echo)&timeout5000

R1(config-ip-sla-echo)#frequencyi0

R1(config-ip-sla-echo)#threshold500

R1i(config)#ip sla schedule 1 start-time now life forever
R1(config)#track10 ip sla 1 reachability

R1(config)#ip route 0.0.0.0 0.0.0.0 172.20.20.2

After implementing the configuration 172.20.20.2 stops replaying to ICMP echoes, but the default route fails to be removed. What is the reason for this behavior?

The source-interface is configured incorrectly.
The destination must be 172.30.30.2 for icmp-echo
The default route is missing the track feature

o 0N >

The threshold value is wrong.

Correct Answer: C
Section:
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Explanation:
The last command should be "R1(config)#ip route 0.0.0.0 0.0.0.0 172.20.20.2 track 10".

QUESTION 134
If the noise floor is -90 dBm and wireless client is receiving a signal of -75 dBm, what is the SNR?

A. 15
B. 1.2
C. -165
D. .83

Correct Answer: A
Section:

QUESTION 135

event snmp od 1.3.6.1.4.1.9.9.109.1.1.1.1.3 get-lype next eniry-op gt entry-val 80 pollinterval 5
1

action 1.0 cll command "enable”
action 2.0 syskog msg “high cpu®
action 3.0 cli command “term length 0°

Refer to the exhibit. An engineer must create a script that appends the output of the show process cpu sorted command to a file.

action 4.0 syslog command "show process cpu sorted | append flash:high-cpu-file"
action 4.0 publish-event "show process cpu sorted | append flash:high-cpu-file"
action 4.0 ens-event "show process cpu sorted | append flash:high-cpu-file"

o0 ® >

action 4.0 cli command "show process cpu sorted | append flash:high-cpu-file"

Correct Answer: D
Section:

QUESTION 136
Which two mechanisms are available to secure NTP? (Choose two.)

IP prefix list-based

[Psec

TACACS-based authentication
IP access list-based

m o0 >

Encrypted authentication

Correct Answer: D, E
Section:

QUESTION 137
What is the difference between CEF and process switching?

A. CEF processes packets that are too complex for process switching to manage.

B. CEF is more CPU-intensive than process switching.
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C. CEF uses the FIB and the adjacency table to make forwarding decisions, whereas process switching punts each packet.

D. Process switching is faster than CEF.

Correct Answer: C
Section:

QUESTION 138
Which AP mode allows an engineer to scan configured channels for rogue access points?

sniffer
monitor

bridge

o n >

local

Correct Answer: B
Section:

QUESTION 139
What is a characteristic of MACsec?

802.1AE provides encryption and authentication services

802.1AE is bult between the host and switch using the MKA protocol, which negotiates encryption keys based on the master session key from a successful 802.1X session
802.1AE is bult between the host and switch using the MKA protocol using keys generated via the Diffie-Hellman algorithm (anonymous encryption mode)

802.1AE is negotiated using Cisco AnyConnect NAM and the SAP protocol

oSN >

Correct Answer: B

Section:

Explanation:

MACsec, defined in 802.1AE, provides MAC-layer encryption over wired networks by using out-ofband methods for encryption keying. The MACsec Key Agreement (MKA) Protocol provides the required session keys and
manages the required encryption keys. MKA and MACsec are implemented after successful authentication using the 802.1x Extensible Authentication Protocol (EAP-TLS) or Pre Shared Key (PSK) framework.

Reference: https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-9/configuration guide/sec/b 169 sec 9300 cg/macsec encryption.html

QUESTION 140
Which method should an engineer use to deal with a long-standing contention issue between any two VMs on the same host?

Adjust the resource reservation limits
Live migrate the VM to another host
Reset the VM
Reset the host

o0 ®p»

Correct Answer: A
Section:

QUESTION 141
Refer to the exhibit.
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The EtherChannel between SW2 and SW3 is not operational which action resolves this issue?

Configure the channel-group mode on SW2 Gi0/1 and Gi0/1 to on.
Configure the channel-group mode on SW3 Gi0/1 to active
Configure the mode on SW2 Gi0/0 to trunk

Configure the mode on SW2 Gi0/1 to access.

oo ® >

Correct Answer: B
Section:

QUESTION 142

ip nat pool Internet 1¢.10.10.1 10.10,10.100 netmask 255,.255.255.0
ip nat inside source route-map Users pool Internet

i

ip access-list standard Users

10 permit 192.168.1.0 0.0.0.255

|

route-map Users permit 10

match ip address Users

dumps

Refer to the exhibit. Which action completes the configuration to achieve a dynamic continuous mapped NAT for all users?

Configure a match-host type NAT pool
Reconfigure the pool to use the 192.168 1 0 address range
Increase the NAT pool size to support 254 usable addresses

o0 ® >

Configure a one-to-one type NAT pool

Correct Answer: C
Section:

QUESTION 143
Refer to the exhibit.
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SwitchCl#ahow wvip status

VIF Version - |
Configuration Raviasion O |

Haximgs VIANs supported locally : 2586
Humkbar of axisting VIANs : a

VIP Operacting Modas : Transparent
VIP Domain Na=e : Cisco.coE
VIF Pruning Moda : Disabled
VIFP Va2 Mode : Disabled
VIP Iraps Gansration : Disabled

MDE digest : OxES Ox28 OxE5D Ox3E Ox2F OxES OxAD OxIB
Configuracion last modified by 0.0.0.0 at 1-10—-15% 05:01:38

SwitchClahow wlian brief

FadOs3, FalOs4, Fabd/5, Fad/E
Fald/7, FaOs8, Fads9, Falsl0
FaOs11, Fals12, Fals13, Fal/l4
FaOs18, Fad/s16, FadDs17, Fals18
Fad/l5, Fad/20, Fab/21, Fads22
Fads/23, Fad/24, Pol

110 Finance acTive

410 HR active FadDs1

310 Salas &CTiVE FaQsa

[...coutput amicted. ..]

SwitchClahow int trunk

Forc Mode Encapsulation Stacus MNartive vian
Sigl/sl on 802 .1ig erunking -

Ciglsa on eoa.lq crunking i

Fort Vians allowed on Trunk

Gigls1 1-1006

Giglsa 1=1008

Porc Viarns alloved and active in managemant dosmain

Gigls1l 1,110,210, 310

Gigls2 1,110,210, 210

Fortc Vians in spanning tres forwvarding state and not pruned u m S
ciglsl 1,110,210, 310

Gigl/a 1,1190,210,310

SwitchClahow run interlace port-channel 1
interface Port-channel 1

description Uplink to Core

switchport mods trunk

SwitchC connects HR and Sales to the Core switch However, business needs require that no traffic from the Finance VLAN traverse this switch Which command meets this requirement?

A.
SwilchC(conhg )=#vtp pruning
B.
SwilchC(conhg )= vtp pruning vian 110
C.
SwilchC(config J#Finterface port-channel 1
SwilchC(conhg-if=switchport trunk allowed vian add 210,310
D.
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SwitchC(config)#interface port-channel 1
SwitchC(config-ify#Fswitchport trunk allowed vian remove 110

Correct Answer: D
Section:

QUESTION 144
Which component of the Cisco Cyber Threat Defense solution provides user and flow context analysis?

Cisco Firepower and FireSIGHT
Cisco Stealth watch system
Advanced Malware Protection

OO0 wp

Cisco Web Security Appliance

Correct Answer: B
Section:

QUESTION 145
Router2# show policy-map control-plane

Control Plane
Service-policy input:CISCO
Class-map:CISCO {match-ali)
20 packets, 11280 bytes
5 minute offered rate O bps, drop rate 0 bps
Malch:access-group 120
police;
8000 bps, 1500 limit, 1500 extended limit
conformed 15 packets, 6210 bytes; action:transmit
exceeded 5 packets, 5070 bytes; action.drop
viclated 0 packets, 0 bytes; action:drop
conformed O bps, exceed 0 bps, viclate 0 bps
Class-map:class-default {(match-day)
105325 packets, 11415151 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match:any
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Refer to the exhibit. An engineer configures CoPP and enters the show command to verify the implementation. What is the result of the configuration?

All traffic will be policed based on access-list 120.

If traffic exceeds the specified rate, it will be transmitted and remarked.
Class-default traffic will be dropped.

ICMP will be denied based on this configuration.

o0 ® >

Correct Answer: A
Section:

QUESTION 146
What is the function of cisco DNA center in a cisco SD-access deployment?

It is responsible for routing decisions inside the fabric
It is responsible for the design, management, deployment, provisioning and assurance of the fabric network devices.
It possesses information about all endpoints, nodes and external networks related to the fabric

o0 ®p

It provides integration and automation for all nonfabric nodes and their fabric counterparts.

Correct Answer: B
Section:

QUESTION 147
A network administrator is implementing a routing configuration change and enables routing debugs to track routing behavior during the change. The logging output on the terminal is interrupting the command typing process.
Which two actions can the network administrator take to minimize the possibility of typing commandsrincorrectly?(Choose twoz)

Configure the logging synchronous global configuration command
Configure the logging delimiter feature

Configure the logging synchronous command under the vty

Press the TAB key to reprint the command in a new line

m o 0w >

increase the number of lines on the screen using the terminal length command

Correct Answer: C,D
Section:

QUESTION 148
How cloud deployments differ from on-prem deployments?

Cloud deployments require longer implementation times than on-premises deployments
Cloud deployments are more customizable than on-premises deployments.
Cloud deployments require less frequent upgrades than on-premises deployments.

o n >

Cloud deployments have lower upfront costs than on-premises deployments.

Correct Answer: C
Section:

QUESTION 149
Refer to the exhibit.
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e i

Antenna 30 Radiation Pattern

Which type of antenna does the radiation pattern represent?

Yagi
multidirectional
directional patch

OO0 ®wp

omnidirectional

Correct Answer: A
Section:

QUESTION 150
Which new enhancement was implemented in Wi-Fi 6?

Wi-Fi Protected Access 3
4096 Quadrature Amplitude Modulation Mode
Channel bonding

o0 ®p

Uplink and Downlink Orthogonal Frequency Division Multiple Access

Correct Answer: D
Section:

QUESTION 151
Which cisco DNA center application is responsible for group-based accesss control permissions?

Design
Provision

Assurance

o 0N >

Policy

Correct Answer: D
Section:

QUESTION 152
Refer to the exhibit.
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Person#i-

First Name is Johnny
Last Name is Table
Hobbies are;

 Running
« Video games

Person#2:

First Name is Billy
Last Name is Smith
Hobbies are:

« Napping

» Reading

Which JSON syntax is derived from this data?

A.
[[(First Name': 'Johnny', ‘Last Name': "Table’, 'Hobbies” [Running’, 'Video games]), {First N " 'Billy’, ‘Last Name": 'Smith’, "Hobbies":
[Napping'. 'Reading]}]} u S

[‘Person”. [[First Name": 'Johnny’, 'Last Name'. "Table', 'Hobbies'. '‘Running’, 'Video games'}, ('First Name" 'Billy’, ‘Last Name’: 'Smith’, "Hobbies'.
‘Napping', 'Reading'}}

([[First Name" 'Johnny', ‘Last Name" Table', 'Hobbies" ‘Running’, 'Hobbies" "Video games’}, ['First Name”: 'Billy’, ‘Last Name" ‘Smith’,
'Hobbies': "Napping', 'Hobbies'. ‘Reading’)])

 {Person” [{First Name' "Johnny', "‘Last Name" Table', 'Hobbies" [Running’, "Video games']}, {First Name' 'Billy', ‘Last Name" 'Smith’,
'Hobbies': [Napping', 'Reading']}]}

Correct Answer: D
Section:

QUESTION 153
Refer to the exhibit.
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Which command when applied to the Atlanta router reduces type 3 LSA flooding into the backbone area and summarizes the inter-area routes on the Dallas router?

Atlanta(config-route)#area 0 range 192.168.0.0 255.255.248.0
Atlanta(config-route)#area 0 range 192.168.0.0 255.255.252.0
Atlanta(config-route)#area 1 range 192.168.0.0 255.255.252.0
Atlanta(config-route)#area 1 range 192.168.0.0 255.255.248.0

o0 ® >

Correct Answer: C
Section:

dumps

Refer to the exhibit.

R1 R2
key chain ciscol23 key chain ciscol23
key 1 key 1

key-string Ciscol23! key-string Ciscol23!

Ethernet0/0 - Group 10 Ethernet0/0 - Group 10
State is Active State is Active
8 state changes, last state change 00:02:49 17 state changes, last state change 00:02:17
Virtual IP address is 192.168.0.1 Virtual IP address is 192.168.0.1
Active virtual MAC address 1s 0000.0c07.acla Active virtval MAC address is 0000.0c07.ac0a

An engineer is installing a new pair of routers in a redundant configuration. Which protocol ensures that traffic is not disrupted in the event of a hardware failure?

HSRPv1
GLBP
VRRP
HSRPv2

o0 ® >

Correct Answer: A
Section:
Explanation:
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The ?virtual MAC address? is 0000.0c07.acXX (XX is the hexadecimal group number) so it is using HSRPv1.

Note: HSRP Version 2 uses a new MAC address which ranges from 0000.0C9F.F000 to 0000.0C9F.FFFF.

QUESTION 155

Refer the exhibit.
g Chicago#show ip ospf ned
; it LoZ: 1"-2-2‘-2132 Neighbor TD Pri  State Dead Time Address Interface
- 3.3.3.3 1 FULL/BOR i 00 37 192.168.2.3 FastEthernetd/o
2.2.2.2 e FULLS - L H R 152.168.0.2 Serial@fé
Chicagos
E ChicagoSshow ip ospf int bri
S OSPF Area 1 . Interface PID  Area IP Address Mask Cost  State Nbes F/C
] E) Fad/i 1 1 192,168, 2.1/24 40000 DR 141
i Sed/0 1 1 192.168.8.1/24 65535 PIP 1/1
Chicagos
182.168.0.

——

% Lot: 14,4032 ;o33 Lod: 4.4.4.4132 ’

L

Which router is the designated router on the segment 192.168.0.0/24?

This segment has no designated router because it is a nonbroadcast network type.
This segment has no designated router because it is a p2p network type.
Router Chicago because it has a lower router ID

o 0N >

Router NewYork because it has a higher router ID

Correct Answer: B
Section:

QUESTION 156
The login method is configured on the VTY lines of a router with these parameters.
The first method for authentication is TACACS

If TACACS is unavailable, login is allowed without any provided credentials Which configuration accomplishes this task?

A. Rl#sh run | include aaa
aaa new-model
aaa authentication login VTY group tacacs+ none
aaa session-id common
R1#sh run | section vty
line vty 0 4
password 7 0202039485748
R1#sh run | include username
R1#

B. Rl#sh run | include aaa
aaa new-model
aaa authentication login telnet group tacacs+ none

IT Certification Exams - Questions & Answers | Vdumps.com
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aaa session-id common
R1#sh run | section vty

line vty 0 4

R1#sh run | include username
R1#

C. Rl1#sh run | include aaa
aaa new-model
aaa authentication login default group tacacs+ none
aaa session-id common
R1#sh run | section vty
line vty 0 4
password 7 0202039485748

D. Rl#shrun |include aaa
aaa new-model
aaa authentication login default group tacacs+
aaa session-id common
R1#sh run | section vty
line vty 0 4
transport input none
R1#

Correct Answer: C

Section:

Explanation:

According to the requirements (first use TACACS+, then allow login with no authentication), we have to use "aaa authentication login ... group tacacs+ none" for AAA command.

The next thing to check is the if the "aaa authentication login default" or "aaa authentication login list-name", is used.The.'default' keyword means we want to apply for all login connections (such as tty, vty, console and aux). If
we use this keyword, we don't need to configure anything else under tty, vty and aux lines. If we don't use this keyword then we havete specify which line(s) we want to apply the authentication feature.

From above information, we can find out answer 'R1#sh run | include aaa aaa new-model aaa authentication login default group tacacs+ none aaa session-id common R 1#sh run | section vty line vty 0 4 password 7
0202039485748 If you want to learn more about AAA configuration, please read our AAA TACACS+ and RADIUS Tutorial — Part 2.

For your information, answer 'R1#sh run | include aaa aaa new-model aaa authentication login telnet group tacacs+ none aaa session-id common R1#sh run | section vty line vty 0 4 R1#sh run | include username R1#' would be
correct if we add the following command under vty line ("line vty 0 4"): "login authentication telnet" ("telnet" is the name of the AAA list above)

QUESTION 157
Which technology is used as the basis for the cisco sd-access data plane?

IPsec
LISP
VXLAN
802.1Q

o 0N >

Correct Answer: C

Section:

Explanation:

A virtual network identifier (VNI) is a value that identifies a specific virtual network in the data plane.

QUESTION 158
What is YANG used for?

A. scraping data via CLI
B. processing SNMP read-only polls
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C. describing data models
D. providing a transport for network configuration data between client and server

Correct Answer: C
Section:

QUESTION 159
Which method does Cisco DNA Center use to allow management of non-Cisco devices through southbound protocols?

It creates device packs through the use of an SDK

It uses an API call to interrogate the devices and register the returned data.
It obtains MIBs from each vendor that details the APIs available.

It imports available APIs for the non-Cisco device in a CSV format.

o n >

Correct Answer: A
Section:

Explanation:
Cisco DNA Center allows customers to manage their non-Cisco devices through the use of a Software Development Kit (SDK) that can be used to create Device Packages for third-party devices.
Reference: https://developer.cisco.com/docs/dna-center/#!cisco-dna-center-platformoverview/multivendor-support-southbound

QUESTION 160
A network is being migrated from IPV4 to IPV6 using a dual-stack approach. Network management is already 100% IPV6 enabled. In a dual-stack network with two dual-stack NetFlow collections, how many flow exporters

are needed per network device in the flexible NetFlow configuration?

o0 w >
o K~ N =

Correct Answer: B
Section:

QUESTION 161
What are two considerations when using SSO as a network redundancy feature? (Choose two)

both supervisors must be configured separately

the multicast state is preserved during switchover

must be combined with NSF to support uninterrupted Layer 2 operations
must be combined with NSF to support uninterrupted Layer 3 operations

mo O w >

requires synchronization between supervisors in order to guarantee continuous connectivity

Correct Answer: D, E

Section:

Explanation:

Cisco IOS Nonstop Forwarding(NSF) always runs with stateful switchover (SSO) and provides redundancy for Layer 3 traffic.

Reference:

https://www.cisco.com/en/US/docs/switches/lan/catalyst3850/software/release/3se/consolidated guide/b _consolidated 3850 3se cg chapter 01101110.pdf
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QUESTION 162

<rpc-reply> (0, 1] required
<ok> [0, 1) required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> (0, 1] required
<ermor-tag> [0, 1] required
<error-seventy> [0. 1) required
<error-app-tag> [0, 1] required
<error-path> [0, 1] required
<error-message> [0, 1] required
<error-info> [0, 1] required
<bad-attnbute> [0, 1] required
<bad-element> [0, 1) required
<ok-element> [0, 1) required
<err-element> [0, 1) required
<noop-element> [0, 1] required
<bad-namespace> [0, 1) required
<session-id> (0. 1] required

efer to the exhibit. Which command is required to verify NETCONF capability reply messages?

. show netconf | section rpc-reply

A

B. show netconf rpc-reply

C. show netconf xml rpc-reply
D

. show netconf schema | section rpc-reply

Correct Answer: D
Section:

QUESTION 163
A network engineer must configure a router to send logging messages to a syslog server based on these requirements: uses syslog IP address: 10.10.10.1 uses a reliable protocol must not use any well-known TCP/UDP ports
Which configuration must be used?

logging host 10.10.10.1 transport tcp port 1024
logging origin-id 10.10.10.1

logging host 10.10.10.1 transport udp port 1023
logging host 10.10.10.1 transport udp port 1024

o0 ® >

Correct Answer: A
Section:

QUESTION 164
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Device# configure terminal
Device{config# netconf ssh acl 1
Dewvice(config ® netconf lock-time 100
Devvice(config j# netconf max-sessions 1
Device(config® nelcon! max-message 10

Refer to the exhibit. A network engineer must configure NETCONF. After creating the configuration, the engineer gets output from the command show line, but not from show running-config. Which
command completes the configuration?

Device(config)# netconf lock-time 500
Device(config ¥ netconf max-message 1000
Device(config# no netconf ssh acl 1

Device(config ¥ netconl max-sessions 100

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: C
Section:

QUESTION 165
An engineer is configuring a new SSID to present users with a splash page for authentication. Which WLAN Layer 3 setting must be configured to provide this functionally?

CCKM
WPA2 Policy
Local Policy
Web Policy

o 0N >

Correct Answer: D
Section:

QUESTION 166
An engineer must create an EEM script to enable OSPF debugging in the event the OSPF neighborship goes down. Which script must the engineer apply?
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* event manager applet ENABLE_OSPF_DEBUG

event s pattem "%OSPF-5-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal)/0 from LOADING to FULL"
action 1.0 ¢l command “enable”

m:ﬂdumm “debug ip ospl event”

action 3.0 cli command "debug ip ospl ad”

action 4.0 syslog pnonty informabonal msg "ENABLE_OSPF_DEBUG"

) evert manager applet ENABLE_OSPF_DEBUG

event syslog pattem “%OSPF-5-ADJCHG Process 5, Nbr 1.1.1.1 on Senal(/0 from LOADING to FULL"
action 1.0 cli command “debug ip ospl event”

action 2.0 cli command “debug ip ospf ad”

action 3.0 sysleg pnonty informational msg "ENABLE_OSPF_DEBUG™

 event manager applet ENABLE_OSPF_DEBUG
msrﬂwpmw FADJGI-ﬁ Process 6, Nbr 1.1.1.1 on Senal0) from FULL to DOWN"

action 2.0 ch command "debug ip ospf event”
action 3.0 ch command “debug ip ospl ad”™
action 4.0 syslog pnonty informational msg "ENABLE_OSPF_DEBUG"

» event manager applet ENABLE_OSPF_DEBUG
event syslog pattem "%0SPF-1-ADJCHG: Process 5, Nbr 1.1.1.1 on Senal(’0 from FULL to DOWN®
action 1.0 cl command “debug ip ospl event”
action 2.0 cli command "debug ip ospf ad”
action 3.0 syslog prionty informational msg "ENABLE_OSPF_DEBUG

Option A
Option B
Option C
Option D

Correct Answer: C
umps

QUESTION 167

o0 ® >
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Refer to the exhibit. Router BRDR-1 is configured to receive the 0.0.0.0/0 and 172.17.1.0/24 network via BGP and advertise them into OSPF are 0. An engineer has noticed that the OSPF domain is
receiving only the 172.17.1.0/24 route and default route 0.0.0.0/0 is still missing. Which configurating must engineer apply to resolve the problem?


https://vdumps.com
https://vdumps.com

router ospf 1
default-information originate always
end

router ospf 1
redistribute bgp 66001 metric 100 route-policy BGP-TO-OSPF
end

router ospf 1
default-metric 100
end

router ospf 1
wmm originate

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D

Section: d u m p S

QUESTION 168
AN engineer is implementing a route map to support redistribution within BGP. The route map must configured to permit all unmatched routes. Which action must the engineer perform to complete this task?

Include a permit statement as the first entry
Include at least one explicit deny statement

Remove the implicit deny entry

o0 w® >

Include a permit statement as the last entry

Correct Answer: D
Section:

QUESTION 169

RP/0/0/CP0 : R2debug isls adjacencles

RP/O/O/CPWO :Apr 2 20:57:00.421 @ isin[1010]: RECV P2P 1IN (L2)
from GigabitEthernet0/0/0/0 SNPA falé.3ebe.a’bo: System ID R2,
Roldtime 30, length 1429

RP/0/0/CPUD:Apr 2 20:57:01.761 : isis[1010]: SEND P2P IIH (L1}
on GigabitEthernet0/0/0/0: Holdtime 30s, Length 41

Refer to the exhibit. A network operator is attempting to configure an IS-IS adjacency between two routers, but the adjacency cannot be established. To troubleshoot the problem, the operator collects
this debugging output. Which interfaces are misconfigured on these routers?

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

The peer router interface is configured as Level 1 only, and the R2 interface is configured as Level 2 only
The R2 interface is configured as Level 1 only, and the Peer router interface is configured as Level 2 only
The R2 interface is configured as point-to-point, and the peer router interface is configured as multipoint.

o 0N >

The peer router interface is configured as point-as-point, and the R2 interface is configured as multipoint.

Correct Answer: C
Section:

QUESTION 170
AN engineer is implementing MPLS OAM to monitor traffic within the MPLS domain. Which action must the engineer perform to prevent from being forwarded beyond the service provider domain when the LSP is down?

Disable IP redirects only on outbound interfaces
Implement the destination address for the LSP echo request packet in the 127.x.y.z/8 network
Disable IP redirects on all ingress interfaces

o0 >

Configure a private IP address as the destination address of the headend router of Cisco MPLS TE.

Correct Answer: C
Section:

QUESTION 171
An engineer is implementing a Cisco MPLS TE tunnel to improve the streaming experience for the clients of a video-on-demand server. Which action must the engineer perform to configure extended discovery to support the
MPLS LDP session between the headend and tailend routers?

Configure the interface bandwidth to handle TCP and UDP traffic between the LDP peers
Configure a Cisco MPLS TE tunnel on both ends of the session
Configure an access list on the interface to permit TCP and UDP traffic

o0 ® P

Configure a targeted neighbor session.

Correct Answer: B
Section:

QUESTION 172
What occurs when a high bandwidth multicast stream is sent over an MVPN using Cisco hardware?

The traffic uses the default MDT to transmit the data only if it isa (S,G) multicast route entry

A data MDT is created to if it is a (*, G) multicast route entries

A data and default MDT are created to flood the multicast stream out of all PIM-SM neighbors.

A data MDT is created to allow for the best transmission through the core for (S, G) multicast route entries.

o 0N >

Correct Answer: D
Section:

QUESTION 173
Which protocol is used to encrypt control plane traffic between SD-WAN controllers and SD-WAN endpoints?

A. DTLS
B. IPsec
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C. PGP
D. HTTPS

Correct Answer: A

Section:

Explanation:

DTLS protocol is used to encrypt control plane traffic between vSmart (controllers) and other SDWAN endpoints.

QUESTION 174
An engineer must configure the strongest password authentication to locally authenticate on a router. Which configuration must be used?

usemame netadmin secret § $1501JuSkZDBS 1PYhA0rwXyZ1k S22
username netadmin secret $15b1JuSka04850110QzwXyZ1k S22

line Console 0
password §1§b1Jué

usemame netadmin secret § §9SvFpMiBelbdRVVEBSseZbDAX UV

Option A
Option B
Option C
Option D

OO0 wp

Correct Answer: D

Section:

Explanation:

Scrypt is safer than MDS3, so answer A is wrong and answer D is correct R1(config)#username user secret ?

0 Specifies an UNENCRYPTED secret will follow

5 Specifies a MD5 HASHED secret will follow

8 Specifies a PBKDF2 HASHED secret will follow

9 Specifies a SCRYPT HASHED secret will follow

<0-9> Encryption types not explicitly specified

LINE The UNENCRYPTED (cleartext) user secret

LINE The UNENCRYPTED (cleartext) user secret

+ The enable password command should no longer be used. Use enable secret instead. username joeblow password mypass command should no longer be used. Use username joeblow secret mypass instead.
+ Type 4 Passwords should never be used!

+ Use Type 6, Type 8 and Type 9 wherever possible.

+ Type 0, Type 5 and Type 7 should be migrated to other stronger methods.

Reference: https://community.cisco.com/tS/networking-documents/understanding-the-differencesbetween-the-cisco-password-secret/ta-p/3163238

QUESTION 175
The login method is configured on the VTY lines of a router with these parameters The first method for authentication it TACACS If TACACS is unavailable login is allowed without any provided credentials Which

configuration accomplishes this task?
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~ Ri#sh run | include 222
233 naw-moos!
333 authentication login default group tacacs+
233 sessIond common

R1#sh run | section vty
nevty 04
ransporn INput none
Ri=

~ Rimsh run | include 222
333 new-model
333 authentication login Oefault group tacacs+ none
333 session-d common

R1%sh run | section vty
inevty04

Seseverd 7 it U*dumps

R12sh run | include username
Ris

Rizsh run | include a3a

333 new-model

232 authenbcabon login teinet group tacacs+ none
S22 $2550N43 Ccommon

R1=sh run | section vty
inevty 0 4

E:MMlmmw
5

'Ri#sh run | include 232

3aa new-model

233 authenticaton login VTY group tacacs+ none
33 3£5310n-d common
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Option A
Option B
Option C
Option D

OO0 ® P

Correct Answer: B
Section:

QUESTION 176
Which network devices secure API platform?

next-generation intrusion detection systems
Layer 3 transit network devices

content switches

o0 ®

web application firewalls

Correct Answer: D

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/advanced-waf-bot-aag.pdf
> Cisco® Secure Web Application Firewall (WAF) and bot protection defends your

> online presence and ensures that website, mobile applications, and APIs

> are secure, protected, and "always on."

QUESTION 177
Refer to the exhibit.

configure terminal
ip flow-export destination 192.168.10.1 9991
ip flow-export version 9

What is required to configure a second export destination for IP address 192.168.10.1?

Specify a VRF.

Specify a different UDP port.

Specify a different flow ID

Configure a version 5 flow-export to the same destination.
Specify a different TCP port.

m o0 ®w >

Correct Answer: B

Section:

Explanation:

To configure multiple NetFlow export destinations to a router, use the following commands in global configuration mode:

Step 1: Router(config)# ip flow-export destination ip-address udp-port Step 2: Router(config)# ip flow-export destination ip-address udp-port The following example enables the exporting of information in NetFlow cache
entries: ip flow-export destination 10.42.42.1 9991 ip flow-export destination 10.0.101.254 1999
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Reference: https://www.cisco.com/c/en/us/td/docs/ios/12_0s/feature/guide/12s_mdnf.html

QUESTION 178
Which threat defence mechanism, when deployed at the network perimeter, protects against zeroday attacks?

intrusion prevention
stateful inspection

sandbox

o0 ® >

SSL decryption

Correct Answer: C

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/products/collateral/security/amp-appliances/datasheetc78-733182.html"File analysis and sandboxing: Secure Malware Analytics' highly secure environment helps
youexecute, analyze, and test malware behavior to discover previously unknown ZERO-DAY threats. Theintegration of Secure Malware Analytics' sandboxing technology into Malware Defense results
inmore dynamic analysis checked against a larger set of behavioral indicators. "

QUESTION 179
Refer to the exhibit.

ar

AP(config)# aaa group server radius rad auth

AP (config-sg-radius)# server 10.0.0.3 auth-port 1645 acct-port 1646

AP (config)4 aaa new-model

AP (config)4 aaa authentication login eap methods growp rad auth

AP (config)4 radius-server host 10.0.0.3 auth-port 1645 acct-port 1646 key

1abap1200
AP (config)# interface dotllradio (

AP (config-if) # said labapl200

5 '+ { & - ol - =
AP (config-if-ssid)# encryption mode wep mandatory

A company requires that all wireless users authenticate using dynamic key generation. Which configuration must be applied?

AP(config-if-ssid)# authentication open wep wep methods
AP(config-if-ssid)# authentication dynamic wep wep_ methods
AP(config-if-ssid)# authentication dynamic open wep dynamic

OO0 ® >

AP(config-if-ssid)# authentication open eap eap methods

Correct Answer: D
Section:
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QUESTION 180
Which OSPF networks types are compatible and allow communication through the two peering devices?

broadcast to nonbroadcast
point-to-multipoint to nonbroadcast

broadcast to point-to-point

o0 ® >

point-to-multipoint to broadcast

Correct Answer: A

Section:

Explanation:

The following different OSPF types are compatible with each other:

+ Broadcast and Non-Broadcast (adjust hello/dead timers)

+ Point-to-Point and Point-to-Multipoint (adjust hello/dead timers)

Broadcast and Non-Broadcast networks elect DR/BDR so they are compatible. Point-topoint/ multipoint do not elect DR/BDR so they are compatible.

QUESTION 181
Refer to the exhibit.

SOnitor session 1 source vian 10 - 14 X
BONLtOr session |1 destination interface gligabitethernetO/i

An engineer must configure a SPAN session. What is the effect of the configuration?

Traffic sent on VLANs 10, 11, and 12 is copied and sent to interface g0/1.
Traffic sent on VLANs 10 and 12 only is copied and sent to interface g0/1.
Traffic received on VLANSs 10, 11, and 12 is copied and sent to Interface g0/1.
Traffic received on VLANs 10 and 12 only is copied and sent to interface g0/1.

o0 ® >

Correct Answer: C
Section:

QUESTION 182
An engineer is configuring a GRE tunnel interface in the default mode. The engineer has assigned an IPv4 address on the tunnel and sourced the tunnel from an Ethernet interface. Which option also is required on the tunnel
interface before it is operational?

. (config-if)#tunnel destination <ip address>

A
B. (config-if)#keepalive <seconds retries>
C. (config-if)#ip mtu <value>

D

. (config-if)#ip tcp adjust-mss <value>

Correct Answer: A

Section:

Explanation:

A GRE interface definition includes: + An IPv4 address on the tunnel + A tunnel source + A tunnel destination Below is an example of how to configure a basic GRE tunnel: interface Tunnel 0 ip address 10.10.10.1
255.255.255.0 tunnel source fa0/0 tunnel destination 172.16.0.2 In this case the “IPv4 address on the tunnel” is 10.10.10.1/24 and “sourced the tunnel from an Ethernet interface” is the command “tunnel source fa0/0”.
Therefore it only needs a tunnel destination, which is 172.16.0.2.Note: A multiple GRE (mGRE) interface does not require a tunnel destination address.
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QUESTION 183
Which solution do laaS service providers use to extend a Layer 2 segment across a Layer 3 network?

VLAN
VTEP
VXLAN
VRF

o0 ® >

Correct Answer: C
Section:

QUESTION 184
Refer to the exhibit.

R14show ip bap

BGP 1able varsion 1s 32, local routar 1D 1s 192 168 101 .5

Stlatus codas: S suppressad, d dampead, h hislory, ® vahid, = bast, | - intarnal
I RiIB-Taillure, S Stale, m mulhpath, b backup-path, I RT-Fillex
% best-external, a additional-path, ¢ RIB-compressed,

Ongin codes. i - IGP, e - EGP, ? - incomplete

RPKI validation codas: V valid, | invalhid, N Not found

Network Next Hop Metric LocPrf Weight Path
192.168.102.0 192.168.101.18 80 0 64517 i
" 192.168.101.14 BD BO 0 645161
" 192.168.101.10 0 64515 645151
o 192 168 101 2 32768 64513
i 192 168 101.6 80 0 64514 645111'

Which IP address becomes the active next hop for 192.168.102 0/24 when 192.168.101.2 fails?

192.168.101.18
192.168.101.6

192.168.101.10
192.168.101.14

OO0 w®

Correct Answer: A

Section:

Explanation:

The "' shown in the output above indicates that the path with a next hop of 192.168.101.2 is the current best path.

Path Selection Attributes: Weight > Local Preference > Originate > AS Path > Origin > MED > External > IGP Cost > eBGP Peering > Router ID BGP prefers the path with highest weight but the weights here are all 0 (which
indicate all routes that are not originated by the local router) so we need to check the Local Preference. Answer '192.168.101.18' path without LOCAL PREF (LocPrf column) means it has the default value of 100.

Therefore we can find the two next best paths with the next hop of 192.168.101.18 and 192.168.101.10.

We have to move to the next path selection attribute: Originate. BGP prefers the path that the local router originated (which is indicated with the "next hop 0.0.0.0"). But none of the two best paths is self-originated.

The AS Path of the next hop 192.168.101.18 is shorter than the AS Path of the next hop 192.168.101.10 then the next hop 192.168.101.18 will be chosen as the next best path.

QUESTION 185
What Is a Type 2 hypervisor?

A. installed as an application on an already installed operating system
B. runs directly on a physical server and includes its own operating system
C. supports over-allocation of physical resources
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D. also referred to as a "bare metal hypervisor" because it sits directly on the physical server

Correct Answer: A
Section:

QUESTION 186
Refer to the exhibit.

Gi0/0 Gi0/0

An engineer reconfigures the pot-channel between SW1 and SW2 from an access port to a trunk and immediately notices this error in SW1's log.
Which command set resolves this error?

A.

SWi(conig-f=interface GOO
SW1canfig-f=spanningtree bpduguard enable
SWicanhg-fiEshut

SW1iconfig-f=no shut

SW1(canfig-if&interface GO0

SWilzcanfig-f2no spanning-tree bpduguard enable
SW1(config-if =shut

SW1(canfig-f&no shut

SW1(canfig-fginterface GOM
SW1iiconfig-f =spanning-tres bpduguard enable
SW1(config-if=shut

SW1(config-fj#no shut

SWilconfg-f=interface GO0
SW1canfig-f =ne spanning-tree bodufilter
SW1(config-f Eshut

SW1(config-if=no shut

Correct Answer: B
Section:

QUESTION 187
Refer to the exhibit.
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Standby
FaQ/0 Falf1

s @
g w: .
172.30.110.1/24
[ 3 ]
o]
= F20/0 ﬁ Fao/1

_ﬁ INTERNET

| ¥2/0°001'89T T61

Active ——
R1 R2
Interface Fa0/0 Interface Fa0/0
IP address 172.30.110.2 IP address 172.30.110.3
standby 1ip 172.30.110.1 standby 1ip 172.30.110.1

Which configuration change ensures that R1 is the active gateway whenever it is in a functional state for the 172.30.110.0724 network?

K1
standby 1 preempt
R dumps
standby 1 priority P
B‘ 1
standby 1 preempt
R2
standby 1 priority 100
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standby 1 priority 100
standby 1 preempt

RZ
standby 1 priority 30
standby 1 preempt

Correct Answer: A
Section:

QUESTION 188
Refer to the exhibit.

Client 360 s R i o

® Grace Smith

B grscismieng | B 2 o i 80
................... 1
AR TN T ¥ faidedite U800 LT = by - g g e Bl T D T OF LR TR St Ol il Lt ey WA DT
S ik Er et L Emiin Lodan Siaba o denavic sdlb Bl asitarilar Sien Somlar B R0 E Wb B - §
QG LEE== 1
542 M a1 NAMITY N A AP A A bR Y A e N A AP T
Pl ey el T Y ERREE W R e R RN TR g T s
| 13 : E i i
i FUAALAALS TWIWANTYY :
i-— - - & W _:ﬂ - - e W W " C O . - e ﬂl.ﬂ

e

Cisco DNA Center has obtained the username of the client and the multiple devices that the client is using on the network. How is Cisco DNA Center getting these context details?

The administrator had to assign the username to the IP address manually in the user database tool on Cisco DNA Center.
Those details are provided to Cisco DNA Center by the Identity Services Engine
Cisco DNA Center pulled those details directly from the edge node where the user connected.

OO0 wp

User entered those details in the Assurance app available on 10OS and Android devices

Correct Answer: A
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Section:

QUESTION 189
Refer to the exhibit.

After running the code in the exhibit. Which step reduces the amount of data that NETCONF server returns to the NETCONF client, to only the interface's configuration?

Create an XML filter as a string and pass it to get_config() method as an argument

Use the txml library to parse the data returned by the NETCONTF server for the interface's configuration
Create a JSON filter as a string and pass it to the get config() method as an argument

Use the JSON library to parse the data returned by the NETCONF server for the interface's configuration

OO0 wp

Correct Answer: D
Section:

QUESTION 190
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What is the role of the RP in PIM sparse mode?

The RP responds to the PIM join messages with the source of requested multicast group

The RP maintains default aging timeouts for all multicast streams requested by the receivers.
The RP acts as a control-plane node and does not receive or forward multicast packets.

The RP is the multicast that is the root of the PIM-SM shared multicast distribution tree.

o0 ® >

Correct Answer: D

Section:

Explanation:

Multicast Distribution Shared Tree - Unlike source trees that have their root at the source, shared trees use a single common root placed at some chosen point in the network. This shared root is called a rendezvous point (RP).
Source:

https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-5/configuration guide/ip mcast rtng/b 165 ip mcast rtng 9300 cg/b 165 ip mcast rtng 9300 9500 cg chapter 0100.html

https://netcraftsmen.com/pim-sparse-mode/

QUESTION 191
Which two actions, when applied in the LAN network segment, will facilitate Layer 3 CAPWAP discovery for lightweight AP? (Choose two.)

Utilize DHCP option 17.
Configure WLC IP address on LAN switch.
Utilize DHCP option 43.

Configure an ip helper-address on the router interface

mo 0O w >

Enable port security on the switch port

Correct Answer: C, E
Section:

QUESTION 192
Refer to the exhibit

Ll R ——

. ﬁ -

Fad/1 Fad/1

London({config)einterface fad/l

London{config-if)Eswitchport trunk encapsulation dotlg

London{conFig-1F)eswitchport made trunk

SLINEPROTO-5-UPDOWN:LINne protocol on Interface FastEthernet®/1, changed state to down
KL INEPROTO-5-UPDOWN:Line protocol on Interface FastEthernet®/1, changed state to up

London({config-1if)aend

NewYork#show dtp interface fad/l
DTP inforeaticn for FastEthernet®/l:

TOS/TAS/THS : ACCESS/AUTO/ACCESS
TOT/TAT/TNT MATIVE/ISL/MATIVE

Communication between London and New York is down Which to resolve this issue?

A.


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-5/configuration_guide/ip_mcast_rtng/b_165_ip_mcast_rtng_9300_cg/b_165_ip_mcast_rtng_9300_9500_cg_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-5/configuration_guide/ip_mcast_rtng/b_165_ip_mcast_rtng_9300_cg/b_165_ip_mcast_rtng_9300_9500_cg_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-5/configuration_guide/ip_mcast_rtng/b_165_ip_mcast_rtng_9300_cg/b_165_ip_mcast_rtng_9300_9500_cg_chapter_0100.html
https://netcraftsmen.com/pim-sparse-mode/
https://netcraftsmen.com/pim-sparse-mode/
https://netcraftsmen.com/pim-sparse-mode/
https://netcraftsmen.com/pim-sparse-mode/
https://netcraftsmen.com/pim-sparse-mode/
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MNewYork{config)=int f0/1

NewYork{config #switchport trunk encap dotiqg
NewYork{configend

MNewYorks

NewYorkiconfig j=int f0M1

NewYork|{config #switchport mode trunk
MewYorki config =end

MNewYorke?

NewYorki config #int f0/1

MewYork(config @switchport nonegotiate
MNewYork{configj#end

NewYorks

MewYork| config Fint f0/1
MNewYork({config #switchport mode dynamic desirable

e dumps

Correct Answer: A
Section:

Explanation:
https://learningnetwork.cisco.com/s/question/0D53100000K syty/tostastns-tottattnt

QUESTION 193
_lii. ,...::.;||;.:i
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Which command set resolves this issue?

------

.mt 0.0.0 mm
network 172.16.0.0 255,255.255.0
network 182.168.1.0 mmo

interface Vian10
no ip vrf MI? mlm
= UMmps

no ip vrf forwarding Printers
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Correct Answer: C

Section:

Explanation:

We must reconfigure the IP address after assigning or removing an interface to a VRF. Otherwise that interface does not have an IP address.

QUESTION 194
Why is an AP joining a different WLC than the one specified through option 43?

The WLC is running a different software version.

The API is joining a primed WLC

The AP multicast traffic unable to reach the WLC through Layer 3.
The APs broadcast traffic is unable to reach the WLC through Layer 2.

oo x>

Correct Answer: B
Section:
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QUESTION 195
What is a characteristic of Cisco DNA Northbound APIs?

They simplify the management of network infrastructure devices.
They enable automation of network infrastructure based on intent.
They utilize RESTCONF.

They utilize multivendor support APIs.

o0 ® >

Correct Answer: C
Section:

QUESTION 196
An engineer configures a WLAN with fast transition enabled Some legacy clients fail to connect to this WLAN Which feature allows the legacy clients to connect while still allowing other clients to use fast transition based on
then OLTIs?

A. over the DS
B. adaptive R
C. 802.11V
D. 802.11k

Correct Answer: B
Section:

QUESTION 197
Refer to the exhibit.
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Layer 3 Link Layer 3 Link
Dswi Dsw2

001b.0d8e.e080 0018.7363.4300
Priority 28672 Priority 24576
VLAN 10, 20 VLAN 10, 20

10 Gbps 1 Gbps

Gi 01

000a.f402.aa00 0013.8019.8880
Priority 32768 Priority 32768
VLAN 10, 20 VLAN 10, 20
Pt PC3 PCA
— — Ce—
VLAN 10 VLAN 20 VLAN 10 VLAN 20

All switches are configured with the default port priority value. Which two commands ensure thattraffic from PC1 isforwarded over Gil/3 trunk port between DWS1 and DSW2? (Choose two)

DSW2(config-if)#spanning-tree port-priority 16
DSW2(config)#interface gil/3
DSW1(config-if)#spanning-tree port-priority 0
DSW 1(config) #interface gil/3
DSW2(config-if)#spanning-tree port-priority 128

moo0O w >

Correct Answer: A, B
Section:

QUESTION 198
Which two items are found in YANG data models? (Choose two.)

HTTP return codes
rpc statements
JSON schema
container statements
XML schema

m o 0w >

Correct Answer: C, E
Section:
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QUESTION 199

Which element enables communication between guest VMs within a virtualized environment?

hypervisor
vSwitch
virtual router
pNIC

o0 ® >

Correct Answer: B
Section:

QUESTION 200
Refer to the exhibit.

209 165 202 128730 429

209 165 202 132/30

Intarmet 13
G03

10,101 .1.0:524

10.101.1 10724

Frame 24:
Ethernet I1, Src: 50:00:00:01:00:01 (50:00:00:91:00:01), Dst:

Generic Routing Encapsulation (IP)
Internet Protocol Version 4, Src: 10.111.111.1, Dst: 18.111.111.2
Internet Control Message Protocol

172161024

138 bytes on wire (1184 bits), 138 bytes captured (1184 bits) on interface @
S0:00:00:02:00:01 (50:00:00:02:00:01)
Internet Protocol Version 4, Src: 209.165.202.1308, Dst: 209.165.2082.134

Gﬂ-‘ﬂ[ 134

GO

\
-

172.16.1.10:24

A GRE tunnel has been created between HO and BR routers. What is the tunnel IP on the HQ router?

10.111.111.1
10.111.111.2
209.165.202.130
209.165.202.134

o0 ® >

Correct Answer: A
Section:

QUESTION 201

Which function does a fabric edge node perform in an SD-Access deployment?

A. Connects the SD-Access fabric to another fabric or external Layer 3 networks

B. Connects endpoints to the fabric and forwards their traffic
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C. Provides reachability border nodes in the fabric underlay
D. Encapsulates end-user data traffic into LISP.

Correct Answer: B

Section:

Explanation:

There are five basic device roles in the fabric overlay:

+ Control plane node: This node contains the settings, protocols, and mapping tables to provide the endpoint-to-location (EID-to-RLOC) mapping system for the fabric overlay.
+ Fabric border node: This fabric device (for example, core layer device) connects external Layer 3 networks to the SDA fabric.

+ Fabric edge node: This fabric device (for example, access or distribution layer device) connects wired endpoints to the SDA fabric.

+ Fabric WLAN controller (WLC): This fabric device connects APs and wireless endpoints to the SDA fabric.

+ Intermediate nodes: These are intermediate routers or extended switches that do not provide any sort of SD-Access fabric role other than underlay services.

QUESTION 202
Which access point mode allows a supported AP to function like a WLAN client would, associating and identifying client connectivity issues?

client mode
SE-connect mode
sensor mode
sniffer mode

OO0 ®wp

Correct Answer: C

Section:

Explanation:

As these wireless networks grow especially in remote facilities where IT professionals may not always be onsite, it becomes [even,more important to be able to quickly identify and resolve potential connectivity issuesideally
before the users complain or notice connectivity degradation. To address these issues we have created Cisco's, Wireless Service Assurance and a new AP mode called "sensor"mode. Cisco's Wireless Service Assurance platform
has three components, namely, Wireless PerformanceAnalytics, Real-time Client Troubleshooting, and Proactive Health Assessment. Using a supported AP ordedicated sensor the device can actually function much like a
WLAN client would associating andidentifying client connectivity issues within the network in real time without requiring an IT or technician to beon site.

Reference:

https://content.cisco.com/chapter.sjs?uri=/searchable/chapter/content/dam/en/us/td/docs/wireless/controller/technotes/8-5/b_Cisco_Aironet Sensor Deployment Guide.html.xml

QUESTION 203
What is the structure of a JSON web token?

three parts separated by dots: header payload, and signature
header and payload

three parts separated by dots: version header and signature

o0 ® >

payload and signature

Correct Answer: A

Section:

Explanation:

JSON Web Token (JWT) is an open standard (RFC 7519) that defines a compact and self-contained way for securely transmitting information between parties as a JSON object. This information can be verified and trusted
because it is digitally signed. JWTs can be signed using a secret (with the HMAC algorithm) or a public/private key pair using RSA or ECDSA.

JSON Web Tokens are composed of three parts, separated by a dot (.): Header, Payload, Signature. Therefore, a JWT typically looks like the following: xxxxx.yyyyy.zzzzz The header typically consists of two parts: the type of
the token, which is JWT, and the signing algorithm being used, such as HMAC SHA256 or RSA.

The second part of the token is the payload, which contains the claims. Claims are statements about an entity (typically, the user) and additional data.

To create the signature part you have to take the encoded header, the encoded payload, a secret, the algorithm specified in the header, and sign that.

Reference: https://jwt.io/introduction/


/searchable/chapter/content/dam/en/us/td/docs/wireless/controller/technotes/8-5/b_Cisco_Aironet_Sensor_Deployment_Guide.html.xml
/searchable/chapter/content/dam/en/us/td/docs/wireless/controller/technotes/8-5/b_Cisco_Aironet_Sensor_Deployment_Guide.html.xml
/searchable/chapter/content/dam/en/us/td/docs/wireless/controller/technotes/8-5/b_Cisco_Aironet_Sensor_Deployment_Guide.html.xml
https://jwt.io/introduction/
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QUESTION 204
Which technology does VXLAN use to provide segmentation for Layer 2 and Layer 3 traffic?

bridge domain
VLAN

VRF

VNI

o0 ® >

Correct Answer: D
Section:

Explanation:
VXLAN has a 24-bit VXLAN network identifier (VNI), which allows for up to 16 million (= 224) VXLAN segments to coexist within the same infrastructure. This surely solve the small number of traditional VLANSs.

QUESTION 205
An engineer must protect their company against ransom ware attacks. Which solution allows the engineer to block the execution stage and prevent file encryption?

Use Cisco AMP deployment with the Malicious Activity Protection engineer enabled.
Use Cisco AMP deployment with the Exploit Prevention engine enabled.
Use Cisco Firepower and block traffic to TOR networks.

o 0N >

Use Cisco Firepower with Intrusion Policy and snort rules blocking SMB exploitation.

Correct Answer: B
Section:

QUESTION 206
Refer to the exhibit.
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#! lusribin/env python3

from env_lab import dnac

import json

import requests

import urllib3

from requests.auth import HT TPBasicAuth
from prettytable import Pretty Table

dnac_devices = Pretty Table(['Hostname','Platform |d’, Software Type’','Software Version’,'Up
Time'])
dnac_devices.padding_width = 1
headers = {
‘content-type’. “applicationijson”,
‘x-auth-token': “"

}

def dnac_login(host, username, password):
url = “https:l/{}api/systemivi/auth/token” format(host)
response = requests.request(“POST", url, auth=HTTPBasicAuth(username, password),
headers=headers, verify=False)
return response.json()[* Token™]

def network_device_list{(dnac, token):

url = “https:i/{Hapi/vi/network-device"” format{dnac[‘host’])

headers[“x-auth-token"] = token

response = requests.get{url, headers=headers, verify=False)

data = response.json()

for item in data[‘response’]:

dnac_devices.add_row([item[“hostname”],item[“platformid’],item[“software Type'],item[*soft

wareVersion”],item[“up Time"]])

Which code results in the working Python script displaying a list of network devices from the Cisco DNA Center?
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A.  liogin = dnac_login{dnac{™nost"], dnac[*usemame~], dnac[ password])
network_device _lisi(dnac, login)

for itemn in dnac_devices:
print{dnac_devices item)

B. login = dnac_login{dnac[™ost”], dnac"usemame®], anac["password"])
network_device _list{dnac, login)
| print(dnac_devices)

€. [network_device_list(dnac{"host”], anac["username”] anacl"password®])
login = dnac_login(dnac)
print(dnac_devices)

D. | network_device_list{dnac{"host"], dnac["username”] dnac["password®])
login = dnac_login{dnac)
for item in @nac_devices:
print{dnac_agevices llem)

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B
Section:

QUESTION 207
Which outcome is achieved with this Python code?

chant connect ( ip. port= 22, usemames uss, password= pswd )
sidn, stdout, siderr = chent exec_cammand { ‘show ip bgp 152 168101 0 bestpath'n * |

print (stdout)
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connects to a Cisco device using SSH and exports the routing table information
displays the output of the show command in a formatted way
connects to a Cisco device using SSH and exports the BGP table for the prefix

o 0N >

connects to a Cisco device using Telnet and exports the routing table information

Correct Answer: C
Section:

QUESTION 208
An engineer is configuring local web authentication on a WLAN. The engineer chooses the Authentication radio button under the Layer 3 Security options for Web Policy. Which device presents the web authentication for the
WLAN?

ISE server

local WLC
RADIUS server
anchor WLC

o0 ® >

Correct Answer: B

Section:

Explanation:

"The next step is to configure the WLC for the Internal web authentication. Internal web authentication is the defaultweb authentication type on WLCs." In step 4 of the link above, we will configure Security as described in
this question.

Therefore we can deduce thisconfiguration is for Internal web authentication.

This paragraph was taken from the link https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5 :

QUESTION 209


https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
https://www.cisco.com/c/en/us/support/docs/wirelessmobility/wlan-security/69340-web-auth-config.html#c5
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Which technology uses network traffic telemetry, contextual information, and file reputation to provide insight into cyber threats?

threat defense
security services
security intelligence

o0 ® >

segmentation

Correct Answer: C
Section:

QUESTION 210
Refer to the exhibit.

| R12 sh run | begin line con
lineé con o
oxec-timeout G O
privilege level 15
logging synchronous
stopbits 1
linc aux o
axec-limeaout 0 O
privilege level 15 d m
logging synchronous u ps
slophils 1
ino vty O 4
password 7 045802150C2E
login
hna vty 5 15
password 7 045802150C2E
: login

| end

R1# sh run |€&mclude aaa | enable

no aaa new-model
| R12

Which privilege level is assigned to VTY users?

.13

A.
B. 7
C
D. 15
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Correct Answer: A

Section:

Explanation:

Lines (CON, AUX, VTY) default to level 1 privileges.

QUESTION 211
What is provided by the Stealthwatch component of the Cisco Cyber Threat Defense solution?

real-time threat management to stop DDoS attacks to the core and access networks
real-time awareness of users, devices and traffic on the network

malware control

o0 ® >

dynamic threat control for web traffic

Correct Answer: B

Section:

Explanation:

"Cisco Stealthwatch collects and analyzes massive amounts of data to give even the largest, most dynamic networks comprehensive internal visibility and protection. It helps security operations teams gain real-time situational
awareness of all users, devices, and traffic on the extended network so they can quickly and effectively respond to threats"Page 1https://media.zones.com/images/pdf/cisco-stealthwatch-solution-overview.pdf

QUESTION 212
Refer to the exhibit.

AS 100

"
10.24.24.0/24 | 4
Lo0:10.3.3.3/32 Lo0:10.4.4.4/32

N b

" As 200

An engineer must establish eBGP peering between router R3 and router R4. Both routers should use their loopback interfaces as the BGP router ID. Which configuration set accomplishes this task?

A. R3(config)#router bgp 200
R3(config-router)#neighbor 10.4.4.4 remote-as 100
R3(config-router)# neighbor 10.4.4.4 update-source LoopbackO
R4(config)#router bgp 100
R4(config-router)#neighbor 10.3.3.3 remote-as 200
R4(config-router)#network 10.3.3.3 update-source LoopbackO

B. R3(config)#router bgp 200
R3(config-router)#neighbor 10.24.24.4 remote-as 100
R3(config-router)#neighbor 10.24.24.4 update-source LoopbackO
R4(config)#router bgp 100
R4(config-router)#neighbor 10.24.24.3 remote-as 200
R4(config-router)#neighbor 10.24.24.3 update-source Loopback0

C. R3(config)#router bgp 200
R3(config-router)#neighbor 10.4.4.4 remote-as 100
R3(config-router)#bgp router-id 10.3.3.3
R4(config)#router bgp 100
R4(config-router)#neighbor 10.3.3.3 remote-as 200
R4(config-router)#bgp router-id 10.4.4.4
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D. R3(config)#router bgp 200
R3(config-router)#neighbor 10.24.24.4 remote-as 100
R3(config-router)#bgp router-id 10.3.3.3
R4(config)#router bgp 100
R4(config-router)#neighbor 10.24.24.3 remote-as 200
R4(config-router)#bgp router-id 10.4.4.4

Correct Answer: D
Section:

QUESTION 213
Which feature does Cisco TrustSec use to provide scalable, secure communication throughout a network?

security group tag ACL assigned to each port on a switch
security group tag number assigned to each port on a network
security group tag number assigned to each user on a switch

o0 ® >

security group tag ACL assigned to each router on a network

Correct Answer: B

Section:

Explanation:

Cisco TrustSec uses tags to represent logical group privilege. This tag, called a Security Group Tag

(SGT), 1s used in access policies. The SGT is understood and is used to enforce traffic by Cisco switches, routers and firewalls . Cisco TrustSec is defined in three phases: classification, propagation and enforcement.

When users and devices connect to a network, the network assigns a specific security group. This process is called classification. Classification can be based on the results of the authentication or by associating the SGT with an
IP, VLAN, or port-profile (-~ Answer 'security group tag ACL assigned to each port on a switch' and answer,'security.group tag.number assigned to each user on a switch' are not correct as they say "assigned ... on a switch"
only. Answer 'security group tag ACL assigned to each router on a network' is not correct either as it'says "'assigned to each router'’).

QUESTION 214
In a three-tier hierarchical campus network design, which action is a design best-practice for the core layer?

provide QoS prioritization services such as marking, queueing, and classification for critical network traffic
provide redundant Layer 3 point-to-point links between the core devices for more predictable and faster convergence
provide advanced network security features such as 802. IX, DHCP snooping, VACLs, and port security

oSN >

provide redundant aggregation for access layer devices and first-hop redundancy protocols such as VRRP

Correct Answer: B
Section:

QUESTION 215
Refer to the Exhibit.
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An engineer is installing a new pair of routers in a redundant configuration. When checking on the standby status of each router the engineer notices that the routers are not functioning as expected.
Which action will resolve the configuration error?

configure matching hold and delay timers
configure matching key-strings

configure matching priority values

OO0 >

configure unique virtual IP addresses

Correct Answer: B

Section:

Explanation:

From the output exhibit, we notice that the key-string of R1 is ?Cisco123!? (letter ?C? is in capital) while'thatof' R2 is?ciscal23!?*This causes a mismatch in the authentication so we have to fix their key-strings. key-string
[encryption-type] text-string: Configures the text string for the key. The text-string argument is alphanumeric, case-sensitive, and supports special characters.

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-

x/security/configuration/guide/b_Cisco Nexus 9000 Series NXOS Security Configuration Guide/b_Cisco Nexus 9000 Series NXOS Security Configuration Guide chapter 01111.pdf

QUESTION 216

R2:

wef definition hotel
address-famlly ipwd
exit-dddreis-Ffanily

v definition bank
address-famlly fpwd
exit-address-family

R2
. 147, 1] EQ/0 g LAN I
- [ interface Ethernetd/d

EQf1 172.16.0.1 wrf forwarding bank
ip address 172.16.0.2 255.455.0.9

EQ/D
= lnterface Ethermet/f]
H R3 vrf forwarding hotel
wrf hotel ip sddress 172.1.0.5 255.255.9.9

router ospf 42 wrf bank
router-id 1.1.1.1
network 172.16.0.0 8.0.355.255 area @

router ospf 43 wrf hotel

router-id 3.3.3.3
network 172.16.6.8 8.8, 255,355 area @

Rl:
wed definition bank

address-fandly lpwd
exit-address-fanily

Refer to the exhibit. Which configuration must be applied to R1 to enable R1 to reach the server at 172.16.0.1?



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NXOS_Security_Configuration_Guide/b_Cisco_Nexus_9000_Series_NXOS_Security_Configuration_Guide_chapter_01111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NXOS_Security_Configuration_Guide/b_Cisco_Nexus_9000_Series_NXOS_Security_Configuration_Guide_chapter_01111.pdf
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NXOS_Security_Configuration_Guide/b_Cisco_Nexus_9000_Series_NXOS_Security_Configuration_Guide_chapter_01111.pdf
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interface Ethernet0iD

vrf forwarding hotel
ip address 172.16.0.7 265.266.00

router ospf 44 vif Hotal
network 172.16.0.0 0.0.255.255 area 0

interface Ethermet0n

ip addrass 172.16.0.7 255.265.0.0

router ospl 44 vif hotel
network 17218600 258 268500

interface EthernetO

o0 w® >

ip address 172.16 0.7 255 25500

router ospf 44 vef bank
network 172.16.0.0 256 25500

interface EthernetQ/0
vif forwarding bank
ip address 172.16.0.7 206.26500

router ospl 44 vif bank
network 172.16.0.0 0.0.255 268 area 0

Option A
Option B
Option C
Option D

Correct Answer: D
Section:

QUESTION 217
An engineer must export the contents of the devices object in JSON format. Which statement must be used?

A.
B.
C.

json.repr(Devices)

json.dumps(Devices)
json.prints(Devices)

dumps
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D. json.loads(Devices)

Correct Answer: B
Section:

QUESTION 218
Refer to the exhibit.

Rifping 10.1.3.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.3.2, timeout is 2 seconds:

t

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/43/72 ms

Rizping 10.1.3.2 size 1500
Type escape sequence to abort.
Sending 5, 1500-byte ICMP Echos to 10.1.3.2, timeout is 2 seconds:

e
sl

Success rate is 100 percent (5/5), round-trip min/avg/max = 24/48/60 ms

Rlzdebug ip icmp
ICMP packet debugging is on

Ri#ping 10.1.3.2 size 1500 df-bit d u I l l ps

Type escape sequence to abort.

Sending 5, 1500-byte ICMP Echos to 10.1.3.2, timeout is 2 seconds:

Packet sent with the DF bit set

MMMMM

Success rate is 0 percent (0/5)

An engineer troubleshoots connectivity issues with an application. Testing is performed from the server gateway, and traffic with the DF bit set is dropped along the path after increasing packet size.
Removing the DF bit setting at the gateway prevents the packets from being dropped. What is the cause of this issue?

PMTUD does not work due to ICMP Packet Too Big messages being dropped by an ACL
The remote router drops the traffic due to high CPU load

The server should not set the DF bit in any type of traffic that is sent toward the network
There is a CoPP policy in place protecting the WAN router CPU from this type of traffic

o0 ® >

Correct Answer: C
Section:

QUESTION 219
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Refer to the exhibit:
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R1#show running-config interface fa0/0
Building configuration...

Current configuration: 192 bytes
|
interface FastEthernet0/0

ip address 192.68.3.5 255.255.255.0
duplex full

vrrp 1 ip 192.168.3.1

vrrp 1 priority 110

vrrp 1 authentication text cisco

vrrp 1 track 20 decrement 20

end

R1#show running-config | include track 20
track 20 ip route 10.10.1.1 255.255.255.255 reachability

“R2#show running-config interface fa0/0
Building configuration...

Current configuration: 141 bytes

!

interface FastEthernet0/0

ip address 192.68.3.2 255.255.255.0
duplex full

vrrp 1 ip 192.168.3.1

vrrp 1 authentication text cisco

end

dumps

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

An engineer configures VRRP and issues the show commands to verify operation. What does the engineer confirm about VRRP group 1 from the output?

There is no route to 10.10.1.1/32 in R2's routing table

If R1 reboots, R2 becomes the master virtual router until R2 reboots
Communication between VRRP members is encrypted using MD5
R1 is master if 10.10.1.1/32 is in its routing table

o0 ® >

Correct Answer: D
Section:

QUESTION 220
Refer to the exhibit.

flow record Recorder

match ipwd protocol

match 1pwd source addreéss
match ipwd destination address
match transport source-port
match transport destinatien-port
|

flow exporter Exporter
destination 192:168.100.72
transport udp 2855

!

flow monitor Monitor

exporter Exporter

record Recorder

|

et-analytics

ip flow-export destination 192.168.109.22 2855
|

interface gil

ip flow monitor Monitor input
ip Flow monitor Monitor output
et-analytics enable

|

An engineer must add the SNMP interface table to the NetFlow protocol flow records. Where should the SNMP table option be added?

under the interface
under the flow record

under the flow monitor

OO0 ®p

under the flow exporter

Correct Answer: D
Section:

Explanation:
option interface-table This command causes the periodic sending of an options table, which will allow the collector to map the interface SNMP indexes provided in the flow records to interface names. The optional timeout can

alter the frequency at which the reports are sent.

Router(config)# flow exporter FLOW-EXPORTER-1

Router(config-flow-exporter)# option interface-table
https://www.cisco.com/c/en/us/td/docs/ios/fnetflow/command/reference/fnf book/fnf 02.html

QUESTION 221


https://www.cisco.com/c/en/us/td/docs/ios/fnetflow/command/reference/fnf_book/fnf_02.html
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Which NGFW mode block flows crossing the firewall?

Passive
Tap

Inline tap

o0 ® >

Inline

Correct Answer: D

Section:

Explanation:

Firepower Threat Defense (FTD) provides six interface modes which are: Routed, Switched, Inline Pair, Inline Pair with Tap, Passive, Passive (ERSPAN).

When Inline Pair Mode is in use, packets can be blocked since they are processed inline When you use Inline Pair mode, the packet goes mainly through the FTD Snort engine When Tap Mode is enabled, a copy of the packet
is inspected and dropped internally while the actual traffic goes through FTD unmodified

QUESTION 222
Which deployment option of Cisco NGFW provides scalability?

tap
clustering

inline tap

o0 ®p»

high availability

Correct Answer: B
Section:

Explanation:
Clustering lets you group multiple Firepower Threat Defense (FTD) units together as a single logical device. Clustering is only supported for the FTD device on the Firepower 9300 and the Firepower 4100 series. A cluster
provides all the convenience of a single device (management, integration into a network) while achieving the increased throughput and redundancy of multiple devices. }

QUESTION 223
Refer to the exhibit.

7\

Your connection is not private

Attackers might B tHng 16 Steal your Intarmation Ivam 19

NET-ERR CERT AUTHORITY INVALID

Back Lo safery

An engineer is designing a guest portal on Cisco ISE using the default configuration. During the testing phase, the engineer receives a warning when displaying the guest portal. Which issue is
occurring?

A. The server that is providing the portal has an expired certificate
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B. The server that is providing the portal has a self-signed certificate
C. The connection is using an unsupported protocol
D. The connection is using an unsupported browser

Correct Answer: B
Section:

QUESTION 224
Refer to the exhibit.
0 packets, 0 bytes
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: access-group name SNMP
police:
¢ir 8000 bps, be 1500 bytes
conformed 0 packets, 0 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; aclions:
drop
conformed 0000 bps, exceeded 0000 bps

Class-map: class-default (match-any)
13858 packels, 1378745 byles
5 minute offered rate 0000 bps, drop rate 0000 bps
Match: any

How does the router handle traffic after the CoPP policy is configured on the router?

Traffic coming to R1 that does not match access list SNMP is dropped.
Traffic coming to R1 that matches access list SNMP is policed.

Traffic passing through R1 that matches access list SNMP is policed.
Traffic generated by R1 that matches access list SNMP is policed.

OO0 >

Correct Answer: C
Section:

QUESTION 225
Refer to the exhibit.

Rifahew ip bap sum

BGF route:r Lldentifier 1.1.l.l; local AS numkbsr &

¥ 4 b

Heighbor ¥ AS MsgRcvd MsgBant TolVer InQ Out) Up/Down State/PixBed

¢ Idle {(Admin)

Which command set changes the neighbor state from Idle (Admin) to Active?

A.

R1{configrouter bgp 65002
R1{config-router neighbor 192.168.50.2 activate

IT Certification Exams - Questions & Answers | Vdumps.com
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R1({configrrouter bgp 65001
R1(config-router #neighbor 192.168.50.2 activate

C.
R1{config@router bgp 65001
Ri{config-router #ne neighbor 192.168.50.2 shutdown

R (configFrouter bgp 65001
R1lconfig-router #neighbor 192,168.50.2 remote-as 65001

Correct Answer: C
Section:

QUESTION 226
A network engineer configures a WLAN controller with increased security for web access. There is IP connectivity with the WLAN controller, but the engineer cannot start a management session from a web browser. Which

action resolves the issued

Disable JavaScript on the web browser
Disable Adobe Flash Player
Use a browser that supports 128-bit or larger ciphers.

o 0N >

Use a private or incognito session.

Correct Answer: C
Section:

QUESTION 227
In a Cisco SD-WAN solution, how Is the health of a data plane tunnel monitored?

with [P SLA
ARP probing
using BFD
with OMP

o0 ® >

Correct Answer: C
Section:

QUESTION 228
Refer to the exhibit.
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209.165.200.225 /209.165.201.1

J100] WEB SERVER
10.1.1.0/24 TCP 80

An engineer must configure static NAT on R1 lo allow users HTTP access to the web server on TCPport 80. The web server must be reachable through ISP 1 and ISP 2. Which command set should
beapplied to R1 to fulfill these requirements?

A. 1p nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 extendable ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80 extendable
B. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80

C. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 ip nat inside source static tcp 10.1.1.100 8080 209.165.201.1 8080

D. ip nat inside source static tcp 10.1.1.100 80 209.165.200.225 80 no-alias ip nat inside source static tcp 10.1.1.100 80 209.165.201.1 80 no-alias

Correct Answer: B
Section:

QUESTION 229
By default, which virtual MAC address does HSRP group 16 use?

c0:41:43:64:13:10
00:00:0c 07:ac:10
00:05:5¢:07:0c:16
05:00:0c:07:ac:16

o0 ® >

Correct Answer: B

Section:

Explanation:

The last two-digit hex value in the MAC address presents the HSRP group number. In this case 16 in decimal is 10 in hexadecimal

QUESTION 230
A customer requests a design that includes GLBP as the FHRP The network architect discovers that the members of the GLBP group have different throughput capabilities Which GLBP load balancing method supports this
environment?

host dependent
least connection

round robin

o0 ® >

weighted

Correct Answer: D

Section:

Explanation:

Weighted: Defines weights to each device in the GLBP group to define the ratio of load balancing between the devices. This allows for a larger weight to be assigned to bigger routers that can handle more traffic. protocol is
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used by an extended

QUESTION 231
In a Cisco SD-WAN solution, which two functions are performed by OMP? (Choose two.)

. advertisement of network prefixes and their attributes
. configuration of control and data policies

A
B
C. gathering of underlay infrastructure data
D. delivery of crypto keys

E

. segmentation and differentiation of traffic
Correct Answer: A, B
Section:
Explanation:

OMP is the control protocol that is used to exchange routing, policy, and management information between Cisco vSmart Controllers and Cisco IOS XE SD-WAN devices in the overlay network. These devices automatically
initiate OMP peering sessions between themselves, and the two IP end points of the OMP session are the system IP addresses of the two devices.

QUESTION 232
A network engineer is enabling HTTPS access to the core switch, which requires a certificate to beinstalled on the switch signed by the corporate certificate authority Which configuration commandsare required to issue a
certificate signing request from the core switch?

" Core- qw:u:h[cn:mng‘rcryptu pki enrall Gore-Switch
Core-Switch(config)&ip hitp secure-trustpo nizCﬁm-Evnt:h

| Lore-Switchiconfig =crypto pki trustpoint Core-Switch
Core-Switch{ca-trustpoint#enrollment terminal
Core-Switch(config =crypto pki enroll Core-Switch

Core-Switch(config Ecrypto pki trustpoint Core-Switch
Core-Switch(ca-trustpoint #enroliment terminal
Core-Switch(config=ip hittp secure-trustpoint Core-Switch

IT Certification Exams - Questions & Answers | Vdumps.com
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Core-Switch{config #ip http secure-trustpoint Core-Switch
Lore-Switch{conhg j=crypto pki enroll Core-Switch

Correct Answer: B

Section:

Explanation:

Certificate authorities (CAs) are responsible for managing certificate requests and issuing certificates to participating IPSec network devices. These services provide centralized security key and certificate management for the
participating devices. Specific CA servers are referred to as "trustpoints." The command "crypto pki trustpoint name" declares the trustpoint and a given name and enters catrustpoint configuration mode.

The command "enrollment terminal” specifies manual cut-and-paste certificate enrollment method.

The certificate request will be displayed on the console terminal so that you may manually copied (or cut).

The command "crypto pki enroll name" generates certificate request and displays the request for copying and pasting into the certificate server.

The full configuration is shown in the reference below.

Reference: https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure connectivity/configuration/guide/convert/sec_pki xe 3s book/sec cert enroll pki xe.html

QUESTION 233
What is the process for moving a virtual machine from one host machine to another with no downtime?

high availability
disaster recovery

live migration

OO0 >

multisite replication

Correct Answer: C
Section:

QUESTION 234
When are multicast RPs required?

RPs are required only when using protocol independent multicast dense mode.
By default, the RP is needed penodically to maintain sessions with sources and receivers.
RPs are required for protocol Independent multicast sparse mode and dense mode.

OO0 wp

By default, the RP Is needed only start new sessions with sources and receivers.

Correct Answer: D
Section:

QUESTION 235
An engineer must create a new SSID on a Cisco 9800 wireless LAN controller. The client has asked to use a pre-shared key for authentication Which profile must the engineer edit to achieve this requirement?

A. RF
B. Policy
C. WLAN
D. Flex

Correct Answer: B


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/convert/sec_pki_xe_3s_book/sec_cert_enroll_pki_xe.html
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Section:
Explanation:
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116880-configwpa2-psk-00.html

QUESTION 236
A vulnerability assessment highlighted that remote access to the switches is permitted using unsecure and unencrypted protocols Which configuration must be applied to allow only secure and reliable remote access for device
administration?

line vty 0 15 login local transport input none
line vty 0 15 login local transport input telnet ssh
line vty 0 15 login local transport input ssh

OO0 w® P

line vty 0 15 login local transport input all

Correct Answer: C
Section:

QUESTION 237
Refer to the exhibit.

What does the output confirm about the switch's spanning tree configuration?

The spanning-tree mode stp ieee command was entered on this switch
The spanning-tree operation mode for this switch is IEEE.

The spanning-tree operation mode for this switch is PVST+.

o0 ® >

The spanning-tree operation mode for this switch is PVST

Correct Answer: C
Section:

QUESTION 238
How does a fabric AP fit in the network?

A. Itis in local mode and must be connected directly to the fabric border node
B. Itis in FlexConnect mode and must be connected directly to the fabric edge switch.


https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116880-configwpa2-psk-00.html
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https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116880-configwpa2-psk-00.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116880-configwpa2-psk-00.html
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C. Itisin FlexConnect mode and must be connected directly to the fabric border node

D. Itis in local mode and must be connected directly to the fabric edge switch.

Correct Answer: D
Section:

QUESTION 239
Refer to the exhibit.

vian 222
remobe Spran
1

vlian 223

remote-span

|
monitor session 1 source interface FastEthernet0/1 tx
monitor session 1 source interface FastEthernet0/2 rx
monitor session 1 source interface port-channel 5
monitor session 1 destination remote vlan 222
i

What is the result when a technician adds the monitor session 1 destination remote vlan 223 command1?

The RSPAN VLAN is replaced by VLAN 223.
RSPAN traffic is sent to VLANs 222 and 223

An error is flagged for configuring two destinations.
RSPAN traffic is split between VLANSs 222 and 223.

o0 ® >

Correct Answer: A
Section:

QUESTION 240
How are map-register messages sent in a LISP deployment?

egress tunnel routers to map resolvers to determine the appropriate egress tunnel router
ingress tunnel routers to map servers to determine the appropriate egress tunnel router
egress tunnel routers to map servers to determine the appropriate egress tunnel router

o 0N >

ingress tunnel routers to map resolvers to determine the appropnate egress tunnel router

Correct Answer: C
Section:

Explanation:
During operation, an Egress Tunnel Router (ETR) sends periodic Map-Register messages to all its configured map servers.

QUESTION 241
Refer to the exhibit.
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Switch1# show interfaces trunk

| Output omitted for brewity

Port Mode Encapsulation Status Native
Gi1/0720 auto 802 1qg trunking 10

Port Vians allowed on trunk
Gi1/0r20 1-4094

Switchl# show interfaces trunk

| Output omitied for brevity

Fort Mode Encapsulation Status Native

Gi1/0/20 auto 802 1q trunking 10
dumps

Fort Vians allowed on trunk

GI1/0/20 1-4094

The trunk does not work over the back-to-back link between Switch1 interface Giq1/0/20 and Switch2 interface Gig1/0/20. Which configuration fixes the problem?

A.
Switch1(config &interface gig1/0/20
Switch1(config-if#switchport mode dynamic auto

Switch2(config #interface gig1/0/20
Swilch2(config-ifiZswitchpeort mode dynamic desirable

Switch1{configzinterface gig1/0/20
Switch1(config-ifi#switchport trunk native vian 1
Switch2(config j#interface gig1/0/20
switch2(config-ifi#switchport trunk native vian 1
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D

switch2(config interface gig1/0/20
switch2(config-iNEZswitchport mode dynamic auto

Correct Answer: B
Section:

QUESTION 242
Based on the router's API output in JSON format below, which Python code will display the value of the "hostname" key?

{
"response”; [{
"family”: " Switches",
"macAddress"”: "00:41:43:64:13:00",
"hostname™: "SwitchIDF14",
“"upTime": "3562 days (6:17:26:10",
"lastUpdated”: “2020-07-12 21:15:29"

1]

json_data = json.loads({response.text)
print(json_data[response][0][hostname])
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json_data = response.json()

print(json_data[ response’][0]["hostname’])
' json_data = response.json()

print(json_data[ response’][family][hostname’])
. json_data = json.loads(response.text)

print(json_data[' response’]['family’]['hosthame’])

Correct Answer: D
Section:

QUESTION 243
Refer to the exhibit.

int&rnal

dx3aC

An engineer attempts to bundle interface GiO/0 into the port channel, but it does not function as expected. Which action resolves the issue?

Configure channel-group 1 mode active on interface Gi0/0.
Configure no shutdown on interface Gi0/0

Enable fast LACP PDUs on interface Gi0/0.

Set LACP max-bundle to 2 on interface Port-channeM

o0 ® >

Correct Answer: D
Section:

QUESTION 244
Refer to the exhibit.
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10.0.32.0/24
10.0.33.0/24
10.0.34.0/24
10.0.35.0/24
10.0.36.0/24
10.0.37.0/24
10.0.38.0/24
10.0.39.0/24

An engineer must permit traffic from these networks and block all other traffic An informational log message should be triggered when traffic enters from these prefixes Which access list must be used?

access-list acl_subnets permit ip 10.0.32.0 0 0.0.255 log

access-list acl_subnets permit ip 10.0.32.0 0.0.7.255 log

access-list acl_subnets permit ip 10.0.32.0 0.0.7.255 access-list acl_subnets deny ip any log
access-list acl_subnets permit ip 10.0.32.0 255.255.248.0 log

o0 ® >

Correct Answer: B
Section:

QUESTION 245
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Refer to the exhibit.

U*dumps
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LhL=g A8 Lop 4. § L3
"Accept': 'application/yang-data+json’,
‘Contant-Typa"! ‘application/yang-data+jason*®
b
data = jscn.dumps({
'Cimco-108-XE-native:GigabitEthernet’: |
el &
ip': {
'addreas': |
‘primary': |
*address"; '10.10.10.1°,
*mask': *255.255.255.0°

1
by
verify = PFalas]
: b
$ Print the HTTP response code
print {"Responss Code: ' + atr(responss.statua_coda))

dumps
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After the code is run on a Cisco IOS-XE router, the response code is 204.

dumps
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What is the result of the script?

The configuration fails because another interface is already configured with IP address 10.10.10.1/24.
The configuration fails because interface GigabitEthernet2 is missing on the target device.

The configuration is successfully sent to the device in cleartext.

Interface GigabitEthernet2 is configured with IP address 10.10.10.1/24

o0 ® >

Correct Answer: D
Section:

QUESTION 246
Which two parameters are examples of a QoS traffic descriptor? (Choose two)

MPLS EXP bits
bandwidth
DSCP

ToS

packet size

m o0 >

Correct Answer: A, C
Section:

QUESTION 247
What are two common sources of interference for Wi-Fi networks? (Choose two.)

rogue AP
conventional oven
fire alarm

LED lights

radar

m o 0w >

Correct Answer: A, E
Section:

QUESTION 248
Refer to the exhibit.
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R2¥show standby
FastEchernetl/0 = Group 40
State is Sctandby
4 state changes, last state change 00:01:51
Viztual IP address is 10.10.1.1
Retive virtual MAC addreass ia 0000.0c07.ac28 (MAC Not In Use)
Local wvirtual MAC address is 0000.0cO7.acdf (vl default)
Hello Time 3 sec, hold Taime 10 sec
Next hellpo sent in 1.856 secs
Freemption disabled
Active router 1is 10.10.1.3, pricricy 85 (=xpires in B8.672 =ec)
Standby router i3 local
Priority 90 (configured 90)
Track interface FascEthernect(/0 state Up decrement 10
Group name 18 "harp-Fal/0-30" [default)

After configuring HSRP an engineer enters the show standby command. Which two facts are derived from the output? (Choose two.)

The router with IP 10.10 1.3 is active because it has a higher IP address
If Fa0/0 is shut down, the HSRP priority on R2 becomes 80

R2 Fal/0 regains the primary role when the link comes back up d u m S
R2 becomes the active router after the hold time expires. p

R2 is using the default HSRP hello and hold timers.

m o0 w>

Correct Answer: D, E
Section:

QUESTION 249
Refer to the exhibit.
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>>> netconl datal"GigabitEthernet™])[0]["enabled”]
ul.[alﬂ.el

>>> netconf data["GigabitEthernet®][1]["enabled"]
u'true’

>>> netconf_data["GigabitEthernet™][2]["enabled”]
u'false’

>>> netconf_data["GigabitEthernet”™)[0]["description”]
u'my description’

Which Python code snippet prints the descriptions of disabled interfaces only?

for interface in netconf_datal"dbRENEmer]
f interface["disabled™ 1= 'trug’
printlinterface[ 'description”])

B

for interface in netconf_data["GigabitEthernet™]
print(interface["enabled"])
print{interface| descnption”|)
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for interface in netconi_data| " GigabitEthernet™}:
if interface["enabled"] 1= 'false’”
print{interface| "description”])

for interface in netconf_datal"GigabitEthernet™].
if interface["enabled"] I= true"
print(interface["description™])

Correct Answer: D
Section:

— dum ps

When firewall capabilities are considered, which feature is found only in Cisco next-generation fire

. malware protection

A
B. stateful inspection
C. traffic filtering

D

. active/standby high availability

Correct Answer: A
Section:

QUESTION 251
What does a northbound API accomplish?

programmatic control of abstracted network resources through a centralized controller
access to controlled network resources from a centralized node
communication between SDN controllers and physical switches

o0 ® >

controlled access to switches from automated security applications

Correct Answer: A
Section:

QUESTION 252
Refer to the exhibit.
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routey bgp €500
no synchronization
bgp router=id 20.20.20.20
bgp log-neighbor-changes
Router Rt neighbor 172.16.10.1 remote-ag 5500
router bgp 5500 no AULo~SUmmnBary
no synchronization |
byp rodter-id 10.310.30.10 |
byp log-neighbor-changes address-family vpnvd
network 192.1€8.100.0 neighbor 172.16.10.1 activate
redistribute connacted neighbor 172.16.10.1 send-community both
naighbosr 172.16.100.2 remote~as 5500 exiv-address~family
neighbor 172.316.10,2 soft-reconfiguration inbound i
neighbor 192.168.100.11 remote-as 5500 address-family ipvd vrf WAN
no - auto-Ssummary redistribute connected
1 redistribute static
address-family vpnvid neighbor 172.16.10.1 remote-as 5500
neighbor 172.16.10.2 activate neighbor 172.16.10.1 activate
neighbor 172.16.10.2 send-community both no  synchronization
exit-addregss-family exit-address-family

An engineer configures the BGP adjacency between R1 and R2, however, it fails to establish Which action resolves the issue?

Change the network statement on R1 to 172.16 10.0
Change the remote-as number for 192 168.100.11.
Enable synchronization on R1 and R2

Change the remote-as number on R1 to 6500. d u I l l ps

Correct Answer: D
Section:

o0 ® >

QUESTION 253
Refer to the exhibit.

enable secret cisco

usermame cisco privilege 15 secrel cisco

aaa new-model
aaa authentication login default group radius local
aaa authorization network default group radius

The network administrator must be able to perform configuration changes when all the RADIUS servers are unreachable. Which configuration allows all commands to be authorized if the user has
successfully authenticated?

aaa authorization exec default group radius none
aaa authentication login default group radius local none
aaa authorization exec default group radius if-authenticated

OO0 >

aaa authorization exec default group radius

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

Correct Answer: C
Section:

QUESTION 254
Refer to the exhibit.
e ——————— e ————— S —————— ]

#omiterld

REouterlishow run L5¢ tunnsl O
Buailding conligurstion, ..

Currant configuration 1 95 hyteas

b
1

interface Tunne 0

ip addrens 172.16.1.1 2585.255.255.0
tusnsl destination 193, .168.10.2
end

Pouterlishow ip Ant by

Inte: Facw f¥-pedidr mmm ST Mt hawd A atum Pravtosonl
GigabitEthornstD/D 192:168.1,.3 YEO manual up up
GigabitErhornetD/]) unassigned YED ynset adeinistratively down down
BigabitEthernst0/2 siream m ey el YES unsst  adeinistratively down dosn
GigabitEihernstDrd unassLgned YEI wunset adeinastrabively down down
Lamiprlimiz ki P9F. 16R 10D YER manusl up g
Tunnell 172.16.1.1 YEO manval up e T
Routeril

Which command must be applied to Router 1 to bring the GRE tunnel to an up/up state?

Routed (config if funnel mode gre multipoint
Router1(config-if)&tunnel source LoopbackO
Router1(config-if)#tunnel source GigabitEthernet0/1
Router] (config)#interface tunnel0

o0 ® >

Correct Answer: B
Section:

QUESTION 255
Which method is used by an AP to join HA controllers and is configured in NVRAM?

A. stored WLC information

B. DNS

C. IP Helper Addresses

D. Primary/Secondary/Tertiary/Backup

Correct Answer: A
Section:

Explanation:
An AP can be "primed" with up to three controllers-a primary, a secondary, and a tertiary. These are stored in nonvolatile memory so that the AP can remember them after a reboot or power failure.
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QUESTION 256
Refer to the exhibit.

logging buffered discriminator Disc1
logging monitor discriminator Disc1
logging host 10.1.55.237 discriminator Disc1

A network engineer is enabling logging to a local buffer, to the terminal and to a syslog server for all debugging level logs filtered by facility code 7. Which command is needed to complete this
configuration snippet?

logging buffered debugging
logging discriminator Discl severity includes 7
logging buffered discriminator Discl debugging

o0 ® >

logging discriminator Discl severity includes 7 facility includes fac7

Correct Answer: D
Section:

QUESTION 257
How can an engineer prevent basic replay attacks from people who try to brute force a system via REST API?

Add a timestamp to the request In the API header.
Use a password hash

Add OAuth to the request in the API header.
UseHTTPS

o0 ® >

Correct Answer: B
Section:

QUESTION 258
When is the Design workflow used In Cisco DNA Center?

in a greenfield deployment, with no existing infrastructure
in a greenfield or brownfield deployment, to wipe out existing data
in a brownfield deployment, to modify configuration of existing devices in the network

o0 ®p

in a brownfield deployment, to provision and onboard new network devices

Correct Answer: A

Section:

Explanation:

The Design area is where you create the structure and framework of your network, including the physical topology, network settings, and device type profiles that you can apply to devices throughout your network. Use the
Design workflow if you do not already have an existing infrastructure. If you have an existing infrastructure, use the Discovery feature.
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-andmanagement/dna-center/2-1-2/user _guide/b _cisco_dna center ug 2 1 2/b cisco dna center ug 2 1 1 chapter 0110.html
Reference: https://synoptek.com/insights/it-blogs/greenfield-vs-brownfield-software-development/"Greenfield development refers to developing a system for a totally new environment and
requiresdevelopment from a clean slate — no legacy code around. It is an approach used when you're startingfresh and with no restrictions or dependencies."

QUESTION 259
Refer to the exhibit.
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CR2 and CR3 ate configured with OSPF. Which configuration, when applied to CR1. allows CR1 to exchange OSPF Information with CR2 and CR3 but not with other network devices or on new
Interfaces that are added to CR1?

A.

router ospf 1
network 0.0.0.0 255.255.255.255 area 0
passive-interface GigabitEthernetQ/2

. Udumps

router ospf 1

network 10.165.231.0 0.0.0.255 area 0
network 172.27.206.0 0.0.0.255 area 0
network 172.24.206.0 0.0.0.255 area O

C.

interface GiO/2

ipospflarea0

router ospf 1

passive-interface GigabitEthernetD/2
D.
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router ospf 1
network 10.0.0.0 0.255.255.255 area O

network 172.16.0.0 0.15.255.255 area 0
passive-interface GigabitEthernet0/2

Correct Answer: D
Section:

QUESTION 260
An administrator must enable Telnet access to Router X using the router username and password database for authentication. Which configuration should be applied?

A.

RouterX(conflig)#® line aux 0
RouterX(config line)# password cisco
RouterX(config-line)# login

RouterX(config)# aaa new-model

RouterX{conlig)} aaa authentication login auth-ist local d
: umps

RouterX(conlig) line vty 0 4
RouterX(config-line)# login local
RoutarX(config-line # end

RouterX(conlig)# line vty 0 4
RouterX(config line)# login
RouterX(config-line # end

Correct Answer: D
Section:

QUESTION 261
Refer to the exhibit.

SWl{config @ track 1000 inte face gigabdEthemet 0/ ling protocol
SWZ{config-track® auit

SW2{contig intertace vian 1000

SW2{(config-N® ip addvess 10 2387 3 255 255 2550

An engineer must configure HSRP for VLAN 1000 on SW2. The secondary switch must immediately take over the role of active router If the interlink with the primary switch fails. Which command
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set completes this task?

A

SW2a(conlig-if@ standby veorsion 2

SW2(config-if)i#f standby 1000 Ip 10.23.87.1
SW2(config-if)# standby 1000 priority 95
SW2(conlig-inN# standby 1000 pree’mpt

SW2(config-if)# standby 1000 track gigabitethernet0/0

SW2(config-if)# standby 1000 ip 10.23.87.1
SW2(conlig-ify# standby 1000 priority 95
SW2(config iM# standby 1000 preempt
SW2(config-if)# standby 1000 track 1000

SW2(config-ifj# standby version 2
SW2(conlig-inN# standby 1000 ip 10.23.87 1
SW2(config-if)if standby 1000 priority 95
SW2(config-ify# standby 1000 preempt
SW2(contig inN# standby 1000 track 1000

SW2(contig iN# standby version 2

SW2(config-if)# standby 1000 ip 10.23.87.1 d u m S
SW2(conlig-if# standby 1000 priority 95
SW2(config-ify# standby 1000 track 1000

Correct Answer: C
Section:

QUESTION 262
Refer to the exhibit.

ISPEZN

Jan 4 11:34:10.819: %TCP-8-BADAUTH: Mo MD5 diges! from 10.1.85.2(179) to 10.1,65.1(59608) tableid - 0
Jan 4 11:34:10.847: %BGP-5-ADJCHANGE: neighbor 10.33.1.1 Up

Jan 4 11:34:12.831: %TCP-6-BADAUTH: Mo MD5 diges! from 10.1.65.2(179) to 10.1.65.1(59608) tableid - 0
Jan 4 11:34:12.830: %TCP-6-BADAUTH: No MDS diges! from 10.1.85.2(179) to 10.1.65.1(59608) tableid - O
Jan 4 11:34:22 271: %TCP-8-BADAUTH: Mo MDS5 digest from 10.1.85.2(61827) to 10.1.65.1(179) tableid - 0
Jan 4 11:34:24.250; %TCP-6-BADAUTH: No MDS digest from 10.1.65.2(61827) 1o 10.1.85.1(178) lableid - 0
Jan 4 11:34:26,187: %TCP-6-BADAUTH: No MDS5 digest from 10.1.65.2{179) to 10.1.65.1(31266) tableid — 0
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An engineer attempts to establish BGP peering between router CORP and two ISP routers. What is the root cause for the failure between CORP and ISP#2?

Router ISP#2 is configured to use SHA-1 authentication.
There is a password mismatch between router CORP and router [ISP#2.
Router CORP is configured with an extended access control list.

o0 ® >

MDS5 authorization is configured incorrectly on router ISP#2.

Correct Answer: B
Section:

QUESTION 263
In which two ways does TCAM differ from CAM? (Choose two.)

CAM is used to make Layer 2 forwarding decisions, and TCAM is used for Layer 3 address lookups.

The MAC address table is contained in CAM, and ACL and QoS Information Is stored in TCAM.

CAM Is used by routers for IP address lookups, and TCAM is used to make Layer 2 forwarding decisions.
CAM is used for software switching mechanisms, and TCAM Is used for hardware switching mechanisms.
The MAC address table Is contained in TCAM, and ACL and QoS information is stored in CAM.

m o0 >

Correct Answer: C, E
Section:

QUESTION 264
What are two benefits of implementing a Cisco SD-WAN architecture? (Choose two)

It provides resilient and effective traffic flow using MPLS.
It improves endpoint protection by integrating embedded and cloud security features.
It allows configuration of application-aware policies with real time enforcement.

It simplifies endpoint provisioning through standalone router management

m o 0w >

It enforces a single. scalable. hub-and-spoke topology.

Correct Answer: C,D

Section:

Explanation:

The top SD-WAN benefits are:

+ Increased bandwidth at a lower cost

+ Centralized management across branch networks

+ Full visibility into the network

+ Providing organizations with more connection type options and vendor selection when building a network.

Reference: https://www.sdxcentral.com/networking/sd-wan/definitions/sd-wan-technology/-> We can provision endpoints (vEdges) through a centralized router vManage -> Answer D is correct.

Answer A is not correct as we can use different kind of connections on SD-WAN: MPLS, LTE, 4G, xDSL, Internet connections... Application-Aware Routing policy is configured in vManage as a
centralized data policy that maps the serviceside application(s) to specific SLA requirements. The centralized policies provisioned in vSmart controller is pushed to relevant WAN Edge devices for
enforcement. The defined policy consists of match-action pairs, where the match statement defines the application-list or the type of traffic to match, and the action statement defines the SLA action the
WAN Edge devices must enforce for the specified traffic.

Reference: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwanapplication-awarerouting-deploy-guide.html

QUESTION 265
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How does CEF switching differ from process switching on Cisco devices?

CEF switching saves memory by sorting adjacency tables in dedicate memory on the line cards, and process switching stores all tables in the main memory
CEF switching uses adjacency tables built by the CDP protocol, and process switching uses the routing table

CEF switching uses dedicated hardware processors, and process switching uses the main processor

oSN >

CEF switching uses proprietary protocol based on IS-IS for MAC address lookup, and process switching uses in MAC address table

Correct Answer: B

Section:

Explanation:

Cisco Express Forwarding (CEF) switching is a proprietary form of scalable switching intended to tackle the problems associated with demand caching. With CEF switching, the information which is conventionally stored in a
route cache is split up over several data structures. The CEF code is able to maintain these data structures in the Gigabit Route Processor (GRP), and also in slave processors such as the line cards in the 12000 routers. The data
structures that provide optimized lookup for efficient packet forwarding include:

The Forwarding Information Base (FIB) table - CEF uses a FIB to make IP destination prefix-based switching decisions. The FIB is conceptually similar to a routing table or information base. It maintains a mirror image of the
forwarding information contained in the IP routing table. When routing or topology changes occur in the network, the IP routing table is updated, and these changes are reflected in the FIB. The FIB maintains next-hop address
information based on the information in the IP routing table.

Because there is a one-to-one correlation between FIB entries and routing table entries, the FIB contains all known routes and eliminates the need for route cache maintenance that is associated with switching paths such as fast
switching and optimum switching.

Adjacency table - Nodes in the network are said to be adjacent if they can reach each other with a single hop across a link layer. In addition to the FIB, CEF uses adjacency tables to prepend Layer 2 addressing information. The
adjacency table maintains Layer 2 next-hop addresses for all FIB entries.

CEF can be enabled in one of two modes:

Central CEF mode - When CEF mode is enabled, the CEF FIB and adjacency tables reside on the route processor, and the route processor performs the express forwarding. You can use CEF mode when line cards are not
available for

CEF switching, or when you need to use features not compatible with distributed CEF switching.

Distributed CEF (dCEF) mode - When dCEF is enabled, line cards maintain identical copies of the FIB and adjacency tables. The line cards can perform the express forwarding by themselves, relieving the main processor -
Gigabit Route

Processor (GRP) - of involvement in the switching operation. This is the only switching method available on the Cisca 12000 Series:Router. dCEF uses an Inter-Process Communication (IPC) mechanism to ensure
synchronization of FIBs and adjacency tables on the route processor and line cards.

For more information about CEF switching, see Cisco Express Forwarding (CEF) White Paper.

QUESTION 266

A customer wants to provide wireless access to contractors using a guest portal on Cisco ISE. The portal Is also used by employees A solution is implemented, but contractors receive a certificate error when they attempt to
access the portal

Employees can access the portal without any errors.

Which change must be implemented to allow the contractors and employees to access the portal?

Install a trusted third-party certificate on the Cisco ISE.
Install an Internal CA signed certificate on the contractor devices
Install an internal CA signed certificate on the Cisco ISE

o0 ® >

install a trusted third-party certificate on the contractor devices.

Correct Answer: C
Section:

QUESTION 267

A client device roams between access points located on different floors in an atrium. The access points are Joined to the same controller and configured in local mode. The access points are in different AP groups and have
different IP addresses, but the client VLAN in the groups is the same.

Which type of roam occurs?

A. inter-controller
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B. inter-subnet
C. intra-VLAN
D. intra-controller

Correct Answer: D
Section:

Explanation:
Mobility, or roaming, is a wireless LAN client's ability to maintain its association seamlessly from one access point to another securely and with as little latency as possible. Three popular types of client roaming are:

Intra-Controller Roaming: Each controller supports same-controller client roaming across access points managed by the same controller. This roaming is transparent to the client as the session is sustained, and the client

continues using the same DHCP-assigned or client-assigned IP address.
Inter-Controller Roaming: Multiple-controller deployments support client roaming across access points managed by controllers in the same mobility group and on the same subnet. This roaming is also transparent to the client

because the session is sustained and a tunnel between controllers allows the client to continue using the same DHCP- or client-assigned IP address as long as the session remains active.
Inter-Subnet Roaming: Multiple-controller deployments support client roaming across access points managed by controllers in the same mobility group on different subnets. This roaming is transparent to the client because the
session is sustained and a tunnel between the controllers allows the client to continue using the same DHCP-assigned or client-assigned IP address as long as the session remains active.
Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/7-4/configuration/guides/consolidated/b cg74 CONSOLIDATED/b cg74 CONSOLIDA TED chapter 01100.htmlln three types of client roaming

above, only with Inter- Subnet Roaming thecontrollers are in different subnets.

QUESTION 268
Which Python code snippet must be added to the script to save the returned configuration as a JSONformatted file?

import json
import requests

Creds = (“admin", “S!4154214818P1x")
Headers = { “"Content-Type™ : “application/yang-datatjson”,
“Accept” : “application/yang-data+json” )

BaseURL = hitps ./cpe/restconfdata”™
URL = BaseURL + “/Cisco-l05-XE-native/interface/GigabitEtherenet”

Response = requests.get(URL, auth = Creds, headers = Headers, verify = False)

with open|“ifaces.json”, “w”) as QutFile:
JSONResponse = json.loads(Response.text)
QutFile.write{JSONResponse)

with open(“ifaces.json”, “w") as OutFile:
QutFile write(Response)

with open|“ifaces.[son”, "w") as QutFile:
QutFile. write{Response lexl)

with open(“ifaces.json”, “w™) as OutFile:
QutFile. write{Response.json())

Option A
Option B
Option C
Option D

OO0 wp
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Correct Answer: C
Section:

QUESTION 269
How must network management traffic be treated when defining QoS policies?

as delay-sensitive traffic in a low latency queue
using minimal bandwidth guarantee

using the same marking as IP routing

as best effort

OO0 w® P

Correct Answer: A

Section:

Explanation:

Low latency queuing (LLQ) adds a priority queue to CBWFQ from which delay-sensitive traffic, such as voice traffic, can be transmitted ahead of packets in other queues.
By configuring the quality of service (QoS), you can provide preferential treatment to specific types of traffic at the expense of other traffic types. Without QoS, the device offers best-effort service for each packet, regardless of
the packet contents or size. The device sends the packets without any assurance of reliability, delay bounds, or throughput.

The following are specific features provided by QoS:

Low latency

Bandwidth guarantee

Buffering capabilities and dropping disciplines

Traffic policing

Enables the changing of the attribute of the frame or packet header

Relative services

Modular QoS Command-Line Interface

Supported QoS Features for Wired Access

Hierarchical QoS

QUESTION 270
What is one difference between EIGRP and OSPF?

OSPF is a Cisco proprietary protocol, and EIGRP is an IETF open standard protocol.

OSPF uses the DUAL distance vector algorithm, and EIGRP uses the Dijkstra link-state algorithm

EIGRP uses the variance command lot unequal cost load balancing, and OSPF supports unequal cost balancing by default.
EIGRP uses the DUAL distance vector algorithm, and OSPF uses the Dijkstra link-state algorithm

OO0 >

Correct Answer: D

Section:

Explanation:

EIGRP is based on DUAL (Diffusing Update Algorithm) while OSPF uses Dijkstra's Shortest Path Algorithm with the major difference in how they calculate the shortest routing path.

OSPF has capability to calculate the best shortest path to each reachable subnet/network using an algorithm called SFP (Shortest Path First) also known as Dijkstra algorithm. "Neighbor Table" that contain all discovered OSPF
neighbour with whom routing information will be interchanged.

QUESTION 271
Why would a log file contain a * next to the date?

A. The network device was receiving NTP time when the log messages were recorded.
B. The network device was unable to reach The NTP server when the log messages were recorded

C. The network device is not configured to use NTP.
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D. The network device is nor configured to use NTP time stamps for logging

Correct Answer: B
Section:

QUESTION 272
Which action is performed by Link Management Protocol in a Cisco StackWise Virtual domain?

It rejects any unidirectional link traffic forwarding
It determines if the hardware is compatible to form the StackWise Virtual domain

discovers the StackWise domain and brings up SVL interfaces.

o0 ® >

It determines which switch becomes active or standby

Correct Answer: A

Section:

Explanation:

The Link Management Protocol (LMP) performs the following functions: + Verifies link integrity by establishing bidirectional traffic forwarding, and rejects any unidirectional links + Exchanges periodic hellos to monitor and
maintain the health of the links + Negotiates the version of StackWise Virtual header between the switches StackWise Virtual link role resolution

Reference: https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/nb-06-cat-9k-stack-wp-cte-en.html

QUESTION 273
A customer transitions a wired environment to a Cisco SD-Access solution. The customer does not want to integrate the wireless network with the fabric. Which wireless deployment approach enables the two systems to
coexist and meets the customer requirement?

Deploy the APs in autonomous mode
Deploy the wireless network over the top of the fabric

Deploy a separate network for the wireless environment

OO0 ®p

Implement a Cisco DNA Center to manage the two networks

Correct Answer: B
Section:

QUESTION 274
Refer to the exhibit.
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td td
R1 - OSPFArea0 . R2 OSPF Area 0 ™ RS
.
Lo0: 1.1.1.1 [ 24 o2 S, Lo0: 3.3.3.3
" ta0/0 1a0/0 fa0/1 fa0/1
A # 5 #
S\ 109960030 S\ 1099604130
Lo0: 2.2.2.2
Rl#ping

Protoceol [ip]:
Target IP address: 3.3.3.3
Repeat count [5]: 3
Datagram size [100]: 1500
Timeout in seconds [2]:
Extended commands [n]: y
Source address or interface: 1.1.1.1
Type of service [0]:
Set DF bit in IP header? [no]: ves
Validate reply data? [no]:
Data pattexrn [OxABCD]:
Loose, Strict, Record, Timestamp, Verbose[none]: Record
Number of hops [ 9 ]:
Loose, Strict, Record, Timestamp, Verbose[RV]:
Sweep range of sizes [n]:
Type escape sequence to abort.
Sending 3, 1500-byte ICMP Echos to 3.3.3.
Packet sent with a source address of 1l.1.
Packet sent with the DF bit set
Packet has IP options: Total option bytes= 39, padded length=40
Record route: <*>
(0.0.0.0)
(0.0.0.0)

3, timeout is 2 seconds:
1.3

Unreachable from 10.99.69.2, maximum MTU 1492. Received packet has options
Total option bytes= 39, padded length=40
Record route: <*>
(0.0.0.0)
(0.0.0.0)

[output omitted]

R1 is able to ping the R3 fa0/1 Interface. Why do the extended pings fail?

The DF bit has been set

The maximum packet size accepted by the command is 147G bytes
R2 and R3 do not have an OSPF adjacency

R3 is missing a return route to 10.99.69.0/30

o0 ® >

Correct Answer: A

Section:

Explanation:

If the DF bit is set, routers cannot fragment packets. From the output below, we learn that the maximum MTU of R2 is 1492 bytes while we sent ping with 1500 bytes.
Therefore these ICMP packets were dropped.

Note: Record option displays the address(es) of the hops (up to nine) the packet goes through.

QUESTION 275
A network engineer is configuring OSPF on a router. The engineer wants to prevent having a route to 177.16.0.0/16 learned via OSPF. In the routing table and configures a prefix list using the command ip prefix-list OFFICE

seq S deny
172.16.0.0/16. Winch two identical configuration commands must be applied to accomplish the goal? (Choose two.)

A. distribute-list prefix OFFICE in under the OSPF process
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Ip prefix-list OFFICE seq 10 permit 0.0.0.0/0 Ie 32
ip prefix-list OFFICE seq 10 permit 0.0.0.0/0 ge 32
distribute-list OFFICE out under the OSPF process
distribute-list OFFICE in under the OSPF process

mo O

Correct Answer: A, B
Section:

QUESTION 276
Which function does a fabric wireless LAN controller perform In a Cisco SD-Access deployment?

. manages fabric-enabled APs and forwards client registration and roaming information to the Control Plane Node

A
B. coordinates configuration of autonomous nonfabric access points within the fabric
C. performs the assurance engine role for both wired and wireless clients

D

. 1s dedicated to onboard clients in fabric-enabled and nonfabric-enabled APs within the fabric

Correct Answer: A
Section:
Explanation:

Fabric Enabled WLC:
Fabric enabled WLC is integrated with LISP control plane. This WLC is responsible for AP image /Config, Radio Resource Management, Client Session management and roaming and all other wireless control plane functions.

For WLC Fabric Integration:

Wireless Client MAC address is used as EID
It inform about Wireless MAC address with its other information like SGT and Virtual Network Information VI information.is.mapped to VLAN on FEs WLC is responsible for updating Host Database tracking DB with

roaming information

QUESTION 277
What is a TLOC in a Cisco SD-WAN deployment?

value that identifies a specific tunnel within the Cisco SD-WAN overlay
identifier that represents a specific service offered by nodes within the Cisco SD-WAN overlay

attribute that acts as a next hop for network prefixes

o0 ® >

component set by the administrator to differentiate similar nodes that offer a common service

Correct Answer: D
Section:

Explanation:
A TLOC is a Transport Locator that represents an attachment point where a Cisco WAN Edge device connects to a WAN transport. A TLOC is uniquely identified by a tuple of three values - (System-IP address, Color,

Encapsulation).
A TLOC route consists of all required information needed by a remote peer in order to establish an overlay tunnel with that TLOC. This includes private and public IP addresses and ports, site-id, preference, weight, status,

encapsulation info such as encryption and authentication parameters, and much more.

QUESTION 278
Refer to the exhibit.
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Router#show policy-map control-plane
Cantral Plane

Service-policy input: CoPP

Class-map: class-telnet (manch-all)
0 packets, 0 bytos
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100
police:
cir 100000 bps. be 3125 bytes
conformed 0 packets, 0 bytes; actions:
transmit
exceeded 0 packets, 0 bytes; actions:
drop
conformed 0 bps, exceed 0 bps

Class-map: class-default {match-any)
56 packets, 9874 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: any

Reouterdshow access-list 100
Extended [P access list 100
10 permit tep any any eq telnet

Which commands are required to allow SSH connection to the router?

A.

Router{caonfig Faccess-list 100 permit udp any any eq 22
Router{config)# ss-list 101 permit tcp any any eq 22
Router{config)#class-map class-ssh
Router{config-cmap)j#match access-group 101

Router{config)#policy-map CoPP d u m ps
Router{config-pmapj#police 100000 conform-action transmit

Router{config)@accessist 100 permit tep any eg 22 any
Router(config)®ciass-map class-ssh
Router(config-cmap)@match access-group 10
Router{config#policy-map CoPP

Router{config-pmap)éiclass class-ssh
Router{config-pmap-c)police 100000 conform-action transmit

Houter(config #access-list 10 permit tcp any eqg 22 any
Router{config jFelass-map class-ssh
Router{config-cmap ¥ match access-group 10

Router{config #policy-map CoPP

Router{config-pmap Hclass class-ssh

Router{config-pmap-c Epolice 100000 conform-action transmit

Router{config j#access-list 100 permit tcp any any eq 22
Router(config)#access-list 101 permit tcp any any eq 22
Router(configj#class-map class-ssh

Router{config-cmap J¥match access-group 101

Router{config #policy-map CoPP

Router(config-pmap*class class-ssh
Router(config-pmap-c)#police 100000 conform-action transmit
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Correct Answer: D
Section:

QUESTION 279
Which two solutions are used for backing up a Cisco DNA Center Assurance database? (Choose two)

NFS share
non-linux server
local server

remote server

mo 0o w>

bare metal server

Correct Answer: A, E

Section:

Explanation:

Cisco DNA Center creates the backup files and posts them to a remote server. Each backup is uniquely stored using the UUID as the directory name.To support Assurance data backups, the server must be a Linux-based NFS
server that meets the following requirements:

— Support NFS v4 and NFS v3.

— Cisco DNA Center stores backup copies of Assurance data on an external NFS device and automation data on an external remote sync (rsync) target location.

— The remote share for backing up an Assurance database (NDP) must be an NFS share.

Reference: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/networkautomation-and-management/dna-center/2-1-2/admin_guide/b_cisco_dna center admin_guide 2 1 2/

b cisco dna center admin_guide 2 1 1 chapter 0110.html

QUESTION 280
Refer the exhibit.

swi
MAC = 1111.1111.1111
VLAN 1 Priority = 8192

Go/1 ﬁ"m
Go/o
swz2 GO/2 swa
MAC = 2222.2222.2222 L L Sa/o MAC = 4444.4444.4444
1 Priority = 4 VLAN 1 Priority = 4096
VLAN 1 Priority = 4096 GO/3 GO/1 ority

Go/1 GO/3

swia
MAC = 3333.3333.3333
VLAN 1 Priority = 8192

Which configuration elects SW4 as the root bridge for VLAN 1 and puts G0/2 on SW2 into a blocking state?

A.
SWdi{configi=spanning-tree vian 1 priority 0
I
SW2{config=interface GO/2
SW2lconfig-fFspanning-tree vian 1 port-priority 64
B.

LW conlig spanning-tres vian 1 priority 0
i

‘.:i‘.'\r‘..!-:l.'i:ul-g:lhint Gor2
SW2{config-iffFspanning-tres cost 128
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SVl conhgspanning-tree vian 1 priority 32768

i

SWe2({configiminterface GO/2

BWE conhg-if FEs panning-tree vian 1 port-priority O

;Eﬂ.wqc,:-nﬁgmp:nnl-nuﬂ vian 1 priority 32768

SW2{conlgrEam G2
SWaleanfia- iNTspanning-tres cost 128

Correct Answer: B
Section:

QUESTION 281
An engineer must configure a router to leak routes between two VRFs Which configuration must the engineer apply?

HO
| —— 'ﬁr‘ﬁﬁ'}"_
3 .:.n o2 !
._".'. = /
a |2

ﬁ/ L4 dumps

Diata Cenled
0010/24

ip access-list extended acl-to-red
permit ip any 10.1.1.0 0.0.0.2335
route-map rm-to-red permit 10
match ip address 50
ip wrf RED
rd 1:1
Iimport ipvd unicast map rm-to-red
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ip access-list extended acl-to-red
permitip 10.1.1.0 0.0.0.255 any
route-map rm-to-red permit 10
match ip address acl-to-red
ip vrif RED
rd 1:1%
import ipv4 unicast route-map acl-to-red

ip access-list extended acl-to-red
permit ip 10.1.1.0 0.0.0.255 any
route-map rm-to-red permit 10
match ip address acl-to-red
ip vrf RED
rd 1:1
import ipv4 unicast map rm-to-red

ip access-list extended acl-to-red
permitip 10.1. 1.0 0.0.0_ 2565 any

route-map rm-to-red permit 10
match ip address acl-to-red

ip vwrf RED
rd 1:1

import ipvd unicast acl-to-red

Correct Answer: B
Section:

QUESTION 282
What are the main components of Cisco TrustSec?

Cisco ISE and Enterprise Directory Services

Cisco ISE. network switches, firewalls, and routers
Cisco ISE and TACACS+

Cisco ASA and Cisco Firepower Threat Defense

OO0 >

Correct Answer: B
Section:
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QUESTION 283
Which three resources must the hypervisor make available to the virtual machines? (Choose three)

memory
bandwidth
IP address
processor

storage

mmo o ® >

s€curc access

Correct Answer: A, D, E
Section:

QUESTION 284
Refer to the exhibit.

120 \ 209165202128/ / 130

/ / \
/ int GO0\ [ mcoo \
| | 1
, mGo | 2 | ( It GOV .
I I| L
- \
\ / \ /
/ \ J
\ / \ /
209 165 200224 /127 3 209 165 201 0 /27

AS1200 AS1201

hostname B2

1

interface GigabitEthernet0/0

ip address 209.165.202.130 255.255.255.252

]
router bgp 1201

log-neighbor-changes

network 209.165.201.0 mask 255.255.255.224
nelghbor 209.165.202.129 remote a5 1200

Which command set must be applied on R1 to establish a BGP neighborship with R2 and to allow communication from R1 to reach the networks?

A.

router bgp 1200
network 209.165.201.0 mask 255.255.255.224
neighbor 209.165.202.130 remote-as 1201

B.
router bgp 1200
network 208.165.200.224 mask 233.2535.233.224
neighbor209.1656.201.2 remote-as 1200

C.
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router bgp 1200
network 209 165.200_ 224 mask 255 285 255 224
neighbor 209.185.202.130 remote-as 1201

router bgp 1200
network 209.1685.200.224 mask 256.266.256.224

Correct Answer: A
Section:

QUESTION 285
What is the purpose of an RP in PIM?

send join messages toward a multicast source SPT
ensure the shortest path from the multicast source to the receiver
receive IGMP joins from multicast receivers

OO0 >

secure the communication channel between the multicast sender and receiver

Correct Answer: A
Section:

QUESTION 286
Refer to the exhibit.

{
"method”: "GET",
"url”: “/restconf/api/running/native/interface”,
"params”: {

"Accept": "application/vnd.yang.collection+json,
application/vnd.yang.data+json,
application/vnd.yang.datastore+json”

%
"data”: {}
}

What is the result of the API request?

The "params" variable sends data fields to the network appliance.
The native interface information is read from the network appliance.
The Information for all interfaces is read from the network appliance.

o0 ® >

The "params" variable reads data fields from the network appliance

Correct Answer: D
Section:

QUESTION 287
Which definition describes JWT in regard to REST API security?

A. an encrypted JSON token that is used for authentication
B. an encrypted JSON token that is used for authorization
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C. an encoded JSON token that is used to securely exchange information
D. an encoded JSON token that is used for authentication

Correct Answer: D
Section:

QUESTION 288
What happens when a FlexConnect AP changes to standalone mode?

All controller-dependent activities stop working except the DFS.
All client roaming continues to work

Only clients on central switching WLANs stay connected.

o n >

All clients on an WLANSs are disconnected

Correct Answer: A
Section:

QUESTION 289
Which protocol is implemented to establish secure control plane adjacencies between Cisco SD-WAN nodes?

IKF
TLS
[Psec
ESP

oSN >

Correct Answer: B
Section:

QUESTION 290
Refer to the exhibit.
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Gl:u'a_ 209.165.201.1

10.2.2.0/24

10.1.1.0/24

An engineer must allow all users in the 10.2.2.0/24 subnet to access the Internet. To conserve address space the public Interface address of 209 165 201.1 must be used for all external communication.
Which command set accomplishes these requirements?

A.

access-list 10 permit 10.2.2.0 0.0.0.255

interface 0O/3
ip nat outside

interface GO/2
Ip nat inside

Ip nat Inside source list 10 209.165.201.1
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‘access-list 10 permit 10.2.2.0 0.0.0.255

interface GO/3
ip nat outside

interface GO//2
ip nat inside

access-list 10 permit 10.2.2.0 0.0.0.255

interface GOJ/3
ip nat outside

interface GO/2

ip nat inside

Iip nat inside source list 10 interface GO/3

access-list 10 permit 10.2. 2.0 0.0.0.2556

interface Eﬂfﬂ
ip nat cutside

interface 0O/2
Ip nat inside

Correct Answer: C
Section:

QUESTION 291
Which benefit is realized by implementing SSO?

IP first-hop redundancy
communication between different nodes for cluster setup
physical link redundancy

o0 ® >

minimal network downtime following an RP switchover

Correct Answer: D
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Section:

QUESTION 292
Refer to the exhibit.

/2 mhow logglng

! show actharchannel summarcy

3 Fot shannel Frotoocold FOTTH

..... = o - - = ol - a -

-atd 0% mhow Interface status srr-disabled

3 Exry—-

err-disabled hannel=-misconfig

- - =T = - -

The administrator troubleshoots an EtherChannel that keeps moving to err-disabled. Which two actions must be taken to resolve the issue? (Choose two.)

Reload the switch to force EtherChannel renegotiation
Ensure that interfaces Gil/0/2 and Gil/0/3 connect to the same neighboring switch.
Ensure that the switchport parameters of Port channell match the parameters of the port channel on the neighbor switch

Ensure that the corresponding port channel interface on the neighbor switch is named Portchannell.

m o 0w >

Ensure that the neighbor interfaces of Gil/0/2 and Gi/0/3 are configured as members of the same EtherChannel

Correct Answer: B, E

Section:

Explanation:

Causes of Errdisable

This feature was first implemented in order to handle special collision situations in which the switch detected excessive or late collisions on a port. Excessive collisions occur when a frame is dropped because the switch
encounters 16 collisions in a row. Late collisions occur after every device on the wire should have recognized that the wire was in use. Possible causes of these types of errors include:

A cable that is out of specification (either too long, the wrong type, or defective) A bad network interface card (NIC) card (with physical problems or driver problems) A port duplex misconfiguration A port duplex
misconfiguration is a common cause of the errors because of failures to negotiate the speed and duplex properly between two directly connected devices (for example, a NIC that connects to a switch). Only half-duplex

connections should ever have collisions in a LAN. Because of the carrier sense multiple access (CSMA) nature of Ethernet, collisions are normal for half duplex, as long as the collisions do not exceed a small percentage of
traffic.

QUESTION 293
What Is the difference between the MAC address table and TCAM?

The MAC address table supports partial matches. TCAM requires an exact match.

The MAC address table is contained in TCAM ACL and QoS information is stored in CAM.
Router prefix lookups happen in TCAM. MAC address table lookups happen In CAM.
TCAM is used to make L2 forwarding decisions. CAM is used to build routing tables

OO0 ®wp
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Correct Answer: C

Section:

Explanation:

"TCAM is most useful for building tables for searching on longest matches such as IP routing tables organized by IP prefixes. The TCAM table stores ACL, QoS and other information generally associated with upper-layer
processing. As a result of using TCAM, applying ACLs does not affect theperformance of the switch." https://community.cisco.com/t5/networking-documents/cam-content- addressable-memory-vs-tcam-ternary-content/ta-
p/3107938

QUESTION 294
Which two features does the Cisco SD-Access architecture add to a traditional campus network?
(Choose two.)

software-defined segmentation
private VLANs

SD-WAN

modular QoS

identity services

m o0 w>

Correct Answer: A, E

Section:

Explanation:
https://www.aspiretransforms.com/2018/06/06/insider-guide-cisco-sd-access/

QUESTION 295
Refer to the exhibit.

Device> enable

Device® configure terminal

Device(config ¥ monitor session 1 type erspan-source
Device(config-mon-arspan-src)sd description sourcel
Device{conflig-mon-erspan-src¥ source interface GigabitEthemet1/0/1 ix
Dt_-vlwlmuhgamﬂrmrh;punaﬁm}# source interface GigabitEthemet1/0v4 - 8 ix
Device{config-mMon-erspan.arnc)¥ source intertace GigabitEthemet1/v3
Device{config-mon-erspan-src)# destination
Device{config-mon-erspan-src-gst)# erspan-id 100
Devica{conlig-mon-erspan-src-dst)# origin ip address 10.1.0.1
Device(config-mon-erspan-src-dst)# ip prec 5
Device{config-mon-erspan-src-dst)# ip 14 32
Device(config-mon-erspan-src-dst)# mtu 1700
Device{config-mon-erspan-src-dst)# origin ip address 10.10.0.1
Device(conlig-mon-erspan-src-gsi)s vt 1
Device{conlig-mon-arspan-src-gdsi @ no shutdown
Device(conlig-mon-erspan-src-dst)# end

An engineer must configure an ERSPAN session with the remote end of the session 10.10.0.1. Which commands must be added to complete the configuration?

A.
Drevice(config i monitor session 1 type erspan-scurce
Crevice]{ config-mon-erspan-sic }2 destination
Crevice{config-mon-erspan-src-dstiFno origin |p address 10.10.0.1
Drewvice(config-mon-erspan-src-dst#ip address 10.10.0.1

B.

Device(configs: monitor sezsion 1 type erspan-source
DCrevicelconfig-mon-erspan-sro i@ destination

Dence{conflig-morn-ei span-sic-dsl)#no origin ip address 10.10.0.1
Device{config-mon-erspan-src-dst#ip destination address 10.10.0.1
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Device(confid i@ monitor session 1 type erspan-destination
Ceace(config-mon-erspan-siC & source
Device{config-mon-erspan-sre-dsti~origin ip address 10.1.0.1

Device(config ¥ monitor session 1 type erspan-source
Cevice{config-mon-erspan-sic 7 destination
Device{config-mon-erspan-src-dstiEno vrf 1

Correct Answer: A
Section:
Explanation:

Example: Configuring an ERSPAN Source Session on a WAN Interface
The following example shows how to configure more than one WAN interface in a single ERSPAN source monitor session. Multiple interfaces have been separated by a commas. monitor session 100 type erspan-source source

interface
Serial 0/1/0:0, Serial 0/1/0:6 Example: Configuring an ERSPAN Destination Session The following example shows how to configure an ERSPAN destination session: monitor session 2 type erspan-destination destination

interface
GigabitEthernet1/3/2 destination interface GigabitEthernet2/2/0 source erspan-id 100 ip address 10.10.0.1

QUESTION 296
An engineer must configure a new loopback Interface on a router and advertise the interface as a fa4 in OSPF. Which command set accomplishes this task?

A.

FZ{config = nterface Loopbackd
R2({configaf ip address 172.22.2.1 266.255.2656.0
Rz{conhg-1= p ospf 100 area D

RZ{config 7 interface Loopback0

RZ{config-f = ip address 172.22.2.1 256.255.2565.0
2 (config-if= ip ospf network point-todaoint
HZ2{configafF ip ospf 100 area 0O 5

RZ{config = interface Loopback

RZ(config-ifi# ip address 172.22.2 1 255 255_255.0
RZ2iconhig-# ip ospf network point-to-multipoint

R config-if router ospf 100

Fai{config-rouler 7 network 172.22.2.0 0.0.0_ 250 area 0

RZiconfig = interface Loopbackl

RZ{conhg-if)7 ip address 172 .22 2.1 266.255.2565.0
HZ{config-11= ip ospf network broadcast
RZ(config-iffE ip ospf 100 area 0

Correct Answer: A
Section:
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Explanation:

Step 1. Create the loopback interface using the interface loopback number global configuration command.

Step 2. Add a description. Although optional, it is a necessary component for documenting a network.

Step 3. Configure the IP address.

For example, the following commands configure a loopback interface of the R1 router shown in (shown earlier in the chapter):
R1# configure terminal

R1(config)# interface loopback 0

R1(config-if)# ip address 10.0.0.1 255.255.255.0

R1(config-if)# exit

R1(config)#

QUESTION 297
Refer to the exhibit.

= =¥
S HQ
Branch 2 -
o e e WAN -
= 10.0.0.0 /24
/ o B

Branch 3

File Web
Server Server
Data Center

10.0.1 0./24

10040 /24

Which command set is needed to configure and verify router R3 to measure the response time from router R3 to the file server located in the data center?

A.
ipslai
icmp-echo 10.0.1.3 source-ip 10.0.0.3
frequency 300
ip 2la schedule & life forever start-time now
show ip sla statistics ©

B.
ipsla g
icmp-echa 172.29.139.134 source-ip 172.29.139.132
frequency 300
ip sla schedule & start-time now

C.
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ipsilaB
icmp-echo 172.28.139.134 source-ip 172.29.138.132

frequency 300
Ip sla schedule & start-time now

show ip protocol

ip sla G
icmp-echo 10.0.1.3 source-ip 10.0.0.3
frequency 300

ip sla schedule &6 life forever start-time Mmoo

show ip protocol

Correct Answer: A
Section:

Explanation:
https://www.cisco.com/c/en/us/support/docs/smb/switches/cisco-550x-series-stackable-managedswitches/smb5797-configure-ip-sla-tracking-for-ipv4-static-routes-on-an-sg550.html

QUESTION 298
Refer to the exhibit.

200 165 202 128/30 4pg — 135 209.165.202.132/30
3 Goia Intermet il
130 lao/n L s OB y

10101 1.0/24

l

1001011 10724
Which configuration must be applied to the HQ router to set up a GRE tunnel between the HQ and BR routers?

17216 1 10/24

A.
interface Tunn=ll
ip addryes=s 10.111.111.1 255.255.255.0
tunnel source GigabitEthernstl/0
tunnel destimnation Z209_1&€5_.20Z2_.134
B.
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interface Tunn=sl1
ip address 10_.111_.111 .1 255 255 _255_0

tunnel =source GlgabitEthernetO/s 0
tunnel destination 20%.165.202.133

C.
interfpce Tunnell
ip address 10.111.111.1 255.255.255.0
tunnel =source GigakbitEthernet(/0
tunnel destination 209.1€5.202.129
D.

interface Tunnell

ip address 209.165.202.130 255.255.255.252
tunnel source GigabitEthernetD/ /0

tunnel destination 209.165.202.129

Correct Answer: A
Section:

QUESTION 299
Refer to The exhibit.

dumps

Assuming that R1 is a CE router, which VRF is assigned to Gi0/0 on R1?

VRF VFN_A
VRF VPN B
management VRF
default VRF

o0 ® >

Correct Answer: D
Section:

QUESTION 300
How do EIGRP metrics compare to OSPF metrics?

EIGRP metrics are based on a combination of bandwidth and packet loss, and OSPF metrics are based on interface bandwidth.
EIGRP uses the Dijkstra algorithm, and OSPF uses The DUAL algorithm
The EIGRP administrative distance for external routes is 170. and the OSPF administrative distance for external routes is undefined

o n >

The EIGRP administrative distance for external routes is 170. and the OSPF administrative distance for external routes is 110
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Correct Answer: A
Section:

QUESTION 301
Refer to the exhibit.

line gon 0O
pasawsrd 0 ciaccsl23
login authontication

line mux O

PFPoutexr? show munning-

aaa authentication login groupl group radius

aas authentication leogin groupl group radiua

config

I Tines omitced for brevicy

username ocisco pasaword 0 ciaco

[
-
2

o
0
2

aan suthentication logzan groupd group —adius nonw

groupl

login authentication group3
lina w=y 0 4

password 0 Teatlld

login suthenticaticn gsoupl

)

h[redentials allow console access1?

A network engineer must log in to the router via the console, but the RADIUS servers are not reachable Whic

the username "cisco" and the password "Cisco"
no username and only the password "test123"
no username and only the password "cisco123"

OO0 wp

the username "cisco" and the password "cisco123"

Correct Answer: D
Section:

QUESTION 302
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Refer to the exhibit .
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Which command must be configured for RESTCONTF to operate on port 8888?

ip http port 8888
restconf port 8888

ip http restconf port 8888
restconf http port 8888

o0 ® >

Correct Answer: A
Section:

QUESTION 303
What Is a characteristic of a WLC that is in master controller mode?

All wireless LAN controllers are managed by the master controller.
All new APs that join the WLAN are assigned to the master controller.
Configuration on the master controller is executed on all wireless LAN controllers.

o0 ®p

The master controller is responsible for load balancing all connecting clients to other controllers

Correct Answer: B

Section:

Explanation:

When should I use the master controller mode on a WLC? — When there is a master controller enabled, all newly added access points with no primary, secondary, or tertiary controllers assigned associate with the master
controller on the same subnet.Reference: https://www.cisco.com/c/en/us/support/docs/wireless/4400-series-wireless-lan- controllers/69561-wlc-faq.html

QUESTION 304
Refer to the exhibit.


controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
controllers\69561-wlc-faq.html
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10 104 111 1030 10 104 12100

10 104 110024

{GO10

Pcm!

10

Edge-dllcontigiitrack 10 interface Gigabltethernet 0/0 |ine-protocol
E3ge-02 (config) ftrack 10 interface Clgabltethernet 0/0 line-protocol

Edge-01ldshow vrrp brief

interface 2Ip Prl Time Own FPre State Maste: adar 2LOUs addr

30/ 1% 10 100 Jé0Y ¥ Master 10.104.110.2 10.104.11481

£dge-Llishow virp brief u I l l s
interface Srp Pri Time Own Pre Btate Master addr SIOuUF addr

G0/ 1% 10 10 ¥ Backup 10.104.110.2 10.104,110.1

Object tracking has been configured for VRRP-enabled routers Edge-01 and Edge-02 Which commands cause Edge-02 to preempt Edge-01 in the event that interface G0/0 goes down on Edge- 01?

A.

Edge-01{configf#interface GOIM
Edge-01{config-il Evrrp 10 track 10 decrement 30

Edge-0Z2{config Finterface GO/M
edoge-U2Z2{config-ifFvrmp 10 track 10 decrement 30

Edge-02{configi=interface GO/M1
Edge-D2{config-#/vrrp 10 rack 10 decrement 10

Edge-01iconfig=interface GO/1
Edge 01 {config-if@vrrp 10 track 10 decrement 10

Correct Answer: A
Section:
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QUESTION 305
Which feature Is used to propagate ARP broadcast, and link-local frames across a Cisco SD-Access fabric to address connectivity needs for silent hosts that require reception of traffic to start communicating?

Native Fabric Multicast
Layer 2 Flooding

SOA Transit

Multisite Fabric

o0 ® >

Correct Answer: B

Section:

Explanation:

Layer2 Flooding

Cisco SD-Access fabric provides many optimizations to improve unicast traffic flow, and to reduce the unnecessary flooding of data such as broadcasts. But, for some traffic and applications, it may be desirable to enable
broadcast forwarding within the fabric.

By default, this is disabled in the Cisco SD-Access architecture. If broadcast, Link local multicast and Arp flooding is required, it must be specifically enabled on a per-subnet basis using Layer 2 flooding feature.

Layer 2 flooding can be used to forward broadcasts for certain traffic and application types which may require leveraging of Layer 2 connectivity, such as silent hosts, card readers, door locks, etc.

QUESTION 306
An engineer must configure an ACL that permits packets which include an ACK in the TCP header Which entry must be included in the ACL?

access-list 10 permit ip any any eq 21 tcp-ack
access-list 110 permit tcp any any eq 21 tcp-ack
access-list 10 permit tcp any any eq 21 established

o 0N >

access-list 110 permit tcp any any eq 21 established

Correct Answer: D
Section:

Explanation:
The established keyword is only applicable to TCP access list entries to match TCP segments that have the ACK and/or RST control bit set (regardless of the source and destination ports), which assumes that a TCP connection
has already been established in one direction only. Let’s see an example below:

/e B
PC ) Server \

Fa0 0@ Zaps00 | )

. | v \ & o —
Inside | Outside
Suppose you only want to allow the hosts inside your company to telnet to an outside server but not vice versa, you can simply use an - ”established” access-list like this:

access-list 100 permit tcp any any established

access-list 101 permit tcp any any eq telnet
!

interface S0/0

ip access-group 100 in

ip access-group 101 out

Note: Suppose host A wants to start communicating with host B using TCP. Before they can send real data, a three-way handshake must be established first. Let‘s see how this process takes place:
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Host B

1. Send SYN (SEQ = x)

..

2. Send SYN-ACK (SEQ =y, ACK = x+1)

LS BeNdACKIACK 2 YY)

1. First host A will send a SYN message (a TCP segment with SYN flag set to 1, SYN is short for

SYNchronize) to indicate it wants to setup a connection with host B. This message includes a sequence (SEQ) number for tracking purpose. This sequence number can be any 32-bit number

(range from 0 to 232) so we use -’X” to represent it.

2. After receiving SYN message from host A, host B replies with SYN-ACK message (some books may call it -SYN/ACK? or -SYN, ACK? message. ACK is short for ACKnowledge). This message
includes a SYN sequence number and an ACK number:

+ SYN sequence number (let‘s called it “y”) is a random number and does not have any relationship with Host A‘s SYN SEQ number.

+ ACK number is the next number of Host A‘s SYN sequence number it received, so we represent it with “x+1". It means -1 received your part. Now send me the next part (x + 1)”.

The SYN-ACK message indicates host B accepts to talk to host A (via ACK part). And ask if host A still wants to talk to it as well (via SYN part).

3. After Host A received the SYN-ACK message from host B, it sends an ACK message with ACK number “y+1” to host B. This confirms host A still wants to talk to host B.

QUESTION 307
By default, which virtual MAC address does HSRP group 14 use?

04.16.19.09.4¢.0¢
00:05:5€:19:0c:14
00:05:0c:07:ac:14
00:00:0c:07:ac:0e

o0 ® >

Correct Answer: D
Section:

QUESTION 308
What is one characteristic of the Cisco SD-Access control plane?

It is based on VXLAN technology.
Each router processes every possible destination and route
It allows host mobility only in the wireless network.

OO0 >

It stores remote routes in a centralized database server

Correct Answer: D

Section:

Explanation:

A control plane node maintains a host tracking database (HTDB), and also uses Locator/ID Separation Protocol (LISP) to provide a map server, populating the HTDB from fabric edge registration messages; and a map resolver
to respond to queries from edge devices requesting location information about destination nodes.

QUESTION 309
What is used to validate the authenticity of the client and is sent in HTTP requests as a JSON object?
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SSH
HTTPS
JWT
TLS

o 0N >

Correct Answer: C
Section:

QUESTION 310
In a Cisco SD-Access wireless architecture which device manages endpoint ID to edge node bindings?

fabric control plane node
fabric wireless controller
fabric border node

o0 >

fabric edge node

Correct Answer: A

Section:

Explanation:

SD-Access Wireless Architecture Control Plane Node —A Closer Look

Fabric Control-Plane Node is based on a LISP Map Server / Resolver

Runs the LISP Endpoint ID Database to provide overlay reachability information + A simple Host Database, that tracks Endpoint ID to Edge Node bindings (RLOCs)+ Host Database supports multiple types of Endpoint ID
(EID), such as IPv4/32, IPv6 /128* or MAC/48 + Receives prefix registrations from Edge Nodes for wired clients, and from Fabric mode WLCs for wireless clients + Resolves lookup requests from FE to locate Endpoints +
Updates Fabric Edge nodes, Border nodes with wireless client mobility and RLOC information

QUESTION 311
If the maximum power level assignment for global TPC 802.11a/n/ac is configured to 10 dBm, which power level effectively doubles the transmit power?

13dBm
14 dBm
17dBm
20 dBm

OO0 w®

Correct Answer: A
Section:

Explanation:
Suppose a transmitter is configured for a power level of 10 dBm. A cable with 5-dB loss connects the transmitter to an antenna with an 8-dBi gain. The resulting EIRP of the system is EIRP = 10 dBm — 5 dB + 8 dBi = 13 dBm

QUESTION 312
Refer to the exhibit.
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y

f— =" OSPF Areal  ~~~_

y g SW2
= e G/ mEy N\ )
g == '\Gigg,'oE 10.10.0.0/24 Ea-gumf g3 f—
SWwi - R1 R2 ~”192 168 100 0/24
192.168.1.0/24 T LA

. -

An engineer must allow R1 to advertise the 192 168.1 0/24 network to R2 R1 must perform this action without sending OSPF packets to SW1 Which command set should be applied?

R1(config ¥ router ospf 1
A 1{conhg-router ¥ no passive-interface gig0/0

H1{confo® router ospf 1
R1{config-router & passive-interface gig0/0
R1(config)# interface gig0/0 dumps
Ri{config-fj# ip ospf hello-interval 0
- R1{configs interface gig0/0
R1(config-if %= ip ospf hello-interval 65535

Correct Answer: B
Section:

QUESTION 313
Refer to the exhibit.
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An engineer configures routing between all routers and must build a configuration to connect R1 to R3 via a GRE tunnel Which configuration must be applied?

R dumps
interface Tunneli

Ip address 1.1.1.13 255.255.2565.0

tunnel source LoopbackD

tunnel destination x.y.z.110

R3

Interface Tunnell
ip address 1.1.1.31 255.2556.255.0
tunnel source Loopback(
tunnel destination x.y.z.160

A
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D.

=4
interface Tunnel

ip address 1.1.1.13 255.255.2565.0

tunnel source LoopbackO
tunnel destination x.y.2.110

R3 \
interface Tunneli

ip address 1.1.1.31 255.255.2656.0

tunnel source Loopback(
tunnel destination x.y.z.125

R1

interface Tunnel2
ip address 1.1.1.12 265.255.285.0
tunnel source Loopback0
tunnel destination x.y.2.125

R2
interface Tunnelt
ip address 1.1.1.128 265.258. 2580
tunnel source Loopback0
tunnel destination x.y.2.110
interface Tunneld
ip address 1.1.1.125 2565.265.286.0
tunnel source Loopback0
tunnel destination x.y.z.160

R3

interface Tunnel2
ip address 1.1.1.32 2565.255.265.0
tunnel source Loopback0
tunnel destination x.y.2.12§

dumps
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R1

interface Tunnelt
ip address 1.1.1.13 255.255.255.0
tunnel source Loopback0
tunnel destination x.y.2.160

R3

interface Tunnel1
ip address 1.1.1.31 2556.255.285.0
tunnel source Loopback0
tunnel destination x.v.2. 110

Correct Answer: D
Section:

QUESTION 314
Refer to the exhibit.

import json

from regquests import get

{ "Content-Type" : "application/yang-data+json”, d u m ps

"Accept" : "application/yang-data+json" }

)

Headers

Devices = open("devices.txt", "r")

for Device in Devices.readlines():
Hostname, IP, login, Pass = Device.strip().split(",")
URL = f"https://{IF)/restconf/data/Cisco-105-XE-native:native"

How should the script be completed so that each device configuration is saved into a JSON-formatted file under the device name?

A.

Insert after the for loop:

with open(f'{Hostname}.json", "w") as OutFile:
OutFile.write(Response)
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Insert after the for loop:

with open(f'{Hostname}.json”, "w") as QutFile:
OutFile.write(json.dumps(Response.text))

C

| Append to the body of the for loop:

with open(f'{Hostname}.json", "w") as OutFile:
OutFile.write(Response.text)

Insert immediately before the for loop:

with open(f'{Hostname}.json", "w") as OutFile:
QutFile.write(json.load(Devices))

Correct Answer: A
Section:

QUESTION 315
Which option works with a DHCP server to return at least one WLAN management interface IP address during the discovery phase and is dependent upon the VCI of the AP?

A. Option 42
B. Option 15
C. Option 125
D. Option 43

Correct Answer: D
Section:

QUESTION 316
What is a characteristics of traffic policing?

lacks support for marking or remarking
must be applied only to outgoing traffic
can be applied in both traffic directions

OO0 wp

queues out-of-profile packets until the buffer is full

Correct Answer: D
Section:
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QUESTION 317
Reter to the exhibit.

evenl manager applet config-alken

avent ch patterm "conf 1.™" sync yes

Refer to the exhibit. A network engineer must be notified when a user switches to c_bnﬁguration mode. Which script should be applied to receive an SNMP trap and a critical-level log message?

A.

action 1.0 snmp-trap strdata "Configuration change alarm®
action 2.0 syslog msg "Configuration change alarm®

action 1.0 snmp-trap strdata "Configuration change critical alarm”

action 1.0 snmp-trap strdata "Configuration change alarm®
action 1.0 syslog priority critical msg "Configuration change alarm®

action 1.0 snmp-trap strdata "Configuration change alarm”
action 1.1 syslog priority critical msg "Configuration change alarm”

Correct Answer: D
Section:

QUESTION 318
A Cisco DNA Center REST API sends a PUT to the /dna/intent/api/v1/network-device endpoint A response code of 504 is received What does the code indicate?

The response timed out based on a configured interval
The user does not have authorization to access this endpoint.
The username and password are not correct

o n >

The web server is not available

Correct Answer: A
Section:

QUESTION 319
Which component transports data plane traffic across a Cisco SD-WAN network?

vSmart
vManage
cEdge
vBond

o0 ® >
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Correct Answer: D
Section:

QUESTION 320
Refer to the exhibit. A network engineer must block Telnet traffic from hosts in the range of 10.100 2.248 to 10.100.2 255 to the network 10.100.3.0 and permit everything else. Which configuration must the engineer apply'?

Network

10.100.1.0/24 Router A Router B
a*"‘— I'G:Ufﬂ';" 0 G0/0/0 G0/0/2
5 | Network ol
192.168.2.0/24
GO/0/1  Network
P Addr 2 10.100.2.0/24
192.168.1.0/24 ; Network
Gﬂfﬂf{] GU}’D{I 192.168.3.0/24

il
RouterC

Network

10.100.3.0/24 d u m ps

RouterB(config)# access-list 101 deny tcp 10.100.2.0 0.0.0.248 10,100.3.0 0.0.0.255 eq 22
RouterB(config)# access-list 101 permit any any

RouterB(config)= int g0/0/2

RouterB(config-if)# ip access-group 101 in

RouterB(configj= access-list 101 deny icmp 10.100.2.0 0.0.0.248 10.100.2.0 0.0.0.248
RouterB{config)# access-list 101 permit any any

RouterB(config)# int g0/0/2

RouterB(config-if}# ip access-group 101 in

RouterBi{config)# access-list 101 deny tcp 10.100.2.0 0.0.0.248 10.100.3.0 0.0.0.255 eq 23
RouterBi{config)y# access-list 101 permit any any

RouterB(config) int g0/0/2

RouterB(config-if}z ip access-group 101 in

RouterB(config)# access-list 101 permit tep 10.100.2.0 0.0.0.252 10.100.3.0 0.0.0.255
RouterB{config)% int g0/0/2
RouterB(config-if)}# ip access-group 101 in

Correct Answer: C
Section:
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QUESTION 321
Which configuration creates a CoPP policy that provides unlimited SSH access from dient 10.0.0.5 and denies access from all other SSH clients'?

A.

access-list 100 permit tcp any any eq 22
access-list 100 deny tcp host 10.0.0.5 any eq 22
|

;:l.lnamlp match-all teinet_copp
match access-group 100
!
policy-map CoPP
class telnet_copp
police 8000
!

;:nntrnl-phnlr
service-policy input CoPP

! dumps

access-list 100 deny tcp host 10.0.0.5 any eq 22
access-list 100 permit tcp any any eq 22
i

;:Inl-mlp match-all telnet_copp
match access-group 100

!

policy-map CoPP

class telnet_copp

drop
|

;:unlrul-pllnl

service-policy input CoPP
!

IT Certification Exams - Questions & Answers | Vdumps.com
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!
access-ist 100 permit tcp host 10.0.0.56 any eq 22
access-list 100 deny tcp any any eq 22
!
class-map match-all teinet_copp
match access-group 100
!
policy-map CoPP
class telnet_copp
drop
'

: ontrol-plane
service-policy input CoPP
/

!
T dumbps
access-list 100 deny tcp any any eq 22

1
class-map match-all telnet_copp
match access-group 100
!
policy-map CoPP
class telnet_copp
police 8000
!
control-plane
service-policy input CoPP
'

Correct Answer: B
Section:

QUESTION 322
Refer to the exhibit. What is generated by the script?

from ncclient import manager

with manager.connect{hod=host, port=830, username=user, hostkey verify=F alse) asm:
o= m.pet_configlsource="running Ldata sml
with apen{™%sxml™ % host, 'w'} asf:
fwrite{c)

A. the cdp neighbors
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B. the routing table
C. the router processes
D. the running configuration

Correct Answer: D
Section:

QUESTION 323
Reter to the exhibit.

ASH 53001 ASH 0
Gt ﬁ Goa 1001354 @
LT 0T 0

Refer to the exhibit. An engineer must configure an eBGP neighborship to Router B on Router A.
The network that is connected to GO/1 on Router A must be advertised to Router B. Which configuration should be applied?

A)
router bgp 65001
neighbor 10.0.1.2 remote-as 65002

B';H Istribute static d umps
router bgp 65002

neighbor 10.0.1.2 remote-as 65002

network 10.0.2.0 255.255.255.0

C)

router bgp 65001

neighbor 10.0.1.2 remote-as 65002

network 10.0.2.0 255.255.255.0

D)

IT Certification Exams - Questions & Answers | Vdumps.com
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router bgp 65001
neighbor 10.0.1.2 remote-as 65002
network 10.0.1.0 255.255.255.0

Option C
Option D

o0 ® >

Correct Answer: C
Section:

QUESTION 324
Which benefit is provided by the Cisco DNA Center telemetry feature?

provides improved network security
inventories network devices
aids In the deployment network configurations

improves the user experience d u m p S

Correct Answer: B
Section:

o0 ® >

QUESTION 325
Refer to the exhibit.
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RouterdPlishow ip route 10.0.0.0

Bouting entry for 10.90.0.0/24, 1 hapws subnets

B 10.0.0.0 [20/0] wia 192.160.2.2, 00:03:23
foutersrl

Routerdrishom bgp 10.9.0.9
BOP touting table sotry Loz 10.0.0.0/2%, wersion B
Fathiai {2 avallable, bDest 12, table delauls}
Maltipath: eiB8GP
Advertised o update groups:
2
#afresh Epoch 1
65002 €3003%
192.068.0.2 fyom 392.060,0.2 (1%2.168.3.2)
arigin 20k, localprel 100, walid, extescranal
e pathid: O, ex pathid: ©
Updated on fap 22 2020 21:32:27 1
Entreph Epoch 3
3003 &301
192.068.2.2 from 192.068,.2.2 (192, 0460,2.2)
Drigin 0¥, localpref 100, wallid, externsl, best
rx pathid: O, txn pathid: Ox0
Updased on Sep 22 2020 2L:21:587 v

Router2ri
After configuring the BGP network, an engineer verifies that the path between Servers and Server2 Is functional. Why did RouterSF choose the route from RouterDAL instead of the route from
RouterCHI?

dumps

The Router-ID Tor Router DAL is lower than the Roter-ID for RouterCHI.
The route from RouterOAL has a lower MED.

BGP is not running on RouterCHI.

There is a static route in RouterSF for 10.0.0.0/24.

o0 ® >

Correct Answer: A
Section:

QUESTION 326
Reter to the exhibit.
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switch > enable

swilch # configure terminal

switch{config @ interface GigabliEthernet 1/10
switch(config-if)# switchporn mode trunk
switch{config-if)# switchport trunk allowed vian 10,20,30
swilch(conhg-i# exit

switch (config monitor session 1 type erspan.soutce
switch(config-mon-erspan-src)# description source
switch(config-mon-erspan.sic)# source vian 10
switch{config-mon-erspan.sic# source vian 20

switch (config-mon.erspan.src)# filter vian 30
switch(config-mon-erspan-sic)# destination

switch (config-mon-erspan-src-ust# erspan-id 100
switch(config-mon.erspan-sic.dst)# origin ip address 10.1.0.1
switch (config-mon.efspan-src.dstj# ip prec 5

switch (config-mon-erspan-src-gst)# ip 1l 32
switch(config.mon.erspan.src-dst¥ mtu 1500
switch(config-mon-erspan-src-gst# ip adaress 10.10.0.1
switch(config-mon.erspan.src.dst )@ vif 1

switch (config-mon-erspan.sic-dst @ no shutdown
switch (config-mon-erspan-src-dsi ¥ end

An engineer configures the trunk and proceeds to configure an ESPAN session to monitor VLANs10.
20. and 30. Which command must be added to complete this configuration?

Device(config.mon.erspan.stc)# no filter vlan 30
Devic(config.mon.erspan.src-dst)# no vrf 1
Devic(config.mon.erspan.src-dst)# erspan id 6

o0 w® >

Device(config.mon-erspan.Src-dst)# mtu 1460

Correct Answer: A
Section:

QUESTION 327
By default, which virtual MAC address Goes HSRP group 25 use?

05:5¢:5e:ac:0c:25
04:16:6S:96:1C:19
00:00:0c:07:ac:19
00:00:0c:07:ac:25

o0 ® >

Correct Answer: C
Section:
Explanation:

dumps

https://www.rapidtables.com/convert/number/hex-to-decimal.html (19) = (1 x 16') + (9 x 16°) = (25)

QUESTION 328
Reter to the exhibit.
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Nama is Bob Johnson
Ageis TS
% aleve

Favorte loods are
s Cedeal

« Mistard

« Oinlons

What is the JSON syntax that is formed the data?

A. {'Name";"Bob johnon';"Age': Sevenfive,"Alive": true,"FavoriteFoods';["Cereal';"Mustard';"Onions'} }
B. {'Name":"Bob johnon":"Age': 75 "Alive": true,"Favorite Foods';["Cereal';"Mustard';"Onions'} }

C. {'Name":"Bob johnon":"Age: 75,"Alive: true, FavoriteFoods;[Cereal, Mustard';"Onions} }
D. {'Name": 'Bob johnon','Age'": 75,'Alive": true,"FavoriteFoods': 'Cereal';'Mustard','Onions'} }

Correct Answer: B
Section:

QUESTION 329
Refer to the exhibit.

accees-liae 1 permit 10.1.1.0 ©0.0.0.3%1
ip nat pasl CisCcOo 209 168 201.1 209.16%_ 201 30 narmaak 255 255 _25S 224
ip nat insida sourcea list 1 pool CLSCO

What are two effect of this configuration? (Choose two.)

Inside source addresses are translated to the 209.165.201.0/27 subnet.

It establishes a one-to-one NAT translation.

The 10.1.1.0/27 subnet is assigned as the inside global address range.

The 209.165.201.0/27 subnet is assigned as the outside local address range.
The 10.1.1.0/27 subnet is assigned as the inside local addresses.

mo 0o w>

Correct Answer: A, E
Section:

QUESTION 330
In a Cisco Catalyst switch equipped with two supervisor modules an administrator must temporally remove the active supervisor from the chassis to perform hardware maintenance on it. Which mechanism ensure that the
active supervisor removal is not disruptive to the network operation?

A. NSF/NSR
B. SSO

C. HSRP

D. VRRP

Correct Answer: B
Section:

QUESTION 331
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A company requires a wireless solution to support its mam office and multiple branch locations. All sites have local Internet connections and a link to the main office lor corporate connectivity. The branch offices are managed
centrally.
Which solution should the company choose?

Cisco United Wireless Network
Cisco DNA Spaces
Cisco Catalyst switch with embedded controller

o0 ® >

Cisco Mobility Express

Correct Answer: B
Section:

QUESTION 332
Which Python snippet should be used to store the devices data structure in a JSON file?

import json
Devices = {"Switches": [('name’; 'AccSw1',
‘ip": "2001:db8:4166:8961:5::17),
((name': "AceSw2',
ip'"2001:db8:12b1:31a7:1ffe::27)).
‘Routers’; [(name’: "CET", “ip": "2001:db8:312¢:2972:8::17),
(name': "CEZ', "ip": "2001:db8:72¢8:9ab7::2")
]

with open("devices.json”, "w") as QutFile:
json.dumps|Devices)

OutFile = open(“devices.|son™, "w")
OutFile.write(str{Devices))
OutFile.close()

QutFile = open(“"devices.json", “w")
json.dump(Devices, QutFile)
QutFile.close()
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with open(“devices.json", "w") as QutFile:
Devices = json.load{OutFile)

Correct Answer: A
Section:

QUESTION 333
Which type of tunnel Is required between two WLCs to enable Intercontroller roaming?

mobility
LWAPP
CAPWAP
iPsec

OO0 wp

Correct Answer: A
Section:

QUESTION 334
Reter to the exhibit.

8F _routerishow rum int gig0/1
Building configuration...

Current configuration : 114 bytea
|
interface GigabitEtharnat0/1
ip addreas 10.10.1.1 255.255.255.0
duplex auto
speed auto
media-type rj45
end

SF_router#show run | s r ©
router ospf 1

router-id 1.1.1.1

network 1.1.1.1 0.0.0.0 area 0

network 192.168.13.0 0.0.0.255 area 0
SF_routerl

Refer to the exhibit. Which configuration must be added to enable GigabitEthemet 0/1 to participate in OSPF?

SF_router (config-router)# network 10.10.1.0 0.0.0.255 area 0
SF_rouier (conng)# network 10.10.1.0 0.0.0.255 area 1

SF router (conflg-routerp) network 10.10.1.0 0.0.0.255 area 1

SF rouler (contlg-rouler)# network 10.10.1.0 255.255.255.0 area 0

o n >

Correct Answer: C
Section:
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QUESTION 335
Reter to the exhibit.

Rl1#show ip interface boiel | include 192 16812
FastEthernet0/0 192.168.12.1 YES manualup L

Ri®ping vif CUST-A 192168122
Type gicape seguences Lo abort
Sending 5, 100 byte ICMP Echos 1o 192168 .12 1, timeout 1s 2 seconds

mu

Success rate iz 100 percent (5/5), round trip min/avg/max » 1/1/1 ms

Rizghow iparp 192 168522
Ri=

Refer to the exhibit. A network engineer checks connectivity between two routers. The engineer can ping the remote endpoint but cannot see an ARP entry. Why is there no ARP entry?

The ping command must be executed in the global routing table.

Interface FastEthernet0/0 Is configured in VRF CUST-A, so the ARP entry is also in that VRF.
When VRFs are used. ARP protocol must be enabled In each VRF.

When VRFs are used. ARP protocol is disabled in the global routing table.

o0 ® >

Correct Answer: B
Section:

QUESTION 336
Which protocol is responsible for data plane forwarding in a Cisco SD-Access deployment?

VXLAN
IS-IS
OSPF
LISP

OO0 ®wp

Correct Answer: A
Section:

QUESTION 337
Which function does a fabric AP perform in a cisco SD-access deployment?

It updates wireless clients' locations in the fabric
It connects wireless clients to the fabric.

It manages wireless clients' membership information in the fabric

OO0 ® P

It configures security policies down to wireless clients in the fabric.

Correct Answer: B
Section:

QUESTION 338
Reter to the exhibit.
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import son

sl hitps HswichiP oo convins
Swilchusars Giermams”
switchpassword="pasowaid 127

a?ﬁm:-!

Borepc” 207,
“mathod™ "ok
“paseas” |
“cred” “showe clock”,
“wersion”, 1
).
o
}
[
e 5 fegusts DSt datae mon dumpsipaycad] headersermyheadons aulls{Swilchuter Getchpatsword) verdysFalse) sl

Refer to the exhibit. Which python code parses the response and prints "18:32:21.474 UTC sun Mar 10 2019?

print(response['resut'][0]|'simple_time']}
print(response[result']['body']['simple time']}
print(response['body']['simple time']}

o0 ® >

print(response[jresult']['body']['simple time']}

Correct Answer: B
Section:

QUESTION 339
what is a benefit of using a Type 2 hypervisor instead of a Type 1 hypervisor?

better application performance
Improved security because the underlying OS is eliminated
Improved density and scalability

o n >

ability to operate on hardware that is running other OSs

Correct Answer: D
Section:

QUESTION 340
Refer to the exhibit.
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nable secrel asco
aaa now-maodel

tacacs sarver 1se-1
address 10.1.1.1
kay cisco123l

lacacs server ISE-2
address 1022 1
Kay cisco123l

aaa group server tacacs+ ISE-Servers
sarver name 1se-1
senver nama se.2

A network engineer must configure the router to use the ISE-Servers group for authentication. If both ISE servers are unavailable, the local username database must be used. If no usernames are defined
in the configuration, then the enable password must be the last resort to log in. Which configuration must be applied to achieve this result?

aaa authentication login default group ISE-Servers local enable
aaa authentication login default group enable local ISE-Servers

aaa authorization exec default group ISE-Servers local enable

OO0 >

aaa authentication login error-enable aaa authentication login default group enable local ISE-Servers

Correct Answer: A
Section:

QUESTION 341

A large campus network has deployed two wireless LAN controllers to manage the wireless network.

WLC1 and WLC2 have been configured as mobility peers. A client device roams from AP1 on WLCI to AP2 on WLC2, but the controller's client interfaces are on different VLANs. How do the wireless LAN controllers
handle the inter-subnet roaming?

WLC1 marks me diem with an anchor entry In Its own database. The database entry is copied to the new controller and marked with a foreign entry on VVLC2.
WLC2 marks the client with an anchor entry In Its own database. The database entry Is copied to the new controller and marked with a foreign entry on WLC1
WLCI marks the client with a foreign entry in its own database. The database entry is copied to the new controller and marked with an anchor entry on WLC2.

OO0 ®p

WLC2 marks the client with a foreign entry In its own database. The database entry Is copied to the new controller and marked with an anchor entry on WLCI1.

Correct Answer: B
Section:

QUESTION 342
Reter to the exhibit.
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Refer to the exhibit. An attacker can advertise OSPF fake routes from 172.16.20.0 network to the OSPF domain and black hole traffic. Which action must be taken to avoid this attack and still be able to
advertise this subnet into OSPF?

Configure 172.16.20.0 as a stub network.
Apply a policy to filter OSPF packets on R2.
Configure a passive Interface on R2 toward 172.16.20.0.

o n >

Configure graceful restart on the 172.16.20.0 interface.

Correct Answer: C
Section:

QUESTION 343
What is the calculation that is used to measure the radiated power of a signal after it has gone through the radio, antenna cable, and antenna?

EIRP
mW
dBm
dBi

o0 ® >

Correct Answer: A
Section:

QUESTION 344
Reter to the exhibit.
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Network Cloud

/ AAA Server

Routerl$ ssh -s admin?192.168.20.3 -p 830 netconf
admin®l192.168.20,.3's password: ciscoll2l

<?xml version="]1.0" encoding="UTF-8~?>

<hello xmins="urn:ietf:params:x=l:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:l.0</capability>
<capability>urn:ietf:params:netconf:base:l.1</capablility>
<capability>urn:ietf{:params:netconf:capability:writable-
running:1.0</capability>
<capability>urn;:ietf:params:netcont:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability> u m S
<capablility>urn:ietf:params:netconf:capability:rollback-on=

error:l.0</capability
==gnip=-

K/capabilities>
<gossion-1id>28T70</sussion-1d></ hello>])>]]>

Use < *“C > to exit

Refer to the exhibit. An engineer tries to log in to router R1. Which configuration enables a successful login?

A

R1# username admin privilege 15

aaa authorization exec default local
R1&netconf.yang

username admin privilege 15 secret cisco123
aaa new-model

aaa authorization exec default local
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R18 3aa new-mode!
222 authorization exec default local
enable aaa admin privilege 15

Hi%username admin privilege 15
aaa authorization exec default local
netconl-yang

Correct Answer: B
Section:

QUESTION 345
Reter to the exhibit.

ip sla 100
udp-echo 10.10.10.15 €336
frequency 30

Refer to the exhibit. An engineer has configured an IP SLA for UDP echo's. Which command is needed to start the IP"SLA to test every 30 seconds and continue until stopped?

. 1p sla schedule 100 start-time now life forever

A
B. ip sla schedule 30 start-time now life forever
C. ip sla schedule 100 start-time now life 30

D

. 1p sla schedule 100 life forever

Correct Answer: A
Section:

QUESTION 346
Which method displays text directly into the active console with a synchronous EEM applet policy?

event manager applet boom event syslog pattern "UP' action 1.0 gets 'logging directly to console'

event manager applet boom event syslog pattern 'UP' action 1.0 syslog priority direct msg 'log directly to console

event manager applet boom event syslog pattern "UP' action 1.0 puts 'logging directly to console'

OO0 wp

event manager applet boom event syslog pattern 'UP' action 1.0 string 'logging directly to console'

Correct Answer: B
Section:

QUESTION 347
What is one main REST security design principle?
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separation of privilege
password hashing
confidential algorithms
OAuth

OO0 ® P

Correct Answer: A

Section:

Explanation:

Separation of Privilege: Granting permissions to an entity should not be purely based on a single condition, a combination of conditions based on the type of resource is a better idea.
https://restfulapi.net/securityessentials/#:~:text=REST%?20Security%20Design%20Principles&text=Least%20Privilege%3 A%20An%?20entity%20should,when%20n0%?20longer%20in%20use.

QUESTION 348
How does NETCONF YANG represent data structures?

A. as strict data structures denned by RFC 6020
B. in an XML tree format

C. inan HTML format

D

. as modules within a tree

Correct Answer: B
Section:

QUESTION 349
What is the recommended minimum SNR for data applications on wireless networks?

15
20
25
10

o0 ® >

Correct Answer: B

Section:

Explanation:

Generally, a signal with an SNR value of 20 dB or more is recommended for data networks where as an SNR value of 25 dB or more is recommended for networks that use voice applications
https://documentation.meraki.com/MR/WiFi_Basics _and Best Practices/Signal-to-

Noise Ratio (SNR) and Wireless Signal Strength#:~:text=Generally%2C%?20a%20signal%20with%20an,networks%20that%20use%20voice%20applications.

QUESTION 350
A system must validate access rights to all its resources and must not rely on a cached permission matrix. If the access level to a given resource is revoked but is not reflected in the permission matrix, the security is violates
Which term refers to this REST security design principle?

economy of mechanism
complete mediation

separation of privilege

o0 ®p

least common mechanism


REST%20Security%20Design%20Principles&text=Least%20Privilege%3A%20An%20entity%20should,when%20no%20longer%20in%20use
Generally%2C%20a%20signal%20with%20an,networks%20that%20use%20voice%20applications
Generally%2C%20a%20signal%20with%20an,networks%20that%20use%20voice%20applications
Generally%2C%20a%20signal%20with%20an,networks%20that%20use%20voice%20applications
Generally%2C%20a%20signal%20with%20an,networks%20that%20use%20voice%20applications
Generally%2C%20a%20signal%20with%20an,networks%20that%20use%20voice%20applications
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Correct Answer: B

Section:

Explanation:

A system should validate access rights to all its resources to ensure that they are allowed and should not rely on the cached permission matrix. If the access level to a given resource is being revoked, but that is not being
reflected in the permission matrix, it would be violating security.

https://medium.com/strike-sh/rest-security-design-principles-434bd6ee57ea

QUESTION 351
Reter to the exhibit.
8§88 >
a1 e
ETP sarvers Router
10.10.110.0/724

Refer to the exhibit. A network engineer must load balance traffic that comes from the NAT Router and is destined to 10.10.110.10, to several FTP servers. Which two commands sets should be
applied? (Choose two).

| interface gigl/C
ip address 10.10.110.1 255.255.255.0
ip nat inside dumps
Interiace gigovi
Ip eddress 172.16.1.1 255.295.295.252

ip nat pool Mp-pool 10.10.110.2 10.10.110.9 netmask 295.295.255.0
access-list 23 permit 10.10.110.10
ip nat inside destination-list 23 pool Mp-pool

ip nat pool Mppoo! 10.10.110.2 10.10.110.9 netmask 295295 295.0 type rotary
access-bsat 23 permit 10.10.110.10
ip nat inside destination-ist 23 pool Mp-pool

ip nat pool Rp-pool 10.10.110.2 10.10.110.9 netmask 255.255 295.0 type rotary
accessdist 23 permit 10.10.910.10
ip nat outside destination<ist 2J pool Np-pool
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interface giglv0

ip sddress 10.10.110.1 255.255.255.0
ip nat outside

intertace gigh/

ip address 172.16.1.1 255.255.255.252
o nat Ingide

Section:

QUESTION 352
The Gig0/0 interface of two routers is directly connected with a 1G Ethernet link. Which configuration must be applied to the interface of both routers to establish an OSPF adjacency without maintaining a DR/BDR
relationship?

A.

interface Gig0/0
ip ospf network point-to-multipoint dumps

interface Gig0/0
Ip ospf network point-to-point

interface Gig0/0
ip ospf network broadcast
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interface Gig0/0
ip osp! network non-broadcast

Correct Answer: B
Section:

QUESTION 353
What is a characteristic of the overlay network in the Cisco SD-Access architecture?

It uses a traditional routed access design to provide performance and high availability to the network.
It consists of a group of physical routers and switches that are used to maintain the network.
It provides isolation among the virtual networks and independence from the physical network.

o 0N >

It provides multicast support to enable Layer 2 Hooding capability in the underlay network.

Correct Answer: C
Section:

QUESTION 354
An administrator is configuring NETCONF using the following XML string. What must the administrator end the request with?

<7xml version="1.0" encoding="UTF-8" 7>
<rpc message-id="9.0"><notification-on/>

</pe>] 111>
</rpc-reply>
</rpc>

o0 ® >

<rpc message.id="9.0"><notificationoft/>

Correct Answer: A
Section:

QUESTION 355
Which VXLAN component is used to encapsulate and decapsulate Ethernet frames?

VNI
GRE
VTEP
EVPN

OO0 >

Correct Answer: C
Section:

QUESTION 356
Refer to the exhibit.
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The port channel between the switches does not work as expected. Which action resolves the issue?

Interface Gi0/0 on Switch2 must be configured as passive.
Interface Gi0/1 on Switchl must be configured as desirable.
interface Gi0/1 on Switch2 must be configured as active.

o0 ® >

Trucking must be enabled on both Interfaces on Switch?2.

Correct Answer: C
Section:

QUESTION 357
What is an emulated machine that has dedicated compute memory, and storage resources and a fully installed operating system?

Container
Mainframe
Host

virtual machine

OO0 >

Correct Answer: B
Section:

QUESTION 358
Refer to the exhibit.
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flow monitor FLOW-MONITOR-1
record netflow ipvé original-input
exit

sampler SAMPLER-1

mode deterministic 1 out-of 2

exit

i

ip cef

ipvé cef

¥

interface GigabitEthernet 0/0/0

ipvé address 2001:DBB:2:ABCD::2/48

ipvté flow monitor FLOW-MOMNITOR-1 sampler SAMPLER-1 input

What is the effect of introducing the sampler feature into the Flexible NetFlow configuration on the router?

NetFlow updates to the collector are sent 50% less frequently.
Every second IPv4 packet is forwarded to the collector for inspection.

o0 ® >

Correct Answer: C
Section:

QUESTION 359
Reter to the exhibit.
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An administrator troubleshoots intermittent connectivity from internal hosts to an external public server. Some internal hosts can connect to the server while others receive an ICMP Host Unreachable

CPU and memory utilization are reduced when compared with what is required for full NetFlow.

The resolution of sampling data increases, but it requires more performance from the router.

dumps

message and these hosts change over time. What is the cause of this issue?

A. The translator does not use aOdress overloading
B. The NAT ACL does not match alt internal hosts
C. The NAT ACL and NAT pool share the same name
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D. The NAT pool netmask rs excessively wide

Correct Answer: B
Section:

QUESTION 360
Reter to the exhibit.
<interface>
<Loopback>
<name>100</name>
<enabled>true</enabled>
</Loopback>
</interface>

Refer to the exhibit. What is achieved by this code?

It unshuts the loopback interface
It renames the loopback interface
It deletes the loopback interface

OO0 >

It displays the loopback interface

Correct Answer: D
Section:

QUESTION 361
An engineer must configure an EXEC authorization list that first checks a AAA server then a local username. If both methods fail, the,user is denied. Which configuration should be applied?

aaa authorization exec default local group tacacs+
aaa authorization exec default local group radius none

aaa authorization exec default group radius local none

OO0 ®p

aaa authorization exec default group radius local

Correct Answer: D
Section:

QUESTION 362
What is a characteristics of a vSwitch?

supports advanced Layer 3 routing protocols that are not offered by a hardware switch
enables VMs to communicate with each other within a virtualized server

has higher performance than a hardware switch

o0 ®

operates as a hub and broadcasts the traffic toward all the vPorts

Correct Answer: B
Section:

QUESTION 363
What is a characteristic of a Type I hypervisor?
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It is installed on an operating system and supports other operating systems above it.
It is referred to as a hosted hypervisor.
Problems in the base operating system can affect the entire system.

o0 ® >

It is completely independent of the operating system.

Correct Answer: D
Section:

QUESTION 364
Which two characteristics apply to the endpoint security aspect of the Cisco Threat Defense architecture? (Choose two.)

detect and black ransomware in email attachments
outbound URL analysis and data transfer controls
user context analysis

blocking of fileless malware in real time

m o 0w >

cloud-based analysis of threats

Correct Answer: B, D
Section:

QUESTION 365
Reter to the exhibit.

evenl manager applet config-alert
sync yes

event cli pattern “write mem.

Refer to the exhibit. Which EEM script generates a critical-level syslog message and saves a copy of the running configuration to the bootflash when an administrator saves the running configuration to
the startup configuration?

action 1.0 cli command copy running-config bootflash:‘current_canfig.txt
action 2.0 syslog msg "Configuration saved and copied 10 bootfiash™

action 1.0 ¢cli command "enable”

action 2.0 ¢li command “configure terminal’

action 3.0 cli command “file promp! quiel”

action 4.0 cli command “end”

action 5.0 cli command copy running-config bootflash:/current_config.ixt

action 6.0 cli command "conligure terminal®

action 7.0 ¢li command “no file prompt quiet”™

action B.0 syslog priority cribcal msg “Configuralion saved and copied lo boolflash™

action 1.0 cli command “enable”

action 2.0 cli command "filo promp! quiel™

action 3.0 ¢li command copy running-config bootflash:/cument_config.oa

action 4.0 ¢l command "no file prompt quiet”™

action 5.0 syslog priority critical msg "Configuration savod and copied 1o boolflash™

action 1.0 cli command copy running-config bootflash:/current_canfig.txi
action 2.0 syslog priority cntical msg™Configuration saved and copied to bootflash™

A. Option A
B. Option B
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C. Option C
D. Option D

Correct Answer: B
Section:

QUESTION 366
Which two Cisco SD-WAN components exchange OMP information?

vAnaiytlcs
vSmart
WAN Edge
vBond
vManage

m o0 w>

Correct Answer: B, C
Section:

QUESTION 367
efer to the exhibit.

R2#debug ip bgp

EGP debugging is on

R24

Nov 28 13:25:12: BGP: 131.108.1.11 open active, local address 131.108.1.2
Nov 28 13:25:42: BGP: 131.108.1.11 open failed: Connection timed out;
remote host not responding

Refer to the exhibit. Which configuration must be implemented to establish EBGP peering between R1 and R2?
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I;. ®&R2 ; _
| ml'mrbqp 320
. E: ghbor 131.108.1.1 remote-as 300

router bgp 300
neighbor 131.108.1.2 remote-as 320

@ R2
router bgp 320
E?Ehbor 131.108.1.11 remote-as 300

router bgp 300
neighbor 131.108.1.2 remote-as 320

router bgp 300
neighbor 131.108.1.1 remote-as 320

R1

router bgp 320
neighbor 131.108.1.2 remote-as 300

R2
router bgp 320
neighbor 1.1.1.1 remote-as 300

R1

router bgp 300
neighbor 2.2.2.2 remote-as 320

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A
Section:

QUESTION 368
Refer to the exhibit.

Router®show access: lists

Extenwded IP access lat 100
10 permitip |92.168.00 0.0.255255 any

0 permitip 17216.000.0.15255 any
Which command set must be added to permit and log all traffic that comes from 172.20.10.1 in interface GigabitEthernetO/1 without impacting the functionality of the access list?
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Router(config #no access-list 100 permit ip 172.16.0.0 0.0.15.255 any
Router({config #access-list 100 permit ip 172.16.0.0 0.0.15.255 any log
Router(config #interface GigabitEthernetd/1
Router(config-ifj#access-group 100 in

Router(config#access-list 100 seq 5 permit ip host 172.20.10.1 any log
Router(config #interface GlgabitEthernet/1
Router(config-if#access-group 100 in

Router(config=ip access-list extended 100
Router(config-ext-nacl #5 permit ip 172.20.10.0 0.0.0.255 any log
Router(config interface GigabitEthernet0/1

Router(config-if #access-group 100 in

Router(config j#access-list 100 permit ip host 172.20.10.1 any log
Router(config #interface GlgabitEthernet0/1
Router(config-If#access-group 100 in

A. Option A
B. Option B
C. Option C
D. Option D

dumps

Section:

QUESTION 369
Which option must be used to support a WLC with an I[Pv6 management address and 100 Cisco Aironet 2800 Series access points that will use DHCP to register?

43
52
60
82

o0 w® >

Correct Answer: B
Section:

QUESTION 370
An engineer is configuring Local WebAuth on a Cisco Wireless LAN Controller. According to RFC 5737, WHICH VIRTUAL IP address must be used in this configuration?

192.0.2.1
172.20.10.1
1.1.1.1
192.168.0.1

o0 ® >

Correct Answer: A
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Section:

QUESTION 371
By default, which virtual MAC address does HSRP group 32 use?

00:5e:0c:07:ac:20
04:18:20:83:2¢:32
05:5e:5¢c:ac:0c:32
00:00:0c:07:ac:20

o0 ® >

Correct Answer: D
Section:

QUESTION 372
What does the number in an NTP stratum level represent?

The number of hops it takes to reach the master time server.
The number of hops it takes to reach the authoritative time source.
The amount of offset between the device clock and true time.

o0 ® >

The amount of drift between the device clock and true time.

Correct Answer: B
Section:

QUESTION 373 d u m ps

DRAG DROP
Drag and drop the characteristics from the left onto the switching architectures on the right.

Select and Place:

[Process Switchi
It optimizes the switching process to handle larger e
packet volumes.
It is referred to as “software switching.”
The general-purpose CPU is in charge of packet
switching.
[Cisco Express Forwarding

Correct Answer:
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It optimizes the switching process to handle larger
packet volumes.
The general-purpose CPU is in charge of packet
switching.
It is referred to as “software switching.”

Section:
Explanation:

QUESTION 374

DRAG DROP
Drag and drop the characteristics from the left onto the switching mechanisms they describe on the right.

Select and Place:

The forwarding table is created in advance.

The router processor is involved with every forwarding decision.

o = e e e s e ot e e — e —

All forwarding decisions are made in software.

Al packets are switched using hardwiare. e e

Correct Answer:
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""'""'"""'l Gisco Express Forwarding 2
The forwarding table is created in advance.

All forwarding decisions are made in software.

I The router processor is involved with every forwarding decision.

| All packets are switched using hardware.

Section:
Explanation:

QUESTION 375

DRAG DROP

An engineer must create a script to append and modify device entries in a JSON-formatted file. The script must work as follows:

Until interrupted from the keyboard, the script reads in the hostname of a device, its management IP address, operating system type, and CLI remote access protocol.
After being interrupted, the script displays the entered entries and adds them to the JSON-formatted file, replacing existing entries whose hostname matches.

The contents of the JSON-formatted file are as follows:

S dumps

"ip”: "203.0.113.1",
"os" "ios-xe”,
“protocal”: "ssh”

2
R

Drag and drop the statements onto the blanks within the code to complete the script. Not all options are used.

Select and Place:
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ChangedDevicas = ()

while Troe:

try: .
Name = input('\n\nDevice nama: ')
IP = input('Address: ')
0S = input('Operating system: ') File.close()
Proto = input('CLI access protocol: ')
File = open
ChangedDevices.update ({Namea: ("ip": IP,
"os": 05, "protocol”: Protol))
[ ]tmhnardlnt-ttnpt, EOFError) :
pass

print ("\n\ne==> Entered device entries <Ce==r)
print ({son.dumps (ChangedDevices, indent=4))

[ I{'dnvimmata.jun". "r+")
Davices = json.load(File)

Devices.update (ChangedDevices)
File.seek(0)

[j,m,dw{miu?n, File, indente=d) d u m ps

Correct Answer:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

[ impotsson
ChangedDevices = ()

try:

whie True:

Nama = .tnpu-l:.'[‘\.n\nnevim name: ')

IP = input('Address: ')

0S = input('Operating system: ')

Proto = input('CLI access protocol: ')

ChangedDevices.update ({Namea: ("ip": IP,
"os": 08, "protocol": Proto)))
T KeyboardInterrupt, EOFError):

pass

print ("\n\n===> Entered device entries <=—v)
print (json.dumps (ChangedDevices, indent=d4))
|_ File.open() -E{'dnviﬂl!mta.jlﬂn", "r+")
Davices = json.load(File)

Devices.update (ChangedDevices)

File.seek(0)

ison.dump (Devices, File, indent=4)

[oeee

Section:
Explanation:

QUESTION 376
DRAG DROP

dumps

Drag and drop the characteristics from the left onto the orchestration tools that they describe on the right

Select and Place:
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Correct Answer:

Section:
Explanation:

QUESTION 377

A customer deploys a new wireless network to perform location-based services using Cisco DNA Spaces The customer has a single WLC located on-premises in a secure data center. The security team does not want to expose
the WLC to the public Internet. Which solution allows the customer to securely send RSSI updates to Cisco DNA Spaces?

Implement Cisco Mobility Services Engine
Replace the WLC with a cloud-based controller.
Perform tethering with Cisco DNA Center.
Deploy a Cisco DNA Spaces connector as a VM.

o0 ® >

Correct Answer: D
Section:
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QUESTION 378

What does a YANG model provide?

o0 ® >

Correct Answer: D
Section:

QUESTION 379
Refer to the exhibit.

standardized data structure independent of the transport protocols
creation of transport protocols and their interaction with the OS

CORE

VLAMN 10 VLAN 20

VLAN 10

VLAM 20

G

user access to interact directly with the CLI of the device to receive or modify network configurations
standardized data structure that can be used only with NETCONF or RESTCONF transport protocols

Assuming all links are functional, which path does PC1 take to reach DSW1?

OO0 wp

Correct Answer: B
Section:
Explanation:

QUESTION 380
Refer to the exhibit.

PC1 goes from ALSW1 to DSW2 to CORE to DSW1.
PC1 goes from ALSWI1 to DSW2 to DSW1.
PC1 goes from ALSW1 to DSWI.
PC1 goes from ALSW1 to DSW2 to ALSW2 to DSWI.
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Sile 1 Ste 2
Network A MNetwork A
1001.0/24 10020724

~J Int Giga 072 Int Giga 0/2

int Giga 011 Int Giga 01

Physical Routers

192 168 1.0 /24 1921682024
Metwork B Network B
Sie 1 Site 2
Refer to the exhibit. Which set of commands is required to configure and verify the VRF for Site 1 Network A on router R1?
R1#lp routing

Ri#{conhigwip vif 100
i

R1 {config Winterface GI0/2
Ri{conlig-ii#ip address 10.0.1.1 255.255.255.0

i dumps

F14ip routing

Ris{configip vrf 100
Ri#{config-vNdrd 100:1
Eld{conlig-viii# address tamily ipvd
]

R1{config #interface GID/2
R1{config-f#ip address 10.0.1.1 255.255.255.0

Rifishow ip roula

Hi#%ip routing
Ri#{config@ip vrf 100
i

Ri{config#interface Gi0/2
R1{config-ifwip address 10,0.1,1 255.255.255.0

Riéshow ip vrf

R1#ip routing
Ri#({configi¥ip vrf 100
]

R1 {config #interface GIOR2
1 {contig-fieip wrf forwarding 100
R1{config-f)#ip address 10.0.1.1 255.255.255.0

Ridshow ip vif
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Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: D
Section:

QUESTION 381
By default, which virtual MAC address does HSRP group 22 use?

c0:42:01:67:05:16
c0:07:0c:ac:00:22
00:00:0c:07:ac:16
00:00:0c:07:ac:22

o0 ® >

Correct Answer: D
Section:

QUESTION 382
Refer to the exhibit.

P acoass-ist extended ACL-CoPP-Management

perT udp any 6 D any dumps
permit wdp any any &q samp

permit Icp any any 6q 22

permit 12D any &g 22 any estabishad

chass map match el CLASS CoPP Managament
malch sccass.group name ACL. CoPP Managéament

An engineer must protect the CPU of the router from high rates of NTP, SNMP, and SSH traffic. Which two configurations must be applied to drop these types of traffic when it continuously exceeds
320 kbps? (Choose two)
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Ri{config #policy-map POLICY-CoPP

R1{config-pmap jdclass CLAGS-CoPP-Managoment
R 1/ vonfig-prap-c wpolice 320000 conforme-action transmit exceed-action transmit violate-action drop

R 1{panlig wcontrol-plane
R1{config<cp W servica-policy input POLICY-CoPP

R 1{canfig-prmap jéclass CLASS-CoPP-Management
R 1{config prap-c Spolice 32 conform-action bransmit exceed-action drop vickte-action transmit

R 1{canfiy mcontrol-plane
R1{config-co W service-policy output POLICY-CoPP

_ Ri{canfig #policy-map POLICY-CoPP
R1{config-prao jdclass CLASS.CoPP Management
R1{conlg-pmep-¢ wpolice 320000 conform-action transmil exceed-action drop violate-action drop

Option A
Option B
Option C
Option D
Option E

m o 0w >

Correct Answer: B, E
Section:

QUESTION 383

Based on the router's API output In JSON format below, which Python code will display the value oftdoli' kir?l
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{

“response™: [{
“family”: "Routers”,
"macAddress’: "00:¢8:8b:80:bb:00",
“"hostname™: "BorderA”,
“role": "BORDER ROUTER",
“lastUpdateTime™: 1577420167054,
"serialNumber”: "FXS8799Q15E",
"softwareVersion"”; "16.3.2",
"upTime™: "5 days, 9:22:32:17",
"lastUpdated™: "2021-03-05 23:30:37"

)

json_data = json.loads{response.text)
print{json_datalresponse’]["family’l['role’])

_ json_data = response.json{)
print{json_data['response‘][family]['role’])

json_data = json.loads{response.text)
print{json_dataresponse][0][role])

json_data = response.json()
printljson_data['response&’][0]['role’])

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: C
Section:

QUESTION 384
Refer to the exhibit.

dumps
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192.16836.0/24
192.16837.0/24
192.168 38.0/24
Area?

Router A Router B

]
Fafor i the gxieba Which cosdipparaiion 1y regquived 2 sumeeanng the Aiss 2 astiotks et ag stvetsed b gy 07

RouterB{config)# router ospf 1
RouterBlconfig-router# network 192.168.38.0 255.255.252.0

RouterBlconfig)# router ospf 1
RouterB{config-router ¥ network 192.168.38.0 255.255.255.0

RouterB{config)¥ router ospf 1
RouterB{config-router® area 2 range 192.168.36.0 255.255.252.0

RouterB{configy¥ router ospl 1
RouterB{config-router )} area 2 range 192.168.36.0 255.255.255.0

Refer to the exhibit. Which configuration is required to summarize the Area 2 networks that'areladvertisedto. Area 0?2

Option A
Option B
Option C
Option D

OO0 >

Correct Answer: C
Section:

QUESTION 385
A customer has a wireless network deployed within a multi-tenant building. The network provides client access, location-based services, and is monitored using Cisco DNA Center. The security department wants to locate and
track malicious devices based on threat signatures. Which feature is required for this solution?

Cisco aWIPS policies on the WLC
Cisco aWIPS policies on Cisco DNA Center
malicious rogue rules on the WLC

o0 ® >

malicious rogue rules on Cisco DNA Center

Correct Answer: B
Section:

QUESTION 386
Refer to the exhibit.
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An engineer configures a trunk between SW1 and SW2 but tagged packets are not passing. Which action fixes the issue?

Configure SW1 with dynamic auto mode on interface FastEthernet0/1.
Configure the native VLAN to be the same VLAN on both switches on interface FastEthernet0/1.
Configure SW2 with encapsulation dotlq on interface FastEthernet0/1.

o0 ® >

Configure FastEthernet0/1 on both switches for static trunking.

Correct Answer: C
Section:

QUESTION 387
In a Cisco SD-Access wireless environment, which device is responsible for hosting the anycast gateway?

fusion router
control plane node
fabric border node

o n >

fabric edge node

Correct Answer: D
Section:

QUESTION 388
How does Protocol Independent Multicast function?

In sparse mode, it establishes neighbor adjacencies and sends hello messages at 5-second intervals.
It uses the multicast routing table to perform the multicast forwarding function.

It uses unicast routing information to perform the multicast forwarding function.

o0 ® >

It uses broadcast routing information to perform the multicast forwarding function.

Correct Answer: C


https://vdumps.com
https://vdumps.com

Section:

QUESTION 389
Where in Cisco DNA Center is documentation of each API call, organized by its functional area?

Developer Toolkit
platform management
platform bundles
Runtime Dashboard

o0 ®p

Correct Answer: A
Section:

QUESTION 390
Refer to the exhibit.

Add a néew network

ST Cars ol

A company has an internal wireless network with a hidden SSID and RADIUS-based client authentication for increased security. An employee attempts to manually add the company network to a
laptop, but the laptop does not attempt to connect to the network. The regulatory domains of the access points and the laptop are identical. Which action resolves this issue?

Ensure that the "Connect even if this network is not broadcasting" option is selected.

Limit the enabled wireless channels on the laptop to the maximum channel range that is supported by the access points.
Change the security type to WPA2-Personal AES.

Use the empty string as the hidden SSID network name.

o n >

Correct Answer: A
Section:

QUESTION 391
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A network engineer must configure a switch to allow remote access for all feasible protocols. Only a password must be requested for device authentication and all idle sessions must be terminated in 30 minutes. Which
configuration must be applied?

line vty 0 15
password cisco
transport input all
exec-timeout 0 30

line console 0
password cisco
exec-timeout 30 0

line vty 0 15

password cisco
transport input telnet ssh
exec-timeout 30 0

username cisco privilege 15 cisco
line vty 0 15

transport input telnet ssh

login local

exec-timeout 0 30

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: C
Section:

QUESTION 392
When does a Cisco StackWise primary switch lose its role?

when a stack member fails
when the stack primary is reset
when a switch with a higher priority is added to the stack

o0 ® >

when the priority value of a stack member is changed to a higher value

Correct Answer: C
Section:

QUESTION 393
Refer to the exhibit. What are two results of the NAT configuration? (Choose two.)
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10.11 3724
EO A

Seral 00 .
209.183.200.30/27
Outside

intarface Etharnatd/ /0
ip addreas 10.1.1.3 255.25%8.2485.0
ip nat ilnside

intarface Sariald/0
ip sddress 20%.165.201.30 255.255.255.224

ip nat outsids

ip nat Ainalde source statie 10.1.1.2 209 165 201.2
Ap nat inalds source static 10.1.1.1 209%.165.201.3

EATE show ip nat translations

Pro ITnaide qlobal Toside local Outslds looal Outside global
cns J09._1465.201.1 10.1.1.1 === ==

«=e J09,.165.201.7 10.1.1.2 === ===

m o0 w>

R1 is performing NAT for inside addresses and outside address.

Correct Answer: B, C
Section:

QUESTION 394
Refer to the exhibit.

Packets with a destination of 200.1.1.1 are translated to 10.1.1.1 or .2. respectively.

A packet that is sent to 200.1.1.1 from 10.1.1.1 is translated to 209.165.201.1 on R1.

R1 looks at the destination IP address of packets entering S0/0 and destined for inside hosts.
R1 processes packets entering E0/0 and S0/0 by examining the source IP address.

dumps
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General | Seculty. | Qo6 | Pelicy-Napping | Atvesced

Type WLAR

SSID Crico

Statis ] Enabled

Secunty Poboey [WPAZ )| Auth(B072.1X))

Radio Policy Al
Interface/inteface ,

GrovedG) Lmansgement v
Mulicast Vien Feature || Fratied
Broadcast SSID Erabied

NAS-1D lnone

(Moddications done under secunty tab wall sppear after applyng the changes. |

Clients report that they cannot connect to this SSID using the provided PSK.

Which action will resolve this issue?

Apply the correct interface to this WLAN.
Apply the changes this SSID.
Select the PSK under authentication key management.

o0 w® >

Define the correct Radio Policy.

Correct Answer: A
Section:

QUESTION 395
Refer to the exhibit.

mOrior S8 11 Typd SraparsSourcg
SOUICE e T JgabiE el
destration

erspan-a 12

i sddmss 10 40 10 10

orgin @ addess 10 10010 10

dumps

Refer to the exhibit. Which command set completes the ERSPAN session configuration?
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monitor session 12 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 12
ip address 10.10.10.10

monitor session 11 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 12
ip address 10.100.10.10

monitor session 11 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 11
ip address 10.10.10.10

monitor session 12 type erspan-destination
destination interface GigabitEthernet4
source
erspan-id 11
ip address 10.10.10.10

Option A
Option B
Option C
Option D

o0 w® >

Correct Answer: A
Section:

QUESTION 396
DRAG DROP

Drag and drop the tools from the left onto the agent types on the right.

Select and Place:

dumps

gertiess

j—— — e o — e gy

Tarrsloem

ANDS

Correct Answer:
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Section:
Explanation:

QUESTION 397
DRAG DROP

Drag and drop the characteristics from the left onto the switching architectures on the right.

Select and Place:

Correct Answer:

umps

Section:
Explanation:

QUESTION 398

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com
https://vdumps.com

How do the RIB and the FIB differ?

FIB contains routes learned through a dynamic routing protocol, and the RIB contains routes that are static or directly connected.
RIB contains the interface for a destination, and the FIB contains the next hop information.

FIB is derived from the control plane, and the RIB is derived from the data plane.

RIB is derived from the control plane, and the FIB is derived from the RIB.

oSN >

Correct Answer: D
Section:

QUESTION 399
In a Cisco StackWise Virtual environment, which planes are virtually combined in the common logical switch?

. control, and forwarding

A

B. management and data

C. control and management
D

. control and data

Correct Answer: C
Section:

QUESTION 400
How do stratum levels relate to the distance from a time source?

Stratum 1 devices are connected directly to an authoritative time source.
Stratum 15 devices are connected directly to an authoritative time source
Stratum 0 devices are connected directly to an authoritative time source.

o0 ® >

Stratum 15 devices are an authoritative time source.

Correct Answer: C
Section:

QUESTION 401
Refer to the exhibit.
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Both controllers are in the same mobility group. Which result occurs when client 1 roams between APs that are registered to different controllers in the same WLAN?

Client 1 contact controller B by using an EoIP tunnel.
CAPWAP tunnel is created between controller A and controller B.
Client 1 users an EolP tunnel to contact controller A.

OO0 >

The client database entry moves from controller A to controller B.

Correct Answer: D
Section:

QUESTION 402

the following system log message is presented after a network administrator configures a GRE tunnel:
%TUN-5-RECURDOWN Interface Tunnel 0 temporarily disabled due to recursive routing.

Why is tunnel 0 disabled?

Because dynamic routing is not enabled
Because the tunnel cannot reach its tunnel destination
Because the best path to the tunnel destination is through the tunnel itself

OO0 >

Because the router cannot recursively identify its egress forwarding interface

Correct Answer: C
Section:

QUESTION 403
Which action is the vSmart controller responsible for in a Cisco SO-WAN deployment?

gather telemetry data from WAN Edge routes

manage, maintain, and gather configuration and status for nodes within me SD-WAN fabric
onboard WAN Edge nodes into the SD-WAN fabric

distribute security information for tunnel establishment between WAN Edge routers

o0 ® >

Correct Answer: D
Section:
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QUESTION 404
Which JSON script is properly formatted?
A)

“plants™: [
(
"ty pe™:"annual”,

“eolor”: "yellow™,
“season”:"summer”

1]
B)
[“animals™; {
“rype": horse

“breed”:"Palamino
“color":tan

]
C)

"subject™:
“title":"Language™
"D TE41963"
“location™:"Main Campus”™

]
]

D)
[ "Wendar™:
! “type” wholesale,

“location":on-line,
“econtact™647-308-1213

Option A
Option B
Option C
Option D

OO0 ®p

Correct Answer: A
Section:

QUESTION 405
What does the Cisco WLC Layer 3 roaming feature allow clients to do?

maintain their IP address when roaming to an AP 01 controller with a different client VLAN assignment
maintain their connection between APs even when the AP management VLANs arc different
roam seamlessly between controllers even when the controller management VLANs are different

o0 ® >

maintain their connection even if the client IP address changes when roaming

Correct Answer: A
Section:

QUESTION 406
Refer to the exhibit.
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Which command required to validate that an IP SLA configuration matches the traffic between the branch office and the central site?

R1# show ip sla configuration
R1# show Ip sla group schedule
R1# show Ip route

o0 w®p

R1# show ip sla statistics

Correct Answer: D

Section:

Explanation:

To validate that an IP SLA configuration matches the traffic between the branch office and the central site, the commandR1# show ip sla statisticsis used. This command provides details on the IP SLA operations and their
statistics, which include the latest return code and over thresholds occurrences, thus confirming whether the IP SLA operations are being executed as configured and if they match the expected traffic patterns.

References: The Cisco documentation on IP SLA commands provides information on how to use theshowrip sla statisticscommand to verify IP SLA operations. This is aligned with the Implementing and Operating Cisco Service
Provider Network Core Technologies (SPCOR) curriculum, which covers the monitoring and verification of IP SLA configurations as part of ensuring network performance and reliability.

QUESTION 407
Which security option protects credentials train snifter attacks in a basic APl authentication?

TLS of SSL for communication
next-generation firewall

VPN connection between client and server
AAA services to authenticate the API

OO0 wp

Correct Answer: A
Section:

QUESTION 408
Refer to the Exhibit.
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MONITOR WLANs CONTROLLER 'WIRELESS

WLANS > Edit “E@éi\ﬁ

General | Security | QoS | Policy-Mapping | Advanced

Local EAP Authentication

Authentication Servers

Enabled

Server 1 None

Server 2  None

Server 3 None

Server 4 None

5"" None

Server &6 None
IADIU'I-WB' lF lqﬁs

Interim Update i il &
LDAP Servers

Server 1 None B

Server2 None @

Server 3 None B

Local EAP Authentication

Enabled

Layer2 = Layer3  AAA Servers

Accounting Servers
Enabled
MNaone

None
Nane
MNone
Mone

None

Interim Interval 0

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

EAP Parameters D UﬁM PS

i 3 it
Enable

Seconds

dumps
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Refer to the exhibit. An engineer must configure a Cisco WLC with WPA2 Enterprise mode and avoid global server lists. Which action is required?

o0 ® >

Correct Answer: C
Section:

QUESTION 409

Apply CISCO ISE default settings.
Disable the RADIUS server accounting interim update.
Select a RADIUS authentication server.
Enable EAP parameters.

Which two security mechanisms aie used by Cisco Threat Defense to gain visibility into the most dangerous cyber threats? (Choose two.)

moo o>

file reputation

Traffic Telemetry

VLAN segmentation
virtual private networks
dynamic enforce policy
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Correct Answer: A, E
Section:

QUESTION 410
Refer to the Exhibit.

s i
>

"N
10.1.1.10/24 10.1.1.20/24 ;
MALC: asaa. bbbsb ccoc MAC: aaasbbibib.dddd !

Refer to the exhibit. An engineer must deny HTTP traffic from host A to host B while allowing all other communication between the hosts. Which command set accomplishes this task?

dumps
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SWilconfig# ip accessdist extended DENY-HTTP
SW1{config-ext-nacii#deny tcp host 10.1.1.10 host 10.1.1.20 eq www

SW1[config)s ip access-list extended MATCH_ALL
SW1(config-ext-nacl® permit ip any any

SW1iconfg )2 vian access-map HOST-A-B 10

SW1|config.-acosss.map & match ip addreas DENY-HTTP

SW1lconfig-access-map i action drop

gm[mnﬁg:# wlan access-map Hi:iLM HHATC .
[Config-acoess-map e match dress H_AL

SW1lconfig-access-map = action forward

W1 (config)# vian filter HOST-A-8 vian 10

SW1config)® mac access-list extended HOST-A-B
SW1 [ config-ext-mac @ permit host aaaa bbbb cece aaaa bbbb.dddd

S5W1(config)# ip access-ist extended DENY-HTTP
SW1confg-ext-nacEpermit top host 10.1.1.10 host 10.1.1.20 eq www

SW1lconfig)® vian access-map DROP-MAC 10
SW1(config-access-map® match mac address HOST-A-B
SW1lconfig-access-map i© action forward

SWconfg s vian access-map HOST-A-8 20
SW1(config-access-map j® match Ip address DENY-HTTP
5W1(config-access-map F action drop

SWHiconhg)= vian filter HOST-A-B vlan 10

) 5W1(config ) Ip access-ist extended DENY-HTTP

SW1|config-ext-naci#permit tcp host 10.1.1.10 host 10.1.1.20 eq www

SW1iconfig 2 ip access-ist extended MATCH_ALL
SW1config-ext-nacl s permit ip any any

SW1(config)® vian access-map HOST-A-B 10

SWH tonfig-access-map i match ip address DENY-HTTP
SW1(config-access-map i action drop

S\W1(config ¥ vian access-map HOST-A-B 20
SW1(config-access-map = match ip address MATCH_ALL
SV [config-acoess-map 1 action forward

SW1(cenfig)® vian filter HOST-A-B vian 10

5Wi(config)¥ mac access<ist extended HOST-A-B
SWiconhg-ext-maci}® permit host aaaa.bbbb.ccec aaaa.bbbb.dddd

SWi(confio ) Ip access-ist extended DENY-HTTP
SW1(confg-ext-naci#deny top host 10.1.1.10 host 10.1.1.20 eq www

SW1lconfig)s vian access-map DROP-MAC 10
SW1|config-access-map @ match mac address HOST-A-B
SW1config-access-map i action drop

SW1iconfg)¥ vlan access-map HOST-A-B 20
SW1config-accsss-map s match ip address DENY-HTTP
SW1(config-access-map = action drop

W1 config* vian filter HOST-A-B vian 10

o0 ® >

Option A
Option B
Option C
Option D

Correct Answer: A
Section:

QUESTION 411
Refer to the Exhibit.

dumps
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Routerfishow palicy-map control-plane
Control Plane

Service-palicy input: CoPP

Class-map: class-telnet (match-all)
D packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: access-group 100

police:

Class-map: class-default [match-any)
546 packets, 9874 bytes

March: any
Routerishow access-list 100

Extended IP access list 100
0 ksl g sy sy g Rk

cir 100000 bps, be 3125 byves
conformed O packets, D bytes; actions:
transmit
exceeded 0 packets. 0 byres; actions:

conformed & bps, excosd O bps

5 minute affered rate 0 bps, drop rate 0 bps

Refer to the exhibit. Which commands are required to allow SSH connections to the router?

o0 ® >

= Router{config access-list 10 permit tcp any eq 22 any

Routerconfig¥elass-map class-ssh
Routen|config-cmapj@maich access-group 10
Router|configi#policy-map CoPP

Roasarconfig-pmap)dclass class-ssh
Rewter|config-pmap-ci#police 100000 conform-action tranamit

Router|configi#acceas-list 100 permit udp any any eq 22
Router|configi#access-list 101 permit tcp any any eq 22
Router|configi¥clnss-map class-ssh
Router|config-cmapj#match access-group 104
Router{configifpolicy-map CoPP
Router|config-pmapj#police 100000 conform-action transmit

Router{config)#access.list 100 permit tep any eq 22 any
Router|configi#class-map class-ssh
Router|config-cmap)#match access-group 10
Router|configi#policy-map CoPP

Rowter{config-pmapl#iclass class-ash
Rouwter{config-pmap-cipolice 100000 conform-action transmit

Rowler config #access-list 100 parmit top any any eq 22
Reowter|config#access-list 101 parmit tep any any eq 22
Reuwter{configidelass-map class-ssh
Rowter{config-cmap@match access-group 101
Rouder|{config#policy-map CoPP

Routar{config-pmap#class class-ssh
Router|confiy-pmap-ci#police 100000 conform-action tranamit

Option A
Option B
Option C
Option D

Correct Answer: D
Section:

QUESTION 412
Two indirectly connected routers fail to form an OSPF neighborship. What is the cause of the issue?

dumps
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|r1s

JOSFF-1 MELLO Gi0/0: Rcv hello fzom 10.2.2.2 azea 0 10.0.0.2

OSPF~1 HELLO G10/0: No more immediate hello for nbr 10.2.2.2, which has been sent on this intf 2 times
OSPFr-1 HELLO G10/0: Send hello to 224.0.0.5 azea 0 fzom 10.0.0.1

OSPF-1 HELLO G10/0: Rcv hello from 10.2.2.2 area 0 10.0.0.2

JOSPF-1 HELLO Gi0/0: No more immediate hello for nbr 10.2.2.2, which has been sent on this intf 2 times
OSPF-1 HELLO Gi10/0: Send hello to 224.0.0.5 area 0 from 10.0.0.1

OSPF-1 ADJ Gi10/0: Rcv DBD freom 10.2.2.2 seq OxEO% opt O0x52 flag Ox7 len 32 mtu 1400 state INIT
OSPF-1 ADJ G10/0: 2 Way Communication to 10.2.2.2, state 2NAY

OSPF-1 ADJ G10/0: Neighbor change eveat

OSPF-1 ADJ Gi10/0: Nbr 10.2.2.2: Prepare dbase exchange

OSPF-1 ADJ G10/0: Send DBD o 10.2.2.2 seq O0x1CO1 copt OxS2 flag Ox7 len 32

JOSPF-1 ADJ G10/0: NBR Negotiation Done. We are the SLAVE

OSPF-1 ADJV G10/0: Nbr 10.2.2.2: Summazy list built, size $S

OSP¥F-1 ADJ G10/0: Send DBD to 10.2.2.2 seq OxEO% opt Ox52 flag Ox2 len 132

OSPF-1 HELLO Gi10/0: Rcv hello from 10.2.2.2 azea 0 10.0.0.2

OSPF-1 ADJ G10/0: Rcv DBD from 10.2.2.2 seq OxEO%® opt O0x52 flag Ox7 len 32 mtu 1400 state EXCHANGE
OSPF-1 ADJ G10/0: Nbr 10.2.2.2 has smaller interface MIU

OSPF~1 ADJ G10/0: Send DBD to 10.2.2.2 seq OxEO0% opt Ox52 flag Ox2 len 132

OSPFr-1 HELLO G10/0: Rcv hello from 10.2.2.2 azea 0 10.0.0.2

|OSPF-1 HELLO Gi0/0: Send hello to 224.0.0.5 azea 0 from 10.0.0.1

failing hello packets between the two routers
MTU mismatch

OSPF network type mismatch

DR/BDR selection dispute

o0 ® >

Correct Answer: B
Section:

dumps

Refer to the Exhibit.
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Allow AAA Overnde iz i< 5[] Enabled oHCP
Coverasge Mole Detection ] grabled DMCP Server [ overnde
Enable Sesson Temeout f:m |

Setsor Timeout (secs) DMCP Add: Asmgremert | | B e
Aronet 1€ —

Oragrostic Channel M =

Overnde Interface ACL ' [ ‘_ Sple Tunnel 'Dmdiamﬁgé
Layer2 Ad

VAL ACL [ _

P29 Blockng Action _ . MFP Chent Protection 1 | Optional .|

Clert Excluson 4 DTIM Period (in beacon intervals)

Management Frame Protectson (MEP)

S 802.31a/m (1 - 288) |1

Cherts # ‘
Statsc 19 Tunnebng U D% 802.110/g/n (1 - 255) |1

We-Fi Dwect Clhents RAC

L —

NAC State | Nore

Refer to the exhibit An engineer is troubleshooting an mDNS issue in an environment where Cisco ISE is used to dynamically assign mDNS roles to users The engineer has confirmed that ISE is sending the correct values, but
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name resolution is not functioning as expected Which WLC configuration change resolves the issue?

Enable AAA Override

Set MFP client protection to Required
Enable Aironet IE.

Change NAC state to ISE NAC

o0 w®p

Correct Answer: A
Section:

QUESTION 414
How is OAuth framework used in REST API?

A. by providing the user credentials to the external application

B. by providing the external application a token that authorizes access to the account
C. asaframework to hash the security Information in the REST URL

D. as a framework to hide the security information in the REST URL

Correct Answer: B
Section:

QUESTION 415
Refer to the Exhibit.

-
-

it
n

Refer to the exhibit. An engineer must update the existing configuration to achieve these results
Only administrators from the 192.168.1.0/24 subnet can access the vty lines.

Access to the vty lines using dear-text protocols is prohibited.

Which command set should be applied?
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) access-list 1 permit 192.168.1.0 255.255.255.0
line vty 0 15
access-class 1in
transport input telnet rlogin

) access-list 1 permit 192.168.1.0 0.0.0.255
line vty 0 15
access-class 1in
transport input none

) access-list 1 permit 192.168.1.0 0.0.0.255
line vty 0 15

access-class 1in

transport input telnet ssh

) access-list 1 permit 192.168.1.0 !
line vty 0 15 d‘UI‘FfpS

access-class 1in
transport input ssh

Option A
Option B
Option C
Option D

oo ® >

Correct Answer: C
Section:

QUESTION 416
Which two features does the Cisco SD-Access architectures add to a traditional campus network?

private VLANs
Identity services
modular QoS

OO0 wp

software-defined segmentation
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E. SD-WAN

Correct Answer: B, D
Section:

QUESTION 417
Which two operational modes enables an AP to scan one or more wireless channels for rogue access points and at the same time provide wireless services to clients? (Choose two)

sniffer
FlexConnect
rogue detector
monitor

m o0 w>

local

Correct Answer: B, E
Section:

QUESTION 418
Refer to the Exhibit.

def main():
print("The answer is " + str(magic(5)))

def magic(num):
try:
answer=num+2"* 10
except:
answer = 100
return answer

main()

Refer to the exhibit. What is displayed when the code is run?

The answer is 100
The answer is 5
The answer is 25

o 0N >

The answer is 70

Correct Answer: C
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Section:

QUESTION 419
Refer to the Exhibit.

#!/usr/bin/python3
E
import requests
requests.urllib3.disable warnings()
AuthURL="https://dna-center/dna/system/api/vli/auth/token"
LT =k » TP | N L
USER="admin
P LI S . ———
PASSWORD="SomePassword
Seaeo -~ - — -~ — - -~ -~ - ™ - — =D SACS "r - = — P I
Response = regquests.post (A NURL, auth=(USER, PASSWORD), verify=False)
l" Response . starus *‘j.:- < 200 or Response strarus code > 2GG-
- S oNVIIOT .o La e U = &V e TN VIIOT.oVGVRo s &l
- en -~ - ~ P = Py —— - ~ - TS 2 @ Y™ = & - = 29 & -~ sl o "
print (f"Aborting; received status code {(Response.status code}")
exit()
.
<...X€Mmovea...-
- 2 ? .->~0¢¢ o
admin@linux:~$ ./fetch.py
Ayt 3 mm -~ e~ Y -~ o -1 o P 'Tak
Aborting; recelved status code 401

Refer to the exhibit. An administrator writes a script to fetch the list of devices that are registered with Cisco DNA Center. Why does the execution abort?

The authentication URL is incorrect.

The 'dna-center' hostname cannot be resolved to an IP address.
The TLS certificate of DNA Center is invalid.

The username or the password is Incorrect.

o0 ® >

Correct Answer: D
Section:

QUESTION 420
Which virtualization component creates VMs and performs hardware abstraction that allows multiple VMs to run at the same time?

rkt
Docker
container

OO0 wp

hypervisor

Correct Answer: D
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Section:

QUESTION 421
Refer to the Exhibit.

Device# configure terminal
Device(config)# netconf ssh acl 1
Device(config)# netconf lock-time 100
Device(config)# netconf max-sessions 1
Device{config# netconf max-message 10

Refer to the exhibit A network engineer must configure NETCONF After creating the configuration, the engineer gets output from the command show line but not from show running-config. Which command completes the
configuration?

Device(config)# netconf max-message 1000
Device(config)# netconf max-sessions 100
Device(config) netconf lock-time 500

OO0 >

Device(config)# no netconf ssh aci 1

Correct Answer: D
Section:

QUESTION 422
Which JSON script is properly formatted?

{
“car": |
{
"type":"Ford",
"color":"red",
“year":"1998"

}
]
}
“"truck”:[

“type":"Dodge”,
"color":"blue”,
"year":"2015"
}
]
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"book™:{

“title":"Engineering”,
“gradell:ﬂ11ﬂ‘
"edition":"4".

}

O { "device":
{I
"type":"switch,

"model”:"Catalyst”, d Uum pS
"mac”:"00:46:11:99:69:4c",

Option A
Option B
Option C
Option D

oo w® >

Correct Answer: A
Section:

QUESTION 423
Which resource must a hypervisor make available to the virtual machines?

A. bandwidth
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B. IP address
C. processor
D. secure access

Correct Answer: C
Section:

QUESTION 424
Refer to the exhibit.

flcw record viTallkberzs
match ipvd source addrem
match ipvd destinaticon address

coellect counter bytes long
'
f£1cw Tecord vélalkezs
match ipvé scurce address
mactsh i1pvé destination asdress
SollecT CoOUnTEr bytes lon
]
ficw monitor v4Talkers
gesord viTalkers
'
2icw monitor vélalkers
record véTalkers

_——

dumps
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{ sampler R.1.1024
mode random 1 out-of 1024
!
interface Gi0/0
Ip Now monitor v4Talkers sampler R-1-1024 input
ipvé flow monitor véTalkers sampler R-1-1024 input

" interface Gi0/0
load-interval 600
Ip flow monitor v4Talkers
ipv6 flow monitor v6 Talkers

_ policy-map Talkers
class class-default
police cir percent 50
conform-action transmit
exceed-action drop
]
interface Gi0/0
service-policy input Talkers
ip flow monitor v4 Talkers
lpvé flow monitor vé Talkers

) interface Gi0/0
no ip route-cache
Ip Now monitor v4Talkers

S For e dumps

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: A
Section:

QUESTION 425
Refer to the Exhibit.
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Vian 10
3 192.168.1.254

l..r“

ey
—~
=

192.168.1.223 192.168.1.224

Refer to the exhibit. An SSID is configured and both clients can reach their gateways on the Layer 3 switch, but they cannot communicate with each other. Which action resolves this issue?

Set the P2P Blocking Action to Forward-UpStream.
Set the WMM Policy to Allowed.

Set the P2P Blocking Action to Disabled.

Set the WMM Policy to Required

o0 ®

Correct Answer: C
Section:

QUESTION 426
A customer requires their wireless data traffic to egress at the switch port of the access point. Which access point mode supports this?

Bridge
Sniffer
FlexConnect

OO0 wp

Monitor

Correct Answer: C
Section:

QUESTION 427
Refer to the Exhibit.
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Refer to the exhibit. The existing configuration must be updated to terminate EXEC sessions after 20 minutes of idle time. Which command set should be applied?

line vty 015 session-timeout 20
line vty 015 session-limit 20
line vty 015 exec-timeout 20

o0 ® >

line vty 015 absolute-timeout 20

Correct Answer: C
Section:

QUESTION 428
Refer to the Exhibit.

Refer to the exhibit. Which action must be performed to allow RESTCONF access to the device?

Enable the HTTPS service
Enable the SSH service.
Enable the NETCONF service
Enable the 10X service.

OO0 ® P

Correct Answer: A
Section:

QUESTION 429
Refer to the Exhibit.
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172.16.2500./30

172.16.250 4730

Network
Engineer
—

—— PC2 Management FTP Web
PC1 VLAN Server Server
172.16.140.0 24 17216.2024 17216.1.024

R1# show platform sofltware yang-management process
confd : Not Running

nesd : Not Running

syncfd : Not Running

ncsshd : Not Running

dmiauthd : Not Running

nginx : Running

o e dumps

Refer to the exhibit. Which command is required on router R1 to start receiving RESTCONF requests?

R1(config)# ip http access-class 12
R1(config)# restconf
R1(config)# ip http server

o0 ® >

R1(config) # ip http accounting commands 12 default

Correct Answer: B
Section:
Explanation:
Topic 6,
SIMULATIONS

QUESTION 430
SIMULATION
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1
Guidelines Topology Tasks

PC1

dumps

VLAN 400

PC3
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Guidelines Topology Tasks

The operations team started configuring network devices for a new
site. Complete the configurations to achieve these goals:

1. Configure SW10 to utilize 32-bit values when calculating
spanning-tree port cost.

2. The trunk between SW10 and SW30 is not operational.
Troubleshoot the issue and ensure PC2 can ping PC1
(10.10.100.10) across the link.

3. The port channel between SW10 and SW20 is not operational.
The switches should negotiate the port channel but this is not
occurring. Troubleshoot the issue and ensure PC2 can ping

PC3 (10.10.100.30) across the port-channel. d Ui ps

Note: No access is provided to SW20 or SW30. Resolve these
issues by making changes only to SW10. Traffic on all trunks
should be restricted to only active VLANS.

A. See the solution below in Explanation

Correct Answer: A
Section:
Explanation:
Solution:

SW10

Conft

Default int e0/0
Int e0/0

No sh
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Copy run start
Verification from PC2
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QUESTION 431
SIMULATION
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dalinas Topoiogy Tasks

PC2 PC3

1 i ey

Girdohnas Topology Tasks

The operalions team started configuring nelwork devices for a
new site. Complete the configuralions to achieve these goals: u m ps
1. Configure SW20 to utilize 32-bit values when calculating
spanning-tree port cost.
2. The trunk between SW20 and SW30 is not operational.
Troubleshoot the issue and ensure PC3 can ping PC1
(10.10.100.10} across the link. |
3. The LACP port channel between SW10 and SW20 is not
operational. Troubleshoot the issue and ensure PC3 can ping
PC2 (10.10.100.20) across the port channel.

Note: No access s provided to SW10 or SW30. Resolve these
Issues by making changes only to SW20, Traffic on all trunks
should ba restriclad to only aclive VLANs.

A. See the solution below in Explanation

Correct Answer: A
Section:
Explanation:
SOLUTION: -
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SHZ
VERIFICATION: -
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QUESTION 432
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mesuIumy

Guidelines Topology Tasks SW10 PC1 PC2 PC3

PC1
=

VLAN 300

e0/0

SW30
e/ e0/2

SW10 [ I——— SW20
e0/1 e0/1

VLAN 300 VLAN 300
| |
PC2 PC3



https://vdumps.com
https://vdumps.com

Guidelines Topology Tasks SW10 PCA1 PC2 PC3

The operations team started configuring network devices for
a new site. Complete the configurations to achieve these
goals:

1. The trunk between SW10 and SW30 is not operational.
Troubleshoot the issue and ensure PC2 can ping PC1
(10.10.100.10) across the link.

2. Configure SW10 interface EO‘;O for aggressive
unidirectional link detection.

3. The LACP port-channel between SW10 and SW20 s
not operational. Troubleshoot the issue and ensure that
PC2 can ping PC3 (10.10.100.30) across the port-
channel.

Note: No access is provided to SW20 or SW30. Resolve
these issues by making changes only to SW10. Traffic on all
trunks should be restricted to only active VLANS.

A. See the solution below in Explanation

Correct Answer: A
Section:
Explanation:
Conft

Default int e0/0
Int e0/0

No sh
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Switchport trunk encap dotlq
Switchport mode trunk

Udld port aggressive

Switchport trunk allowed vlan add 300
No sh

QUESTION 433
SIMULATION
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Sw30 w10
e0/0 e(0/3 .
e
e0/1 e1/0 § '
e0/3\\e0/2 (€0/0. e0/1. e0/2)

(e0/0, e0/1, 1/0))

Sw20
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Guidelines Topology Tasks

Complete the tasks below by making changes to Sw10 only. No access is
provided to Sw20 or Sw30.

Task 1
Sw20 is actively attempting to negotiate an 802.1 trunking EtherChannel

with Sw10 using LACP, but the channel is not functional. Resolve the
issues on Sw10.

Task 2
Modify the spanning tree configuration to ensure that Sw10 is always the

root for VLAN 10 and VLAN 30.

dump

A. See the solution below in Explanation

Correct Answer: A

Section:

Explanation:

Solution:-

Default int range et0/0-1

Int range e0/0 -- 1

Sw trunk encap dot1l

Switch mode trunk
Channel-group 2 mode passive
No shut

Spanning-tree vlan 10 priority O
Spanning-tree vlan 30 priority O

QUESTION 434
SIMULATION
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Swi1

L2 Switch

168.0.3

192

a0/0
eU

Loopback 0 |
SRR R3
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Guidelines  Topology  Tasks R1 R2 3

Protect access to RZ2 by completing the confiquration to achieve
\ g J

these results:

» The local user database is configured for the user
"NetworkAdmin" to use the password "CiscoENCOR" and to
have the highest level of privileges

» The virtual terminal interfaces utilize the local user database
for access and allow Telnet and Rlogin.

« Exec sessions on the auxiliary port should timeout after 20

minutes of inactivity.

A. See the solution below in Explanation

Correct Answer: A

Section:

Explanation:

R2

config t

username NetworkAdmin privilege 15 password CiscoENCOR
linevty 04

login local

transport input telnet rlogin

exec-timeout 1200 0
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Guidelines Topology Tasks

eBGP is configured on R2 and R3. Configure R1 to complete these

tasks.

1. Using the address-family command, configure eBGP according
to the topology. Use Loopback 0 for the router-id.
2. Advertise R1's Loopback 0, 10, and 20 networks to AS 20 and

AS 30.

R1

router bgp 10

no bgp default ipv4-unicast

bgp router-id 10.1.1.111

neigh 209.165.200.226 remote-as 20

neigh 209.165.202.130 remote-as 30
address-family ipv4

network 10.1.1.10 mask 255.255.255.255
network 209.165.201.20 mask 255.255.255.255
network 209.165.201.10 mask 255.255.255.255
neigh 209.165.200.226 activate

neigh 209.165.202.130 activate

QUESTION 435
SIMULATION
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Guidelines Topology lasks R2 R3 R1 R10 R20

OSPF is partially configured. Complete the OSPF configurations to

achieve these goals:

1. Configure R3 to always be the DR in Area 20. Do not change
the router 1D.
2. Configure R2 and R10 so they do not participate in a DR/BDR

election process in Area 10.
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LITITE

Guidelines  Topology Tasks

R20

10.2 203 0724

10.0.23 024 R1

101102 0724

R10

A. See the solution below in Explanation

Correct Answer: A

Section:

Explanation:

Solution:

R3

Int e0/1

Ip ospf priority 255

End

Copy run start

R2

Int e0/1

Ip ospf network point-to-point
End

Copy run start

R10

Int e0/0

Ip ospf network point-to-point
End

Copy run start
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