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Exam A

QUESTION 1
DRAG DROP
Drag and drop the code from the bottom onto the box where the code is missing on the Ansible task to enable a VLAN on a Meraki MX device. Not all options are used.

Select and Place:
Answer Area

- name: Create combined network
meraki network:
auth_key: "{{ meraki api key }}"
net_name: "{{ item }}"
org id: "{{ meraki org id }}"
type:
-switch
-Wiraless
-appliance
timezone: Eurcpe/London
tags: staging, uk
loop: "{{ network ids }}"
delegate to: localhost
register: result

- name: Enable VLAN support on M

uri:
url: "https://api.meraki.com/api/v0/networks/{{ item.data.id }}/vlansEnakd e
return_content: yes

headers:
X-Cisco-Meraki-API-Key: "{{ meraki_api_ key }}"
body:
enabled: true
follow redirects: all
status code: 200
body_format: json

delegate to: localhost

|lnap: "{{ result.results }]""methnd: PUT

|when: "{{ result.results }}" ;methud: PATCH

body: appiicatinn!jsnn

Correct Answer:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Answer Area

- name: Create combined network
meraki network:
auth_key: "{{ meraki_api_key }}"
net name: "{{ item }}"
org_id: "{{ meraki_ org id }}"
type:
-switch
-wiraless
-appliance
timezone: Europe/London
tags: staging, uk
loop: "{{ network ids }}"
delegate to: localhost
register: result

- nama: Enable VLAN support on MX
uri:

return_content: yes
headears:
X-Cisco-Meraki-APTI-Key: "{{ meraki_ api key }}"
body:
enabled: true
follow redirects: all
status_code: 200
body format: json

method: PUT |

delegate to: localhost

loop: "{{ result.results }}"

url: "https://api.meraki.com/api/v0/networks/{{ item.data.id }}/vlansEnabledState"

rdumps

when: "{{ result.results }}" || method: PATCH

body: application/json

Section:
Explanation:

QUESTION 2
DRAG DROP
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eencreate UGS Server Pool and associate £o template 79

from wcamsdk.ucshandle impor:s Ucalandle

rom . posnsdk . mometa . compute JComputePool - import Computebool

from uesmsdk.momets . compute .ComputePooledSlor import ComputePooledilor
from ucsmadk.momets.ls. LsRegquirement import LaBReguirement

HANDLE: = {EEEE:E:}t*aundhox—ucsml.claco.com";
Tadmin®,
“passward®)
HANDLE . lagin ()
SEAVER POOL. = [EEEE:E:}!purent_ma_or_dhw'orq—roat!orq—devnet'.
name="devcore pool™)
HANDLE . (SERVER POOL, modify present=True)
for klade in HANDLE .query classid(
"oomputeBlade™,
filver str='{chassis id, "7"}°
K3
SERVER = {
parent mo or dn=SERVER  POOL,
chassis id=blade.chassis: id,
alot id=blade.slot id
H
HANDLE .add mo (SERVER, modify presentslrue)
HANDLE . commit{])
SP_TEMPLATE = | item 3 Etpnrent"mo_or*dn-'orq—roctforq—devnetIla—davcoreptemplat&"f

name="deveore pool®)

HANDLE . add mo{SP_TEMPLATE, modify present=Trua) d u m S

HRNDLE. 0

Refer to the exhibit above and click on the resource tabs in the top left corner to view resources to help with this question. Python code using the UCS Python SDK is creating a server pool named
"devcore pool" and populating the pool with all servers from chassis 7, and then the server pool is associated to existing Service Profile template "devcore template". Drag and drop the code from the
left onto the item numbers on the right that match the missing sections in the Python exhibit.

Select and Place:

Answer Area
add_mo <item 1>
ComputePooledSlot <item 2>
ComputePool <item 3>
UcsHandle <item 4>
commit <item 5>
LsRequirement <item 6>
logout <item 7>

Correct Answer:
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Answer Area

UcsHandle

ComputePool |

: ComputePooledSlot

add _mo

LsRequirement

commit

logout

Section:
Explanation:

QUESTION 3
DRAG DROP

import recuests, json, sys
tﬂkﬂﬂ - W
daf get dnacﬂ_dwlcasu:

url = “https: //sanboxdnac. cisco. comfdna/intent/api /vl /network-devica®
payload = {}

headers = { ‘Content-Type’: ‘application/json’,
‘Accept’ : ‘application/json’, ‘x-auth-token’: token | u m S
rasponse = requests.request (“GET", url, headers=headers, data = payload)

response.raise for status()
return response.text

<item 2>:
if str(<itam 3%] in strile):

create dnac token(}
def create dnac token():

try:
url = “https://sanboxdnac?. cisco. com/dna/fsystem/api /vl fauth/token®”
payload = {]
headers =( ‘Eifemd®  : 'Basic ZGVZbmVOdXNlcipDaXNjbzEyMyE=",

"{:on'i.ant—'rypa': ‘application/json® )
response = requests.request (YPOST?, url, headers=headers, data = payload)
response.raise for status()
return response.json() [“Token”]
axcept Exception as a:

if str(ZiEEmIE3) in strie):

sy=s.exit (“DNAC Service is not reachable”)

if name -— " main i

token = cruat&_dnan_tckann
print(get_dnac devices())

Refer to the exhibit. Drag and drop the code snippets from the left onto the item numbers on the right that match the missing sections in the exhibit to complete the script to implement control flow.

Select and Place:
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Correct Answer:

Section:
Explanation:

QUESTION 4
DRAG DROP
Drag and drop the application requirement on the left onto the database type that should be selected for the requirement on the right.

Select and Place:
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Application requirements

rapid transaction handling

highly horizontally scalable

........................................................

enforced data integrity tools

elastic, scalable, schema free

ructured query language

"~ highly normalized data

R A A A A e

Correct Answer:

Application requirements Answer Area

dumps

highly normalized data

rapid transaction handling

-

T T T s

Section:
Explanation:

QUESTION 5

DRAG DROP
Drag and drop the steps on the left into the order on the right for an end-user to access an OAuth2 protected resource using the 'Authorization Code Grant' flow.

Select and Place:
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Answer Area

end-user initiates authentication OAuth client

OAuth client requests access token from
authorization server

OAuth client requests a resource on the
resource server

OAuth client receives access token from
authorization server

OAuth client receives an authorization code

OAuth client communicates with
authorization server to display login Ul

end-user authenticates with the authorization
server

Correct Answer:

Answer Area

step 1
step 2
step 3
step 4
step 5
step 6

step 7

OAuth client requests a resourc

LUMPS
resource server

QAuth client receives access token from
authorization server

end-user initiates authentication OAuth client

OAuth client requests access token from
authorization server

OAuth client communicates with
authorization server to display login UI
end-user authenticates with the authorization
server

Section:
Explanation:

QUESTION 6
DRAG DROP

‘ OAuth client receives an authorization code
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Drag and drop the code from the bottom onto the box where the code is missing in the snippet to complete this Ansible playbook. Not all options are used.

Select and Place:

— hosts: ios
gather facts: no
vars:

dns servers:
-ip name-server

-ip name-server 208.67.220.220
tasks:

- name: set name-server commands

with items: "{{ i o
ios_configq:
lines:
_n{{ item }}ll
register: set dns

name-server | 208.67.222.222

dns_servers | dns-address

| dumps

- hosts: ios
gather facts: no
vars:

dns servers:
-ip nﬂmﬂhﬁefver:2D8.6?.222.222
-ip name-server 208.67.220.220

tasks:

- name: set name-server commands

with items: "{{ dns-address }Im
ios_config: "
lines:
_n{{ item }}ll
register: set dns

name-server | ]

dns_servers |

Section:
Explanation:
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QUESTION 7
DRAG DROP

|class ucsmsdk mometa ls LsServer LsServerConsts [sotirce

ASSIGN_STATE_ASSIGNED= "assigned
ASSIGN_STATE_FAILED= failed
ASSIGN_STATE_UNASSIGNED='unassigned
ASSOC_STATE_ASSOCIATED= ‘associated
ASSOC_STATE_ASSOCIATING= ‘associating’
ASSOC_STATE_DISASSOCIATING= ‘disassociafing
ASSOC_STATE_FAILED= failed
ASSOC_STATE_UNASSOCIATED= ‘unassociated
CONFIG_STATE_APPLIED= ‘applied
CONFIG_STATE_APPLYING= ‘applying’
CONFIG_STATE_FAILED_TO_APPLY= ‘failed-to-apply’
CONFIG_STATE_NOT_APPLIED= ‘not-applied

Refer to the exhibit. Drag and drop the code snippets from the bottom onto the blanks in the code to provision a new UCS server. Not all options are used.

Select and Place:

from ucsmsdk.ucseventhandler import UcsEwventHandle
from ucemsdk.momata.ls.LsSarvear importl I

end script = False

def sp associate callback(mce):
glcbal end script
if mce.mo.assoc_state == LsServerConsts.ASS0C_STATE ASSOCIATED:
log.debug ("SP:" + mce.mo.dn + ™ Assoc Successful. assoc state: M+
mce.mo.assoC_state
elif mce.mo.assoc state == LsServerConsts.ASSIGN STATE FATILED:
log.error("SP:"” + mce.mo.dn + "Assoc Failed. assoc_state: "+
mce.mo.assoc_state)
end script = Truse

def sp associate monitor (event handle, mo):

[ I.add:manaqed_abject=mn, prop= “assoc_stata”,
success_value=[LsServerConsts.ASSOC STATE ASSOCIATED],
failure_value=ELsServerCcnsts.ASSOC_I I

¥

timeout sec=€00, call back= sp_ associate_callback)

| STATE ERROR] || STATE_FAILED] |

[Lsservercanstsll event_handlal

Correct Answer:
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from ucsmsdk.ucseventhandler import UcsEventHandle
from ucsmsdk.mometa.ls.LsServer import|LsSarvarConsts

end script = False

def sp associate callback(mce):
global end script
if mce.mo.assoc_state == LsServerConsts.ASS0C_STATE ASSOCIATED:
log.debug ("SP:" + mce.mo.dn + " Assoc Successful. assoc state: ™+
mce.mo.assoc_state
elif mce.mo.assoc state == LsServerConsts.ASSIGN STATE FAILED:
log.error (“SP:" + mce.mo.dn + "Assoc Failed. assoc_state: ™+
mce.mo.assoc_state)
end script = True

def sp associate monitor (event handle, mo):

l E"e“t=hand19I.add{manaqed_nhje:t=mn, prop= “assoc_state”,
success_value=[LsServerConsts.ASS0OC STATE ASSOCIATED],
failure wvalue=[LsServerConsts.ASSOC ETETE_FAILEB]II

timeout sec=€00, call back= sp_ associate_callback)

[ sTaTE_erroR] ||

Section:
Explanation:

QUESTION 8

DRAG DROP
A Python application is being written to run inside a Cisco IOS XE device to assist with gathering telemetry data. Drag and drop the'elements of the stack from the left onto the functions on the right to collect and display the

telemetry streaming data.

Select and Place:

visualization platform | | Cisco I0S XE device
data collector Elasticsearch
data generator Kibana
datastore Python application
Correct Answer:
I data generator
datastore
visualization platform |
data collector |
Section:
Explanation:
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QUESTION 9

DRAG DROP
Drag and drop the code from the bottom onto the box where the code is missing in the Python script to execute a REST API call to query all the NTP policy names and print the name of each policy. Not all options are used.

Select and Place:

import regqueasts, json
from intersight_auth import IntersightAuth

AUTH = Intersightauth (
secret_key_ filename= ‘/tmp/secretfile.txt’,
api_key id= “api-key-id’)

URL= ‘https://www.intersight.com/api/vi/’

- "

operations = [ {“resource_path": 2

"request method”: “GET™ } ]

H

responge = HNone
if operaticon|‘resource path’] == "“ntp/Policies”:
rESpOnSe T requests.get(

= rasponse.json()

for key, wvalue in jsonResponse.items():
if key = “NHame":
printc (value)

for ocperation in operations

URL+cperation
[*resource_path’],auth=AUTH

jsonResponse

URL+operation|[resource_path],
auth=api_key_ id

ntp/Policies

response.json

for each operations

Correct Answer:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

import regquests, json
from intersight_auth import IntersightAuth

AUTH = Intersightauth (
secret_key_filename= ‘/tmp/secretfile.txt’,
api_key id= ‘api-key-id")

URL= ‘https://www.intersight.com/api/vi/’

e R

operations = [ {“resource_path"”: ntp/Policias ;

"reguest_method”: “GET™ } |

U for operation in cperations

response = Hone
if operation|‘resource path’] == “ntp/Policies”:

response = ragquests.get( || URL+cperation )
[ *‘rasource_path” ], auth=AUTH

isonResponse = rasponse.json()
for key, wvalue in jsonResponse.items():
if key = “Hame":

print (value)

URL+operation|[resource path],
auth=api_key_id

dumps

response.json

for each operations

Section:
Explanation:

QUESTION 10

DRAG DROP
Drag and drop the code from the bottom onto the box where the code is missing in the diagram to show how data is processed in Webex Teams. Not all options are used.

Select and Place:
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Sequence Diagram: sending a message to multiple Webex Teams Rooms

Client HWebex Teams API
GET amax=100
B
200 OR
Parse/fStore {JEON data}

room IDs

GET {Rel= “next” URL}

200 OK >
{JSON data}
{*roomId”: ID,
“taxt¥: “Announcement..”} .‘
200 OR
{JEON data}
e
|DDST fmezsage5| |Link ||users |
[Message ||jmembe:3hip ]|?UT /messages

Correct Answer:

Sequence Diagram: sending a message to multiple Webex Teams Rooms

Client Webex Teams API
GET | /membership &max=100
>
200 OR
Parse/fStore {JSON datal

room IDs

GET {Rel= “next” URL}

200 oK >
{JSON data}

FUT /messages ”

{"roomId”: ID,

“taxt”: “Announcement..”} >
200 OK
{JSON data}

<
|DDST fmezsage5| ]|users

[Message | ][

Section:
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Explanation:
QUESTION 11

DRAG DROP
Drag and drop the descriptions from the left onto the related OAuth-defined roles on the right.

Select and Place:

Fuw‘da access 10 a secured resource authorization server
e o =

e e e
eS| | e

Correct Answer:

| issues access tokens to the chent after
authenticating the resource owner

| makes secured resource requests |

on behalf of the resource owner

~ user access ftokens to accept and
respond to secured resource requests

S dumps

Section:
Explanation:

QUESTION 12
DRAG DROP
Drag and drop the expressions from below onto the code to implement error handling. Not all options are used.

Select and Place:
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Answer Area

base_url = "https://apl.merakl . .comfapl/fvo~

hoadarse = |
‘m-olsoo-meraki-apl-key' 1 apl_key,
*‘Content-Typsa® : ‘application/json’
]
routaes = [ |
=gubnat~: =10.16.4.0/22~,
“gatowayIp~: =10.1.0.20",

“subneat”: =10.253.254.0/24",
“gatowayIp~: =10.1.0.20%,
"nama™! “ROUTE2",
"asnabled™: Lrus

),

i
=subnat~: =10.168.0.0/21",
=gatowayIp®: “10.1.0.20~,
"nama”: “ROUTEI~,
"anabled”: troae

11

for route in routes:
print{"Adding static: = + atrirouta| *subnet’])
rosponse = requosts.poat (posturl, json-route, headers=hoeaders)
status = responsa.status code

|

print {"Donal ")

posturl = ‘bsfnetworks/isfatatichoutes” & {(str(base url), strinetworkld}))

[ ]

print{"Falled to add static: * s strirouta('subnet:]) + =\n" + response.text)
[if stacus == £01:] [else: ] [ when: ]
{if status == 201:| [=1if: ]

Correct Answer:
Answer Area

base_url = "https://fapl.merakl . comfapi/fv0”

haadars = |
‘x-olsoo-macakl-api-key' : apl key,
‘Contant-Typa': ‘application/json’
]
routas = [ |
="subnat~: =10.16.4.0/22*,
“gatewayIp~: *10.1.0.20%,
“nasa”: “ROUTEL",
“anabled™: trus

“subnet”: =10.253.254.0/24",
“gatowayIp~: =10.1.0.20%,
“name”: “ROUTE2",

"anabled™: bLrus

-

=subnat=: =10.168.0.0/21~,
sgatevayIp~: “10.1.0.20",
"namaT: “ROUTEI”,
“anabled”: trua

L |

for route in routes:
print{("Adding static: = » atrirouta| subnet’])
rosponse = requasts.poat (posturl, json-route, headers-hoeadera)
status = response.statos_code
[if scatos == 201:)

posturl = *bs/networks/isfstatichoutes” & ((str(base url), strinetworkld}))

print {"Donal =)
eloe: u
pelnt ("Falled to add static: ™ » strirouta('subnet’]) + *\n* s response.text)
[1% scatua == &01:] | . [whenz ]
! [=lif: |
Section:
Explanation:

QUESTION 13

dumps
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DRAG DROP
An engineer must access multiple bots that are running in an internal infrastructure. A different HTTPS URL is required for each bot. The infrastructure has just one public IP address and a Linux server with Apache installed.
Drag and drop the actions from the left into the order of steps on the right to enable access to the bots inside. Not all options are used.

Select and Place:

Configure “Let's Encrypt” on the bot servers. step 1
Enable a forward proxy in Apache. step 2
Configure Apache virtual hosts. step 3

Enable a reverse proxy in Apache.

Configure an Apache htaccess file.

Configure “Let's Encrypt” on the Apache server.

Correct Answer:

Configure “Let's Encrypt” on the bot servers. Configure Apache wirtual hosts.

Enable a forward proxy in Apache. |Configure *Let's Encrypt” on the Apache server.
Enable a reverse proxy in Apache.

Configure an Apache .htaccess file.

Section:
Explanation:

QUESTION 14
DRAG DROP

A network engineer needs to retrieve interface data using the Cisco IOS XE YANG Model. Drag and drop the components from the bottom onto the box where the code is missing to complete the RESTCONF URI. Not all
options are used.

Select and Place:
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https:// {host}}:{{port}}/restconf/data/

Cisco-native-I0S-XE

interface

native

Cisco-I0S-XE

Cisco-I0S-XE-native

IOS-XE-native

Correct Answer:

Cisco-native-I0S-XE

https:// {host}}:{{port}}/restconf/data/

native

interface

Cisco-I0S-XE

Cisco-I05-XE-native

I0S-XE-native

Section:
Explanation:

Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166 programmability cg/restconf prog int.html

QUESTION 15
DRAG DROP
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Operation Id: getSiteHealth
Description: Returns Overall Health information for all sites

Responses
Status: 200

The request was successful The result is contained in the response body.

Schema Definition  Example Body

GetSiteHealthResponse
] response: array|]

- accessGoodCount: string

- accessTotalCount: string

- clientHealthWired: string

- clientHealthWireless: object

- clientlssueCount: objac

-~ clientNumberOflssues: abject

- latitude: obyject

- longitude: object

- networkHealthAverage: object

- networkHealthOthers: object

- networkHealthWireless: object

- networkNumberOflssues: object
- numberOfWirelessClients: object
- wirelessGoodClients: obiect

Refer to the exhibit. A developer is creating a Python script by using Cisco DNA Center APIs. Drag and drop the code from the bottom onto the box where the code is missing in the Python script to
retrieve and display wireless health information for each site. Not all options are used.

Select and Place:
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import reguests

URL = 'https://cisco.dnatest.com:443/dna/intent/api/vl/site-health"
ACCESS TOKEN = 'ABCD1234°

headers =
{*X-Auth-Token':
"*Content-type': 'application/json;charset=utf-8")

response = requests.get(URL, params=params_data, headers=headers)

sites response = response.json ['response']
for site in sites response:

elzea:

print( "

response.text)

response.status code ACCESS_TOKEN

print (site['siteName'] [0]
['networkHealthWireleas='])

responsSc.error while response.code == 200: d u m ps

if response.status code == 200:

print (*'{}{}"'.format (site[ 'siteName"],
site['networkHealthWireless']))

Correct Answer:
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import reguests

URL = 'https://cisco.dnatest.com:443/dna/intent/api/vl/site-health"
ACCESS TOKEN = 'ABCD1234°

headers =

{ "X=-Auth-Token': ACCESS_TOKEN

"*Content-type': 'application/json;charset=utf-8")

response = reguestsa.get(URL, params=params data, headers=headers)

if response.status code == 200:

sites response = response.json ['response']
for site in sites response:

I print('{}{}"'.format (site['=ziteName"'],

| site['networkHealthWireless']))

elaa:

rint
K ( response.status code !

response.text)

print (site['siteName'] [0] |
['networkHealthWireless="']])

responac.error ‘ while response.code == 200: ] d u I11 Ia s

Section:
Explanation:

QUESTION 16
DRAG DROP

An engineer is developing a web-based application that will be used as a central repository for the HR department. The application needs to authenticate user access and encrypt communication. Drag and drop the steps from
the left into the order on the right to install an application-specific SSL certificate.

Select and Place:

| Configure the application to use HTTPS. ' step 1
' Acquire the SSL certificate. step 2
Install the SSL certificate. step 3
Create a certificate signing request. | step 4

Correct Answer:
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Create a certificate signing request.

E Acquire the SSL certificate.

| Install the SSL certificate.
|

Configure the application to use HTTPS.

Section:
Explanation:

QUESTION 17

DRAG DROP
Drag and drop the code from the bottom of the code snippet to the blanks in the code to construct a Puppet manifest that configures a VRF instance on a Cisco IOS XR device. Not all options are used.

Select and Place:

'‘default' {
{ 'sample-configuration':
ensure => present,
target => '{"Cisco-I0S8-XR-infra-rsi-cfgivrf=": [null]l}’,

=> "{"Cisco-I05-XR-infra-rsi-cfg:vrifs": |

L dum PS

LL] L] . "\TOIP",

"description":"Voice owver IP",
"vpn-id":{"vpn-oui":875, "vpn-index":3},
fcreate": [null]

b
A
}
vrf-name nods |device
source function [cisco_yang

Correct Answer:
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node 'default' {

cisco yang { 'sample-configuration':

ensure => present,
target => '{"Cisco-I108-XR-infra-rsi-cfg:vrfs": [null]}’',

source => '"{"Cisco-I0S5-XR-infra-rasi-cfqg:vrfs": |
b 2 i e |
{

" |vrf-name ":UYOIP",

"description":"Voice over IP",
"ypn=-id":{"vpn-oui":875, "vpn-index":3},
"create": [null]

device

| | function

Section:
Explanation:

QUESTION 18

DRAG DROP

A developer is creating a Python script to catch errors using REST API calls and to aid in debugging. Drag and drop the code from the bottom onto the box where the code is missing to implement control flow for REST API
errors. Not all options are used.

Select and Place:
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try:
res = reguests.get (address,timecut=30)
axcept reguests. as e:
print (“"Make sure you are connected to Internet.”)
print (str (e))
continue
except regquests. as e:
print (“Timeout Error”)
print (str (e))
continue
except reguests. as e:
print (“General Error”)
print (str (e))
continue
axcept :
print (“Program closed”)
ConnectionError RequastException
| Timeout KeyboardInterrupt
I Reguest ] ’ Error
Correct Answer:
res = reguests.get (address,timecut=30)
except :aquasts.l ConnectionError as e:
print ("Make sure you are connected to Internet.”)
print (str (e))
continue
except regquests. Timeout as e:
print (“Timeout Error”)
print (str (e))
continue
except requests. RaquastExceptinnJ as e:
print (“General Error”)
print (str (e))
continue
1:"m:ﬂlm'-'Ii*ha-'_t,rtu::l..:-l::.'-:lI:'rl'.«a«rxupl.'.l:
print (“Program closed”)
I Request ] ’ Error ]
Section:
Explanation:
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QUESTION 19
DRAG DROP

Drag and drop the code from the bottom onto the box where the code is missing to provision a new Cisco Unified Computing System server by using the UCS XML API. Options may be used more than once. Not all options
are used.

Select and Place:

import reguests
url = “https://209,165.200.231"

payload = * * *
<

dn= “org-root/vcs-service-templ-001~
cockie= “<real cookie>"
inTargetOorg= “org-root”

= “yecs001"

inHierarchical= “no"“>
</ >

headers = |
‘Accept’: ‘application/xml’,

}

response = reguests.reguest | s url, headers=headers,
data=payload)
print (response.text.encode (‘utfg’)) d u m ps
lsDeployTemplate inDeployServeriNames lsInstantiateTemplate
“POST" inServerName “PUT*

Correct Answer:
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import requests
url = “https://209.165.200.231"

payload = * *
< lsInstantiateTamplat%

dn= "“org-root/vcs-service-templ-001"
cockie= “<real cockie>"
inTargetOorg= “org-root"”

inServerName |= “wes001”

inHierarchical= “no"“>

{fIlsInstantiateTemplat%}

headers = {
‘Accept’: ‘application/xml’®,

}

AL i
response = reguests.reguest | POST ", url, headers=headers,

data=payload)

print (response.text.encode (‘utfg’))

lsDeployTemplate inDeployServerName lsInstantiateTemplate
“posTH inServerName “BUTH
Section:
Explanation: UI l lps
QUESTION 20
DRAG DROP

Drag and drop the code from the bottom onto the box where the code is missing to retrieve and display wireless network health information. The wireless network devices are being managed by Cisco DNA Center and are
compatible with

REST API. Not all options are used.

Select and Place:
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import requests
import json

BASE URL = “https://sandboxdnac.cisco.com”
url = “f~¥ {EASE_URL}!dnafintentfl I

token = ‘eyJhbGec . . . yJbNB'
headears = |

‘Content-Type’ : ‘application/json’,

‘Accept’: ‘application/json’
response = reguests.request (“GET', url, haaders=headers)
networkHealth = json.locads (response.text)

for healthDist in networkHealth[“healthDistribution®]:
if healthDist| | |]:: F

print (json.dumps (healthDist))

|apifv1fnetwork—health”| “"Wireless” |
‘x-auth-token’: token, hpi/vli/wireless-health”
“ecategory” “Distribution”
uy

Correct Answer:
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import requests
import json

BASE URL = “https://sandboxdnac.cisco.com”
url = “£* {BASE URL}/dna/intent/ apifvlfnetwg:};—health"l

token = ‘eyJhbGec . . . yJbNB'
headears = |

_‘x—auth—token’: token,

‘Content-Type’ : ‘application/json’,

‘Accept’: ‘application/json’
response = reguests.request (“GET', url, haaders=headers)
networkHealth = json.locads (response.text)

for healthDist in networkHealth[“healthDistribution®]:

if healthDist][ | “Distribution® | == " “Wireless” -

print (json.dumps (healthDist))

hpi/vli/wireless-health”

“category”™ |

Section:
Explanation:

QUESTION 21
DRAG DROP
Drag and drop the code from the bottom onto the box where the code is missing to create a Webex space. Not all options are used.

Select and Place:
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import requests
import json

url = “https://webexapis.com/vl/ a
token = ‘eyJhbGc . . . yJbNB8'
paylecad = {" “3: "Championship Cup Operations”}

headers = |
‘authorization” :

‘Content-Type’: ‘application/json
H

response = reguests.reguest | » url, headers=headers,

data=json.dumps (payleoad))
print (response.text.encode (*utff’))

rooms f'*Bearer {tokan}’,
title f'Basic {token}’,
" FO‘ST o L1l pUT o
Correct Answer:
import reguests
import json
url = “ht:ps:ffwebexapis.camfvlf| rooms &
token = ‘eyJhbGc . . . yJbNE'
payleoad = {" title “: "“Championship Cup Operations®)

headers = {
‘Authorization' :|| £ 'Bearer {token}’,

‘Content-Type’: ‘application/json
H

response = requests.request ( “POST” ]r url, headers=headers,

data=json.dumps (payload))
print (response.text.encode ( ‘utfg’))

f'*Basic {token}’,

L1 pUT o

Section:
Explanation:

QUESTION 22
DRAG DROP

Drag and drop the code from the bottom onto the box where the code is missing to create a new Cisco Webex space and attach a previously configured bot named ‘sampleBot’. Not all options are used.
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Select and Place:

import regquests as re
import json

token = ‘<< personal token >>»'
auth = ‘Bearer {}’.format (token)
header = {‘Authorization’: auth)
room_name = “Yet_another_ room”
body = {‘title’: room name}
create_room url = ‘https:Ifwebexapis.cnmfvlf| P
add_membership_url = ‘https://webexiapis.com/v1/| |

request = re.request (method= ‘POST', url=create room url, headers=header, data=body)
resp = json.loads (request.text) [*] -

body = {°| |*: resp, ‘personEmail’: ‘sampleBot@webex.bot’}
request = re.request (method = ‘POST’, url=add membership url, headers=header, data=body)

| roomid | | rooms |

|memberships| | member |

| userld | | id |

Correct Answer:

import regquests as re
S umps

token = ‘<< personal token >>»'
auth = ‘Bearer {}'.format (tcken)
header = {‘Authorization’: auth)
room_name = “Yet_ another_ room”
body = {‘title’: room name} .
create_room url = ‘https:Ifwebexapis.cnmfvlf[___Eogms |‘
add_membership url = ‘https:ffuehexiapis.cﬂmfvlf[Eﬁgbgtﬁhigﬁr

request = re.request (method= ‘POST', url=create room url, headers=header, data=body)
resp = json.loads (request.text) f‘l id I'T

bedy = {‘| roomId I': resp, ‘personEmail’: ‘sampleBot@webex.bot’}
request = re.request (method = ‘POST’, url=add membership url, headers=header, data=body)

| [ member |
i userId | ]
Section:
Explanation:
QUESTION 23
DRAG DROP
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Select and Place:

Refer to the exhibit Drag and drop the code snipets from the left onto the item Wﬂﬂ mcbging sections in the exhibit to complete the script to implement control flow.

Correct Answer:
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Section:
Explanation:

QUESTION 24
DRAG DROP

module: ietf=ip

LT et lw‘t
+==pw forvarding? boolesan
--rW mtu? uintlé
+==pw addroas* [ip]

+==rw (mubnet)
| #==p(profix-length)

+==rw neighbor* [ip]

*-=rw ip

+==rw link-layer-address
#=-ro origin?

4==ro lm-router?

4==r0 state?

BEC_E344 YANG IP Manageasant
2. 1IPF Data Model
This document dafines the YANG module "istf-ip~, which augmants the
“interface” lists defined in the "letf-interfaces” module |RFCEI4}]
with IP-specific data nodes.

auvgment Sfif:interfaces/if:interface:

¢#==rw enabled? boolean

March 2018

The data msodel has the following structure for IP data nodes per
interface, excluding the deprecated data nodes:

t==rw ip inev: ipvi-address-no=-zone

| | | #==rw prefixz-length? uint#
I I +=—=1 (netmask)
#--rw notsask? yang:dottoed-quad

| {ipvé-non-cont iguous-notmaska)?
#==r0 origin? ip-address-origin

+==xw noighbore* [ip]
+==rw ip inatipvd-addreas-no-zone
#==fw link-layer-address yang:phys-address
+==r0 origin? neighbor-origin

de=rW ApvEl

+=-rw enabled? boolean

+==rw forvarding? boolean

+==pw mtu? uintld2

+-=rw addross* [ip]
d-apw Ip inet: ipvé-sddress -no- 2006
+==rw prefix-length uintd
#==ro origin? ip=address-origin

| #=-=ro status? enumeration

inet:ipvé-address-no-zone
yang:phys-address
naighbor-arigin

empLy

enuserat ion

t—=rw dup-addr-detect-tranamits? uintl2

dumps
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Refer to the exhlblt above and cllck or; the resour(;é tabs in the top left corner to view an IETF TANG MODEL and a Python file that changes the configuration via RESTCONF. Drag and drop the code
snippets from the left onto the item numbers on the right that match the missing sections in the exhibit to complete the JSON file that changes configuration of interface GigabitEthernet] to have an
[Pv4 configuration of 10.10.0.1/24. Not all options are used.

Select and Place:

mps

Correct Answer:
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Explanation:
QUESTION 25

DRAG DROP
Drag and drop the REST API authentication method from the left to the description on the right

Select and Place:

HTTP basic authentication publc AP] resource
token-based authentication username and password in an encoded string
secure vault APl-dependent secret
Okuth authorzation through identity provider

Correct Answer:
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e e —
secure vault
HTTP basic authentication
Oluth

\L token-basaed authent:Cation
Section:
Explanation:
QUESTION 26
DRAG DROP

Drag and drop the steps on the left into the order on the right for an end-user to access an OAuth2 protected resource using the Authorization Code Grantl flow.

Select and Place:

OAuth client receives an authorization code [ step 1

OAuth client requests access token from authorization server step 2
end-user initiates authentication using OAuth client step 3
OAuth client requests a resource on the resource server step 4

OAuth client communicates with authorization server to ooy €
display login UI o

end-user authenticates with the authorization server step 6

Correct Answer:
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end-user initiates authentication using OAuth client

OAuth client communicates with authorization server to
display login UI

end-user authenticates with the authorization server

QAuth client receives an authorization code

OAuth client requests access token from authorization server

|| OAuth client requests a resource on the resource server

Section:

dumps

QUESTION 27
DRAG DROP
Drag and drop the code snippets from the bottom onto.the boxes where the code is missing to create a Cisco Webex meeting by using the Webex API. Not all options are used.

Select and Place:
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-

import requests, json
token * ‘eyJhbOec ... yJbNe'

haaders = |
‘Authorizaticn’': f'Bearer (token)',
‘Content-Type‘'r ‘application/json’
)

paylead = |

-f ®: "Deviiet Webex Discussion®,
"pasavord”: 'mnuxﬂ

“"start®: *2020-11-1 Q:002",
"end": *2020-11-10T17:00:002"%,
“enabledAutoRecorddeeting”: False,
"allouwhnyUserToBeCoNost™: Falase

)

response T requests.request(”| |
£* (pase_uny) [ 1",

headers=headers, data=)son.dumps(payload))
priat{response.text.encode(‘utfi’))

L ‘A A
name
PCaT FUT
/wl/=eetings /vl/meetingmanager

Correct Answer:
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import requests, json
token * ‘eyJhbOec ... yJbNe'

haaders = |
'ARuthorizaticn’': f{"Bearer (token)',
‘Content~Type’': “application/json’
)

paylead = |
. sista |": "DevNet Webex Discussion®™,
"password®™: “"Alrtglld
"start®: "2020-11-1 0: 002",

"end": *2020-11-10T17:00:002"%,
"enabl edAutoRecordieeting”: False,
"allouwhnyUserToBeCoNost™: Falase

response ¥ r.-qunu.ﬂquul‘| posT ’

£°(BASE_URL) /vl /=oetings )

headers=headers, data=)son.dumpsipayload))
priat(response.text.encode(‘utfié’))

I ATve

dumps

/vl/meetingzanager

Section:
Explanation:

QUESTION 28
DRAG DROP
Drag and drop the code from the bottom onto the where the code is missing to create a host object by using the Cisco Firepower Device Manager API. Not all options are used.

Select and Place:
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impozrt reguests
izpozt Jjson

BASE URL = 'heips://frod.example.com/a

i/fdm/lacest’

url -[

coken = ‘eyJhbGo 15. -ydhﬂl'

payload = |

"name™: “deweloper.cisco.com”™, “description®™: "DevNer host®,

)

"subIype™: "ROBT", “value™i *205.165.200.230%,
"zype”:| |
headezs = |
*Authorization®1 I
‘Content-Type': ‘applicasion/ison

response © !iqu!ltl.liqﬂi!ttl

|, uzl, Readezs=headers,

daza®json.dusps (payload) )

print (response .cext . encods ("utfi’))

£'Bapic (tcken}"',

£'Beacer [token}’',

L =

- .

exel |

£* [BASZ_URL) /cbiect/hoste/[1D}"

“netwerkobiect”™

2

Correct Answer:

LU-dumps

import reguests
irporc jaon

= ‘hetos://fed.axamole.comn/api/ fdm/ lacess"

payload = |

BASE_
url -TE._ e~ Shimad o bedts 2 tiind P
token = 'eyJhbGe 15. yTbNE"

"rname": “developer.cisco.com"™, “"description™: "DevNet hoat",
"subZType™: “HOBT™. “"value™p *205.163.200.230",

]|
headezs = |

"networkobiect”

'hu:hori::tian‘{

£'Bapic (teken)”’,

‘Contenc-Typs"1:
|

‘applicatian/iseon

response © :-qutlti.:tquittt[

eposT" ]. url, headersTheaders,

daza=json.dusps (payload) )

print (response.cext.encods ("utfi'))

£'Bsarer [token}’',

|

£' [BASE_URL) /cbisct/hoste/ 1D} "

]
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Section:
Explanation:

i#ﬂt: I.q'u.il':l
iXpors json

BASE URL = 'hetpe://ftd.example.comfapi/fdm/lacest’
url -|_E'{!ﬁ#!_Uﬁ;éf:bj.:t‘nctwo:k.'
token = "ayJhbGe ... yIBNET

pPayload = |
"namea": “"developer.cisco.cor”™, "description®: “Devietr hoat",
"aubType™: “HOST™, “walue™: “Z209.163.200.2307,
"cype": "networkobisct™

)

heacdecs = |
'Au:hn:i:lt:nn‘rl £'Basic [token}®, |
'Content~Typa": "application/jmson

|

fesponae ¥ :tqutt::.rtqutt:t[ “poaT™ I. url, headersTheaderss,

data®]son.durps (payload) |
print (response.text.encode |"utfld'))

I f'Beazer (token)’, ]

|£'1BAsE_URL)/cbject/hosta/ (1D) " |

S U-dumps

QUESTION 29

DRAG DROP
Drag and drop the code snippets from the bottom onto the boxes where the code is missing to deploy three Cisco UCS servers each from a different template Not all options ate used.

Select and Place:
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impore | . e 1A
url = "hetpsT/7209:165:200.231"

PITICRN

<| |>
dn="org-root/vmware-sesrvice-templ-001"
cookie="<real cockie>"
inTargetOrg=*org-root”™
inHierarchical="no">»
<inNameSet>
<dn value""service-profile-A"/>
<dn value="service-profile-B®/>
<dn value="pervice-profile~C*/>
</inNameSet>
< |>

headers = {‘Accept’: ‘spplicaticn/xal’)

responss = requests.request (*| | %

url, headers®headera, data=payload)
print (response.text .encode ('utfE'))

| 3ET | | /lstnstantiatelNamedTesplate |

[ camponent sNamaTenplate requests

I ' 8
I poart t I /CemponentaNazmeTenplate b'_] : d
I_ leInstantiateNNamedTemplate I *", u m ps

Correct Answer:
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e Il requests |
url = "hetpsr/7209.169:200.231

ﬂ lsinstantiateNNamedTemplate |°
dn="org-root/vmware-service-templ-001"
cookie="<real cookie>"™
inTargetOrg=*org-root”™
inHiesrarchical="no">
<inNameSet>

<dn value""service-profile-A"/>

«dn value="service-profile~B®/>

<dn value="pervice-profile~C*/>
</inNameSet>

d- /lalnstantiateliianedTenplate I}

P'?lf‘d - il-r -

headers = {'Accept’: ‘spplication/xml’]

response = requests.request ("] poaT

url, headers®headera, data=payload)
print{response.text.encode ("'utfE'))

| or?

[ component aNameTexplate

]

Section:
Explanation:

QUESTION 30
DRAG DROP
Refer to the exhibit.

|
) 3
]l [ GemponentaNameTemplate % d u m p S
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Cuery Parameters N

email

"R List people with this email address. For non-admin requests, either this or
displayName are required.

displayhane

TR List people whose name starts with this sting. For non-admin requests,
eithes this or email are required

:., List people by ID. Accepts up to 85 person IDs separated by commas. If this
parameter is provided then presence information (such as the
lastactivity of status properties) will not be included in the response.

orgld

*¥S Lt people in thes organzation. Only admin users of another organzabon
(such as partners) may use this parameter

callingData

tesss  Inciude BroadCloud user details in the response
Defoutt. faise. -

locationld

:: List people present in this location.

U Limit the maximum number of people in the response.

Default 100

Drag and drop the code snippets from the bottom onto the boxes where the code is missing to retrieve a list of all the members of a specific Cisco Webex organization Not at options are used.

dumps

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

inpoIt requests as req
import json

headers ™ |

i
para=s = |

L

*max":1"10"

)
url=“htepa://api.ciscospark.con/vl/pecple®

responsevreq. request ("0ET", wurl. parsasTparams. headers™headers)
responseHeadars=response. headers
Al "Link®™ in responseNeaders:
print (zesponsefiesdera["link"])
eloed
( ' "y _ ]

g

| priat (“Results:”, json.dusps(response.dson(),indentudy)

["Authorizasion™: "Basic DIRZdeYOeOTexyliMecxNIMIZTR-4351-510%"]

[ print ("Paginated sesults detected!®)

| grint (*No peginazion!®™)

| “oxgld®: "YllzsdefavliValANCUOvIDkIOVasdilx@iUSLTsGRhkob=",

} "Juthorization™: "Bearer DlRIcoYOsOTcxyliMsoxMDMIZTR-4ES1-

i *dumps

Correct Answer:
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import requests as req
import json
headess = |
| “Authoriszation®™: “Besarer DlkISo¥OvOTexyliMsoxNIMIZTR-4851- |

i
para=as = |

[_ “orgld”1 "YilzadolavliIValRroUUwiDkICVasdilxBIVilTadRkobm", ]
*max":*10"

)
url="htepa:/ apl.ciscospark.coa/vl/pecple®
responpevreq. request ("0ET™, wurl, parass*params, headersTheaders)

responseHeadars=response.headers

Al "Link®™ in responseMeaders:
print(responseleadars ["link®])

eloey

% innﬂraﬁ ptg;n_ltrmf"'j %

[[ prins (“Resulta:®, {sco.dusps (sesponse.dacn(), Ladent=4))
— —

[“Authorization™: "Basic DlRZde¥0eOTexyliMecxNIMIZTR-4851-5305%]

[ print ("Faginated sesults detected!®) I

| dumps

Section:
Explanation:

A -

QUESTION 31

DRAG DROP
Drag and drop the steps from the left into the sequence on the fight to implement an OAuth2 threelegged authorization code flow grant type in an application Not all options are used.

Select and Place:
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thmmﬁﬁ#mn 2o 1

[The user i crected to a logm page where they supply credentiais! B’
g authonze consent

step 3

Usng the authonzation token, protected AP] calls can then be

Using the code generated during login, protected APT calls can
then be made.

Using the code generated dunng logn, the appicaton requests
an yuthonzation.

Correct Answer:

IThe user is directed to a logn page where they supply credentials
and suthonge consent.

mmmmmwmu

Using the code generated during login, protected APT calls can
then ba made.

Using the code generated durng logn, the appicaton requests
an pehonzation.

Section:
Explanation:

QUESTION 32

DRAG DROP

A developer is creating a Python script to analyze errors during REST API call operations. The script will be used with Cisco solution and devices. Drag and drop the code from the bottom to the box where the code is missing
to implement control flow for handling unrecoverable REST API calls. Not all options are used.

Select and Place:
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import requests, json, Bsy»

BASE URL = “"httpe://10.10,20.90:8443"

AUTH URL = £"(BASE URL)/j security check"

headers = (*Coantent-Type': 'application/x-www-form~urlencoded’)
payload = ('] username' : “"admain®™, ") password' : "password®)

seEplon = requests.Sessioni)
respcnse © pession.post (AUTH URL, headers=headers, data=paylcad, verify=False)

if ]

DEVICE URL = m URL) /dataservice/device/interface/syncedideviceld=10.10.1.11"
response F pession.get (DEVICE URL, verify=False)
print (response.text.encode('utfd’))

elyf i
F-;' ing { 'Mtlth': icatlion ll.'l'br']

elae:
griat ("Unksewn Erzez!™)

response . atatus == 403 response.atatus_code == 200

responae.status_code == 40} sys.exiz (Q)

,..,ﬂ,.....b.t‘.._z%dumps

Correct Answer:
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import requests, json, oys

BASE URL = “heepe://10.10.20.90:18443"

AUTH URL = £"(BASE URL}/9 security check"™

headers = ["Conteat=-Type': 'application/x-www-form-urlencoded’}
payload = ('] username' : “"admain®™, ") password' : "password®)

seRplon * requeste.3ession()
respcnse © pession.post (AUTH URL, headers=headers, data=paylcad, verify=False)

if response.atatus_eode == 200 t

DEVICE URL = £"WBASE URL)/dataservice/device/interface/synced?deviceld=10.10.1.11"

response ¥ pessiocn.get (DEVICE URL, wverify=False)
print (response.text.encode ("utfd'))

sys.exiz (0) |

elif response.status code == 403 |l
print (“Autheanticatlion arror”)

elae:
priat ("Unknown Brzoz!™)

ays.exit(l)

response.status == 403

= AUMPS

Section:
Explanation:

QUESTION 33
DRAG DROP
A Python script must query the Cisco DNA center API for the number of unique wireless clients that are exhibiting poor health behavior. Drag and drop the code from the bottom onto the box where the code is missing to

complete the script
Not all options are used.

Select and Place:
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l ieport reguests as e

= from baseld impoazt bbdsncode

3 import json

4

5 host = "hetpa://sandboxdnac.cisco.com/’ f

§ auth #%T = “daa/system/api/vl/lauch talast:

7  health_ex:t = "dra/intent/api/vl/ N. | =health®

L] user = “‘devastuser®

? pasw = *"Clecalldl’

10

11 encoded auth = bEdencods (atr.entods (Uunsr="1 "+pasv) ) .decods (“ascii™)
12 head = [*Authorization’: '"Basic {)'.format (enceded_auth))

11 body = None

14 auth_head = ["X-Ruth-Token'! Json.loads|

15 ro.roqueat ('FOST", hoszrauth_ent, headers®head, datavbody, verify=False
1€ } -zaxe) | *Token’] |

17 wireless_health_szazs = |

i scoezel‘clientUniquelount’| for score in

i? jivam]® Y] for stes in json.loads |

- £e.Iequent : s+ Rost = health_sxt,

=1 headeras= . ta"body, verifysFalse).teaxt
e+ ) ["responne” | [0]]" £l A%

=23 itam] "scoraCategory’] ["valie'] == * “119]

-4 if score|'scoreCategory’| [ 'valus’] == *POOR

a3 1i@)

[#cozetetall] [ wrmreizas | | cl'ient

|
I_El:n.::aﬁl 1 [ "posy’ ] r scarelist ]

Correct Answer:
1 impoIT IegQuests as Ie
= from base#d impozt kbédencode
3 import json
: UMmps
L host = "hettpai://sandboxdnac.cisco.com’"’ !
L] auth &%= = ‘daa/systam/api/vifauch =slaat:
7  health_ext ™ "dna/intent/api/vl/ client =health’
§ user = “devnetuser’
| pasw & "Classsll)!’
10
11 encoded auth = bEdencods (atr.encods (Uuner="1 +*pasv) ) .decods (“ascil™)
12 head = |[‘Authorizatien’: ‘'Basic (]'.format lencoded_auth))
11 body = None
14 auth_head = {‘X-Auth-Token't! Json.loads(
15 re.request | 'FOST°, hoszeauth_sexz, headers®head, daza®bedy, wverify®False
16 ) .=axe) | *Token’]}
17 wireless_health_stazs = |
1 scozel gl Dn Count®] Zor mcore in
1% jite=["® §'] for ite=m in json.loads|(
= Ie.Ieguent + host = health_sxt,
=1 headers=auth head, data=body, verify=False|.cext
-2 ) [*responns” | [0]] ") Beorebetall |'1 3
23 item] *scoreCacegory”) b WIRELESD I‘]EGI
=4 Af score| scoreCategory'] [ 'valus’] =
=3 1(9]

| 1L |

I_El:n.::lﬁl 1 [ "posT’ ] |

Section:
Explanation:

QUESTION 34

User report that they can no longer process transactions with the online ordering application, and the logging dashboard is displaying these messages.

Fri Jan 10 19:37:31.123 EST 2020 [FRONTEND] INFO: Incoming request to add item to cart from user 45834534858 Fri Jan 10 19:37:31 247 EST 2020 [BACKEND] INFO: Attempting to add item to cart Fri Jan 10 19:37:31
250 EST 2020
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[BACKEND] ERROR: Failed to add item: MYSQLDB ERROR:
Connection refused
What is causing the problem seen in these log messages?

The database server container has crashed.
The backend process is overwhelmed with too many transactions.

The backend is not authorized to commit to the database.

o0 ® >

The user is not authorized to add the item to their cart.

Correct Answer: A
Section:

QUESTION 35

Refer to the exhibit.

$hilter { string } query
Filter criteria for documents to refurn. A URI with a S$fiker System Query Oplion identifies a subset of
the Entries from the Collection of Entries identified by the Resource Path section of the URIL The
subset is determined by selecting only the Entnies that salisfy the predicate expression specified by
the query oplion. The expression language that is used in $fiter operators supports references to
properties and literals. The literal values can be sirings enclosed in single quotes, numbers and
boolean values (true or false) or any of the additional literal representations shown in the Abstract
Type System section. Query examples. $fiter=Name eq 'Bob’ Sfiter=Tags/any(l. UKey eq 'Site’)
$fiter=Tags/any(t UKey eq 'Site’ and VValue eq "London’)

GET fapi/vl/compute/RackUnits?5filter=Tagsfany (t:t/Key aeq ‘Sita”)

An Intersight API is being used to query RackUnit resources that have a tag keyword set to™Site".
What is the expected output of this command?

list of all resources that have a tag with the keyword "Site"
error message because the Value field was not specified
error message because the tag filter should be lowercase

OO0 >

list of all sites that contain RackUnit tagged compute resources

Correct Answer: A
Section:

QUESTION 36
A user is receiving a 429 Too Many Requests error. Which scheme is the server employing that causes this error?

rate limiting
time outs
caching

OO0 wp

redirection

Correct Answer: A
Section:

QUESTION 37
Meraki Dashboard API Response

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Response Status Code 200
Response Link Header

<https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000>; rel-first,
<https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3 &startingAfter-Q2EK-3UBE-RRUY>; rel-next,
<https://n6.meraki.com/api1/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3>; rel-last Response Body
{' name": \\II"'

"serial": "Q2CV-V49B -RCMZ",

"mac": "0c:8d:db:95:aa:39",

"networkid": "L-566327653141846927",

"modelll : "MV71",

"address": "430 E Cactus Ave .\nLas Vegas, NV 89183",

"lat": 36.00017,

"Ing": -115.15302,

"notes": "",

"tagsn: "',

"lanip: "192.168.0.25",

' configurationUpdatedAt": "2019-08-08T02:15:36Z2", ' firmwarell : "ca.rnera-3-3011

}s

{

"ncune": "Alex's MR84 - 1"1

"serial": "Q2EK-2LYB-PCZP",

"mac": 'eO: 55:3d:10:56:8a", "networkid": "L 566327653141846927",

"model": "MR&4",

"address": "11,

"lat": 39.9482993357826,

"Ing": -82.9895675461739,

"notes!!. nn

* >
n,rn

"tags":"",

"lanip: null,

"configurationVpdatedAt": "2018-02-03TI11:02:37Z",
"firmwarel1 : "Not running configured version"

I

{

"na.rnell : "Vegas Living Room MR84 11 ,

"serial": "Q2EK-3UBE-RRUY",

"mac": "e0:55:3d:10:5a:ca", "networkid": "L 566327653141846927" 1
"model": "MR8&4",

"address": "430 E Cactus Ave.\nLas vegas, NV 89183", "lat": 36.00015,
"Ing": -115.15308,

"notes": """,

"tags": "11

1" lanip: "

192.168.0 .20",

"configurationVpdatedAt": "2018-09-29T12:23:21Z2",

' firmware": "Not running configured version"

Refer to the exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki.com/api/vO/organizations/681155/devices ?perPage-3&startingAfter-0000-0000-0000
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki .com/api/v0/organizations/681155/devices?perPage -3&startingAfter-Q2EK-3UBE-RRUY
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
https://n6.meraki.com/api/vO/organizations/681155/devices?endingBefore -zzzz-zzzzzzzz&perPage-3
file://II
https://vdumps.com

import request
import jsen

meraki api key = "<api key>"
url =
“hitps://api.meraki.com/api/v0/organizations /12345567890 /devices”
headers = |
"X-Cisco-Meraki-API-Key": méraki api_ key,

I
params = |

rparPaga®: 3
}
ras = pequasts.get(url, headers=headers, params=pacams)
formatted message = “H¥
Meraki Dashboard API Response
Response Status Code : ()
Response Link Header : [}
Response Body t 1)
wew, format(res.status code, res.headers.get(‘Link"),
json.dumps (res. json() , indent=4))
print (formatted message)

<https://né.meraki.com/apli/v0forganizations/1234567890 /devices?perPage=
JestartingAfter=0000-0000-0000>; rel=first,
<https://né.meraki.comfapi/vil/organizations /12345670850 / devices?perPage=
JistartingAf ter=02EK-JUBE-RRUY>; rol=next,
<https:f/n6.meraki.comfapi/vl/organizations /1234567890 /devices?
endingBefore=zzzz-zzzz-2z22ZiperPage=3>; rel=last

Which line of code must be added to this code snippet to allow an application to pull the next set of paginated items?

requests.get(url, links=['next']["url'])
requests.get(url, headers=links['next']['url'])
requests.get(res.links['next']['url'], headers=headers)

OO0 wp

requests.get(res.headers.get('Link")['next']['url'], headers=headers)

Correct Answer: C
Section:

QUESTION 38
An Etag header is included in the HTTP response for an API resource. What are two benefits of usingthe value of the Etag for future interactions involving the same API resource? (Choose two.)

caching and optimization of response payloads

creating conditional requests

categorizing and comparing this API resource with others
checking the integrity of the resource

mo 0o w>

requesting the list of operations authorized for this resource

Correct Answer: A, B
Section:

Explanation:
» The ETag HTTP response header is an identifier for a specific version of a resource. It lets caches bemore efficient and save bandwidth, as a web server does not need to resend a full response if thecontent has not changed.

Additionally, etags help prevent simultaneous updates of a resource fromoverwriting each other ("mid-air collisions").
* The ETag or entity tag is part of HTTP, the protocol for the World Wide Web. It is one of severalmechanisms that HTTP provides for Web cache validation, which allows a client to make conditionalrequests.

QUESTION 39
Refer to the exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Application API Service

#1 | cer svi/api/datasets/123 |

HTTP/1.1 200
Last-Modified: Tue, 09 Feb 2020 12:00:00 GMT #2
ETag: “17£0£££9%ed5”

GET [vl/api/datasets/123
#3 If -None-Match: “17f0f££99%ead5~ £

HTTP/1.1 304
Last-Modified: Tue, 09 Feb 2020 12:00:00 cMT [#4
ETag: “17Tf0£f£ff99%ad5"”

#5 GET /vl/fapi/datasets/123
If -Modified-Since: Tues, 09 Feb 2020 11:00:00 GMT

HTTP/1.1 200
Last-Modified: Tue, 09 Feb 2020 12:00:00 GMT #6
ETag: “17£0£££9%ad5"

An application uses an API to periodically sync a large data set. Based on the HTTP messagesequence provided, which statements are true about the caching behavior seen in the scenario?
(Choose two.)

The full dataset was transmitted to the client twice.

The dataset changed sometime between message #4 and #5.
A partial dataset was transmitted to the client in message #4.
The dataset did not change during the scenario.

m o 0w >

Messages #3 and #5 are equivalent.

Correct Answer: A, D
Section:

QUESTION 40
Which RFC5988 (Web Linking) relation type is used in the Link header to control pagination in APIs?

. rel="index"

A

B. rel="page"
C. rel="next"
D

. rel="section"

Correct Answer: C
Section:

QUESTION 41
A client is written that uses a REST API to interact with a server. Using HTTPS as the transport, anHTTP request is sent and received an HTTP response. The response contains the HTTP responsestatus code: 503 Service

Unavailable.
Which action is the appropriate response?

A. Add an Authorization header that supplies appropriate credentials and sends the updated request.
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B. Resend the request using HTTP as the transport instead of HTTPS.
C. Add an Accept header that indicates the content types that the client understands and send the updated request.
D. Look for a Retry-After header in the response and resend the request after the amount of time indicated.

Correct Answer: D

Section:
QUESTION 42
Refer to the exhibit.
Application API Service
______________________________ r.:

Client{ | GET /v1/api/articles/123 _

BTTES1.1 200
ETag: “17f0FEF99d5” #2
{"title”: “"Monday Headlines"}

Client 2 CET. /vl/apifartioles/123 : .

HTTE/1.1 200
ETag: “17f0fff9%edsy #4
{*titla™: “Monday Headlines™}

e e e i e

5 PUT fvlfapifarticlas/123
Client1 | 1£ -Match: “17f0f£F99ed5”
{“titler; “Top Headlines"}

j HPTR/1.1 200

: ETag: "109890d0%B0E" #6
Client2 | *" /vifapi/articlas/123 o | . o T "E
If =Match: "1 TE0EEE99ads™ i
{*title": "Today Headlines"} :

HTTP/1:1 412 #6

Two editors are concurrently updating an article's headline from their mobile devices. What results from this scenario based on this REST API sequence?

The article is marked as "Conflicted"

The article headline is "Monday Headlines"
The article headline is "Today Headlines"
The article headline is "Top Headlines"

OO0 wp

Correct Answer: D
Section:

QUESTION 43
Refer to the exhibit.
response = redquests.get(url)

if response.status code I= 200:
error message = “Unexpected HTTP Response code: [}".format(response.status code)

raise"i:xoept ion(error message)
data = response.json()

This snippet of a script has recently started exiting abnormally with an exception stating "Unexpected HTTP Response code: 429".
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Which solution handles rate limiting by the remote API?

A

response = requests.get(url)
if response.status code == 4293:
backoff seconds = int(response.headers|‘Retry-After’])
sleep (backoff_ seconds)
elif response.status code != 200:
error message = “Unexpected HTTP Response code: [}".furmat{resPQnsﬂ.5tatus_codah
raise Exception(error message)
data = response.json()

response = requests.get(url)

if response.status code != 200 and response.status code != 429:
error message = “Unexpected HTTP Response code: (}”.format(response.status code)
raise Exception(error message)

data = response.json()

rasponse = redquests.geturl)
if response.status code != 200 and response.status code != 429:
backoff seconds = int(response.headers('Retry-After’])
sleep (backoff seconds)
error message = “Unexpected HTTP Response code: (]}”.format(response.status code)
raise Exception(error message)
data = response.json()

response = requests.get (url)
if response.status code == 429:
backoff seconds = int(response.headers|‘Retry-After’])
51aep{h3hknff_;eccnd5}
response = requests.get(url)
elif response.status code != 200:
error message = “Unexpected HTTP Response code: (}”.format (response.status code)
raise-ﬁxcnpticn[errn;JmessagB} -
data = response.json()

Correct Answer: D
Section:

QUESTION 44

An application uses OAuth to get access to several API resources on behalf of an end user. What are two valid parameters to send to the authorization server as part of the first step of an authorization code grant flow? (Choose
two.)

URI to which the authorization server will send the user-agent back when access is granted or denied

list of the API resources that the application is requesting to access

secret that was generated by the authorization server when the application registered as an OAuth integration
list of scopes that correspond to the API resources to which the application is requesting to access

m o 0w >

name of the application under which the application registered as an OAuth integration

Correct Answer: A, C
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Section:

QUESTION 45
Refer to the exhibit.

Responding to Events

After creating a bot, you can use its access token with the Webex REST APis to perform actions as the bot,
such as sending a message with an interactive card to someone. To respond to events within Webex
Teams, such as someone sending your bot a message or adding it to a group space, you'll need to
configure webhooks. Webhooks will let you know when an activity has occurred so you can take action

Check out the Webhooks Guide for more information about conhguring webhooks

With cards, you can give your users even more ways 1o interact with your bot or senace, nght in the Webex
Teams chents. See the Cards Guide for more information

Differences Between Bots and People

One key difference between Webex Teams Bols and regular users is that, in group rooms, bots only have
access to messages in which they are mentioned. This means that messages:created webhooks only
fire when the bot is mentioned in a room

Also, listing messages requires that you specify a special !mentionedPeoplesme queéry parameter

Bot Frameworks & Tools

There are several bot frameworks that can greatly simplify the bot development process by abstracting
away the low-level communications with the Webex REST AP, such as creating and sending API requests
and configuring webhooks. Instead, you can focus on the building the interaction and business logic of your
bot

Flint is an open source bot framework with support for regex pattern matching for messages and more

Which set of API requests must be executed by a Webex Teams bot after receiving a webhook callback to process messages in a room and reply with a new message back to the same room?
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A GET /message&roomld=<ROOM_ID>

POST /messages
{ “roomlid :"<ROOM_ID>" K “text” :<MESSAGE>"}

B. GET /messages&mentionedPeople=me&roomld=<RO0M _ID>

PUT /messages
{ “roomid :"<ROON_ID=>="  “text” :<MES3SAGE>"}

C. GET/message&roomld=<ROOM_ID>

PUT /Imessages
{ “roomld :"<ROOM_ID=" | “text” :<MESSAGE>"}

> GET Imessages&mentionedPeople=me&roomld=<RO0M_ID>

POST /messages
{ “roomlid :"<ROON_ID>" , “text” :<MESSAGE>"}

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D
Section:

QUESTION 46
Which snippet presents the correct API call to configure, secure, and enable an SSID using the Meraki API?
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curl -X PUT\

—url “hitps fapi.meraki.com/apiiv0/networks/ networkld/ssids/2' |
-H "X-Cisco-Meraki-APl-Key: 15da0c6fff295{16267188f08694cf29a86ed87" |
-H "Accept: applicationjson’ \

-H "Content-type: applicationjson’ |

—data-raw {

“name”: “My SSID",

“enabled”: false,

“authMode™: “psk”,

“encryptionMode™ “wpa”,

“psk”™ “meraki123",

“wpaEncryptionMode™ "WPA1 and WPAZ2"

y

curl -X PUT\

—url *https://api. meraki com/apivO/networks/ networkid/ssids/2' \
-H ‘X-Cisco-Meraki-APl-Key. 15da0ctifff205(16267188f08694cf29a86ed87" |
-H ‘Accept applicationjson’ \

-H ‘Content-type: applicationjson’ |

-—-data-raw ‘{

“name”; "My SSID",

“enabled”; true,

“authMode": "psk”,

“encryptionMode”: “wpa”,

“psk” ‘meraki123",

“wpaEncryptionMode”: "WPA1 and WPA2"

y

curl -X PUT |

--url “hitps:/fapi.meraki.com/apiviinetworks/ networkid/ssids/2' | d u m S
-H "X-Cisco-Meraki-AP|-Key.

15da0c6ifff295{16267f88f08694cf29aB6edBT" |
-H ‘Accept applicationjson’\

-H ‘Content-type: applicationjson’ |

-gdata-raw

"enabled”; true,

‘useVianTagging”: true

curl -X PUTY

—url "hitps:fapi. meraki.com/apiivnetworks/ networkld/ssids/2" \

-H "X-Cisco-Meraki-APl-Key. 15dalc6fff205f16267188f98604cf20a86eda7" \
-H ‘Accept: applicationfson’ |

-H ‘Content-type: applicationjson’\

-—-data-raw ‘{

‘name”: "My SSID",

“enabled” true,

y

Correct Answer: B
Section:

QUESTION 47
FILL BLANK

Fill in the blanks to complete the Python script to enable the SSID with a name of "371767916" in the network resource "11111111" using the Meraki Dashboard API.
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Import requests
url = “hitps://api.meraki.com/apiv0/11111111/ssids/
payload = “{\r'n \'name!". \" \",\r\n "enabled\": true\rin}"
headers = {
‘Accept”: /",
‘Content-Type': ‘application/json’
}

response = requests.request( .url, headers=headers, data = )
print(response.text encode('utf8'))

A.

Correct Answer: A
Section:
Explanation:
Answer: A
Explanation:

1.371767916
2.'PUT'
3. payload

QUESTION 48
The UCS Python SDK includes modules for Service Profile template creation. Which two UCS Service Profile template types are supported? (Choose two.)

initial-template
updating-template
abstract-template
attached-template

m o 0w >

base-template

Correct Answer: A, B
Section:

QUESTION 49
A container running a Python script is failing when it reaches the integration testing phase of the CI/CD process. The code has been reviewed thoroughly and the build process works on this container and all other containers
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pass unit and integration testing.
What should be verified to resolve the issue?

that the correct port is exposed in the Dockerfile
that the necessary modules and packages are installed on build

that the script is running from the right directory

o0 ®p

that the Python version of the container image is correct

Correct Answer: A
Section:

QUESTION 50
Click on the GET Resource button above to view resources that will help with this question.
“Greater Than™ Operator

Tree g Opueraton netunns trust o Shr bef Opevanad o Qreater TN B NghE Operand, Ofheractd o returms faise. Thie gt Operaton accepts

P, CBES 8 ST Wi

Dy Chaary B il rewisr Ot whaete Ara WO Aemdy i gredter T S0 LS

Examply; Cuery At log reconds where TreationTime” i greater than 2018-06-20T05 1 1388627 . The cate munt b specifed n UTE
] b

Fapl fvl faas ) Aadl CRaco T

“Less Than™ Operstor

Thee W OO0 feturma tror o D% GefT OOerand o e TRl et NN O0erBnd], OT it of Peturrd Talse. The I ODEYBI0F SOCRDT Parmerrsl

cated and Atred

Linemple: Cuerry Bacind resour oet whee A i biebAeamory 4 et a8 R

fwll Jfocmmpai te S RackUnl taS 111

“Greater Than Or [qual” Operator

Trae g GO 200w ettt True of % LePY Ot 0 i1

SCOEDN MU, Jaet M T Wil

Exnrmply: Query Fackiin résostes whes Avalabied iy 4 greaber T oF gl To 56 30E0E

Fapi fvl foompate fRackUnl ta 7§ 111 tar=Aval

“Less Than Or Equal” Operatos

Troe b Cpntration Meturm true o The beft operand o less Than o egual 10 The right opersnd, ofherase 4 neturrd Faie. The be ogerador

e T T B R R

Exnmply: Cuery Faclint rescar et where S Gbiebfenory o e s oF egusl o Sl 0GR

MnitaTifiltar-Aval labl oMescry 1a 983
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“And” Operator

The and cperator returnd true of Both the left and nght Operands evaludte 10 tnee, othenwite il retumg falie
Examnple: Ouery Rackiinit resources where the Model property & equal 1o UCSC-C240- MSSH and thy server hat mode than 64068 of

ITHE ROy

fapl fvl foompute/RackUni ta?5fi ltar=Modal ag 'L 1-M58N' and AvailablaMasory gt

“0r" Operator

The or operalor returns tree if either the beft or r ght operand evaiuale 1o frue, othenwise it returns false

Examphe: Query Raciklinet résounces where the Modsl property 5 egqudl 10 UCSC-C240-MA5N or the Model property 5 sgual 10
UCSC-C240-M55N. Use the Sselect keyword 10 reduce the size of FSON cocument

“MNot™ Operator

The mot operatos retums true if the operand retums false. othersise it retums Talse

Examphe: Cueery RacicUinit resowrges where the model property is not (HX220C-M33XC or HX220C-M35 ], The example shows how
QrouUpIng pafenthets Can be used to f&t the Operator précedentes

andor Modal ,Serialit =10&5f 1l tar-not (Modal aq

“In” Qparator

true if the left operand i equal to one of the values specified in the right operand, othenatse it returns false

The in operator return
Th i Pt ator addepls

nirTene And §87 LN .

Valied gt b ipetled 48 5 COMMa-Lepaiaied it endladed o Darenthedd

Moded is either H220C-M55XC or UCSC-C240-MSSN

h.ll'hph! ey Rackl il retources wi

GET Sfapi/vl/ocompute/RackUnits?S5E1 ] tar=kodal b C 2 C240-H58N" )
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String Functions

“contains” Function

The comtaing function has the following signaturne
Cooitan contangs 1inng, subst stnng

The comtaing functon returns true if the tecond parameter string vialue 5 & substnng of the first parameter string value, othenarie i

refurns false

Example: Query RackiUne resources whene the value of the Model' property containg ‘(240

GET Japi/vl/RackUni ta?5filtear=contains (Modal , "C2407 )

“startsWith™ Function
The startswith function has the following signatune
boolean startswith(s string, subst string

The startswith function returns tree if the first parameter str ng value slars with the second paramgter sirmg value, othenasise

fetuins Lalie

-~ ¥ RaCLUnet résounies w Tl vl TN B0 OpETTy S1am th the prefia UCSC-C24
Example: Query RackiUnst resounces whene the value of the Model' propery stans with the pred CSC-C240

H o o .ﬂ'.l|:-i Fel/Rackimita?Sfl lter-atartawi th (Modal , "UCSC-C240° )

“endswith™ Function
The endewith function has the following 5 grature
boolean endiwith{stnng, suffod siring

The endswith function returms true if the first parameter string value ends with the second pasameter string value, othenwise it retums
false

Eﬂmpl-t: Query RackUnit resources where the value of the Mode!' property ends with the suffix ‘M5

GET Sfapi/vl/RackUnits?$filter-endswith (Modal, "M5°)

“tolower™ Function

The tolower function has the following sagnature

string tolower(string
An engineer is managing a DC with 6000 Cisco UCS servers installed and running. The engineer has been asked to identify all resources where the model is in the UCSB family and the available
memory is less than or equal to 5 GB.

Which REST API call accomplishes this task?

GET/api/v1/compute/RackUnits?$select=Vendor,Model,Serial&$filter=not(Model eq 'UCSC') and AvailableMemory le 5000
GET/api/v1l/compute/RackUnits?$select=Vendor,Model,Serial &$filter=Model eq '"UCSB' and AvailableMemory It 5000
GET/api/v1/compute/RackUnits?$select=Vendor,Model,Serial & $filter=contains(Model, UCSB') and AvailableMemory 1t 5000
GET/api/v1/compute/RackUnits?$select=Vendor,Model,Serial &$filter=contains(Model, UCSB') and AvailableMemory le 5000

o0 w®

Correct Answer: D
Section:
Explanation:

QUESTION 51
AppGigabitEthernet interface is used as data port for a container on a Cisco Catalyst 9000 Series Switch. Which two interface configuration options should be used? (Choose two.)

A. trunk interface
B. bridged virtual interface
C. SPAN port
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D. management interface

E. subinterface

Correct Answer: A, C
Section:

QUESTION 52
Which two types of storage are supported for app hosting on a Cisco Catalyst 9000 Series Switch?

(Choose two.)

external USB storage
internal SSD
CD-ROM

SD-card

bootflash

m o0 >

Correct Answer: A, B
Section:

QUESTION 53
Refer to the exhibit.

import hitp.client

conn = http.clientHTTP SConnection|"dnac.cisco.com”)

headers = {

‘_runsync': "true”,

' timeout': "307,

' persistbapioutput’: "true”,
}

res = conngetresponse()
data = res.read()

print{data.decode("utf-B”))

Which configuration of method and parameter retrieves the health of a laptop connected to the network from Cisco DNA Center?

PUT; network-health;
GET; client-health;
GET; network-device;
POST; network-device;

OO0 >

Correct Answer: B

Section:

Explanation:

Get Overall Client Health

GET

/dna /intent /api /v1 /client-health

Returns Overall Client Health information by Client type (Wired and Wireless) for any given point of time
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https://developer.cisco.com/docs/dna-center/api/1-3-3-x/#!intent-api-v1-3-3-x

QUESTION 54
On a Cisco Catalyst 9300 Series Switch, the guest shell is being used to create a service within a container. Which change is needed to allow the service to have external access?

Apply ip nat overload on VirtualPortGroup0.
Apply ip nat inside on Interface VirtualPortGroup0.
Apply ip nat outside on Interface VirtualPortGroup0.

o0 ® >

Apply ip nat inside on Interface GigabitEthernetl.

Correct Answer: B
Section:

QUESTION 55
Refer to the exhibit.

headers = | )
try:
response = requests.get (“https://sandboxdnac.cisco.com/dna/intent/api/vl/wireless/profile”,
headers=headers, verify=False)
except requests/exceptions.RequestException as cerror:
print (“Error processing request”, cerror)
sys.exit (1)

Which code snippet is required in the headers to successfully authorize wireless information from Cisco DNA Center?

headers = {'X-auth-token':'fa8426a0-8eaf-4d22-8e13-7c1b16a9370c'}
headers = {'Authorization':'Basic Y WRtaW46R3JhcGV2aW5IMQ=="}
headers = {'Authorization':'Bearer ASDNFALKJER23412RKDALSNKF"}
headers = {'Content-type":'application/json}

o 0N >

Correct Answer: A
Section:

QUESTION 56
Into which two areas are AppDynamics APIs categorized? (Choose two.)

application-centric
analytics-events
database-visibility
platform-side

m o 0w >

agent-side

Correct Answer: D, E
Section:

QUESTION 57
Refer to the exhibit.
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node ‘*default: {
cisco yang netconf { ‘my-config’:
target => ‘<yrfs xmlns='http://ecisco.com/nsfyang/Cisco-108-XR-infra-rsi-cfg®/>',
source => ‘<vrfs xmlns=*http://cisco.com/nsfyang/Cisco-I105-XR-infra-rsi-cfg”>
<vri>
<vrf-nama>VOIP</vrf-nama>
<create/>
<description>Voice over IP</description>
<vpn-id>
<ypn-oui>875</vpn-oui>
<vpn-index>3</vpn-index>
</vpn-id>
<fvrf>
<vrf>
<vrf-nama>INTERNET< /vrf-nama>
<create/>
<description>Generic external traffic</description>
<vpn-id>
<yvpn-oui>875</vpn-oui>
<ypn-index>22</vpn-index>
</vpn-id>
<fvrf>
<fvrfs>

mode ->[ ],
orae >,

}
}

This script uses ciscoyang to configure two VRF instances on a Cisco IOS-XR device using the Yang NETCONF type.
Which two words are required to complete the script? (Choose two.)

A. ensure
B. commit
C. false

D. replace
E

nonec

Correct Answer: C,D
Section:

QUESTION 58
There is a requirement to securely store unique usernames and passwords. Given a valid username, it is also required to validate that the password provided is correct. Which action accomplishes this task?

Encrypt the username, hash the password, and store these values.
Hash the username, hash the password, and store these values.

Encrypt the username, encrypt the password, and store these values.

o0 ® >

Hash the username, encrypt the password, and store these values.

Correct Answer: A
Section:

QUESTION 59
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While developing an application following the 12-factor app methodology, which approach should be used in the application for logging?

Write a log to a file in the application directory.
Write a log to a file in /var/log.

Write the logs buffered to stdout.

Write the logs unbuftered to stdout.

oSN >

Correct Answer: D
Section:

QUESTION 60
An application has initiated an OAuth authorization code grant flow to get access to an API resource on behalf of an end user.
Which two parameters are specified in the HTTP request coming back to the application as the enduser grants access? (Choose two.)

access token and a refresh token with respective expiration times to access the API resource
access token and expiration time to access the API resource

redirect URI a panel that shows the list of permissions to grant

code that can be exchanged for an access token

moo®p

state can be used for correlation and security checks

Correct Answer: A, B
Section:

QUESTION 61
A web application is susceptible to cross-site scripting. Which two methods allow this issue to be mitigated? (Choose two.)

Use only drop downs.

Limit user input to acceptable characters.
Encrypt user input on the client side.

Use AES encryption to secure the script.
Remove all HTML/XML tags from user input.

m o0 >

Correct Answer: B, E

Section:

Explanation:

https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site Scripting Prevention Cheat Sheet.html

QUESTION 62
Refer to the exhibit.
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Dheacd Connect

e -

ASR

aB6 O
iy Prevader
- Networks
Private DC

A company has extended networking from the data center to the cloud through Transit VPC.
Which two statements describe the benefits of this approach? (Choose two.)

Dynamic routing combined with multi-AZ- deployment creates a robust network infrastructure.
VPC virtual gateways provide highly available connections to virtual networks.

Dedicated VPC simplifies load balancing by combining internal and external web services.
VPC virtual gateways provide more secure connections to virtual networks.

m o 0w >

Dedicated VPC simplifies routing by not combining this service with other shared services.

Correct Answer: B, D
Section:

QUESTION 63

A developer has just completed the configuration of an API that connects sensitive internal systems.
Based on company policies, the security of the data is a high priority.

Which approach must be taken to secure API keys and passwords?

Embed them directly in the code.
Store them in a hidden file.
Store them inside the source tree of the application.

OO0 wp

Change them periodically.

Correct Answer: D
Section:

QUESTION 64
Which two principles are included in the codebase tenet of the 12-factor app methodology? (Choose two.)

A. An application is always tracked in a version control system.
B. There are multiple codebases per application.
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C. The codebase is the same across all deploys.
D. There can be a many-to-one correlation between codebase and application.
E. Itis only possible to have one application deployment per codebase.

Correct Answer: A, C
Section:

QUESTION 65
What is submitted when an SSL certificate is requested?

PEM
CRT
DER
CSR

OO0 wp

Correct Answer: D
Section:

QUESTION 66
Which two actions must be taken when an observable microservice application is developed?
(Choose two.)

Know the state of a single instance of a single service.
Place "try/except" statement in code.
Place log statements in the code.

Use distributed tracing techniques.

m o 0w >

Deploy microservice to multiple datacenters.

Correct Answer: C,D
Section:

QUESTION 67
Which two countermeasures help reduce the risk of playback attacks? (Choose two.)

Store data in a NoSQL database.
Implement message authentication (HMAC).
Enable end-to-end encryption.

Remove stack traces from errors.

m o 0w

Use short-lived access tokens.

Correct Answer: B, E
Section:

QUESTION 68
Which type of file is created from issued intermediate, root, and primary certificates for SSL installation on a server?

A. DER
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B. CSR
C. PEM
D. CRT

Correct Answer: C

Section:

Explanation:

SSL .pem files (concatenated certificate container files), are frequently required for certificate installations when multiple certificates are being imported as one file.

QUESTION 69
Which two statements describe advantages of static code analysis over unit tests? (Choose two.)

It checks for potential tainted data where input is not checked.

It enforces proper coding standards and style.

It performs a quick analysis of whether tests will pass or fail when run.
It checks for race conditions in threaded applications.

moo®p

It estimates the performance of the code when run.

Correct Answer: A, B
Section:

QUESTION 70
Refer to the exhibit.

FROM alpine:3.7
RUN apk add --no-cache bash

Which additional line results in the output of Test 1 upon execution of the docker run --rm devnet 1 command in a Dockerfile with this content?

CMD ["/bin/echo", "Test"]

RUN ["/bin/echo", "Test"]
ENTRYPOINT ["/bin/echo", "Test"]
CMD ["/bin/echo Test"]

o0 w®p

Correct Answer: A
Section:

QUESTION 71
Which two techniques protect against injection attacks? (Choose two.)

input validation

trim whitespace

limit text areas to 255 characters

string escaping of user free text and data entry

mo O w >

only use dropdown, checkbox, and radio button fields
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Correct Answer: A, D
Section:

QUESTION 72
Refer to the exhibit.

apiversion: vl

clusters:

- cluster:
certificate-anthority: fake-ca-file
sarvar: https://1.2.3.4

name: development

- cluster:
insacure-skip-tls-verify: true
server: https://5.6.7.8

name: scratch

contexts:

- context:
cluster: development
namespace: frontend
user: developer

name: dev-frontend

- context:
cluster: development
namespace: storage
user: developer

name: dev-storage

- gcontext:
cluster: scratch
namespace: default
user: experimenter

name: exp-scratch

current context: w¥

kind: Config

praferancaes: {)

UusSars:

- name: developer

user:
client-certificate: fake-cert-file
client-key: fake-key-file

- name: experimenter

nser:
password: some-password
usarname: axp

A kubeconfig file to manage access to clusters is provided. How many clusters are defined and which of them are accessed using username/password authentication versus certificate?

two clusters; scratch
three clusters; scratch
three clusters; development

OO0 wp

two clusters; development

Correct Answer: A
Section:

QUESTION 73
Which two strategies are used to protect personally identifiable information? (Choose two.)

A. Encrypt data in transit.
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Encrypt hash values of data.
Encrypt data at rest.
Only hash usernames and passwords for efficient lookup.

mo O

Only encrypt usernames and passwords for efficient lookup.

Correct Answer: A, C
Section:

QUESTION 74
The response from a server includes the header ETag: W/"7eb8b94419e371767916ef13e0d6e63d".

Which statement is true?

The ETag has a Strong validator directive.
The ETag has a Weak validator directive, which is an optional directive.
The ETag has a Weak validator directive, which is a mandatory directive.

OO0 wp

The ETag has a Strong validator directive, which it is incorrectly formatted.

Correct Answer: B

Section:

Explanation:

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/ETagThe ETag HTTP response header is an identifier for a specific version of a resource. It lets caches bemore efficient and save bandwidth, as a
web server does not need to resend a full response if thecontent has not changed. Additionally, etags help prevent simultaneous updates of a resource fromoverwriting each otherSyntax:
ETag: W/"<etag value>"

Directives:

W/ ( Optional)

'"'W/' (case-sensitive) indicates that a weak validator is used. Weak etags are easy to generate, but are far less useful for comparisons.

"<etag value>"

Entity tag uniquely representing the requested resource. They are a string of ASCII characters placed between double quotes, like "675at34563dc-tr34"

QUESTION 75

Refer to the exhibit.

open file = gpen(“text file.txt®, "“r)
raad_file = gpen file.read()

print (read file)

A developer created the code, but it fails to execute. Which code snippet helps to identify the issue?
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try:
npen_ﬁila = ppen({“text file.txt", “rY)
read file' = open file.read()
print(read file)

exocept:
print (*File not thoera)

e try:
print (“File not thera®)
axcapt:
cpen file = cpen(“text file.txt”, K )
read file = apeanile.read{]
print(read file)

try:
open_file = open(“text file:txt” MNzr)
read file =~ open file.read()
print (read file)

axcapt:

print(“File not there”)
catch:

error{read file)

D open file = open(“text file.txtr, “rv)
read file = open file. read()
try:
print{read file)

except :
print{"Fila not thera")

Option A
Option B
Option C
Option D

OO0 >

Correct Answer: A

Section:

Explanation:

>>>read_file = open("me.txt", "r")

Traceback (most recent call last):

File "<stdin>", line 1, in <module>

FileNotFoundError: [Errno 2] No such file or directory: 'me.txt'
>>>

QUESTION 76
Which HTTP status code indicates that a client application is experiencing intentional rate limiting bythe server?

202
401
429
503

o n >

Correct Answer: C
Section:
Explanation:
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https://httpstatuses.com/429

QUESTION 77
Which database type should be used to store data received from model-driven telemetry?

BigQuery database
Time series database
NoSQL database
PostgreSQL database

o0 ® >

Correct Answer: B
Section:

QUESTION 78

A heterogeneous network of vendors and device types needs automating for better efficiency and to enable future automated testing. The network consists of switches, routers, firewalls and load balancers from different
vendors, however they all support the NETCONF/RESTCONF configuration standards and the YAML models with every feature the business requires. The business is looking for a buy versus build solution because they
cannot dedicate engineering resources, and they need configuration diff and rollback functionality from day 1.

Which configuration management for automation tooling is needed for this solution?

Ansible

Ansible and Terraform
NSO

Terraform

Ansible and NSO

mo O w >

Correct Answer: C
Section:

Explanation:
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2020/pdf/DEVLIT-4019.pdf

QUESTION 79

An automated solution is needed to configure VMs in numerous cloud provider environments to connect the environments to an SDWAN. The SDWAN edge VM is provided as an image in each of the relevant clouds and can
be given an identity and all required configuration via cloud-init without needing to log into the VM once online.

Which configuration management and/or automation tooling is needed for this solution?

Ansible

Ansible and Terraform
NSO

Terraform

Ansible and NSO

m o 0w >

Correct Answer: D
Section:

QUESTION 80
Refer to the exhibit.
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- pamy: Configure Interfaces
vl.l:?._:!m: =[{lintaciaces]]"”
thljm’-!lq:
4 *"host Info
ml: |
<oondlgy
<interfaoes mlns="urn:letf params:ml cns:yang: letl-intarefaces >
Clntarf s
Cnama || 1o, interfaon typa) )| (ites. Interface Ld) e >
<dssoriptiony| [iten. desaription} |</desoriptionk
Liyps #mlna: laasllt="arn: Latl paresa:mml i nacyang: 1ans-10-Lypa s 1anal [0 rat haraa iCmmuadd/ typad
gl ed > b rusd fenak ] eds
Lipvl mlns~"ucn: letl:parans: gal ins i yasg: latl-1p*>
Lpddrassd
<ipa{ [1ten. ip address||</ip>
tm'uu:l':?l:':H-r!.lul'-mi__‘!-nﬁl-ﬁ'm!ms-k)
£ addrasad
of ipel>
<finterfsce
£/ intarfaceas
£loanfigs

The Ansible playbook is using the netconf module to configure an interface using a YANG model. As part of this workflow, which YANG models augment the interface?

ietf-interfaces and ietf-ip
iana-if-type and ietf-interfaces
ietf-ip and openconfig-interface

o n >

ietf-ip and iana-if-type

Correct Answer: B
Section:

QUESTION 81
Refer to the exhibit.

- name: I0S XE Configuration
hosts: ios xe
connection: local
gather facts: false

tasks:
= nama: I0OS NTP
ios ntp:

provider: “{{ creds }}"
server: 10.0.255.10
source_int: GigabitEthernet2
logging: false

Which key value pair from the ios_ntp Ansible module creates an NTP server peer?

state: present
state: True

config: present

o0 ® >

config: True

Correct Answer: A
Section:

Explanation:
10s_ntp : Manages core NTP configuration state : Manage the state of the resource Choices : present | absent Example:

# Set new NTP server and source interface
- ios_ntp: server: 10.0.255.10 source int: LoopbackO logging: false state: present
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https://docs.ansible.com/ansible/latest/modules/ios_ntp module.html

QUESTION 82
Refer to the exhibit.

name: VRFs
ios_vrf:
vrfs: “{{ local_vrfs }}"
state: present
purge: yes

The YAML represented is using the ios_vrf module. As part of the Ansible playbook workflow, what is the result when this task is run?

VRFs not defined in the host vars file are removed from the device.

VRFs not defined in the host vars file are added to the device, and any other VRFs on the device remain.
VRFs defined in the host_vars file are removed from the device.

VRFs are added to the device from the host vars file, and any other VRFs on the device are removed.

OO0 wp

Correct Answer: D
Section:

QUESTION 83
Refer to the exhibit.

name: Conflgure Interfaces
with ltems: *[{interfaces))”
natcont_config:
<<: *host_info
xml: |
<gonfig>
Linterfaces xmlns="urn:ietf params:xml: ns:yvang:letf-intarefaces™>
<interface>
<nama’>|[item.interface typa}]{{item.interface id} }</name>
<dasoription>| | iten.description) </ description>
<type xmlns:ianaift="urn:ietf params:xmlins:yang:iana-if- I;.jqu"}l.nn.l.k!t:ﬂthn:nttﬂsﬂacc!(!l‘.}fpﬂb
<gnabled>truad/anabled>
<ipvd smlns="orn:ietf:params:zml:ns:yang:ietf-ip">
Laddrasss>
<ip>{{itam. ip_‘d.:hil:'n:m}]{.lfip}
<nafﬂnsk>t1itnm.subnat_ﬂaskl}ifnnhnaskb
<faddress>
<fipvd>
<finterface>
</interfaces>
<foonfig>

As part of the Ansible playbook workflow, several new interfaces are being configured using the netconf config module. The task references the interface variables that are unique per device.
In which directory is the YAML file with these variables found?

host_vars directory
home directory
group vars directory

OO0 wp

current working directory

Correct Answer: A

Section:

Explanation:

https://docs.ansible.com/ansible/latest/user guide/intro_inventory.html#organizing-host-andgroup-variables
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QUESTION 84
A developer needs to configure an environment to orchestrate and configure. Which two tools should be used for each task? (Choose two.)

Puppet for orchestration
Terraform for orchestration
Terraform for configuration

Ansible for orchestration

m o 0w >

Ansible for configuration

Correct Answer: B, E
Section:

QUESTION 85
Application sometimes store configuration as constants in the code, which is a violation of strict separation of configuration from code. Where should application configuration be stored?

environment variables
YAML files

Python libraries
Dockerfiles

INI files

m o0 w>

Correct Answer: A
Section:

QUESTION 86
Refer to the exhibit.

Import sys, requaests

URL = "http://los-xe-mgat.clsco.com; 2443~
USER - ‘rootr
PASS = ‘Cliscoll2)’

url = URL + “frestconf/datafietf-interfaces:interfaces-state”
headers = | ‘content-typa’: "application/vang-data+json’, ‘accept’:
‘application/yang-data+json’ ]

try:
rasult = requests.get(url, auth=(USER,PASS), headars=headars)
£ json = result.json()
flagDown = 0O
for record in £ _json[*letf-interfaces:interfaces*] [*interface”]:
print{*{0:<35}~.format (*interface: * + record[*nama"]), end=*")
print{»{0:<5)" format(“ip: %}, and=¥7)
if( ‘address’ in record[“ietf-ip:ipwvd™]):
print{*{0:<15}" . format (record [“letf-ip:ipvd*] [*addrass™] [0] [*ip~]) ; end="*)
olsa:
pEint(*[0:<15) ", format (rocond [“No IFPv4~], end="")
print(*[0:<%)". format ("status: “}, end="")
print{str (record|“anabled”] )]
i1 (record["enabled” |==Falsa) :
£lagDown=1
print (™)
if (flagDown] :
print (At least ona interface is down")
elsa
print (*All interfaces are up”)

axcapt:
print ("Exception: " + str(sys.eox info() [0] + ™ * + atr(sys.sox info() [1]))
print (*Error: * + str(result.status code), result.text)

What is the output of this [OS-XE configuration program?
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interface operational status in [Pv6 addresses
interface administrative status in IPv4 addresses

interface operational status in [Pv4 addresses

o 0N >

interface administrative status in IPv6 addresses

Correct Answer: B
Section:

QUESTION 87
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module: ietf-routing
4--ro routing-state
é=—=ro routing-instance* [name]

+==F0 Rame String
| t=er0 Lyper? identityref
| +-—-ro router-id? yang:dotted-quad

¢—-ro interfaces
| +==ro interface* ifrinterface-state-raf
+--ro routing-protocols
| #==ro routing-protocol® [type names ]
| +--T0 type identityrel
| 4==T0 Name string
+==r0 ribs
*==r0 rib* [name)

+-=FO nama string
+==y0 addross-family identityref
teuro default-rib? boolean {multiple-ribs}?

== routes
¢-=ro route” [destination-prefix)

t==r0 route-preference? route-preference
t==ro destination-prefix atring
t—=r0 metric? uintl2

t=-rg next-hop

+--ro (next-hop-cptions)
t——j(8imple-next-hop)
| #=--zo cutgeling-interface? string
| #=-ra next-hop-addreas? string

+-—1 (special -next-hop)

t==ro special-next-hop? enumaration
+--ro scurce-protocol identityref u

#==1r0 active? empty
+—ro last-updated? yang:date-and-time
+—ro update-pource? string

 ——— e e e e e ———

--rw routing
4==gw routing-instance* [name]

4= =W Dams string

4ocgw Lype? identityref

t==rw anabled? boolean

baupw router-id? yangidotted-quad (router-id}?
+=-rw description? string

4+==pw interfaces

| #==rw intorface* ifiinterface~-raf
¢*-<rw routing-protaocols

| t=arw routing-protocol® [type nams|

+==IW Lype identityref
o= W NARS string
+==rw description? string

| +--rw static-routes
*—-rw ribs
s=wpw rib% |[nams)

$ o P AARES string
+=—rw address-family? identityref
+--rw deseriptionl string
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"errors™: |
"arror™: [

{

"error-message”: "object is not writable: /rtirouting=

state/rtirouting-inatance”,
"error-path™: "/ietf-routing:routing-state/routing-instance=default",

"error-tag®: "malformed-message”,
"error-type": "application"

}

]

}
}

httpa://ios-xe-ngmt-latest.cisco.com:9443/restconf/data/ietf-routing: routing-

state/routing-instance-default

umps
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Refer to the exhibit above and click on the IETF Routing tab in the top left corner to help with this question. A developer is trying to update the routing instance by adding a new route to the routes list
using the URL in the exhibit. What action must be taken to fix the error being received?

Fix the body being sent to update the routes list.

Update the authorization credentials.

Change the url to "/ietf-routing:routing/routing-instance=default".
Change the URL to "/ietf-routing:routing-instance/default".
Change the HTTP Method being used to make the change

m o 0w >

Correct Answer: C
Section:

QUESTION 88
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Click on the GET Resource button above to view resources that will help with this question. An engineer is managing a DC with 6000 Cisco UCS servers installed and running. The engineer has been
asked to identify all resources where the model is in the UCSB family and the available memory is less than or equal to 5 GB. Which REST API call accomplishes this task?

GET/api/v1/compute/RackUnits?$select=Vendor,Model,Serial&$filter=not(Model eq 'UCSC') and AvailableMemory le 5000
GET/api/vl/compute/RackUnits?$select=Vendor,Model,Serial&$filter=Model eq 'UCSB' and AvailableMemory 1t 5000
GET/api/v1/compute/RackUnits?$select=Vendor,Model,Serial &$filter=contains(Model, UCSB') and AvailableMemory It 5000
GET/api/v1/compute/RackUnits?$select=Vendor,Model,Serial & $filter=contains(Model, UCSB') and AvailableMemory le 5000

o0 ® >

Correct Answer: D

Section:

Explanation:
https://intersight.com/apidocs/introduction/query/#filter-query-option-filtering-the-resources

QUESTION 89
Refer to the exhibit.

1 "i":". irl, auth=(USER, PASS), data=data, headers=headera,
vari fys§ 8

Which RESTCONF verb changes the GigabitEthernet2 interface from 192.168.100.1/24 to 10.10.10.1/24

POST
PATCH
GET
HEAD

o0 ® >

Correct Answer: A
Section:

QUESTION 90
The Meraki API URL https://api.meraki.com/api/v0/networks/123456789/ssids/2 has been stored inthe environment variable meraki_url and the API key has been stored in meraki_api_key. Whichsnippet

presents the API call to configure, secure and enable an SSID using the Meraki API?

A.
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Correct Answer: C
Section:

QUESTION 91
A developer plans to create a new bugfix branch to fix a bug that was found on the release branch.

Which command completes the task?

A. git checkout -b RELEASE BUGFIX
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B. git checkout -t BUGF1X RELEASE
C. git checkout -b BUG FIX RELEASE
D. git checkout -t RELEASE BUGFIX

Correct Answer: C
Section:

QUESTION 92
What is a benefit of continuous testing?

decreases the frequency of code check-ins
removes the requirement for test environments

enables parallel testing

OO0 wp

increases the number of bugs found in production

Correct Answer: C
Section:

QUESTION 93
In the three-legged OAuth2 authorization workflow, which entity grants access to a protected resource?

resource server
resource owner

client

OO0 ® P

authorization server

Correct Answer: A
Section:

QUESTION 94
Refer to the exhibit.
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Docker Image

I0x App ioxclient
What is the missing step in deploying a Docker container to 10x?
Pull/push the image to the Docker registry,

Build the package.yaml file.
Build the package.cert file to sign the app ,

o0 ® >

Log in to Device Manager.

Correct Answer: B

Section:

Explanation:

Reference : https://www.cisco.com/c/en/us/support/docs/routers/1101-industrial-integratedservices-router/214383-build-and-deploy-a-docker-iox-package-fo.html

https://www.ciscolive.com/c/dam/r/ciscolive/apjc/docs/2017/pdf/DEVNET-2039.pdf
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/iox/211534-Configure-a-Small-Alpine-Linux-Docker-Im.html

QUESTION 95
Refer to the exhibit.
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apiVersion: vi

clusters:

s o LUSTary
certificate-authority: fake=ca-file
mervers httpss/ /002,304

name! development

o Cluster:
itsecure-akip-tlis-varity: true
server:-hitps://5%.6.7.8

name: scratch

contexts:

-~ context:
ciuster: development
namespace: frontend
user: developer

name: dev-frontend
wooontext:
cluster: development
nameéspace: - storage
user: developer
namg: dev-storage

= CoOnLext:
cluster: acratch
namespace: defauit

Hser: experimenter )
named exp~scratch ol

currant-=context.ny
Kind: Config
preferences: i}
users:
= frame; developer
HEErs
Hient-gprtificare: fake-cert~-1file
client-key: fake-key-file
“ ‘mane; experimenter
SR
password: some~password
HEername: . oxp

i

A kubeconfig file to manage access to Kubernetes clusters is shown. How many Kubernetes clusters are defined in the file, and which cluster FS accessed using username/password authentication
rather than using a certificate?

three dusters; scratch
three clusters: development
two dusters; development

o n >

two clusters: scratch

Correct Answer: D
Section:
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QUESTION 96
Which tool is used to deploy an IOx application to a group of 10x devices at one time?

ioxclient
10x local manager
Fog Network Director

o0 ® >

Kubernetes

Correct Answer: C
Section:

QUESTION 97
Which two design considerations should be considered when building a Cisco Meraki dashboard out of available APIs? (Choose two,)

API call volume is rate-limited to five calls per second per organization.

The API version does not need to be specified in the URL.

Access to the API must first be enabled by using the settings for an organization.
The API requests require the key and the user credentials.

m o 0w >

If the API key is shared, it cannot be regenerated

Correct Answer: C,D

Section:

Explanation:

https://documentation.meraki.com/General _Administration/Other_Topics/Cisco_Meraki_Dashboar dUAPI#Enable” APL, Access

QUESTION 98
Refer to the exhibit , The command docker build -tag=friendlyhello . is run to build a docker image from the given Dockerfile, requirements,txt, and app.py, Then the command docker run -p 4000:80 friendlyhello is executed
to run the application. Which URL is entered in the web browser to see the content served by the application?

http://localhost:4000
http ://localhost:80
http ://127.0.0.1:80
http:///4000:80

o0 ® >

Correct Answer: D

Section:

QUESTION 99

Refer to the exhibit.

while attempts < max Attempts
response = Fequests. gat (request url
heoaders = | “Anthorization™: "Beager * + apl token))
8 If not rate-limited, exit loop amd continue with rest of the code
if | 1
brealk

thime sleep|(2 ** attempts) + random.random())
Attempts 4= ]

Which code snippet completes this code to handle API rate-limit?
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response.status_code !*= 408
response.status !=408

response.status_code 1=429

OO0 ® P

response.status_code == 429

Correct Answer: C
Section:

QUESTION 100
An engineer must enable an SSID in a Meraki network. Which request accomplishes this task?

PUT /networks/{networkld}/ssids/{number} {"enable": true)
POST /networks/{networkid}/ssids/{number) {"enable": true)
PUT /networks/{networkld}/ssids/{number} ?enabled=true
POST /networks/{networkid}/sslds/{number} ?enabled=true

o0 ®p

Correct Answer: A
Section:

QUESTION 101
A team of developers created their own CA and started signing certificates for all of their loT devices, Which action will make the browser accept these certificates?

Set the private keys 1024-bit RSA.

Preload the developer CA on the trusted CA list of the browser.
Enable HTTPS or port 443 on the browser.

install a TLS instead of SSL certificate on the loT devices.

o n >

Correct Answer: B
Section:

QUESTION 102
Refer to the exhibit.
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Sequence Diagram: WebEx Teams workflow for sending a message to multiple rooms a user is a
member of.

Client : WebEx Teams Database L Storage Media

| {GET} memberships(BearerToken) SELECT *
i— FROM R'Dﬂfﬂ'_i

| WHERE BearerToken = StoredToken

Python Script: Parse [—

JSON to specific room 1D j JSON <memberships> !
|
Lh,'._".::‘ E '
1| [ J|
| Body: roomiD - XYZ UPDATE Rooms
Python Script: Repeat for | | Text = "Hello World" | SET New Message = BearerToken, Text
all valid rooms 1 — WHERE roomID = roomiD |

Which action will complete the workflow that represents how an API call sends multiple messages?

A. {PUT} messages(roomID)
B. {PUT} messages(BearerToken)
C. {POST} messages(roomID)
D. {POST} messages(BearerToken)

Correct Answer: D

Section:

Explanation:
https://developer.webex.com/docs/api/v1/messages/create-a-message

QUESTION 103
Which two types of organization are subject to GDPR? (Choose two.)

only organizations that operate outside the EU
any organization that offers goods or services to customers in the EU
only organizations that have offices in countries that are part of the EU

any organization that operates within the EU

m o 0w >

only organizations that physically reside in the EU

Correct Answer: B, D

Section:

Explanation:

Reference: https://www.cisco.com/c/en/us/products/security/comply-with-GDPR.html

QUESTION 104
A developer deploys a SQLite database in a Docker container. Single-use secret keys are generated each time a user accesses the database. The keys expire after 24 hours. Where should the keys be stored?

A. Outside of the Docker container in the source code of applications that connect to the SQLite database.

IT Certification Exams - Questions & Answers | Vdumps.com


https://developer.webex.com/docs/api/v1/messages/create-a-message
https://developer.webex.com/docs/api/v1/messages/create-a-message
https://developer.webex.com/docs/api/v1/messages/create-a-message
https://developer.webex.com/docs/api/v1/messages/create-a-message
https://developer.webex.com/docs/api/v1/messages/create-a-message
https://www.cisco.com/c/en/us/products/security/comply-with-GDPR.html
https://www.cisco.com/c/en/us/products/security/comply-with-GDPR.html
https://www.cisco.com/c/en/us/products/security/comply-with-GDPR.html
https://www.cisco.com/c/en/us/products/security/comply-with-GDPR.html
https://www.cisco.com/c/en/us/products/security/comply-with-GDPR.html
https://vdumps.com

B. In a separate file inside the Docker container that runs the SQLite database.
C. Inan encrypted database table within the SQLite database.
D. In a separate storage volume within the Docker container.

Correct Answer: D
Section:

QUESTION 105
While working with the Webex Teams API, on an application that uses end-to-end encryption, a webhook has been received. What must be considered to read the message?

Webhook information cannot be used to read the message because of end-to-end encryption. The API key is needed to decrypt the message.
Webhook returns the full unencrypted message. Only the body is needed to query the API.

Webhook returns a hashed version of the message that must be unhashed with the API key.

Webhook returns message identification. To query, the API is needed for that message to get the decrypted information.

OO0 wp

Correct Answer: D

Section:

Explanation:

room messages are considered sensitive information and since Webex initiated the request to your backend, it did not have your Access Token with which to decrypt the message. In order to get the sensitive information, your
app needs to use the resource id to fetch the full resource. Using the above messages example, your app could fetch the complete message object along with the text by doing an authenticated (via your Bearer Token) GET
request to /

messages/{id}

https://developer.webex.com/docs/api/guides/webhooks

QUESTION 106
Which Puppet manifest needs to be used to configure an interface GigabitEthernet 0/1 on a Cisco [OS"switch?

3 ios_interface {

name => '‘GigabitEthernet(0/1',

link status => false,

logging_event => [
‘spanning-tree’,
‘subif-link-status’

],

logging event link status => false,

ip_dhecp_snooping_trust => true,

ip dhecp snooping limit => 1500,

}
B. It :
108 _1interface ({

‘GigabitEthernet(/1’ => {
link_status => false,
logging even: => [

‘spanning-tree’,
‘subif-link-status’

1,

logging event link staus => false,

ip dhcp snooping_ trust => true,

ip dhcp snooping limit => 1500,

}

}
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c
108 _ainterfacs |
id => ‘GigabitZthernetd/1’,
link status => false,
logging event = [
‘spanning-tree’,
‘subif-link-status’
1,
logging-event_link status => false,
ip dhcp snooping_trust =2 true,
ip dhcp snooping limit =» 1500,
}
B I . : :
10s_interface { ‘GigabitEthernet0/1’:
link status => false,
logging_event => |
‘spanning-tree’,
‘subif-link-status’
I
4 F
logging_event_link status => false,
ip dhcp snooping trust => true,
ip dhcp snooping limit => 1500,
}
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D
Section:

Explanation:
https://github.com/puppetlabs/cisco ios/blob/main/examples/network interface.pp

QUESTION 107
What are two steps in the OAuth2 protocol flow? (Choose two.)

The user is authenticated by the authorization server and granted an access token.

The user's original credentials are validated by the resource server and authorization is granted.
The user indirectly requests authorization through the authorization server.

The user requests an access token by authentication and authorization grant presentation.

m o 0w >

The user requests the protected resource from the resource server using the original credentials.
Correct Answer: A, E

Section:

Explanation:
Reference: https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2

QUESTION 108
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|m fobject/networks

Implementation Notes
This API call is not allowed on the standby unit in an HA pair.

Response Class (Status 200)

Mode Example Valug

“varalan®: *sirisg*
w1 Salrieg®,
cdascripbion®: *sirisg®,
L s et o
"ralua™i "eLlfisg™
“Links=: |

"l CeLrlag

I

(]

Refer to the exhibit. A developer must create a new network object named testnetwork by using the Cisco Firepower Device Management API. The script must also handle any exceptions that occur
during the request and print out any resulting errors. Which script must be used?
A

import requests, json
headers = { ‘Content-type’: ‘application/json’}
data = {™name”: “testnetwork”,
“description”: “Test Network”, “subType” : “HOST",
“value”: ™192.168.1.1", “type”™ : “networkocbject”}
try:
response = reguests.post|
‘https://firepower-server/object/networks’,
data=data)
except:
print (error)

import requests, json
headers = { ‘Content-type’: ‘application/json’}
data = {™name”: “testnetwork”,
“*degscription®™: “Test MNetwork”, “subType” : “HOST",
“value®: ™192.168.1.1%, “type” : “networkobject”}
Exry:
response = reguests.post |
‘https://firepower-server/object/networks’,
data=data, headers=headers)
response.ralse for status()
except:
print (error)
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import regquests, json
headers = { ‘Content-type’: ‘application/json’}
data = {"nama”: “ftastnatwork”,
“description”: “Test Network”, “subType” : “HOST",
“value”: ™192.168.1.1", “type” : “networkobject”}
try:
response = requests.post (
‘http://firepowsr-server/object/networks’,
datz=json.dumps (headers), headers=data)
response. raise_for_status ()
except:
print (error)

D
import reguests, json
headers = { ‘Content-type’: ‘application/json'}
da=a = {("nama”: “tastnatwark”,
“description”: “Test Network”, “subType” : “HOST”,
“value”: “192.168.1.1%, “type” : “networkobject”}
try:
response = reguests.post |
‘https://firepower-server/object/networks’,
data=json.dumps (data), headers=headers)
response.raise for status()
except:
print (exror)
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A
Section:

QUESTION 109
What is the gRPC Network Management Interface protocol?

. a unified management protocol for streaming telemetry and database logging

A

B. a configuration management protocol for monitoring

C. aprotocol for configuration management and streaming telemetry
D

. alogging protocol used across database servers

Correct Answer: C
Section:

Explanation:
Reference: https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface

QUESTION 110
An application has been developed for monitoring rooms in Cisco Webex. An engineer uses the application to retrieve all the messages from a Cisco Webex room, but the results are slowly presented. Which action optimizes

IT Certification Exams - Questions & Answers | Vdumps.com


https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://infohub.delltechnologies.com/l/enterprise-sonic-distribution-by-delltechnologies-lifecyclemanagement/grpc-network-management-interface
https://vdumps.com

calls to retrieve the messages from the /v1/messages endpoint?

Define the ma property by using the pagination functionality.
Set the beforeMessage property to retrieve the messages sent before a specific message ID.

Avoid unnecessary calls by using a prior request to /v1/rooms to retrieve the last activity property.

oSN >

Filter the response results by specifying the created property in the request.

Correct Answer: A

Section:

Explanation:

Reference: https://apphub.webex.com/messaging/applications/paginate-cisco-systems-82277

QUESTION 111
What are two principles according to the build, release, run principle of the twelve-factor app methodology?
(Choose two.)

Code changes are able to be made at runtime.
Separation between the build, release, and run phases.
Releases should have a unique identifier.

Existing releases are able to be mutated after creation.

m o 0w >

Release stage is responsible for compilation of assets and binaries.

Correct Answer: B, C

Section:

Explanation:

Reference: https://www.bmc.com/blogs/twelve-factor-app/

QUESTION 112
A developer is building an application to access a website. When running the application, an HTTP403 errorcode has been received. How should the application be modified to handle this code?

Create a loop on cancel the operation and run a new one after the code is received.
Use exponential backoff when retrying distributed services and other remote endpoints.
Build a try/except around the urlopen to find errors occurring in the request.

o0 ®p

Redirect the request to an internal web server and make a new request from the internal resource.

Correct Answer: B
Section:

QUESTION 113
When end-to-end encryption is implemented, which area is most vulnerable to exploitation?

. cryptographic key exchange

A

B. endpoint security

C. cryptographic key generation
D

. security of data in transit

Correct Answer: B
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Section:

QUESTION 114

#k8s-nginx.yml
apivVersion: apps/vl
kind: Deployment
matadatas
name: nginx-deployment
labels:
app: nginx
spac:
roplicas: 1
selector:
matchlLabals:
app: nginx
template:
metadata:

labels:

App: mginx
spec:

containars:

- name: nginx
image: nginx
ports:

- namé! nginx-port

apiVersion: vl
kind: Service
matadata:

namae: load-balancer
spac:

selector:

app: nginx
ports:

- port: B0

targetPort: nginx-port
type: LoadBalancer

containerpfort: 80

Refer to the exhibit. The presented application consists of a Nginx container and a load bdum:psl/CD configuration implements the Kubernetes deployment?
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Deploy:
stage: Deployment
script:
— kubectl exec -k k8s—nginx.yml

2 Deploy:
stage: Deployment
script:
— kubectl apply —-f k8s—-nginx.yml
® Deploy:
stage: Deployment
scraipt:
— kubectl apply -k k8s-nginx.yml /patch/to/cluster
L Deploy:
stage: Deployment
script:
— kubectl exec —-f k8s—nginx.yml /patch/to/cluster
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B

Section:

Explanation:
https://kubernetes.io/docs/reference/kubectl/kubectl/

QUESTION 115
What are two benefits of using distributed log collectors? (Choose two.)

A. supports multiple transport protocols such as TCP/UDP
B. improves performance and reduces resource consumption

C. provides flexibility due to a wide range of plugins and accepted log formats
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D. enables extension of logs with fields and export to backend systems

E. buffers and resends data when the network is unavailable

Correct Answer: B, E
Section:

QUESTION 116
What are two features of On-Box Python for hosting an application on a network device? (Choose two.)

It has direct access to Cisco IOS XE CLI commands.

It is a Python interpreter installed inside the guest shell.

It enables execution of XML scripts on a Cisco IOS XE router or switch.
It supports Qt for graphical interfaces and dashboards.

It has access to Cisco IOS XE web UI through a controller.

m o0 w>

Correct Answer: A, B
Section:

Explanation:
Reference: https://blog.wimwauters.com/networkprogrammability/2020-06-08 guestshell onbox/

QUESTION 117
Refer to the exhibit.

[2ll:vars]

ansible connection=
ansible user=admin
ansible network os=ios

An engineer is configuring Ansible to run playbooks against Cisco IOS XE Software. What should be configured in ansible.cfg as the connection type?

network cli
ssh
shell

command

oSN >

Correct Answer: B
Section:

Explanation:
Reference: https://docs.ansible.com/ansible/latest/user guide/intro inventory.html

QUESTION 118
A local Docker container with a Container ID of 391441516¢7a is running a Python application. Which command is used to connect to a bash shell in the running container?
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A
docker attach <Container ID>

B. - . .
docker exec -it <Container ID> /bin/bash

C. 3 r -
docker run —-a stdin —a stdout <Container ID> /bin/bash

1] - .
docker container attach <Container ID>

A. Option A

B. Option B

C. Option C

D. Option D

Correct Answer: A
Section:

QUESTION 119

{

“yarsion”: “3.0",
“secret”: “supesrsecret”,
“tvpe”: “WiFi",
"data™: {
“natworkId™ : “L 00000000000391274",
“observations”: [
{
“*locations™: [].
“ipvd”™: null,
“gsid”: null,
Yos3™: null,
o W: “eoree:B6:58:85:23",

“latestRecord™: [
“time”: M2020-10-19T10:23:212%,
“nearestApMac®: “aa:aa:22:56:2e:42",
“nearestApRssi”: “-&2*

Yo

Refer to the exhibit. The JSON response is received from the Meraki location API. Which parameter is missing?

apMac
clientMac
clientld
accesspoint

o0 ® >

Correct Answer: B
Section:

Explanation:
Reference: https://community.meraki.com/t5/Developers-APIs/Location-lat-Ing-and-x-y-areshowing-similar-for-all-devices/td-p/65707

QUESTION 120
Which two gRPC modes of model-driven telemetry are supported on Cisco IOS XE Software? (Choose two.)
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dial-in
dial-out
call-in

call-out

m o0 w>

passive

Correct Answer: A, B
Section:

Explanation:
Reference: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1612/b_1612 programmability cg/model driven telemetry.html#id 86392

QUESTION 121
Refer to the exhibit.

{
“yersion”:| I;
“"secret”: “supersecret”,

“typa®: "“DevicesSaan”,
"data™:
*apMac™: "00:18:0a:13:dd:b0",
“apFloors®: []1.
“apTags"™:
“dav",
“"home" ,
“test”
1,

Which parameter is missing from the JSON response to confirm the API version that is used?

A. version 4
B. v10

C. 2

D. version 2

Correct Answer: C
Section:

QUESTION 122
What is a capability of the End User Monitoring feature of the AppDynamics platform?

discovers traffic flows, nodes, and transport connections where network or application/network issues are developing
monitoring local processes, services, and resource use, to explain problematic server performance
identifies the slowest mobile and IoT network requests, to locate the cause of problems

OO0 wp

provides metrics on the performance of the database to troubleshoot performance-related issues
Correct Answer: C

Section:

Explanation:

Reference: https://docs.appdynamics.com/display/PRO21/Overview+of+End+User+Monitoring

QUESTION 123
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$ git checkout release-2.1
Switched to branch ‘release-2.1°
Your branch is up to date with ‘origin/release-2.1’.

S git add -A
& git commit —m “Demo”
[release-2.1 6226cf6] Demo
1 file changed, 3 insertions(+)
$ git merge dev
Auto-merging python/mac.py
CONFLICT (content): Merge conflict in python/mac.py
Automatic merge failed; fix conflicts and then commit the result.

Refer to the exhibit. Which command resolves the merge conflict by removing the previous commit from the commit history?

A -

git checkout mac.py
B. ;

glit reset ——hard HEAD~1
C. :

git rebase ——abort
D. =

git revert —-m 1 HEAD
A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: B
Section:

QUESTION 124
What is the function of dependency management?

A. separating code into modules that execute independently
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B. utilizing a single programming language/framework for each code project

C. automating the identification and resolution of code dependencies

D. managing and enforcing unique software version names or numbers

Correct Answer: A

Section:

QUESTION 125

|
|
|
|
|
+

module: ietf-interfaces
+--rw interfaces

+--rw interface* [name]
+=-=rw name

+rw description?

+==rw type

+=-=rw enabled?

+=--rw link-up-down-trap-enable? enumeration {if-mib}?
--ro interfaces-state
+--ro interface* [name)

+==F0 name

+--ro type

+--ro admin-status
+-—-ro coper-status
+=--ro last-change?
+==ro if-index

+--ro phys-address?
+--ro higher-layer-if~
+=-=ro lower-layer-if*
+--ro speed?

+==ro statistics

+==ro discontinuity-time yvang:date-and-time
+--ro in-octets? yang:counteréd
+--ro in-unicast-pkts? yang:counteré4d
+--ro in-broadcast-pkts? yang:counteréd4
+--ro in-multicast-pkts? yang:counter64
+--ro in-discards? yang:counter32
+--ro in-errors? yang:counter32
+--ro in-unknown-protos? yang:counter32
+--ro out-octets? yang:counteréd
+--ro out-unicast-pkts? yang:counteréd
+==ro out=broadcast-pkts? yang:counterétd
+--ro out-multicast-pltas? yang:counteréd
+--ro out-discards? yang:counter32
+--ro out-errors? yang:counter32

string
string
identityref
boolean

string

identityref
enumeration {if-mib}?
enumeration
yang:date-and-time
int32 {if-mib}?
yang:phys-address
interface-state-ref

interface-state-ref
yang:gauge6d
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import reguests
url = (“https://ios-xe-mgmt.cisco.com:%443/restconf/data/ietf-interfaces:" +
“interfaces/interface=GigabitEthernat2")

headers = {
‘Accept’: “application/yang-data+json”,
‘Authorization’ : ™Basic cmSvdDpEX12ZheSF{MTAm",
‘Content-Type': “application”

}

response = requests.request(rest_operation, url, data=payload,
headers = headers, wverify=False)

print (response.text)

Refer to the exhibits. An interface named "GigabitEthernet2" has been configured on a Cisco IOS XE device. Using RESTCONF APIs as defined by the ietf-interfaces@2014-05-08.yang model, which
two combinations of "rest_operation" and "payload" must be added to the Python script to set the "description" to "Configured by RESTCONF"? (Choose two.)
A

rest_operation = “PATCH”

payleoad = ™ {\n \"ietf-interfaces:interface\”: {\n
\*name\”: \“GigabitEthernetzZ\”, \n
\ “description\”: \"Confiqured by RESTCONF\"” \n

}I'\.n} I
E 5 "W L
rest cperation = "PUT
payload = * {\n \“ietf-interfaces:inzerface\”: {\n
\”name\"”: \"GigabitEthern=t2\"”, \n
\ “description\”: \“Configured by EESTCONF\” \n
}""-.1'1}”
C. -
rest operation = “PUT"

payload = “{\n\”ietf=interfaces:interface\”: {\n

\”"name\”: \“GigabitEthernetZ\”,\n

\“description\”: \“Confiqured by RESTCONF\", \n

\“type\”: \"iana-if-type:ethernetCsmacd\”, \n

\"enabled\” true,\n \"ietf-ip:ipv4\”: {\n
\"address\”: [\n{\n\"ip\": \"10.255.255.1\",
\n“"netmask\"”: \"255.255.255.0\"\n  }\n

1\n \n }\n}*
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rest_operation = “POST”

payload = ™ {\n
\“name\”“: \“GigabitEthernet2\”, \n
\ “description\”:
}"\n}"

ZV“ietf-interfaces:interface\™:

\”"Configured by RESTCONF\”

{\n

\n

rest operatior = “POST”

payload = “{\r\"ietf=interfaces:interface\”:
\"name\”: \”GigabitEthernet2\”,\n
\"description\":
\"type\”: \"iana-if-type:ethernetCsmacd\”,
\“enabled\” true,\n \"ietf-ip:ipv4\”: {\n

\*address\”: [\n{\n\"ip\~:

\n“natmask\”: \”255.255.255.0\"\n
\n \n}”

1\n

{\n

\"Configured by RESTCONF\”,

"YU . 255 . 285 . L\
I\n

\n
\n

Option A
Option B
Option C
Option D
Option E

m o0 w>

Correct Answer: A, B
Section:

QUESTION 126
What is a well-defined concept for GDPR compliance?

OO0 wp

Correct Answer: B
Section:

QUESTION 127
Refer to the exhibit.

Records that are relevant to an existing contract agreement can be retained as long as the contract is in effect.
Data controllers must confirm to data subjects as to whether where, and why personal data is being processed.
Personal data that was collected before the compliance standards were set do not need to be protected.

Compliance standards apply to organizations that have a physical presence in Europe.
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mogdule: Cisco-I1C8-NE-native
s==rw AMTive
+==gw Antezface
| #+=--zw GigabizEchernet® [rams]

1 *e=gy NARS 'lttil'lq

i s==rw medis-typel snumecation

I | #==rw port=typel SRuUneration
| #==gw description? string

| #==xw swischport-cons

I 1| ===1w switchpore? bBoolean

| #==zw switchport (ios-featuresiswitching-platform}?i
*==r¥ stackwiss-vircual

| #==pw link? uinth

| =#==rw dual=-active-datection? *wpTy
| #==zgw mac-address? string

#==rw shutdown? ampry

*==Iw AIp
| ®e=prw tiweout? uintcl2

Interface Lookback 1 must be created with IP address 10.30.0.1/24 in a Cisco IOS XE device using RESTCONF. The schema that is defined by the exhibit must be used. Which body and URI should
be used for this operation?

A.
FUT
[zestconi/data/Cisco-108-XE~nativernative/interiaces
~roopback™: | d
coppask™s [ U-dumps
"description®: "lLoopback ! = description”,
.'i,}-l: i
“addresa™: |
“primazy: | “eddress®; 10,30,0,.1°%,
"nask™: "285.35%5.295%.0" )
B.
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A7
/zestcons/data/Cigsco~108~NE~natave:inacive/inztecriaces

*lLoopbeck®: ||
“*name“s “1%,
“description®: "Loopback L = deacription”,
“addzess™: |
"primary! | “address®: 10.30.0.1°%,

"mask®: "“24" )

fzenteonf/data/Cinco=-108-XE-native:native/incezrface
{

"Loopback®™:

»
"nane™: .
“"description™: “Loopback 1 = chu:tikandu
-IF"t [
“addresn™: |
*primazy! | “addres»": 10.30.0.1%,

*mash™: “253.255.239%.0" )
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FUT
tentcon?/data/Cinco~108~XE-nativerinacive/Anterface

"Loopback™: [|
“"description®™: “Loopback 1 = description®,

“"addzess™: |
“pzizazy: | “addzess") 10.30.80.1"%,
"mookh®: "24" )

Correct Answer: A
Section:

QUESTION 128
Refer to the exhibit.

tanhn:
= pame! Bane config Semplate m S
ion config:
—
= loggirg buffered 10240
= pervice Liseatarpe debug datelime maec Jocaltime ahow-timezone

- service tissatarps 109 datetines maec localtiss show=tlpesone

Which word is missing from this Ansible playbook shown, to allow the Cisco IOS XE commands for router configuration to be pushed after the playbook is executed?

Commands
Input
Lines

o0 ® >

cofig

Correct Answer: C
Section:

QUESTION 129
Refer to the exhibit.
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H SSSke8r MMIVIOE B3 CI58CO QOVHAT
ID HAME SERVICE IHAGE LaaT
ETATE CESIRED ATATE NODE
dELE314did0ce cisces deavnat.l cisco desvnat devnet/tentel.C Running 23
minutas Ru 3 3 SOm
AaEATSEESelan iscs davnat.a ciscs dawrnae devne 'Y 1 Fu g &
ninutes Runnair L.E18 Cot
aryacod =5 | ==gcs SEVLRLET .« ca2oo SOVLhet =eVTRAT / S8l asls (SR e R
mRADUTS®S ARar - iac >
- =1 B =l -] == Ci3C2 20VEEeT -9 =p N F=t-R-f-L st R SevoeT/ =ad - anning -

tad = nin dc3.018 SO

: L ELE] .. -y e ¥ - - - - - L R r;

EiDUTOD Runnirg ace.201080.C

The cisco_devnet Docker swarm service runs across five replicas The development team tags and imports a new image named devnet'test 1 1 and requests that the image be upgraded on each container
There must be no service outages during the upgrade process Which two design approaches must be used? (Choose two.)

Implement rolling upgrades by using the docker service update command.
Enable parallel upgrades by using the docker service update command.
Ensure that the service is hosted behind a VIP with no session persistence.
Update the restart policy of the containers to restart upon failure.

mo 0O w >

Ensure that the service replicas are set to a minimum of 5

Correct Answer: A, C
Section:

QUESTION 130
How is AppDynamics used to instrument an application?

Provides visibility into the transaction logs that can be correlated to specific business transaction requests
Enables instrumenting a backend web server (or packet installation by using an AppDynamics agent

Retrieves a significant amount of information from the perspective of the database server by using application monitoring

OO0 >

Monitors traffic flows by using an AppDynamics agent installed on a network infrastructure device

Correct Answer: A
Section:

QUESTION 131
An engineer is developing a Docket container for an application in Python For security reasons the application needs to be accessible on port 5001 only Which line should be added to the dockerfile m order to accomplish this?

ENTRYPOINT 5001
PORT SRC 5001
ADO PORT 5001
EXPOSE 5001

OO0 wp

Correct Answer: D
Section:

QUESTION 132
Which OAuth mechanism enables clients to continue to have an active access token without further interaction from the user?
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JWT
password grant
refresh grant

o0 w® >

preshared key

Correct Answer: C
Section:

QUESTION 133
Refer to the exhibit.

SR e s S S e N S R A S S e e et e S e e

A s A e AP S S b S e R A

#RTVAL
fecver name WL R DADE ey
sa. cersificate W S LAL D . SO o)
gL teytificete key W R Dy con ke y )
SBi protoco.s TaIvi L

MTOW: VR T

Correct Answer: A
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Section:

QUESTION 134
A web application is being developed to provide online sales to a retailer. The customers will need to use their username and passwords to login into then profile and complete their order For this reason the application must
store user passwords Which approach ensures that an attacker wifi need to crack the passwords one at a time?

Apply the peppering technique
Store the passwords by using asymmetric encryption
Apply the salting technique

o0 ® >

Store the passwords by using symmetric encryption

Correct Answer: C
Section:

QUESTION 135
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Which scenario is an example of the pseudonymization of sensitive data that meets GDPR requirements?

encrypting sensitive data at rest by using native cloud services and data in transit by using SSL/TLS transport

A

B. implementing XFowarded For at the frontend of a web app to enable the source IP addresses of headers to change

C. leveraging an application load balancer at the frontend of a web app for SSL/TLS decryption to inspect data in transit
D

separating the sensitive data into its own dedicated secured data store and using tokens in its place

Correct Answer: A
Section:

QUESTION 136
Refer to the exhibit.

using GI7 ASEFASS to set credentials
» git feEch —tags -=force --|.1;-§:-_-5.1 == http://JaeeldSfT]1S/root/ ma-mastear.git
+rofo/hoads/* irefs/ remotenforigin/® § timecut®ly
ERROR: Exrror fetching remote reps “origin’
hudsen.plugins.git . GitException: Failed tc fetch from http://TlaselH L7158/ roce/ ma-
.'I.p'l"-'r.'.].ﬁ':

at hudson.plugins.git.GLiedoM. fetchFrom{GitaoM, Java: $00)

at hudson.plugins.git.Git8CH.retrieveChanges (JatdM.Javarlll))

at hudsen.plugins.gi® . GiescH. checkous (Gied0M,. Java:1155)

at hudaon.scm.SCH.checkout (BCH. Java: 303)

at hudscn.model .AbstractProject.chackout (AbstractProject.javarlliol)

At
hudson.modsl . AbstractBul ldfibstractBulldEnscution.defaultCheckout (AbstractBuil i.java
1 574)

at jenkines.scm.8CMCheckoutBtrategy.checkout (B0MCheckoutStrategy. javai1B€)

at

hudson.model . AbstractBul ldfAbstractBulldExecution.run (AbstractBulld.javar 45%)
at hudson.model . Run.exscute (Run.java:l031)
at hudson.model . Freedtylebulild. run (FreeStyleBuild.javaz43)
at hudsen.model.RessurceController.exescuta (RascurceControllar.java: 57)
At hudson.model .Executor.run (Executor.javai 427)
Caused by: hudson.plugins.git,.GitEsxception: Command “git ferch -—tages --force -—
progress == httpi//7laeel$5E715/root /ma-naster.git
¢*rofo/hoads/*irefs/ emoten/origin/*"™ returned status coda 1281
stdout:
stderr: remote: Gitlab is not respondin
fatal: unable to access 'nttj-::‘f?EjAt*ﬁ £715%/ oot /me-manter.giv/": The reguestad URL
reaturned srcory 302

An attempt to execute a CI/CD pipeline results m the error shown What is the cause of the error?

The VCS repository is unavailable
The unit tests failed to complete
The built artifacts failed to publish to the target server

o0 ® >

The remote library repository is unavailable

Correct Answer: D
Section:

QUESTION 137
Which security approach should be used for developing a REST API?

Use custom security relevant HTTP response codes
Utilise TLS for end to end encryption

Add an API key to each URL string

Utilize CORS headers

o 0N >

Correct Answer: B
Section:
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QUESTION 138
What is a benefit of using model-driven telemetry?

enables operational data to be collected at higher rates and a higher scale
enables the application to pull data faster than pushing the data

reduces the load on the server by enabling the client to pull data

o0 ® >

simplifies the development of clients by using a single encoding standard for the data

Correct Answer: D
Section:

QUESTION 139
A developer has issued git add filel and file2 test.py command to add the three files for the next commit, but then decides to executed test.py from this command. Which command needs to be used to exclude test.py from this
commit but keep the rest of the files?

git clean — test.py

git reset - test py

git checkout - filel file2
git stash -- filel file 2

o 0N >

Correct Answer: B
Section:

QUESTION 140
Refer to the exhibit.

ESCIT DeQUASTE, TeJuUests cachae
from flask impert Flask, render te=plate, regquess, jsonily
Rpp ® Foark(_ nane
‘_‘1 - . a5 A - Ll L1 A - L1 L] - L1 - L - - L - | - oy
Japp.soute(® /", meathode=|"QET", "FOIT"
Sel Sevaeti)
seguEdtT.methoc =8
a3 = requed et a
B Thitpe: evnet . com/api/eearch 2™ .format (locat
esponee 4l = raguesta.ge i ¥
retuz onifyizesgonse dic
Tatu aldal Teasmg.LiiAle LnaeX s
- 1 Vot == - -
ALY

An application has been developed to serve the users in an enterprise After HTTP cache controls areimplemented m the application users report that they receive state data when they refresh the
pageWithout removing HTTP cache controls, which change ensures that the users get current data whenrefreshing the page'

Reduce the expire after value to 60.

Add a Cache-Control header that has a value of no-cache, no-store must-revalidate.
Add an H-None-Match header that has a value of an Entity Tag.

Add an Expires header that has a value of 0.

oSN >
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Correct Answer: B
Section:

QUESTION 141

A developer must create VLANSs 2-5 on a remote Cisco NX-OS switch by using an Ansible playbook The playbook must meet these requirements

* Configure the VLANs and a name for each VLAN

* Only run against the switches inventory group

* Execute from the local Ansible controller

* Prevent the collection of system information prior to execution
Which playbook must be used?

dumps

A.
= S4IQeTH.
—— 1 Lo ¥
SSaast
-
Tanap
h-::l "
" RN _VIAAL VLA _148T3-1T stataspresene
- g fEAapE e ey Eoa g e g e
B.
« BOBTE: SMiITIEes
peARetion! lecel
gethez_2scze: B8
1R
* name: Creaste Willis
RS _Vaan  ViIkA_Lo"s~1" 1tatemgresen:
ecoteli Anveasocry Restname |
* parpe: Sonfigure VRAN Xane
EXO8 _VlAn: WwiAn L2%( Liten . vio
iten . pease ) Roste{{ lavenicry Rostinace
ETATATES R RO
ﬂ-‘-‘-_i L =11
- vid: 3, name: wvabd
- vid: ). name’ & |
« | vaa: 4, name: app |
- via: §}, name . nget
C.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

groups: Pwitchal
tonnection! Letelhsen
sslliest_inde: me
= nane Creste VLMD
ease_vaisn: visn _ie="s-1" asase*presens
hestei| Lnventory_Rostaans ||

nace - Csnfigusre VAN Nane

racs_vien: vign id=({ izex.vid )] naxes{|
iTAn.nane || Roet3 (| Llmwentozy keataarns ) )
rratetpivrent

ieop:

. Vs
= | vid:
- vid

« | wnia:

- 299t s<kes

seanection: 213%.0.0.3

gatkez facts: falise

AT

» pamm’ Create ViR

X083 _VisR:© Wwias _ilae"le|"
lale prerent
Besz: ({ inventory _hostrname |)

rame: Cornfigaze VLA Hane

RESS_Visn: vian_i9e({ item.via || names ||
ites.ng=g || noe3v || i=wvenssgy kostngms )
ATATHSETeNenT
400p: “| vid: 4, nane: web |, { vid: I, name:
8 ), { vid! &, nama! app |, ( via: §, nane:
m }-

E. Option A

F. Option B

G. Option C

H. Option D

Correct Answer: A
Section:

QUESTION 142
Refer to the exhibit.
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import sson
ARport requeats
from reguesta.exceptions import HTTPExro:

uri*'‘httpa://devnet.ap.nec/accesspointa/266"
TIy!
response = regquests.get (url)
response.raise_Sor_status ()
except MITPErrzor a® hitp err:
print ('HTTP error cocurred:'.format (http_err))
alee:
print('Success!’)
aps = <pon.loads (resaponse.text)
print sson(0] ['apzd’]

-

§ python get-ap.py
Success!

{u'isactive': False, u'apld': 266, u'apName': "zeception’'}
Traceback (most recent call last):
File “get-ap.py”, line 14, in <module>

print aps (0] (‘'apId’]
ReyErzer: 0

m—
A Python developer is creating a wireless network device inventory application for local

yane ' ints
output indicates that there was a KeyError when parsing the JSON response. What retum@eum ﬁg

0]l ["apId']

aps [

apa. | "apld’]

Correct Answer: A
Section:

QUESTION 143
Refer to the exhibit

The developer is retrieving an access point ID by using a REST API The
ine 14?
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An application is developed to perform multiple API calls. The calls will be performed on the infrastructure devices Delays in the information transfer occur when the application is executed What are
two reasons for the issue? (Choose two )

The list devices API call is failing and does not return a result
Listing devices lakes longer than usual due to high network latency
One of the API calls takes roughly three times as long to complete
The list devices API call is inefficient and should be refactored

m o 0w >

The requests are being rate limited to prevent multiple calls causing the excessive load

Correct Answer: B, C
Section:

QUESTION 144
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Refer to the exhibit.

U*dumps
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impore Hy3dLdb

dh = HySQldh.connsct (host2"lacalhont™,
uner="",
passwd=™", |
dba®"j

cur & db.gursor()

plactfozm = raw_input('Enter language:r ')

curexecute ("3ELECT * FROM platforma \

RHERE language = ‘4a';® & placform)
for row in cur.fetchall():
pzinzizow)

db.clone()

U*dumps
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Which action should be performed to avoid an SQL injection attack?

Encrypt the password that is used to connect to the database
Develop a denial of service response plan
Vacate the input on the platform variable

OO0 >

Compile the Python file instead of allowing live interpretation

Correct Answer: C
Section:

QUESTION 145
A developer is working on a new feature in a branch named 'newfeay000222118' and the current working primary branch is named 'pnm409024967' The developer requires a merge commit during a fast forward merge for
record-keeping purposes. Which Git command must Be used?

A.

git rese: commit-22 newfeacsl00o==118
B.

git add -- mit=££ newlfeatlQOZ<<l il
C.

gt merge ——no=f{f newfeatlCOS2211l8
D.

JAt COmmit ne=-£L££ newieat Saadal

Correct Answer: C
Section:

QUESTION 146
A developer is deploying an application to automate the configuration and management of Osco network files and routers The application must use REST API interface lo achieve programmability.
The security team mandates that the network must be protected against DDoS attacks What mitigates the attacks without impacting genuine requests?

API rate limiting at the application layer
IP address filtering at the application layer
traffic routing on the network perimeter

OO0 >

firewall on the network perimeter

Correct Answer: D
Section:

QUESTION 147

A development team is working on a bug fix in a remote branch named "UXbug000222134' and the current working primary branch is named ,prod409024967"' A developer who just joined the learn needs to checkout the
remote branch

Which Git commands must be used?
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git add UXbugl00222134
git push origin
B.
git add UXbuglll_o-=134
git checkout =-aA
C.
git fecch =--multiple
git branch Q“.-!u.af;'..' 0e22134
D.
git fetch -=-all
git checkeout UXbugl00222134
Correct Answer: C
Section:
QUESTION 148
Refer to the exhibit.
Ery:
response = requests.post{url)
if | | = 401
pr;n:ll'*-- returned !tl!pﬁhll.!tltul code) froem (url).”)
print( === Check Authantication!”)
elee;
print (f" === returned (response.status code| from {ucl]”)

A network engineer writes a script to test authentication workflow using Python and REST API. The engineer wants to ensure that the script handles expected errors by matching output to HTTP status
codes The scnpt uses the Python requests module. Which line of code must be added on the snippet where the code is missing?

. requests.error_code

A
B. response.sutus_code
C. response
D

. requests.post

Correct Answer: B
Section:

QUESTION 149
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Refer to the exhibit Pipenv is used to manage dependencies The test funs successfully on a local environment. What is the reason for the error when running the test on a CI'CD pipeline?

. The piple in the local environment was not pushed to the remote repository

Pytest did not detect any functions that start with test .

A

B. All the unit tests in testsum py failed
C

D. Nose2 was not used as the test runner

Correct Answer: A
Section:

QUESTION 150
Refer to the exhi‘pit_.

“lecf-invacfacen:intecface™: |
"nama™: “"GigabitEthernetl®™,
"descriptien”: "Configurad by RENTOONF",
"type®: “"lana-if-typerethezrnetCemacd”,
"snabled™: true,
miacf-ipripvi™ o

Faddresa™: |

dumps

An engineer is managing a network that consists of Cisco IOSXE devices. There is a need to retrieve the details of the interface GigabitEthernet2 using RESTCONF. Which URI will accomplish this by
providing the same response as shown in the JSON body?

A.
heepat//ios-Xe-mgmt.cisco.com/restcons/data,
interface/nane/GigabitEthernetl

B.
ht '.IJ'I:- i JQ‘H""H‘I{]‘ IT.C4a8CO . 00M :-I‘It[ﬂ!'.! GATta/
sotf-interfacesiinterfaces/GigabicEcherneta

C.
heepet//ios-ne-mgmt.cisco.com/restcont/daca
iecf-intesfaces/GigabitEtheznetl

D
nteps: Los=Re-mgmt.cisco.com/restcont/data/
ietf-interfacesrinterface/GigabicEcheznets

Correct Answer: D
Section:

QUESTION 151
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Refer to the exhibit.

s==rw interfacas
===y fAtexface® [nanse]

i T T strinmg

tw=pw deseriptiend SLTing

re=fw LYype indencticyzeld
#==gw snabled? boolean
#==gw link-up-dewn-trap—snable? snuUneration

#==gg LAterfaces-stats
se==gy LATSTiace” [Aane)
v==ra RARS BEring

#==Iv TYPe sndentityre!

s==gy Admin-atatus snunsration

*==g0 oper-ALATUS enumeration

*==gd LA8T-change? yangidate-ahd-time
s==pm (f=index ingdl

t==ro phys-addzesa’d yangiphys-address
=== higher-laysr=if* interface-state-raf
s==ro lowsr=layecr=-if* interface-state-ref
#==r0 spesd? yangigacged

s==pg sratisnzics
ss=spd disontinulty=time yangldate-and-time

w==ps in-ootats? yangoaunter b4
we=pg fn-unicast-pkes? yang:counter b4
#==gs LA~bIcadeRst-pREET yaRgicountes 64
L 1] Lh-rh:!:dlil-;ltiT ylﬂg!;auﬂtitii
w==gd in-discards? yangioounterll
e==gd AA=SrreGCsd yangicounter s
Sea=fd IR-URRAOWA~PIOTON] Wangtcounter )2

Which URL retrieves the errors in the GigabitEthernet 1 interface?

A.
frastconf /fgatafiatf-intarfacas:intarfaces/intarfaca,/\
FigabitEthernet]
” PS
feanccon? /dacta/iecf=-incerfacen: intarfacen-atate)
GigabitEthernetl
C.
freatoonf /data/iecf-interfaces:incerfaces/ )
GigabictEthernetl
D.

a/lecf-incecrfaces:interfaces-stats
rface™figabisEthernecl

Correct Answer: D
Section:

QUESTION 152

A local data center deployment using Cisco NX-OS switches is scaling and requires automatic configuration at scale Configuration management must be set up for a Cisco NX-OS switch by using Ansible. The Ansible control
server is currently located on a different subnet than the switch The solution has these requirements

* The transport protocol used must be encrypted

* The connections must originate from a server m the same local network

* Enable mode must be supported Which connectivity method must be used?
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SSH through a bastion host and ansible become method for privilege escalation.
HTTPS through a repository and ansible become method for privilege escalation
XML-RPC through a web proxy.

HTTP through a web proxy.

o 0N >

Correct Answer: A
Section:

QUESTION 153
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Which Puppet manifest changes the NTP server and generates the traftic from VLAN 15?

A.
ntp_server | "172.30.200.11":
ensuce s> "'presesnt’,
ey => 94,
prefe: a¥ true,
minpoll > 4,
maxpell s> 14,
vian mx *15%,
}
B.
Ntp_serves
ip my Y1LT2. WL 200381,
ansure => 'prasant’,
kay -
prefer => True,
minpoll > 4,
maxpoll w> 14,
source interface => '1%',
b
C.
ntp _sexrver ([ "172.30.200.11"1
ensuce w> 'present’,
key => 94,
prefer =3 LIUe, um S
minpoll "> 4,
maxpoll => 14,
source_interface => 'Ylan 15°,
}
D.
ntp_server
serve: = W72.W.200.11°
ensure => 'present’,
kay => 54,
preafax => TIue,
minpoll == 4,
maxpoll => 1%,
source_interface => *Vilan 13°',
|

Correct Answer: C
Section:

QUESTION 154
DRAG DROP
Drag and drop the steps from the left into the order on the right to ensure that an application requiring communication to the external network is hosted on a Cisco Catalyst 9000 switch.

Select and Place:
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[ Configure NAT o the host. step |
|
f Configune the network settings of the contaner. dep 2
| Enaible goest shell on the host. stop 3
Create a new interface named VituaPortGroup on the host. dep 4
Correct Answer:
Configure NAT on the host.

| Configure the network settings of the contamer.

Enable guest shell on the host.

- —
!

Create 8 new interface narmed VirualPortGroup on the host.

Section:
Explanation:

QUESTION 155

DRAG DROP
Drag and drop the code from the bottom onto the box where the code is missing to retrieve a summary of physical compute resources. The collected information about the compute resources will be presented in a dashboard to

be developed for device monitoring purposes. Not all snippets are used.

Select and Place:

impare Leguesta
impott jwon

5 &

BASF URL = “hecpa://incersight.com/api/vl
I

prl.=|
pavicad = ||}
headezs = |
‘Accept ' ‘application/jsen’.
*iutho:i:.:ian':[
"Pigest’: | [computed-digeat}}’
‘Bace’: "[{curzenc-dace}}"
]
tesponse = Leguests.Zeguest| ) _J. url,

headerssheaders, daza=ijsen.dumps(payisad))

printiresponse.text.encode ("utfE*))

I 3 *posT" # |T "GET" — I

| £* |BRSE _URL)/ecmputafListihysical' I | f'Signature [(hTTpsigl's l

| £* (BASE_URL)/comput €/Phieieasummar les' Il {*Bearsr [roken)®, ]
La ]

Correct Answer:
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AFpQIT IeguesTa
impast Json
BASE URL = “htzpa://interaight.com/api iz
= = BEASE I i Ir\ ;.. | = -
payliocad =
heagdezs =
ASCeDt application 80N
Al DELZAELS e TEignAaTOre T T T 1
"Diges cEputed-digest !
‘CATE CUrrénTt—dace
S3ponse = Faguestas.TeTUasT o
caders=neaders, CATa™ on T By iTuEw
ntiresponae.= Encoas -
- 4 |
T "
e
Section:
Explanation:

QUESTION 156
DRAG DROP
Refer to the exhibit.

Yy R ab Beoe iy

Gat Message Detalls

Ty Sty for 8w by emsge 0

Soecly e mesaags 0@ e esdsageld paramsine = o UL

L P ey

Tha ureer ihpeshibar Jor e reppban

Tra (o uipm oSl b ol [ Puwidee

rodm ! d

Tha room 10 of P Sesasge

Drag and drop the code from the bottom onto the box where the code is missing to complete the API request. An engineer is using this API request to implement Chat-Ops to generate notifications m a
Webex space by using webhooks. Not all options are used.

Select and Place:
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def process incoming message | i )2
& Seat tThe webhook data

webhook data = inbound webhook reguest.json

$ Determine ths Teams Room to send reply to

roon_id =

§ Gaz the hasz was sant.

me3sage_id =|

message = Te

$ Verify messags isn't frem bot

X - in teazs.pecple.me() .id:

SdZN

I inbound webhicok rejuest webhook data[“data®™] {*1d"]
—
wabhook data[“data®] = i
[ !'::»;:::I'E BRssage.pyisondd
l weabhook data[®rocmid®] mazsags.cofersonld
Correct Answer:
def process_incoming Message | inbouhd webhook reguest LR

2 Gat the webhook data I
wabhook_data = inbound _webhook_regueast.ison

£ Determine thes Teams Room te send seply o d u m s
webhack data[%data®™]

room_id = [*TosmId™]

£ Gac tha 3 rE hat was sant.

m:thgu_".d =: webhook-data[“dara®] {*1d%|

{
message = te

£ Verify msssags isn't from bot

5 - L mssage, pecsonld in teams.pecple.me() .ids
EUTE

| ]

. . -

| |

L

l wabhook data ["rocmld®] maisags.cofersceld I
Section:
Explanation:

QUESTION 157

DRAG DROP

A developer is creating a Python function that adds network engineers to a Webex room to troubleshoot after a monitoring alert Drag and drop the code from the bottom onto the box where the code is missing in the Python
function to add the engineers to the room. Not all options are used.

Select and Place:

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

def gather_all (tocken, room_id, teasMembers):
for member in teamiembers:
1

header = {'i #: "Bearer %a" % token,

*Content-Type®: “"application/json”|)

paylcad = |
"roomId®: room_id,
“personEmail™: membes

}

IeSponae = regquests.post(“https://api.webexapl.con/vl/membershipa”,
headers=header, s verify=STrue)

if response. ] ;'={ I z

print (“erzor inviting:"™ + mezber)
| 500 Il code || 20¢ [

-

| status code | | json=paylcoad | | Adthorization
|

Correct Answer:

def gather_all (token, room_id, teasMembers):
for member in tceamMembers:

header = |* | AdEhorization *: "Bearer %a" % token,

""l:1c|-= tent-Type®: “applicatioca/jsca®)

paylcad = |
"roomld®: room_id,
“personEmail™: membes

}
response = regquests.post({“https://api.webexapi.con/vl/nesbershipas®,
headers=header, | jaon=paylcad s YerifySTrue)
if cesponse. | TTATUR code |'=I 200 1'; :
priot (ersor invitiag:"® + menber) i u m ps
500 || code ||
| ]
]
Section:
Explanation:

QUESTION 158

DRAG DROP

Drag and drop the code from the bottom onto the box where the code is missing to construct a UCS XML API request to generate two service profiles from the template org-root/is-service-template.
Not at options are used

Select and Place:
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<isIastantiatelianedTemplate
do="org-root/ls-service-template"

cockie="<cookie>”
iaTargetOrg="ezg-root”
inBieracchical= | >
<inNameSet>
< | | ==service-profile-a™/>

-

<dn waloe=[ "o T gy

c! ]?

</lalnstantiateNNamedlenpnlate>

J

[ "gervice -_1':?1:_'.- jle-b" ] !r “yesl i
7 dn vatue o ool U jouttemeter ]
[T Jirdameser. 4 | *dd profile . |
| ]

Correct Answer:

<isiastantiateNtasedTesplate
do®="org-roct/ls-service-templiate”
cockie="<cookie>”
inTargetOrg="ezg-root”

;m.rnzchaul'i[ gt e >
finNameSesy u m ps
73 IR ¥ -j;'_hi:&l‘_;i_;_ I ]"un;ce-p:uf:lt-l'f}

|

s m—_

<dn vllut.l[ "geryice-proftle-b% />

—

o finKameSer >
</lsInstantiatelNNamedTesplate>

H},*fﬂ

o n— o e e = =

foutlaneSer

18

o M e e T

add profils

baaad baw

]

Section:
Explanation:

QUESTION 159
DRAG DROP
Drag and drop the code from the bottom onto the box where the code is missing to stop the REST API requests if a "Too Many Requests" response is received Not all options are used.

Select and Place:
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sax_sttempts = 10

while attesptis € Sax_atism=pta:
response ¥ requests.get{reques:t_url, headers =
("Authorization™; "Bearer * = apl_token})

1t

e

j «2tatus code '™

break

time.sleep((d ** atiompts) + f
attsmpts T gttempts + 1

| -
[Aink (response.statuy code) i 10

40

e -
|

o
}

random.randami() i |

Correct Answer:

sax_sttempte = 10

while attesptis € Sax_atte=pte:
responses ¥ requests.get{request_url, hesdera ®
("Ruthorizeation™: "Bearer " +* apl_token})

[ ;
tf Llint (response.status :-':.'n}_l +3tatus_code '™ [ L]

break

time.xleop( (2 ** attompts) *
attempts = attempts + 1

random . randomi()

—ra
mr o 1y

-
ot g

1 10
T . e [=E vesponme |
3
Section:
Explanation:

QUESTION 160
DRAG DROP

Fdumps

Drag and drop the code from the bottom onto the box where the code is missing to create a new IKEv2 policy Not all options are used

Select and Place:
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import requests, json
BASE _URL = 'https://ftd.example.com/api/fdn/latest"

url = i

token = ‘eyJhbGe ... yJhME®

paylioad = |
*anme': "DEVNET_IKEVZ',
*enabled": True,
'prioracy’: 0,
"type':
‘encryptionTypes’': ['AES_GCM256", "AES256']

headers = |
*Authorization’: I I
"Content-Type': ‘application/json’

}

Tresponse = requests.request| . url,
headers=headers, data=json.dumps(payload))
print(response.text.encode('utfE*))

I f'Bearer (tokenl)', I [ *ikeveiwopolicy® ]
! 'Lkeviwopolicies! | ! £' (BASE URL)/cbject/ikevipolicy' ]
I £' [BASE UEL]} /object/ikevZpolicies® [ "POST™ |

i f'Basic (token}”,

dumps

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

import reguests, json

BASE URL = "httpe://ftd.example.con/api/fdn/latest"”
url = :'{aaSE"URLWf}bjec::lk&vzpcizzlfs'}

token = ‘eyJhbGe ... yJhMBE®

paylioad = |
*anme': "DEVNET_IKEVZ',
*enabled": True,
'prioraicu’- 0

"type': |
‘encryptionTypes’: ["AES_GOM256', "AESI56°]

*Lkeviwopelicy" 1

headers = |
*Aathorization’: f'Bearer {tokenl'; ‘-i

"Content-Iype': “application/json’
I

reasponss T reguests.seguest | "POST" 1 . vrl,

headers=headers, data=json.dumps(payload))
print(response.text.encode( 'utfE*))

]

l '{kaviwopolicies” |[ £' (BASE URL)/cbject/ikevipolicy' 1

]l

]

L'Basicjroken)®,
[ |

Section:
Explanation:

QUESTION 161
DRAG DROP

Drag and drop the components from the left into the order on the right to create the flow of the three-legged OAuth2.

Select and Place:

l L Lo |

] = gl J

] B e il Ot

Correct Answer:
| 72 Costeo %
| =
| o

Section:

Explanation:
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QUESTION 162
DRAG DROP

B it onda e o e AN prarpey o ) Stes g e et
® P Thes € . Wl o "
W ufart imghi ber & e o By s e Y Pl e Pt oeesder” of Pl e (e e 0 we T S ARt el el
e, 5 -y 8
e el Py A Pt cund By (1 i b ASEetn e ofulor © i fes' o e sagl [ e T e der e s Sl feaart? el ey
T by g ' L
e & dw & APy | [YELEFT g p ey w A ol JiraE L
FeETen
s Timpsiswps rs sl of ite ks ] it am Serarom e e ae fuba a ] . g
T O T BT LT e s R ¥ 3 B o AT T v
g ol e el e e B e Bl Dt &
a Fgw e P DR TR ) r R E R 0 Wy F AT e - iy wyn e ~
g T spgrend N o gt oy a0l P P g g D a arl g sy
& For pasree the Coresl Dige Feght coreen 3 prarel e weege (D rangng Wl = b o The prewoun coge et =
fwrinad W Ty wed Lagler fmire e 3 T, WD e Ml Daages Tgld Db refarTenl By atartisghtiery

Refer to the exhibit Drag and drop the code from the bottom onto the box where the code is missing to query the last 10 Bluetooth clients seen by APs in their network using the Meraki Dashboard API
Not all options are used.

Select and Place:

imPOIt requests
TRL = "MuTpst//api.meraki.con/apl /vl / satworics/ NETNORES "
i [ —
T = Iequerte. 1 (URL = * [ 1.9
paTFages ‘ &3 ) i I
pranti ::,,1_-!
S aWERNALAGES I L4 I I clisht s mac E d u m ps
- % J ] ¥
G TCoT G Einnr it ol % iF bloetTanTr J
b 1 Rl . e B ity .

Correct Answer:

impozt requests
AL = 'huTpe: S aci.meraki.con/anl/vi/catworics/ NETNORES"
Lk fbluercothCli=ate
r.= requests, ges (URL - * :[._r_:f..__'_","____._'___. ?
P = " e i
B «LEndlngbs Lirs 1 l
printi i PR ;,,1____-!
| i
F || clisnt s mdc E
i b laetadrr J
I -._._.,___.__._____.._j | S ——— -
Section:
Explanation:

QUESTION 163
DRAG DROP

Drag and drop the code from the bottom onto the box where the code is missing to construct a contact tracking application that dynamically returns all the Bluetooth clients on a given Meraki network. Not all options are used.

Select and Place:
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impozt

beaders = |
"Content-Type"! “spplication/isca’,
"Accept': "applicatioa/json’,
'E-Cisco~Meraki-AFI-Eey”: "959eilihdThn"
]

aynstwerkld = *K _73340883661°

def getClients(nezworilD):
arl = "hetpsi//epl.meraki .confapl/vl/setworks/"

- - By -
resalts =[] | !
response a GET™, url, a)

for client in response.jsoni):
resulte.appendiclient)
while “next’ im response.links:
url = response.links| next*] [*arl*]
Lesponse ® requests.request (“OET", wurl, headersThesders)
for client iz cesponse.json):
results.append{client)
return results

clisntllD

snapoilnEY

Correct Answer:
import THquests
| i
beaders = |

*Content-Type"! “spplication/isca’,

"Accept': “application/json’,

'E-Cisco-Meraki-AFI-Esy”: "95f9adibdTin’
]

ayastworklDd = *K_73340883661"

def getClients(networiiD):
url = "httpe://epi.neraki.confapi/vl/oetworks/"”

oy

. [ neTwerkiD - =j | blustzothilienzs
resulzs =|[]
response - GET*, url,

for client in response.jscn{lt
resulte. append{client)
while “"paxt’ ia response.links:
url ® cesposes.lianks] next"] [*orl"]
response = requests.request (“OET", wurl, beaders*headers)
for clienz iz response.jsomil:
results.append{client)
return results

| |[ clisntiD

I_ L son IL :;-.l;\ tney

Section:
Explanation:

QUESTION 164
Refer to the exhibit.

dumps
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fespoiae = reqve:tl.gftlu:L, auth™ [usernase, p.u;unrdlj

print ("Invalid credentiale. Flease login sgain®)
username, password = ge:_:reden!i.l:ll
response = regquests.get [url, auth®= (username, passvord))

Which code snippet must be added to the blank in the code to automate the evaluation and handling of errors due to wrong credentials when Basic Authorization is used?

while response.get.status code == 400

dumps

Section:

QUESTION 165

A developer needs to build a new Docker image and has created a tag by using the command:
$ docker tag 32df423320458 local/app.1.2

Which command must be executed next to build the Docker image using the tag?

A.

$ docker run —p-ihtéigﬁnp:

.

run -t local/app:1.2

3 docker build -t local/app:1.2
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¢ docker build -p local/app:l.2

Correct Answer: C
Section:

QUESTION 166
Refer to the exhibit.

J4fedEdg3els

A developer created a Python script to retrieve interface information for the devices in a MeraKi network environment. A security analyst has reviewed the code and observed poor secret storage
practices. What is the appropriate password storage approach?

Set the Base64 encoded version of the API key as MER API _KEY in the code and Base64 decode before using in the header.

Set an OS environment variable for MER API KEY to the API key during running the code anddongerset MERTAPL KEY within the code.
Create a secret for the API key, set MER API KEY using the value from the secret in the Pod. andno longer set MER  API/KEY within the code.
Leverage an external secret vault to retrieve MER APl KEY and embed the vault key as a new variable before running the code.

o n >

Correct Answer: D
Section:

QUESTION 167
Which action enhances end-user privacy when an application is built that collects and processes the location data from devices?

Pepper the MAC address for each device.
Salt the MAC address for each device.

Implement an algorithmic information theoretic loss to the MAC address for each device.

o0 ® >

Use the network device serial number to encrypt the MAC address for each device.

Correct Answer: C
Section:

QUESTION 168
Refer to the exhibit.
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impOrt regquests
import getpass

["192.168.243.1", "192.168.243.2"]

device_list

pexzt = "B0BO"

username = input ("Enter Username -—-3>%)
password = getpass.getpass(prompt="Enter Password: =>

for device in device_list:

headers = {'Conteat-Iype": "application/vnd.yang.data+jysen’,\
'"Accept®: "application/vnd.yang.data+jsca’}

response = regquests.get| url, auth=(username, passwerd),)
headers=headers, wverify=False)

print{f"Interfaces present on {device}:®)
for interfaces in response.json():
print(f"{interfaces]"”)

A.
url="http://“+device+": "+pozt™/api/running/
interfaces/interface/names"
B.
url="http://“+device+": "+port™/api/running/ '
interfaces/interface”™
C.
url="http://"+device+": "+port+"/api/ranning/
interfacea"™
D.
url=http://f"{device_list}+{port)/api/running/
interfacea”

Correct Answer: B
Section:

QUESTION 169

A new record-keeping application for employees to track customer orders must be deployed to a company's existing infrastructure. The host servers reside in a data center in a different country to where the majority of users
work. The new network configuration for the database server is: *IP:

10.8.32.10

* Subnet Mask: 255.255.255.0

* Hostname: CustOrd423320458-Prod-010

* MAC: 18-46-AC-6F-F4-52.

The performance of the client-side application is a priority due to the high demand placed on it by employees. Which area should the team consider in terms of impact to application performance due to the planned deployment?
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A
B.
C
D

. jitter
decreased bandwidth

. latency

. connectivity loss

Correct Answer: C
Section:

Q

UESTION 170

An application requires SSL certificates signed by an intermediate CA certificate. The crt files must be available to the application:
* The root CA certificate is root_certrficate.crt.

* The intermediate CA certificate is intermediate certificate.crt

* The application-specific SSL certificate is crt_certificate.crt.
Which Bash command outputs the certificate bundle as a .pern file?

A.

certificate bundle_penm

cat root certificarte.crt Antermediate certificate.crt >

czrl certificate.czt > certificate bundle.pem

cat root certificate.crt intermediate certificate.crt

root certificate.crt > certificate bundle.penm

.- s
cat crl certif:cate.crt intermed:iate certificate.crt du' l lp

certificate bundle. pem

cat intermediace certificate.crct root_certificate.crt >

Correct Answer: D
Section:

QUESTION 171

R

efer to the exhibit.
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Refer to the exhibit An application hosting server with the local data center is experiencing large amounts of traffic from enclusers. A developer must optimize this API server to reduce the toad on its
host. What are two ways to optimize this code through HTTP cache controls? (Choose two.)

Include the "ETag" header in the API response.

Include the "Last-Modified" header in the API response.

Include the "Content-Type" header in the API response.

Leverage middleware caching and respond with HTTP code 104 m the API response

moo® P

Leverage middleware caching and respond with HTTP code 204 m the API response.

Correct Answer: A, B
Section:

QUESTION 172
Refer to the exhibit.

m £° 'm F URI =% ppm=p . nETMaTEL" . Ciienze’
H o F CETHOTKS ETWIIK Cilents

=lisnTe_cesponse = Teguests.getiurl, hesaders=hasdec

One part of an application routinely uses the Cisco Meraki API to collate data about all clients Other parts of the application also use the Meraki API, but a single API key is used within the application
The organization has approximately 4.000 clients across 30 networks Some of the application users report poor performance and missing dat a. Which two changes improve the performance of the
application? (Choose two.)

A. Check for HTTP code 429 and wait until Retry-After time before further calls are made
B. Configure multiple API keys in the application and rotate usage of each one.
C. Use random values in the User-Agent header when HTTP calls are made.
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D. Use fewer API calls to create a more efficient endpoint.
E. Check API response payloads for later reuse in real time during code execution.

Correct Answer: A, B
Section:

QUESTION 173
How should logs for an application be created?

Use a standard and easily configurable logging framework.
Use fault-tolerant protocols.
Monitor for backlogs and outages.

o n >

Filter sensitive data before transmitting logs.

Correct Answer: A
Section:

QUESTION 174
Which approach is used to protect East-West API traffic?

Use encryption between services
Install a perimeter firewall

Use a dedicated cloud connection service.

oSN >

Implement an API gateway

Correct Answer: A
Section:

QUESTION 175
A developer creates an application for a Cisco Catalyst 9000 switch in a Docker container. Which action must be taken to host the application on the switch?

Copy the application code to a NETCONF file and upload the file to the switch
Connect the switch to Cisco DNA Center and push the application through the platform.
Use the Cisco I0xClient tool to export the application to a ZIP file and push the file to the switch

o0 ® >

Export the application as a TAR file and import the file to the switch

Correct Answer: D
Section:

QUESTION 176
Refer to the exhibit.
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def init_ _(self, config):
self._config = 3
self._sessicn
self. . _rerries =
self. MARX RETRIE

def _setupSessicon(selfl):
pelf._rectries = (
if self. pession is Kone:
=elf._session = requests.Session()
return =
def get(=elf, url, ;a:aﬂ:=H:nel3

self. _setupSessioanl()

reap = aeclf._scsalon.get(self. config.hoat + url, verifvy=PFalse, parama=pacass)
if resp.status_ccde == 200:

retuzrn jsca.loads(resp.concenc.decode('uci-£°))

self. _recries «= ]

exp_backoff = (2*%(self._retries+3)) /1000

tine.sleep (exp_backeff

self.get (uri=orl, params=params)

reTurn resp

A network engineef must integrate error handling tor time-outs on network devices using the REST interface. Which line of code needs to be placed on the snippet where the code is missing to
accomplish this task?

elif resp.status_code == 429 or serf. retries < selff. MAX RETRIES:
elif resp.status_code == 404 or self, retries < self. MAX RETRIES:

elif resp.status_code == 429 and self .retries < self. MAX RETRIES:
elif resp.status_code == 404 and self. relries < self. MAX RETRIES:

OO0 >

Correct Answer: C
Section:

QUESTION 177

Two Elasticsearch database servers use bidirectional asynchronous data replication Both servers accept writes from clients The design must meet these requirements:
* The cluster must survive if a fault occurs that causes the network connection to go down between nodes

* The data must remain consistent if communication between nodes fails.

* The data must be spread evenly across all nodes in the cluster.

Which design approach must be used to meet the requirements?

Set the initial voting configuration to force a specific node as the master.
Scale the master nodes down to a single node.

Set the minimum_master nodes to 2 in the configuration.

OO0 wp

Add a third cluster node to provide majority votes.

Correct Answer: C
Section:

QUESTION 178
Refer to the exhibit.
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Runzisg oa ruanes-kReiylasugé-project-i-concurrent=0 wis d277177ad50l...
Gatting scurce from Git reposltory
Fetching changes with git depth set teo 30...
Reinitialized emisting Git repositcry in /builds/podll/ oxos cicd/.gin/
Checking out l40chédb as master...
Skipping Git subssdules setup
Executing 'ltep_lc;q.p':' stage of the job scpipt
# ansible-playbock --syntaz-check -i hosts site.yal
ERAROR! We were unable Eo read sither as JSON msr YAML, theses are the srrors we got from cachs
J30M: Expecting value: line 1 columam 1 i{char 0)
Syntax Error while loading YAML.
did mot find expected ‘=t spdicator
The error sppears to be in "fbuildeS/podlil/nxcs cicd/reles/spine/tasks/main.yml*: line 3, columsn J, but may
ba slsewhare in the file depanding on the axact syntax problem.
The offending line sppears to be:
= nanel EMASLE FEATTRED
cisco.nxes.nxos_featare:
* here -
Cleaning up file based variables &
ERROR: Job failed: exit code 1

A network engineer developed an Ansible playbook and committed it to GitLab. A GitLab CI pipeline is started but immediately fails. What is the issue?

The runner task uses an incorrect parameter.
The Ansible playbook task has a formatting issue.
The Ansible playbook has an undefined variable.

o0 w® >

The runner is running the wrong Docker version.

Correct Answer: B
Section:

QUESTION 179

SEnTaLner pTYTsEale |
T RFT LR

=The routing pratocols that aze epabled for this petwork-instance.™;
list pratocel |
key “identifier name®;

depcriprion
"A process (instance) of & sewting protocol. Some systems Bay ROt NUPPOIt
more than one instance of a particular roating pratoool®;

leaf identifier |
type lesafpef |
path “../configfidentifiier™;
]
description
*Ths protocol nsme for the routing or forwarding protoccl to be
instantiated™;
}

leaf pams |
typs laafraf |
path ®.. confiqg/pams™y
I
dewci Iptian
"an cpararsr-assigned Ldencifier for the routing or forwarding procecal.
For some prodeised this leaf may bs syateE S flned.":

wred fEtwsIE-lRItance-Tag;
]

Refer to the exhibit. Which URI string retrieves configured static routes in a VRF named CUSTOMER from a RESTCONF-enabled device?

A.

rescconi/data
opanconfig-network-instance:network-instances/\
neTwork-instance/=CUSTOMER /protocols/protocol=3TATIC
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gestcont/data/iecf~ifterfacesiinterfdces
interface/JigabicEtheznetl

C.
reatcond/daca
spanconfig-network-instanceinetwork-instances
network= nca/CUATOMER 'protocols/protocol
STATIC,CEFAULY

D.

reatconf/data/"
cpenconfig-nezwork-in

5'1.‘-#'{':.:5::".&231'-5:h“i:’:ﬁ:&.‘::&ﬂ A
nEetwore-1nacanca=CUSTOMER p:a:-acals:’p:a:ccal

/STATIC

Correct Answer: D
Section:

QUESTION 180
Refer to the exhibit.

Running with gitlab-runner 12.%.0-zrel (ad350L£628)
an docker-aute-scale fabcabdé
Preparing the "docker+machine” sxsecutor
ODz1l4
Using Dockesr executsr with image alpine:3.10 ...
Fulling docker image alpine:3.10 ...
Using docker image
shalf€:Sel2e150aded 58 240kl febibal 9248050 The JabSc 6 10440 6T 4d928488becd for
alpine:3.10...
§ aval “SCI_PRE CLONE SCRIPT™
* [new ref] refs/pipealines /125693607 -> rafa/pipelines/125695607
* Inew branch] devalopment =» griginfdsvelopsant
Checking outr €5702af) as development...
Skipping Git submodules setup
Restoring cache
00:01
Downloading artifacts
Q002
Running script from Job
Q0:01
L Fyth:n] msTErSLon
fusr/bin/bash: line 541 pythond: cosmand not found
Running after script
002
Uplcading artifacts for falled job
000l

ERROR: Job failed: exit cods 1 .

dumps

Which action resolves the error for the GitLab CI/CD pipeline execution?

Download the correct artifacts by specifying them in GitLab.
Use the python:3.9.0a4-alpine3.10 Docker image

Install the missing python libraries via pip3.

Add the absolute path to the python3 executable

o0 w® >

Correct Answer: B
Section:

QUESTION 181
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Refer to the exhibit.

import fequests
url = "httpa://log-xe-mgut.cisco.com: M43/ rentoond/data/Cizco-105-XE-native:native”
headers = |'Authorization': "Basic IGVIZIRxvcGVyOkMucIEvMTIzRDU="
response = requesta.get(url, hesders=headers, verify=False)
if response.status_code in [300, 501, 302, 503, 504]:

—

L ¢ |

An engineer is implementing the response for unrecoverable REST API errors. Which message needs to be placed on the snippet where the code is missing to complete the print statement?

"Error; The server is unable to handle your request." "Error:
The data requested has not been found."
"Error: The rate limit has been exceeded for sending API requests at this time"

OO0 wp

"Enor: The server requires authentication to complete this request."

Correct Answer: A
Section:

QUESTION 182
Refer to the exhibit.

—.
Scarced POST “"fusers/aoth/ldapmain/callback® for 172.17.4.98 at 2021=-02-11 21:06:47 +0000 AF | ™
2021-02-11_21:06:49.680956 127.0.0.1 - = [11/Peb/2021:21:06:49 UTC] “"GET /esidekiq ETTR/1.1% 200 3l |
2021-02-11_21106:49.680%5% - -> /sidekiq AN \ "”

{"severity™: "ERROR". "timestamp™:"2021~-02-11721:06:52.8132", "pad"™: 209€6, "prognane™: "omniaucth"™,
"msessage”:” (ldapmain) Authentication failure! ldap error: Met::LDAP::Error, Connection timed out -
user specified timeocutz")

Process:ing by CmniauthCallbacksControllerdfailure as HTML
Pazameters: (“utfg"=»"/ ", "autheaticity tokea®=>"[FILTERED]"™, “usernama"=>"userl®,

"password™=>" [FILTERED] ")

Redirected to hettp://1592.168.24.535/umers/aign in

Completed 302 Found ia 11%as (ActiveRecord: J1i.%a Elasticeearch: 0.0ms | Allccations: 407735)

{“sethod™:"POST", "pazh”:"/usera/suth/ldapmain/callback™, "format™: "htal”, "contzollez":

"CmniauthCallbacksContzoller™, "sctica™:"failure, "atatus™: 302,
“location™:"hetp://F192.160.24.55/upere/pign_210", “tine " : "2021-0
"params”: [{“key":"utf8", "value™: "« =},
{"key™:"autheanticity_tokea”,"value™:" [FILTERED]™), {“key™: "dseznase™, "ralue™: "useszl® ],
{"key": "pasawocd”, "wvalue™:" [FILTERED]"}],

"remote 1pT:"172.17.4.98", "user_Ld":null, "usernase":aull, "oa":"Mezilla/5.0

L1

!
-
-

=11T21:06:52.9341",

s s e sahk s Tasnel Gles MAE W VA VAL smBd A Meabhs TRATAALAT Sl MEE A8 §
“redis_shared_state_read _bytes™:1lU0%, “redis_shared_state_write _bytes™:85,"db_couat™:3,\
"db_write_couat®:1,"db_cached _ceunt™:0, "gqueve _duratien _s":0.008279,"cpu_s":0.11,"db _duration _s":0.03294,
*viev_doration_9*:0.0,"duracion_s":0.118682)

Recently, users have reported problems logging into an application with their usernames and passwords. The logs have captured an authentication attempt. Based on the messages and errors contained,
what is the cause of the problem?

The sign-in redirection is sending clients to the wrong server for SSO.
There is a time synchronization issue between the application and LDAP.
Users are providing incorrect credentials when logging in.

o0 ® >

The LDAP server used for authentication fails to respond to connection requests

Correct Answer: A
Section:
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QUESTION 183
What are two benefits of using a centralized logging service? (Choose two.)

reduces the time required to query log data across multiple hosts
reduces the loss of logs after a single disk failure

improves application performance by reducing CPU usage
improves application performance by reducing memory usage

m o 0w >

provides compression and layout of log data

Correct Answer: A, E
Section:

QUESTION 184
Refer to the exhibit. A developer wants to automatically deploy infrastructure for a containerized application. A .gitlab-ci.yml file must describe a pipeline that builds a container based on a supplied Dockerfile and executes an

Ansible playbook on the configured container. What must be added where the code S missing to complete the script?

image: dockez:l®.03.1
FRIViCRN:
- aame: docker:l®.03.l-dind

stagen:
= build contAlnar

= gez_senfig

wariables:
DOCKER DRIVEA: overlayd

DOCEER_TLS CERTHIN: *°
ANSIBLE MOST_KEY CMECKING: “False®

Build container and inetesl Dependencies:
stage:r build containes
bafore_script:
- docker info
+ - gockes login regietry.gitlab.ccm -u “PDOCKER _USERIGME™ -3
* “BDCCTER _FASIWIRD"
= gocker build . -t registry.gitiab.cen/SO0CKER USEIGME/SDOCKER REPOAITORY
= docker rua =t =4 ==rm s=nAnE OATTRST Feglstry.gitlab.ocomy
!ﬁCC!Il_;SEF:EHI l:?:IZF_F!P:ETT:iT
= docker commit nattest registry.gitlab.com/SROCEER REFCSITORY

aETer PSIipTe

Connsct o Cipcoo Sandbcx and Backup coafig:

imaget registry.gitlab.con/SDOCKER USERNAME/SDOCKER REPOSITORY
szage: ge:_seafig

PEILES:

= ansible-playbeck gather and proccess_ceoafigs.yml =i imvestery

A.
docker assighn DeTLENT
regiatry.gitlab.com/DOCKER USERAMAME/SDOCKER REPOSITORY
B.
docker info registry.gitlab.com/FDOCKER REFOIITORY
C.
docker logout registiry.gitlab.com
D.
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docker push registry.gitiab.oom
JDOCTEER USERNAME/ IDOCEER REPOSITORY

Correct Answer: D
Section:

QUESTION 185

A developer must deploy a containerized application for network device inventory management. The developer sets up a Kubernetes cluster on two separate hypervisors The SLA is not currently meeting a specified maximum
value for network latency/jitter. CPU/memory and disk 1,0 are functioning property.

Which two design approaches resolve the issue? (Choose two.)

Upgrade the server NIC card.

Colocate services in the same pod.
Enable IPv6 within the cluster

Replace the HDD drives with SSD drives.
Deploy the cluster to a bare metal server.

m o 0w >

Correct Answer: A, B
Section:

QUESTION 186
A developer IS deploying an action to automate the configuration and management of Cisco network switches and routers. The application must use REST API interlace to achieve programmability. The security team mandates
that the network must be protected against DDoS attacks. What mitigates the attacks without impacting genuine requests?

traffic routing on the network perimeter
firewall on the network perimeter
API rate limiting at the application layer

OO0 wp

IP address filtering at the application layer

Correct Answer: B
Section:

QUESTION 187
Which kind of API that is used with Cisco DNA Center provisions SSIDs, QoS policies, and update software versions on switches?

Event
Multivendor

Integration

o0 w®

Intent

Correct Answer: A
Section:

QUESTION 188
Cisco sensorBase gathers threat information from a variety of cisco products and services and performs analytics on threats. Which term describes this process?

A. consumption
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B. deployment
C. sharing
D. authoring

Correct Answer: C
Section:

QUESTION 189
Refer to the exhibits. Which data payload completes the CURL command to run the create port object API call In Cisco Firepower Threat Defense?

curl =X pOaT

-=haader “Accept: applicatien/jsen”

-=hgader “"Authorization: Bearer ::.&CCI..ES"TO‘.’.ZH]"
==haader “Content-Type: application/jmen™

=g o

i

hecpa://S(HOST| 15 (PORT}/ api/fdn/vi/object/icapviporca

Refer to the exhibits. Which data payload completes the CURL command to run the create port object API call In Cisco Firepower Threat Defense?

A.

micmpviType™: "ANY",
"name": "string®,
"type™: "icmpviportobject”

dumps

"description™: "This is an ICMP Echo",

"iempviCode™:
"icmpviType™:

"name®: “ICMP
-

"wersion™:

"isSystemDefined™: true,

®"Echa™,

Echo®,
-

"description™:
"icmpv4Code™:
"icmpviType":

"id": "string"
"isSystemDefined™:
"name™: “string®.

cypa™: "icmpviportobiject”;
"vezrsion®: “strin

"string”,
"ANY_ IPV4T,
LE] \qli‘ﬂ »

#
-

string™,

-
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icmpviCode Al IPV4"™

icmpviType null

isSystemDefined” rus

nama™: “string”

- e " - e w T -
=L - - ACHEDYADOI | =gl L=g=

Correct Answer: A
Section:

QUESTION 190
Which transport layer protocol does gRPC use to retrieve telemetry information?

SSH
SNMP
TCP
HTTP/2

o 0N >

Correct Answer: D
Section:

QUESTION 191
A developer corrects an application bug with ID buglDa98416945110x and then installs it on a Cisco.Catalyst 9300 seriesiswitch:, Which command will enable the application called myapp?

app-hosting install appid myapp package usbflash1:myapp.tar
app-hosting run re-start appid my app bugfix
app-hosting activate appid myapp

o0 ® >

app-hosting start appid myapp

Correct Answer: D
Section:

QUESTION 192
Refer to the exhibit.
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iRport requesse
AMpOEL getpads

device Tige =0 82, 1€8.243:0%, 192 166, 243.2%}
part. = "3080"

Userpame S-ippet{"Enter Username” ‘=—3%}
password = getpass.getpassiprospt="Enter Passuopdi s =37}

for deviae in device_ Iist:

headers = ['Content-Type i “application/vand. yang data+json’;\
‘Accept’i “applicetion/vnd.yang.datasiaon’]

response = regquests get{oarl, suth® (gsername, password)
headera=headers, verifyTFalae)

print {f"Interfsces prasent on . [device}:")
for inserfaces . in response.jponi):
printi{f*iintecfaces)™)

Cisco I0S XE switches are used across the entire network and the description that is filed for all interfaces must be configured. Which code snippet must be placed in the blank in the script to leverage
RESTCONF to query all the devices in the device list for the interfaces that are present?

A.

url="http://"+device+":"+port+”/api/running/
interfaces”

url="http://"+device+":"+port"/api/running/ d u I l l ps

interfaces/interface”

url="http://"+device+":"+poxrt”/api/running/
interfaces/interface/name"

url=http://£”{device_list}+(port}/api/running/
interfaces”

Correct Answer: A
Section:

QUESTION 193
Refer to the exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

daf inie ar (aszvice)
legging.geticgges (") . .handless =
* e - e Fowmpem? L [=as -l =" mrrm =T A T ) .
+Sggin asiclonRIigiss aAT= (=egssage)a”, Jevei.S_.ogg9ing.lERUG
confis Confimi
= g=1{"sa: ‘type’ conat', 'pazam’: 1,};"logging®: Txum,}.
=a ca& na ice,
Ieturn nf ize tracex()
bBase uvrl = *hrees sandbhoxsinas, ciace comft
dnac = DNACenterAPI (username="devnetuser', password="Ciscoli3!’,
base url=base url, versien='1l.3.3'
. verify=False)
prant{‘auch passed”’)
except Excaptiocn as &:
print{"failed’)

devices ¥ dnac.devices.get device_list ()
devices = gdewvices|'zesgonse’
davices = [device|['hcstname’! for device in devices]
print(devices)
P, except Exceprion an &

muwime " Pai Tad == o me Sl Y

An application is created to serve the needs of an enterprise. Slow performance now impacts certain API calls, and the application design lacks observability. Which two commands improve
observability and provide an output that is similar to the sample output? (Choose two.)

A.

dnac-tracer3 = init_tracer('dnac-tracer3l')

with dnac-tracer3.start_span('dnac-api-calls') as spant i

with tracer.start span('dnac-api-calls') as span:

dnac=tracer3.start span('dnac-api-calls') as span:

tracer = init tracer ('dnac=traceri') |

Correct Answer: C, E
Section:

QUESTION 194
Refer to the exhibit.
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response = regquests.post{url)

backoff = 3

time. sleep(int (backoff))

response = requesta.postiurl]

while response.status_code != 200 and backeff < B80:
backoff *= 2
time.sleep (int (backeff) )
response = regquests.post(ucl)

aloe:
continue

An engineer needs to implement REST API error handling when a timeout or rate limit scenario is present. Which code snippet must be placed into the blank in the code to complete the API request?

A.

if response.atatus_code "= §213:
wait ® response.headers.get('Rezcy-After’, 539)
princ(f'-> got [response.status_code] £
time.sleep (int (wait))
response = reguests.posturl)

elif response.status_code == 408:

rom [url). retrying after (waitls")

if responss.status_cods == §01:
wait = responss.hesaders.get ("Retry-Aftez', 939)
princ(f£'-> got (zesponse.status _code] from [uzl). rerrying after (waicj)a’)
time.sleep(int (waizt))
response = requests.post(url)

if response.status_code == §08:
wait = response.headers.gec('Recry-Afcer"', 53)
print (£'=> got [response.status_code] frem (url). retrying after (wait}s')
time.sleep (int (wait))
response = reguests.posturl)
alif response.status code == §29:

-

if response.status_code == 42195:
wait = response.headers.get('Retry=-Afzer’, 359)
print(f'-> got [(response,status_code] from (url). retrying after {wait]s")
time.slesp (int (wait) )
response = reguests.postiurl)

- R

elif response.status_code == 401:

Correct Answer: A
Section:

QUESTION 195
DRAG DROP

Drag and drop the code from the bottom onto the box where the code is missing to create a Puppet manifest that implements an NTP configuration when applied to a device in the master inventory.
Not all options are used.

Select and Place:
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atp_server { "10.1.1.20%:
| |=> ‘present*,

kny => 54,
prefer => true,

[ |+ 2.
=» 10,

=> "Vian 101°%,

Iz surce_interfacs |
I

I;l:..'l’__:«c.-ul:i —l
F:t;-.‘-il

F-’-‘lf-‘l‘ll-:ﬂ

[l'r:!": e
Fu:p-:-::

|
J
froute_traffic |
J
I

Correct Answer:

atp_server { "10.1.1.20%:

I-.‘n:-::t ]':- ‘pressat”,

kay == 54,

prefer > truse,

fiila. dumps
F.ucp-:::. =» 10,

!_"Lt:l-?l-_:htl:fl:i =» "Vian 101°,

]

i |
I:ll:..'u’__!(.-u.l:! —l
|

F-’-‘ll'-‘ltl-:-ﬂ

J
I:-‘.-utvnttiffzc |
|
|

Section:
Explanation:

QUESTION 196
DRAG DROP

Drag and drop the steps from the left into the order on the right to create the workflow to retrieve the gateway information from a set of Cisco IOS devices. Not all options are used.

Select and Place:
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Apgly th ciicn_ios chiss on sach primary node. sep 1

Run the puppet agent -1 oommand on sech agent. sep 7
Agply the cisoo_ios class on each Puppet agent. Hep 3

R the puppet sgent -t command on each grirmany. step 4
hnmmﬂ-r"nmm step 5

Apchy the cisco_jos class on each prosy Pupoet agent.

Correct Answer:

Apply thi st los chiss on eadh primany node.

Apply the cisco_ios class on each Puppet sgent.

Fur the puppst soent -t comirend on sach primany

| mmm—eme | U dUumps

l 9 - |

comemand.

Aoy the cisino_jos class on each prosy Pupoet agert

Section:
Explanation:

QUESTION 197

DRAG DROP

Drag and drop the code from the bottom onto the box whore the code is missing to retrieve a list of rack units that have more than 16 CPU cores. The filtered list will be used to create a summary on the monitoring dashboard.
Not all options are used.

Select and Place:
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import cegquests

import json

BASE URL = "httpa:// inteacsight.com/api/vl"™

url = £'{BASE_URL)/compute/RackUnizs? | | wemCpucCores
N20gtha0lée”

payload = [}
heasders = |
*Accept': "applicatioan/jsca’,

‘Mathorizstion‘: | |-z

‘Digest®: ‘{[computed-digest))”,
*Date’'t "((currenc-date)]"

response ¥ requests.regquest | | ] . url, hesders®haadars,
data®)son.dunps (payload) )

printiresponse.text.encode ("utf#®))

| *gEI"” | | $filcer= |
I "FOST™ ] | £'Signature (hrtpaig)' ]
l isalects 1 [ {'Basacer (token)’ ]
Correct Answer:
import cequests
import json
BASE URL = "httpa:// iatecsight.com/api/vl"®
arl = £'{BASE UML) /ccspute/RackUnits? i sfilver= | NemCpuCores
payload = [}
headers = |
*Accept': ‘application/jsca’,
"Asthorszatioa’: || f'Beazes (token)’ :

"Digeat®: | lwtld'ﬂl‘.q_lll .
*Dace’s "[{current-date))"
}

reaponse © requests.regquest | I "GET" . url, haadersvhaadaras,
data®)son.dusps (payload) §

print iresponse.text.encode {“utfl®))

) |

I “FOST" ] | £'Signatuze (hrtpaig)’ ]

italects 1 ]

—

Section:
Explanation:

QUESTION 198

DRAG DROP

An engineer has created an NGINX web server. The server will be accessible from outside the organization. A public-key certificate must be installed before external access is allowed Drag and drop the steps from the left into
the order on the right to configure the certificate. Not all options are used

Select and Place:
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[Recorfiguee NGENC stepy 1
Gorerale Uhe Chil step 2
Risstilet sc0uia 40 the sorvir cotificoti. shap 3
Cotreraite thas iy bany. ep 4
Ervod the OivEicatis thiough the CA 20
Bt Boress to th privele ey,
Correct Answer:
(arwrate the eboate sy
Hestrict access to the privete ey,
Rarsitrict scoess bo the serv cortificols, . Gororate Uhe C5RL
Erwnsl thar cirtficate thiough the CA “:I
| umps
Recorfigure NGINOL
Section:
Explanation:

QUESTION 199

An engineer needs to automate the configuration on a Cisco NX-OS switch. The solution must meet these requirements:
* Ansible is used

* The transport protocol is encrypted

* Support for Asynchronous requests.

Which two access mechanisms must be used? (Choose two.)

SNMP Version 2¢
NETCONF
NX-API

HTTPS
JSON-RPC

m o0 w>

Correct Answer: B, D
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Section:
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