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Exam A

QUESTION 1
Refer to the exhibit.

Based on the settings shown in the exhibit, which action will FortiClient take when users try to access www facebook com?

A. FortiClient will allow access to Facebook.

B. FortiClient will block access to Facebook and its subdomains.

C. FortiClient will monitor only the user's web access to the Facebook website

D. FortiClient will prompt a warning message to want the user before they can access the Facebook website

Correct Answer: A
Section:
Explanation:
Observation of Web Filter Exclusions:
The exhibit shows a web filter exclusion for '*.facebook.com' with the action set to 'Allow.'
Evaluating Actions:
This configuration means that FortiClient will allow access to Facebook and its subdomains.
Conclusion:
When users try to access 'www.facebook.com,' FortiClient will allow the access based on the web filter exclusion settings.
FortiClient web filter configuration and exclusion documentation from the study guides.
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QUESTION 2
Why does FortiGate need the root CA certificate of FortiCient EMS?

A. To revoke FortiClient client certificates

B. To sign FortiClient CSR requests

C. To update FortiClient client certificates

D. To trust certificates issued by FortiClient EMS

Correct Answer: D
Section:
Explanation:
Understanding the Need for Root CA Certificate:
The root CA certificate of FortiClient EMS is necessary for FortiGate to trust certificates issued by FortiClient EMS.
Evaluating Use Cases:
FortiGate needs the root CA certificate to establish trust and validate certificates issued by FortiClient EMS.
Conclusion:
The primary reason FortiGate needs the root CA certificate of FortiClient EMS is to trust certificates issued by FortiClient EMS.
FortiClient EMS and FortiGate certificate management documentation from the study guides.

QUESTION 3
Refer to the exhibit.

Based on the FortiClient tog details shown in the exhibit, which two statements ace true? (Choose two.)

A. The filename Is Unconfirmed 899290.crdovnload.

B. The file status is Quarantined

C. The filename is sent to FortiSandbox for further inspection.

D. The file location is \??\D:\Users\.

Correct Answer: A, B
Section:
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QUESTION 4
Which two are benefits of using multi-tenancy mode on FortiClient EMS? (Choose two.)

A. Separate host servers manage each site.

B. Licenses are shared among sites

C. The fabric connector must use an IP address to connect to FortiClient EMS.

D. It provides granular access and segmentation.

Correct Answer: B, D
Section:
Explanation:
Understanding Multi-Tenancy Mode:
Multi-tenancy mode allows multiple independent sites or tenants to be managed from a single FortiClient EMS instance.
Evaluating Benefits:
Licenses can be shared among sites, making it cost-effective (B).
It provides granular access and segmentation, allowing for detailed control and separation between tenants (D).
Eliminating Incorrect Options:
Separate host servers managing each site (A) is not a feature of multi-tenancy mode.
The fabric connector's use of an IP address (C) is unrelated to multi-tenancy benefits.
FortiClient EMS multi-tenancy configuration and benefits documentation from the study guides.

QUESTION 5
An administrator installs FortiClient EMS in the enterprise.
Which component is responsible for enforcing protection and checking security posture?

A. FortiClient EMS tags

B. FortiClient vulnerability scan

C. FortiClient

D. FortiClient EMS

Correct Answer: C
Section:
Explanation:
Understanding FortiClient EMS Components:
FortiClient EMS manages and configures endpoint security settings, while FortiClient installed on the endpoint enforces protection and checks security posture.
Evaluating Responsibilities:
FortiClient performs the actual enforcement of security policies and checks the security posture of the endpoint.
Conclusion:
The component responsible for enforcing protection and checking security posture is FortiClient (C).
FortiClient EMS and endpoint security documentation from the study guides.

QUESTION 6
Refer to the exhibit.
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Based on the FortiClient logs shown in the exhibit which application is blocked by the application firewall?

A. Twitter

B. Facebook

C. Internet Explorer

D. Firefox

Correct Answer: A
Section:
Explanation:
Based on the FortiClient logs shown in the exhibit:
The first log entry shows the application 'firefox.exe' trying to access a destination IP, with the threat identified as 'Twitter.'
The action taken by the application firewall is 'blocked' with the event type 'appfirewall.'
This indicates that the application firewall has blocked access to Twitter.
Reference
FortiClient EMS 7.2 Study Guide, Application Firewall Logs Section
Fortinet Documentation on Interpreting FortiClient Logs

QUESTION 7
Which three features does FortiClient endpoint security include? (Choose three.)

A. DLP

B. Vulnerability management

C. L2TP

D. lPsec

E. Real-lime protection

Correct Answer: B, D, E
Section:
Explanation:
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Understanding FortiClient Features:
FortiClient endpoint security includes several features aimed at protecting and managing endpoints.
Evaluating Feature Set:
Vulnerability management is a key feature of FortiClient, helping to identify and address vulnerabilities (B).
IPsec is supported for secure VPN connections (D).
Real-time protection is crucial for detecting and preventing threats in real-time (E).
Eliminating Incorrect Options:
Data Loss Prevention (DLP) (A) is typically managed by FortiGate or FortiMail.
L2TP (C) is a protocol used for VPNs but is not specifically a feature of FortiClient endpoint security.
FortiClient endpoint security features documentation from the study guides.

QUESTION 8
Which component or device defines ZTNA lag information in the Security Fabric integration?

A. FortiClient

B. FortiGate

C. FortiClient EMS

D. FortiGate Access Proxy

Correct Answer: C
Section:
Explanation:
Understanding ZTNA:
Zero Trust Network Access (ZTNA) requires defining tags for identifying and managing endpoint access.
Evaluating Components:
FortiClient EMS is responsible for managing and defining ZTNA tag information within the Security Fabric.
Conclusion:
The correct component that defines ZTNA tag information in the Security Fabric integration is FortiClient EMS.
ZTNA and FortiClient EMS configuration documentation from the study guides.

QUESTION 9
Refer to the exhibit, which shows FortiClient EMS deployment, profiles.

When an administrator creates a deployment profile on FortiClient EMS. which statement about the deployment profile is true?

A. Deployment-2 will upgrade FortiClient on both the AD group and workgroup.

B. Deployment-1 will install FortiClient on new AO group endpoints.

C. Deployment-2 will install FortiClient on both the AD group and workgroup.

D. Deployment-1 will upgrade FortiClient only on the workgroup.

Correct Answer: A
Section:
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Explanation:
Deployment Profiles Analysis:
Deployment-1 has the 'First-Time-Installation' package and is assigned to 'All Groups' with a priority of 1 but is not enabled.
Deployment-2 has the 'To-Upgrade' package, is assigned to both 'All Groups' and 'trainingAD.training.lab,' with a priority of 2 and is enabled.
Evaluating Deployment-2:
Deployment-2 will upgrade FortiClient on both 'All Groups' and 'trainingAD.training.lab' since it is enabled and assigned to these groups. This includes both AD (Active Directory) groups and workgroups.
Conclusion:
Since Deployment-2 is set to upgrade FortiClient on all the assigned groups and workgroups, the correct answer is A.
FortiClient EMS deployment and profile documentation from the study guides.

QUESTION 10
ZTNA Network Topology
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Refer to the exhibits, which show a network topology diagram of ZTNA proxy access and the ZTNA rule configuration.
An administrator runs the diagnose endpoint record list CLI command on FortiGate to check Remote-Client endpoint information, however Remote-Client is not showing up in the endpoint record list.
What is the cause of this issue?

A. Remote-Client has not initiated a connection to the ZTNA access proxy.

B. Remote-Client provided an empty client certificate to connect to the ZTNA access proxy.

C. Remote-Client provided an invalid certificate to connect to the ZTNA access proxy.

D. Remote-Client failed the client certificate authentication.
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Correct Answer: D
Section:

QUESTION 11
Refer to the exhibits.

Which shows the configuration of endpoint policies.
Based on the configuration, what will happen when someone logs in with the user account student on an endpoint in the trainingAD domain?
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A. FortiClient EMS will assign the Sales policy

B. FortiClient EMS will assign the Training policy

C. FortiClient EMS will assign the Default policy

D. FortiClient EMS will assign the Training policy for on-fabric endpoints and the Sales policy for the off-fabric endpoint

Correct Answer: B
Section:
Explanation:
Based on the configuration shown in the exhibits:
There are three endpoint policies configured: Training, Sales, and Default.
The 'Training' policy is assigned to the 'trainingAD.training.lab' group.
The 'Sales' policy is assigned to 'All Groups' and 'trainingAD.training.lab/student.'
The 'Default' policy has no specific groups assigned.
When someone logs in with the user account 'student' on an endpoint in the 'trainingAD' domain:
The 'Training' policy is specifically assigned to the 'trainingAD.training.lab' group.
The 'Sales' policy includes 'trainingAD.training.lab/student' but not the general 'trainingAD.training.lab' group.
The system will prioritize the most specific match for the group.
Therefore, FortiClient EMS will assign the 'Training' policy to the 'student' account logging into the 'trainingAD' domain as it matches the group 'trainingAD.training.lab' directly.
Reference
FortiClient EMS 7.2 Study Guide, Endpoint Policy Configuration Section
FortiClient EMS Documentation on Group Policy Assignment and Matching

QUESTION 12
An administrator deploys a FortiClient installation through the Microsoft AD group policy After installation is complete all the custom configuration is missing.
What could have caused this problem?

A. The FortiClient exe file is included in the distribution package

B. The FortiClient MST file is missing from the distribution package

C. FortiClient does not have permission to access the distribution package.

D. The FortiClient package is not assigned to the group

Correct Answer: D
Section:
Explanation:
When deploying FortiClient via Microsoft AD Group Policy, it is essential to ensure that the deployment package is correctly assigned to the target group. The absence of custom configuration after installation can be due to
several reasons, but the most likely cause is:
Deployment Package Assignment: The FortiClient package must be assigned to the appropriate group in Group Policy Management. If this step is missed, the installation may proceed, but the custom configurations will not be
applied.
Thus, the administrator must ensure that the FortiClient package is correctly assigned to the group to include all custom configurations.
Reference
FortiClient EMS 7.2 Study Guide, Deployment and Installation Section
Fortinet Documentation on FortiClient Deployment using Microsoft AD Group Policy

QUESTION 13
Refer to the exhibits.
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Based on the FortiGate Security Fabric settings shown in the exhibits, what must an administrator do on the EMS server to successfully quarantine an endpoint. when it is detected as a compromised host (loC)?

A. The administrator must enable remote HTTPS access to EMS.

B. The administrator must enable FQDN on EMS.

C. The administrator must authorize FortiGate on FortiAnalyzer.

D. The administrator must enable SSH access to EMS.

Correct Answer: A
Section:
Explanation:
Based on the FortiGate Security Fabric settings shown in the exhibits, to successfully quarantine an endpoint when it is detected as a compromised host (IOC), the following step is required:
Enable Remote HTTPS Access to EMS: This setting allows FortiGate to communicate securely with FortiClient EMS over HTTPS. Remote HTTPS access is essential for the quarantine functionality to operate correctly, enabling
the EMS server to receive and act upon the quarantine commands from FortiGate.
Therefore, the administrator must enable remote HTTPS access to EMS to allow the quarantine process to function properly.
Reference
FortiGate Infrastructure 7.2 Study Guide, Security Fabric and Integration with EMS Sections
Fortinet Documentation on Enabling Remote HTTPS Access to FortiClient EMS

QUESTION 14
Exhibit.

Based on the FortiClient logs shown in the exhibit, which endpoint profile policy is currently applied lo the ForliClient endpoint from the EMS server?

A. Fortinet-Training

B. Default configuration policy c

C. Compliance rules default
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D. Default

Correct Answer: A
Section:
Explanation:
Observation of Logs:
The logs show a policy named 'Fortinet-Training' being applied to the endpoint.
Evaluating Policies:
The log entries indicate that the 'Fortinet-Training' policy was received and applied.
Conclusion:
Based on the logs, the currently applied policy on the FortiClient endpoint is 'Fortinet-Training'.
FortiClient EMS policy configuration and log analysis documentation from the study guides.

QUESTION 15
Exhibit.

Based on the logs shown in the exhibit, why did FortiClient EMS tail to install FortiClient on the endpoint?

A. The FortiClient antivirus service is not running.

B. The Windows installer service is not running.

C. The remote registry service is not running.

D. The task scheduler service is not running.

Correct Answer: D
Section:
Explanation:
https://community.fortinet.com/t5/FortiClient/Technical-Note-FortiClient-fails-to-install-from-FortiClient-EMS/ta-p/193680
The deployment service error message may be caused by any of the following. Try eliminating them all, one at a time.
1. Wrong username or password in the EMS profile
2. Endpoint is unreachable over the network
3. Task Scheduler service is not running
4. Remote Registry service is not running
5. Windows firewall is blocking connection

QUESTION 16
Which two statements are true about ZTNA? {Choose two.)

A. ZTNA manages access for remote users only.

B. ZTNA provides role-based access.

C. ZTNA provides a security posture check.
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D. ZTNA manages access through the client only.

Correct Answer: B, C
Section:
Explanation:
ZTNA (Zero Trust Network Access) is a security architecture that is designed to provide secure access to network resources for users, devices, and applications. It is based on the principle of 'never trust, always verify,' which
means that all access to network resources is subject to strict verification and authentication.
Two functions of ZTNA are:
ZTNA provides a security posture check: ZTNA checks the security posture of devices and users that are attempting to access network resources. This can include checks on the device's software and hardware configurations,
security settings, and the presence of malware.
ZTNA provides role-based access: ZTNA controls access to network resources based on the role of the user or device. Users and devices are granted access to only those resources that are necessary for their role, and all other
access is denied. This helps to prevent unauthorized access and minimize the risk of data breaches.

QUESTION 17
When site categories are disabled in FortiClient web filter, which feature can be used to protect the endpoint from malicious web access?

A. Real-time protection list

B. Block malicious websites on antivirus

C. FortiSandbox URL list

D. Web exclusion list

Correct Answer: D
Section:
Explanation:
Web Filter Functionality:
When site categories are disabled in the FortiClient web filter, the endpoint still requires protection from malicious web access.
Alternative Protection Features:
The web exclusion list can be used to manage and block specific URLs that are known to be malicious, providing a way to control and secure web access even without site categories being enabled.
Conclusion:
The correct feature that can be used to protect the endpoint in this scenario is the web exclusion list (D).
FortiClient web filter configuration and features from the study guides.

QUESTION 18
Exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com

https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com


Refer to the exhibits, which show the Zero Trust Tag Monitor and the FortiClient GUI status.
Remote-Client is tagged as Remote-User* on the FortiClient EMS Zero Trust Tag Monitor.
What must an administrator do to show the tag on the FortiClient GUI?

A. Change the FortiClient EMS shared settings to enable tag visibility.

B. Change the endpoint alerts configuration to enable tag visibility.

C. Update tagging rule logic to enable tag visibility.

D. Change the FortiClient system settings to enable lag visibility.

Correct Answer: B
Section:
Explanation:
Observation of Exhibits:
The exhibits show the Zero Trust Tag Monitor on FortiClient EMS and the FortiClient GUI status.
Remote-Client is tagged as 'Remote-Endpoints' on the FortiClient EMS Zero Trust Tag Monitor.
Enabling Tag Visibility:
To show the tag on the FortiClient GUI, the endpoint alerts configuration must be adjusted to enable tag visibility.
Verification:
The correct action is to change the endpoint alerts configuration to enable tag visibility, ensuring that the tag appears in the FortiClient GUI.
FortiClient EMS and FortiClient configuration documentation from the study guides.

QUESTION 19
An administrator wants to simplify remote access without asking users to provide user credentials Which access control method provides this solution?

IT Certification Exams - Questions & Answers | Vdumps.com

https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com


A. ZTNA full mode

B. SSL VPN

C. L2TP

D. ZTNA IP/MAC littering mode

Correct Answer: A
Section:
Explanation:
Simplifying Remote Access:
The administrator wants to simplify remote access without asking users to provide user credentials.
Evaluating Access Control Methods:
ZTNA full mode can provide seamless access by leveraging device identity and posture, eliminating the need for user credentials for each access request.
Other methods like SSL VPN and L2TP typically require user credentials.
Conclusion:
The correct access control method that provides this solution is ZTNA full mode.
ZTNA section in the FortiGate Infrastructure 7.2 Study Guide.

QUESTION 20
Which component or device shares device status information through ZTNA telemetry?

A. FortiClient

B. FortiGate

C. FortiGate Access Proxy

D. FortiClient EMS

Correct Answer: A
Section:
Explanation:
FortiClient communicates directly with FortiClient EMS to continuously share device status information through ZTNA telemetry.

QUESTION 21
Refer to the exhibit, which shows the endpoint summary information on FortiClient EMS.
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What two conclusions can you make based on the Remote-Client status shown above? (Choose two.)

A. The endpoint is classified as at risk.

B. The endpoint has been assigned the Default endpoint policy.

C. The endpoint is configured to support FortiSandbox.

D. The endpoint is currently off-net.

Correct Answer: B, D
Section:
Explanation:
Based on the Remote-Client status shown in the exhibit:
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Endpoint Policy: The 'Policy' field shows 'Default,' indicating that the endpoint has been assigned the Default endpoint policy.
Connection Status: The 'Location' field shows 'Off-Fabric,' meaning that the endpoint is currently off the corporate network (off-net).
Therefore, the two conclusions that can be made are:
The endpoint has been assigned the Default endpoint policy.
The endpoint is currently off-net.
Reference
FortiClient EMS 7.2 Study Guide, Endpoint Summary Information Section
Fortinet Documentation on Endpoint Policies and Status Indicators

QUESTION 22
A new chrome book is connected in a school's network.
Which component can the EMS administrator use to manage the FortiClient web filter extension installed on the Google Chromebook endpoint?

A. FortiClient EMS

B. FortiClient site categories

C. FortiClient customer URL list

D. FortiClient web filter extension

Correct Answer: A
Section:
Explanation:
For managing the FortiClient web filter extension installed on the Google Chromebook endpoint, the EMS administrator can use the following component:
FortiClient EMS (Enterprise Management Server) is designed to manage and control multiple FortiClient installations across various endpoints.
EMS provides centralized management for endpoint policies, including web filtering configurations.
The EMS administrator can configure and enforce web filter policies on Chromebooks through the EMS console.
Therefore, FortiClient EMS is the correct component for managing the web filter extension on Google Chromebook endpoints.
Reference
FortiClient EMS 7.2 Study Guide, Chromebook Management Section
Fortinet Documentation on FortiClient EMS and Web Filtering for Chromebooks

QUESTION 23
A FortiClient EMS administrator has enabled the compliance rule for the sales department Which Fortinet device will enforce compliance with dynamic access control?

A. FortiClient

B. FortiClient EMS

C. FortiGate

D. FortiAnalyzer

Correct Answer: C
Section:
Explanation:
Understanding Compliance Rules:
The compliance rule for the sales department needs to be enforced dynamically.
Enforcing Compliance:
FortiGate is responsible for enforcing compliance by integrating with FortiClient EMS to apply dynamic access control based on compliance status.
Conclusion:
The Fortinet device that will enforce compliance with dynamic access control is the FortiGate.
Compliance and enforcement documentation from FortiGate and FortiClient EMS study guides.
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QUESTION 24
In a ForliSandbox integration, what does the remediation option do?

A. Deny access to a tile when it sees no results

B. Alert and notify only

C. Exclude specified files

D. Wait for FortiSandbox results before allowing files

Correct Answer: B
Section:
Explanation:
Understanding FortiSandbox Integration:
In a FortiSandbox integration, various remediation options are available for handling suspicious files.
Evaluating Remediation Options:
The remediation option for alerting and notifying without blocking access or waiting for results is essential to understand.
Conclusion:
The correct action for the remediation option in this context is to alert and notify only.
FortiSandbox integration documentation from the study guides.

QUESTION 25
An administrator needs to connect FortiClient EMS as a fabric connector to FortiGate What is the prerequisite to get FortiClient EMS lo connect to FortiGate successfully?

A. Import and verify the FortiClient EMS tool CA certificate on FortiGate.

B. Revoke and update the FortiClient client certificate on EMS.

C. Import and verify the FortiClient client certificate on FortiGate.

D. Revoke and update the FortiClient EMS root CA.

Correct Answer: A
Section:
Explanation:
Connecting FortiClient EMS to FortiGate:
The administrator needs to establish a connection between FortiClient EMS and FortiGate as a fabric connector.
Prerequisites for Connection:
A key prerequisite is the import and verification of the FortiClient EMS tool CA certificate on FortiGate to ensure a trusted connection.
Conclusion:
The correct prerequisite for a successful connection is to import and verify the FortiClient EMS tool CA certificate on FortiGate.
FortiClient EMS and FortiGate connection and certificate management documentation from the study guides.

QUESTION 26
Which security fabric component sends a notification io quarantine an endpoint after IOC detection 'n the automation process?

A. FortiAnalyzer

B. FortiGate

C. FortiClient EMS

D. FortiClient

Correct Answer: C
Section:
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Explanation:
Understanding the Automation Process:
In the Security Fabric, automation processes can include actions such as quarantining an endpoint after an IOC (Indicator of Compromise) detection.
Evaluating Responsibilities:
FortiClient EMS plays a crucial role in endpoint management and can send notifications to quarantine endpoints.
Conclusion:
The correct security fabric component that sends a notification to quarantine an endpoint after IOC detection is FortiClient EMS.
FortiClient EMS and automation process documentation from the study guides.

QUESTION 27
An administrator configures ZTNA configuration on the FortiGate. Which statement is true about the firewall policy?

A. It redirects the client request to the access proxy.

B. It uses the access proxy.

C. It defines ZTNA server.

D. It only uses ZTNA tags to control access for endpoints.

Correct Answer: A
Section:
Explanation:
'The firewall policy matches and redirects client requests to the access proxy VIP' https://docs.fortinet.com/document/fortigate/7.0.0/new-features/194961/basic-ztna-configuration

QUESTION 28
An administrator installs FortiClient on Windows Server.
What is the default behavior of real-time protection control?

A. Real-time protection must update AV signature database

B. Real-time protection sends malicious files to FortiSandbox when the file is not detected locally

C. Real-time protection is disabled

D. Real-time protection must update the signature database from FortiSandbox

Correct Answer: C
Section:
Explanation:
When FortiClient is installed on a Windows Server, the default behavior for real-time protection control is:
Real-time protection is disabled: By default, FortiClient does not enable real-time protection on server installations to avoid potential performance impacts and because servers typically have different security requirements
compared to client endpoints.
Thus, real-time protection is disabled by default on Windows Server installations.
Reference
FortiClient EMS 7.2 Study Guide, Real-time Protection Section
Fortinet Documentation on FortiClient Default Settings for Server Installations

QUESTION 29
Which three types of antivirus scans are available on FortiClient? (Choose three )

A. Proxy scan

B. Full scan

C. Custom scan
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D. Flow scan

E. Quick scan

Correct Answer: B, C, E
Section:
Explanation:
FortiClient offers several types of antivirus scans to ensure comprehensive protection:
Full scan: Scans the entire system for malware, including all files and directories.
Custom scan: Allows the user to specify particular files, directories, or drives to be scanned.
Quick scan: Scans the most commonly infected areas of the system, providing a faster scanning option.
These three types of scans provide flexibility and thoroughness in detecting and managing malware threats.
Reference
FortiClient EMS 7.2 Study Guide, Antivirus Scanning Options Section
Fortinet Documentation on Types of Antivirus Scans in FortiClient
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