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Exam A

QUESTION 1

When designing an upstream APl and its implementation, the development team has been advised to NOT set timeouts when invoking a downstream API, because that downstream API has no SLA that can be relied upon.
This is the only downstream API dependency of that upstream API.

Assume the downstream API runs uninterrupted without crashing. What is the impact of this advice?

A. An SLA for the upstream APl CANNOT be provided

B. The invocation of the downstream API will run to completion without timing out

C. A default timeout of 500 ms will automatically be applied by the Mule runtime in which the upstream APl implementation executes

D. Atoad-dependent timeout of less than 1000 ms will be applied by the Mule runtime in which the downstream APl implementation executes

Correct Answer: A

Section:

Explanation:

An SLA for the upstream APl CANNOT be provided. >> First thing first, the default HTTP response timeout for HTTP connector is 10000 ms (10 seconds). NOT 500 ms.>> Mule runtime does NOT apply any such 'load-
dependent' timeouts. There is no such behavior currently in Mule.>> As there is default 10000 ms time out for HTTP connector, we CANNOT always guarantee that the invocation of the downstream API will run to completion
without timing out due to its unreliable SLA times. If the response time crosses 10 seconds then the request may time out.The main impact due to this is that a proper SLA for the upstream APl CANNOT be provided.

QUESTION 2
What best explains the use of auto-discovery in APl implementations?

It makes APl Manager aware of APl implementations and hence enables it to enforce policies
It enables Anypoint Studio to discover API definitions configured in Anypoint Platform
It enables Anypoint Exchange to discover assets and makes them available for reuse

o0 ®p

It enables Anypoint Analytics to gain insight into the usage of APIs

Correct Answer: A

Section:

Explanation:

It makes APl Manager aware of APl implementations and henceenables it to enforce policies. >> APl Autodiscovery is a mechanism that manages an AP| from APl Manager by pairing the deployed application to an API created
on the platform.>> APl Management includes tracking, enforcing policies if you apply any, and reporting API analytics.>> Critical to the Autodiscovery process is identifying the API by providing the APl name and
version.https://docs.mulesoft.com/api-manager/2.x/api-auto-discovery-new-concepthttps://docs.mulesoft.com/api-manager/1.x/api-auto-discoveryhttps://docs.mulesoft.com/api-manager/2.x/api-auto-discovery-new-
concept

QUESTION 3
What should be ensured before sharing an API through a public Anypoint Exchange portal?

The visibility level of the APl instances of that APl that need to be publicly accessible should be set to public visibility
The users needing access to the APl should be added to the appropriate role in Anypoint Platform
The API should be functional with at least an initial implementation deployed and accessible for users to interact with

o0 ® P

The API should be secured using one of the supported authentication/authorization mechanisms to ensure that data is not compromised

Correct Answer: A
Section:
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The visibility level of the API
instances of that API that need to bepublicly accessible should be set to public visibility. https://docs.mulesoft.com/exchange/to-share-api-asset-to-portal

QUESTION 4

An organization has several APIs that accept JSON data over HTTP POST. The APIs are all publicly available and are associated with several mobile applications and web applications.

The organization does NOT want to use any authentication or compliance policies for these APIs, but at the same time, is worried that some bad actor could send payloads that could somehow compromise the applications or
servers running the APl implementations.

What out-of-the-box Anypoint Platform policy can address exposure to this threat?

Shut out bad actors by using HTTPS mutual authentication for all APl invocations
Apply an IP blacklist policy to all APIs; the blacklist will Include all bad actors
Apply a Header injection and removal policy that detects the malicious data before it is used

OO0 ®p

Apply a JSON threat protection policy to all APIs to detect potential threat vectors

Correct Answer: D

Section:

Explanation:

Apply a JSON threat protection policy to all APIs to detect potentialthreat vectors >> Usually, if the APIs are designed and developed for specific consumers (known consumers/customers) then we would IP Whitelist the same
to ensure that traffic only comes from them.>> However, as this scenario states that the APIs are publicly available and being used by so many mobile and web applications, it is NOT possible to identify and blacklist all
possible bad actors.>> So, JSON threat protection policy is the best chance to prevent any bad JSON payloads from such bad actors.

QUESTION 5
An APl experiences a high rate of client requests (TPS) vwth small message paytoads. How can usage limits be imposed on the APl based on the type of client application?

Use an SLA-based rate limiting policy and assign a client application to a matching SLA tier based on its type
Use a spike control policy that limits the number of requests for each client application type
Use a cross-origin resource sharing (CORS) policy to limit resource sharing between client applications, configured by the client application type

OO0 ®wp

Use a rate limiting policy and a client ID enforcement policy, each configured by the client application type

Correct Answer: A
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Section:
Explanation:
Use an SLA-based rate limiting policy and assign a clientapplication to a matching SLA tier based on its type. >> SLA tiers will come into play whenever any limits to be imposed on APIs based on client type

QUESTION 6
A code-centric APl documentation environment should allow APl consumers to investigate and execute API client source code that demonstrates invoking one or more APIs as part of representative scenarios.
What is the most effective way to provide this type of code-centric APl documentation environment using Anypoint Platform?

Enable mocking services for each of the relevant APls and expose them via their Anypoint Exchange entry
Ensure the APIs are well documented through their Anypoint Exchange entries and API Consoles and share these pages with all APl consumers
Create API Notebooks and include them in the relevant Anypoint Exchange entries

o0 ® >

Make relevant APIs discoverable via an Anypoint Exchange entry

Correct Answer: C

Section:

Explanation:

Create API Notebooks and Include them in the relevant Anypoint exchangeentries >>APIl Notebooks are the one on Anypoint Platform that enable us to provide code-centric APl documentationBottom of FormTop of Form

QUESTION 7
Refer to the exhibit. An organization is running a Mule standalone runtime and has configured Active Directory as the Anypoint Platform external Identity Provider. The organization does not have budget for other system
components.

Active configured QPlatfc:-rm
Directory - v Identity

Policy

AP| invokes &ég
Client

AP

What policy should be applied to all instances of APIs in the organization to most effecuvelyKestrict access to a specific group of internal users?

Apply a basic authentication - LDAP policy; the internal Active Directory will be configured as the LDAP source for authenticating users
Apply a client ID enforcement policy; the specific group of users will configure their client applications to use their specific client credentials
Apply an IP whitelist policy; only the specific users' workstations will be in the whitelist

OO0 ®p

Apply an OAuth 2.0 access token enforcement policy; the internal Active Directory will be configured as the OAuth server

Correct Answer: A

Section:

Explanation:

Apply a basic authentication - LDAP policy; the internal ActiveDirectory will be configured as the LDAP source for authenticating users. >> IP Whitelisting does NOT fit for this purpose. Moreover, the users workstations may
not necessarily have static IPs in the network.>> OAuth 2.0 enforcement requires a client provider which isn't in the organizations system components.>> It is not an effective approach to let every user create separate client
credentials and configure those for their usage.The effective way it to apply a basic authentication - LDAP policy and the internal Active Directory will be configured as the LDAP source for authenticating users.
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QUESTION 8
An organization makes a strategic decision to move towards an IT operating model that emphasizes consumption of reusable IT assets using modern APls (as defined by MuleSoft).

What best describes each modern APl in relation to this new IT operating model?

Each modern API has its own software development lifecycle, which reduces the need for documentation and automation

Each modem API must be treated like a product and designed for a particular target audience (for instance, mobile app developers)
Each modern APl must be easy to consume, so should avoid complex authentication mechanisms such as SAML or JWT D

Each modern API must be REST and HTTP based

OO0 wp

Correct Answer: B

Section:

Explanation:

Answer:s:1. Each modern APl must be treated like a product and designed for a particular target audience (for instance mobile app developers)

L G 8 mulesoft.com/resources/api-strategy
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An APl strategy is a critical component of digital transformation. Over the years, the term “API" (which
stands for Application Programming Interface) has been used generically to describe a connectivity
interface to an application. However, modern APls have taken on some characteristics that distinguish

them from poorly designed APls of the past:

* Modern APls adhere to standards (typically HTTP and REST), that are developer-friendly, easily

accessible and understood broadly.

® They are treated more like products than code. APls are designed for consumption for specific
audiences (e.g., mobile developers), they are documented, and they are versioned in a way that users
can have certain expectations of its maintenance and lifecycle.

* Because they are much more standardized, today's APls have a much stronger discipline for security
and governance, as well as monitored and managed for performance and scale.

Bottom of FormTop of Form

QUESTION 9
What is a best practice when building System APIs?

A. Document the API using an easily consumable asset like a RAML definition
B. Model all API resources and methods to closely mimic the operations of the backend system

IT Certification Exams - Questions & Answers | Vdumps.com


https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

C. Build an Enterprise Data Model (Canonical Data Model) for each backend system and apply it to System APIs
D. Expose to API clients all technical details of the APl implementation's interaction wifch the backend system

Correct Answer: B

Section:

Explanation:

Model all APl resources and methods to closely mimic theoperations of the backend system. >> There are NO fixed and straight best practices while opting data models for APIs. They are completly contextual and depends on
number of factors. Based upon those factors, an enterprise can choose if they have to go with Enterprise Canonical Data Model or Bounded Context Model etc.>> One should NEVER expose the technical details of API
implementation to their API clients. Only the APl interface/ RAML is exposed to API clients.>> It is true that the RAML definitions of APIs should be as detailed as possible and should reflect most of the documentation.
However, just that is NOT enough to call your APl as best documented API. There should be even more documentation on Anypoint Exchange with APl Notebooks etc. to make and create a developer friendly API and
repository..>> The best practice always when creating System APIs is to create their APl interfaces by modeling their resources and methods to closely reflect the operations and functionalities of that backend system.

QUESTION 10
Refer to the exhibit.

Marketing Developer

Anypoint
Platform

A RAML definition has been proposed for a new Promotions Process API, and has been published to Anypoint Exchange.

The Marketing Department, who will be an important consumer of the Promotions API, has important requirements and expectations that must be met.
What is the most effective way to use Anypoint Platform features to involve the Marketing Department in this early APl design phase?

A) Ask the Marketing Department to interact with a mocking implementation of the APl using the automatically generated APl Console

® writes enables provides ( accesses
E—— Y b ------e-

Mocking
Service

Developer API Spec API Console Marketing

B) Organize a design workshop with the DBAs of the Marketing Department in which the database schema of the Marketing IT systems is translated into RAML
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Marketing Developer RAML Spec

Schemas DBAs

C) Use Anypoint Studio to Implement the APl as a Mule application, then deploy that APl implementation to CloudHub and ask the Marketing Department to interact with it

® writes a imports exporrs m depluys fests ®
* T

Developer RAML Spec Agﬁj?;“ Mule App Cloudhub Marketing

D) Export an integration test suite from API designer and have the Marketing Department execute the tests In that suite to ensure they pass

designs e:tpurts exgcules
_desions_ ¢ -
verifies test resilts

Integration
9 Marketing

Developer DESlgnEI‘ Test Suite

API

Option A
Option B
Option C
Option D

o0 ® >

Correct Answer: A

Section:

Explanation:

Ask the Marketing Department to interact with a mocking implementationof the API using the automatically generated API Console. As per MuleSoft's IT Operating Model:>>API consumers need NOT wait until the fullAPI
implementation is ready.>>NO technical test-suites needs to be shared with end users to interact with APIs.>>Anypoint Platform offers a mocking capability on all the published API specifications to Anypoint Exchange which
also will be rich in documentation covering all details of API functionalities and working nature.>>No needs of arranging days of workshops with end users for feedback.APl consumers can use Anypoint Exchange features on
the platform and interact with the API using its mocking feature. The feedback can be shared quickly on the same to incorporate any changes.

wntes enables provides accesses
ﬁ- ﬁ- * -
Developer API Spec ocking API Console Marketing
Service
QUESTION 11

Refer to the exhibit.
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what is true when using customer-hosted Mule runtimes with the MuleSoft-hosted Anypoint Platform control plane (hybrid deployment)?

Anypoint Runtime Manager initiates a network connection to a Mule runtime in order to deploy Mule applications
The MuleSoft-hosted Shared Load Balancer can be used to load balance API invocations to the Mule runtimes
APl implementations can run successfully in customer-hosted Mule runtimes, even when they are unable to communicate with the control plane

o0 ® >

Anypoint Runtime Manager automatically ensures HA in the control plane by creating a new Mule runtime instance in case of a node failure

Correct Answer: C

Section:

Explanation:

APl implementations can run successfully in customer-hosted Muleruntimes, even when they are unable to communicate with the control plane. >>We CANNOT use Shared Load balancer to load balance APIs on customer
hosted runtimes

o Load balancing

Load balancing is not provided for hybrid deployments. You can manage load balancing with the tools c@nnected to your on-premises
resources.
>>For Hybrid deployment models, the on-premises are first

connected to Runtime Manager usingRuntime Manager agent.So, the connection is initiated first from On-premises to Runtime Manager. Then all control can be done from Runtime Manager.>>Anypoint Runtime Manager
CANNOT ensure automatic HA. Clusters/Server Groups etc should be configured before hand.Only TRUE statement in the given choices is, APl implementations can run successfully in customer-hosted Mule runtimes, even
when they are unable to communicate with the control plane. There are several references below to justify this statement.https://docs.mulesoft.com/runtime-manager/deployment-strategiest#thybrid-
deploymentshttps://help.mulesoft.com/s/article/On-Premise-Runtimes-Disconnected-From-US-Control-Plane-June-18th-2018https://help.mulesoft.com/s/article/Runtime-Manager-cannot-manage-On-Prem-Applications-
and-Servers-from-US-Control-Plane-June-25th-2019https://help.mulesoft.com/s/article/On-premise-Runtimes-Appear-Disconnected-in-Runtime-Manager-May-29th-
2018

QUESTION 12
A System API is designed to retrieve data from a backend system that has scalability challenges. What API policy can best safeguard the backend system?

A. IPwhitelist

B. SLA-based rate limiting

C. Auth 2 token enforcement
D. Client ID enforcement

Correct Answer: B

Section:

Explanation:

SLA-based rate limiting >> Client Id enforement policy is a 'Compliance' related NFR and does not help in maintaining the 'Quality of Service (QoS)'. It CANNOT and NOT meant for protecting the backend systems from
scalability challenges.>> IP Whitelisting and OAuth 2.0 token enforcement are 'Security' related NFRs and again does not help in maintaining the 'Quality of Service (QoS)'. They CANNOT and are NOT meant for protecting the
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backend systems from scalability challenges.Rate Limiting, Rate Limiting-SLA, Throttling, Spike Control are the policies that are 'Quality of Service (QOS)' related NFRs and are meant to help in protecting the backend systems
from getting overloaded.https://dzone.com/articles/how-to-secure-apis

QUESTION 13
What do the APl invocation metrics provided by Anypoint Platform provide?

ROI metrics from APIs that can be directly shared with business users
Measurements of the effectiveness of the application network based on the level of reuse
Data on past APl invocations to help identify anomalies and usage patterns across various APIs

o0 ® >

Proactive identification of likely future policy violations that exceed a given threat threshold

Correct Answer: C

Section:

Explanation:

Data on past API invocations to help identify anomalies and usagepatterns across various APIs APl Invocation metrics provided by Anypoint Platform:>> Does NOT provide any Return Of Investment (ROI) related information.
So the option suggesting it is OUT.>> Does NOT provide any information w.r.t how APIs are reused, whether there is effective usage of APIs or not etc...>> Does NOT prodive any prediction information as such to help us
proactively identify any future policy violations.So, the kind of data/information we can get from such metrics is on past APl invocations to help identify anomalies and usage patterns across various APIs.

QUESTION 14
What is true about the technology architecture of Anypoint VPCs?

The private IP address range of an Anypoint VPC is automatically chosen by CloudHub
Traffic between Mule applications deployed to an Anypoint VPC and on-premises systems can stay within a private network
Each CloudHub environment requires a separate Anypoint VPC

o0 ® >

VPC peering can be used to link the underlying AWS VPC to an on-premises (non AWS) private network

Correct Answer: B

Section:

Explanation:

Traffic between Mule applications deployed to an Anypoint VPC andon-premises systems can stay within a private network >> The private IP address range of an Anypoint VPC is NOT automatically chosen by CloudHub. It is
chosen by us at the time of creating VPC using thr CIDR blocks.CIDR Block: The size of the Anypoint VPC in Classless Inter-Domain Routing (CIDR) notation.For example, if you set it to 10.111.0.0/24, the Anypoint VPC is
granted 256 IP addresses from 10.111.0.0 to 10.111.0.255.1deally, the CIDR Blocks you choose for the Anypoint VPC come from a private IP space, and should not overlap with any other Anypoint VPC's CIDR Blocks, or any
CIDR Blocks in use in your corporate network.
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that each CloudHub environment requires a separate Anypoint VPC. Once an Anypoint VPC is created, we can choose a same VPC by
multiple environments. However, it is generally a best and recommended practice to always have seperate Anypoint VVPCs for Non=Prod and Prod environments.>> We use Anypoint VPN to link the underlying AWS VPC to an
on-premises (non AWS) private network. NOT VPC Peering.Only true statement in the given choices isithat the traffic betweensMulesapplications deployed to an Anypoint VPC and on-premises systems can stay within a
private network.https://docs.mulesoft.com/runtime-manager/vpc-connectivity-methods-concept

QUESTION 15
An APl implementation is deployed on a single worker on CloudHub and invoked by external API clients (outside of CloudHub). How can an alert be set up that is guaranteed to trigger AS SOON AS that APl implementation
stops responding to APl invocations?

Implement a heartbeat/health check within the API and invoke it from outside the Anypoint Platform and alert when the heartbeat does not respond
Configure a 'worker not responding' alert in Anypoint Runtime Manager
Handle APl invocation exceptions within the calling API client and raise an alert from that API client when the API Is unavailable

o0 ®p

Create an alert for when the API receives no requests within a specified time period

Correct Answer: B

Section:

Explanation:

Configure a "Worker not responding' alert in Anypoint Runtime Manager. >>All the options eventually helps to generate the alert required when the application stops responding.>>However, handling exceptions within
calling APl and then raising alert from API client is inappropriate and silly. There could be many API clients invoking the APl implementation and it is not ideal to have this setup consistently in all of them. Not a realistic way to
do.>>Implementing a health check/ heartbeat with in the APl and calling from outside to detmine the health sounds OK but needs extra setup for it and same time there are very good chances of generating false alarms when
there are any intermittent network issues between external tool calling the health check APl on APl implementation. The APl implementation itself may not have any issues but due to some other factors some false alarms
may go out.>>Creating an alert in APl Manager when the API receives no requests within a specified time period would actually generate realistic alerts but even here some false alarms may go out when there are genuinely
no requests fromAPI clients.The best and right way to achieve this requirement is to setup an alert on Runtime Manager with a condition '"Worker not responding'. This would generate an alert ASSOONAS the workers become
unresponsive.
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QUESTION 16

The implementation of a Process APl must change.
What is a valid approach that minimizes the impact of this change on API clients?

Bottom of FormTop of Form

Update the RAML definition of the current Process APl and notify API client developers by sending them links to the updated RAML definition
Postpone changes until APl consumers acknowledge they are ready to migrate to a new Process API or APl version
Implement required changes to the Process APl implementation so that whenever possible, the Process API's RAML definition remains unchanged

o0 ® >

Implement the Process APl changes in a new APl implementation, and have the old APl implementation return an HTTP status code 301 - Moved Permanently to inform API clients they should be calling the new API
implementation

Correct Answer: C

Section:

Explanation:

Implement required changes to the Process APl implementation sothat, whenever possible, the Process API's RAML definition remains unchanged. Key requirement in the question is:>> Approach that minimizes the impact of
this change on API clientsBased on above:>> Updating the RAML definition would possibly impact the API clients if the changes require any thing mandatory from client side. So, one should try to avoid doing that until really
necessary.>> Implementing the changes as a completely different APl and then redirectly the clients with 3xx status code is really upsetting design and heavily impacts the API clients.>> Organisations and IT cannot simply
postpone the changes required until all APl consumers acknowledge they are ready to migrate to a new Process APl or API version. This is unrealistic and not possible.The best way to handle the changes always is to
implement required changes to the APl implementations so that, whenever possible, the API's RAML definition remains unchanged.
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QUESTION 17

Refer to the exhibit. An organization needs to enable access to their customer data from both a mobile app and a web application, which each need access to common fields as well as certain unique fields.
The data is available partially in a database and partially in a 3rd-party CRM system.

What APIs should be created to best fit these design requirements?

DB

Mobile
App

CRI\&

A) A Process API that contains the data required by both the web and mobile apps, allowing these applications to invoke it directly and access the data they need thereby providing the flexibility to add more fields in the
future without needing API changes

ol oe
Comman
PAPI / —
’”“““'i/ NG

B) One set of APIs (Experience API, Process API, and System API) for the web app, and another set forthe mobile app

Wehb Web Web
EAPI FAPI SAPRI
Web e 4 : -
- e DB
App —
. S
&>
App > ¥ > > ¥ - Y
Muhlle Maobile Hublle =
EAPI PAPI SAPI

C) Separate Experience APIs for the mobile and web app, but a common Process API that invokes separate System APIs created for the database and CRM system

wab DB
SAPI
g ’ Common pe
PAPI —
e e / \ R p— GD
Mobile CRM
EAPI SAPI

D) A common Experience APl used by both the web and mobile apps, but separate Process APIs for the web and mobile apps that interact with the database and the CRM System
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PAPI
A. Option A
B. OptionB
C. OptionC
D. Option D

Correct Answer: C

Section:

Explanation:

Separate Experience APIs for the mobile and web app, but acommon Process API that invokes separate System APIs created for the database and CRM system As per MuleSoft's API-led connectivity:>> Experience APIs should
be built as per each consumer needs and their experience.>> Process APIs should contain all the orchestration logic to achieve the business functionality.>> System APIs should be built for each backend system to unlock their
data.

QUESTION 18
Refer to the exhibit.

Client invokes »«
App
API

Client ID
Policy

A developer is building a client application to invoke an APl deployed to the STAGING environment that is governed by a client ID enforcement policy.
What is required to successfully invoke the API?

A. The client ID and secret for the Anypoint Platform account owning the APl in the STAGING environment

B. The client ID and secret for the Anypoint Platform account's STAGING environment

C. The client ID and secret obtained from Anypoint Exchange for the APl instance in the STAGING environment
D. A valid OAuth token obtained from Anypoint Platform and its associated client ID and secret

Correct Answer: C

Section:

Explanation:

The client ID and secret obtained from Anypoint Exchange for theAPI instance in the STAGING environment >> We CANNOT use the client ID and secret of Anypoint Platform account or any individual environments for
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accessing the APls>> As the type of policy that is enforced on the API in question is 'Client ID Enforcment Policy', OAuth token based access won't work.Right way to access the API is to use the client ID and secret obtained
from Anypoint Exchange for the APl instance in a particular environment we want to work on.Managing API instance Contracts on APl Managerhttps://docs.mulesoft.com/api-manager/1.x/request-access-to-api-
taskhttps://docs.mulesoft.com/exchange/to-request-accesshttps://docs.mulesoft.com/api-manager/2.x/policy-mule3-client-id-based-policies

QUESTION 19
In an organization, the InfoSec team is investigating Anypoint Platform related data traffic.
From where does most of the data available to Anypoint Platform for monitoring and alerting originate?

From the Mule runtime or the APl implementation, depending on the deployment model
From various components of Anypoint Platform, such as the Shared Load Balancer, VPC, and Mule runtimes
From the Mule runtime or the API Manager, depending on the type of data

o0 ® >

From the Mule runtime irrespective of the deployment model

Correct Answer: D

Section:

Explanation:

From the Mule runtime irrespective of the deployment model >> Monitoring and Alerting metrics are always originated from Mule Runtimes irrespective of the deployment model.>> It may seems that some metrics (Runtime
Manager) are originated from Mule Runtime and some are (APl Invocations/ APl Analytics) from APl Manager. However, this is realistically NOT TRUE. The reason is, APl manager is just a management tool for API instances
but all policies upon applying on APIs eventually gets executed on Mule Runtimes only (Either Embedded or API Proxy).>> Similarly all APl Implementations also run on Mule Runtimes.So, most of the day required for
monitoring and alerts are originated fron Mule Runtimes only irrespective of whether the deployment model is MuleSoft-hosted or Customer-hosted or Hybrid.

QUESTION 20
Refer to the exhibit.

operation()
o
reply

CLIENT SERVER

Top Layer

client proxy Middle Layer semver stub

wire protocol Bottom Layer wire protocol

NE TW%RK

Generic RPC Architecture

What is a valid APl in the sense of API-led connectivity and application networks?
A) Java RMI over TCP
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operation()

R —
reply
CLIENT SERVER
Top Layer
Java RMI Miclclhe Layar Java RMI
TCP Bottom Layer TCP
NETWORK
B) Java RMI over TCP
operation()
S
l*E[le
CLIENT SERVER
Top Layer
XML MMiddle Layer XML
HTTP Bottom Layer HTTP
NETWORK
C) CORBA over HOP
operation()
o—
reply
CLIENT SERVER
lop Layer
CORBA Proxy Middle Layer CORBA Stub
lnoe Botlom Layer HoP
NETWORK

D) XML over UDP
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operation()

—
reply
CLIEMT SERVER
Top Layer
XML Middle Layer XML
UDP Bottom Layer UDP
METWORK

Option A
Option B
Option C
Option D

OO0 >

Correct Answer: D
Section:

Explanation:
XML over HTTP >>API-led connectivity and Application Networks urge to have the APIs on HTTP basedsprotocols for-building most effective APls and networks on top of them.>>The HTTP based APIs allow the platform to

apply various varities of policies to address many NFRs>>The HTTP based APIs also allow to implement many standard and effective implementation patterns that adhere to HTTP based w3c rules.

operation()
<& >
reply
-
CLIENT SERVER
Top Layer
XML Middle Layer XML
HTTP Bottom Layer HTTP
NETWORK
Bottom of FormTop of Form

QUESTION 21
Refer to the exhibit.
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LOB1 . LOB2 ~ LOB3
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- PAPIs : " PAPIs _ i~ PAPIs
4 4 _ o

' SAPIs - 7 SAPIs ' SAPIs
Entity-A ' Entity-B 1 Entity-C

A v v, "
Entity-D Entity-E

Three business processes need to be implemented, and the implementations need to communicate with several different SaaS applications.

These processes are owned by separate (siloed) LOBs and are mainly independent of each other, but do share a few business entities. Each LOB has one development team and their own budget

In this organizational context, what is the most effective approach to choose the API data models for the APIs that.will implement these business processes with minimal redundancy of the data models?
A) Build several Bounded Context Data Models that align with coherent parts of the business processes and the definitions of associated business entities

LOB1 LOB2 LOB3

rr'.ll ~1. --’.‘-:,:‘_ -H-“-\
] " EAPIs i " EAPIS o~ EAPIs '
"IIL J.f "I.__' ____________________________ '__..-’
f”-.‘..- nm '-'.'..l“.‘ll ‘l” :"‘\. "1\1 Il{’ {'.( '\"II
S papis N SopAapls L S paPls )
i LI Bt B i

: . If’ ) h‘\
1 " SAPIs Py o~ SAPIs gf SAPIs h

B) Build distinct data models for each API to follow established micro-services and Agile APl-centric practices
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C) Build all API data models using XML schema to drive consistency and reuse across the organization

Entity-A Entity-B Entity-C Entity-D Entity-E

: : + + +

D) Build one centralized Canonical Data Model (Enterprise Data Model) that unifies all the data typesfrom all three:businessijprocesses, ensuring the data model is consistent and non-redundant

.Lum S ..u.jéz IR ; ml;a.
§§EAPIs ﬁ EAPIs i EAPIs
':ng'ﬁF’ls va{PAPIE f'i-\ngﬁ.Pls
.':ﬁ'sapls N SAPIs ; f\f SAPIs

— —

Entity-A Entity-B Entity-C Entity-D Entity-E ]

—_—

l Canonical Data Model J

—  —
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Option A
Option B
Option C
Option D

o 0N >

Correct Answer: A
Section:

Explanation:
Build several Bounded Context Data Models that align with coherent partsof the business processes and the definitions of associated business entities. >>The options w.r.t building API data models using XML schema/ Agile

APIl-centric practices are irrelevant to the scenario given in the question. So these two are INVALID.>>Building EDM (Enterprise Data Model) is not feasible or right fit for this scenario as the teams and LOBs work in silo and
they all have different initiatives, budget etc.. Building EDM needs intensive coordination among all the team which evidently seems not possible in this scenario.So, the right fit for this scenario is to build several Bounded
Context Data Models that align with coherent parts of the business processes and the definitions of associated business entities.

LOB1 LOB2 LOB3

i EAPIs it EAPIs * EAPIs -

J"’::'r;;ﬂa'ﬂn.r\“‘ :..-' "" “1. J;’ ( \\1

f &’ PAPIs 3\ &’ PAPIs |\, &2 PAPIls )

4 o «

\: SAPIs 'y -~ SAPIs ~" SAPIs ’
QUESTION 22

What best describes the Fully Qualified Domain Names (FQDNs), also known as DNS entries, created when a Mule application is deployed to the CloudHub Shared Worker Cloud?

A fixed number of FQDNs are created, IRRESPECTIVE of the environment and VPC design

The FQDNs are determined by the application name chosen, IRRESPECTIVE of the region

The FQDNs are determined by the application name, but can be modified by an administrator after deployment
The FQDNs are determined by both the application name and the Anypoint Platform organization

o0 ® >

Correct Answer: B
Section:

Explanation:
The FQDNs are determined by the application name chosen,IRRESPECTIVE of the region >> When deploying applications to Shared Worker Cloud, the FQDN are always determined by application name chosen.>> It does NOT

matter what region the app is being deployed to.>> Although it is fact and true that the generated FQDN will have the region included in it (Ex: exp-salesorder-api.au-sl.cloudhub.io), it does NOT mean that the same name
can be used when deploying to another CloudHub region.>> Application name should be universally unique irrespective of Region and Organization and solely determines the FQDN for Shared Load Balancers.

QUESTION 23
When using CloudHub with the Shared Load Balancer, what is managed EXCLUSIVELY by the APl implementation (the Mule application) and NOT by Anypoint Platform?

A. The assignment of each HTTP request to a particular CloudHub worker
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B. The logging configuration that enables log entries to be visible in Runtime Manager
C. The SSL certificates used by the APl implementation to expose HTTPS endpoints
D. The number of DNS entries allocated to the APl implementation

Correct Answer: C
Section:

Explanation:
The SSL certificates used by the APl implementation to exposeHTTPS endpoints >> The assignment of each HTTP request to a particular CloudHub worker is taken care by Anypoint Platform itself. We need not manage it

explicitly in the APl implementation and in fact we CANNOT manage it in the APl implementation.>> The logging configuration that enables log entries to be visible in Runtime Manager is ALWAYS managed in the API
implementation and NOT just for SLB. So this is not something we do EXCLUSIVELY when using SLB.>> We DO NOT manage the number of DNS entries allocated to the APl implementation inside the code. Anypoint Platform
takes care of this.It is the SSL certificates used by the APl implementation to expose HTTPS endpoints that is to be managed EXCLUSIVELY by the APl implementation. Anypoint Platform does NOT do this when using SLBs.

QUESTION 24
Refer to the exhibit.
Business process -
System API(s)
Process API(s)
APl )
Consumer -

Experience API(s)

Decompose business process
into APls

What is the best way to decompose one end-to-end business process into a collaboration of Experience, Process, and System APIs?
A) Handle customizations for the end-user application at the Process API level rather than the Experience API level
System API(s)

APl O Experience Process API(s)
Consumer —_— API(s) o o o

Handle customizations Systeam API(s)
for the consumer

B) Allow System APIs to return data that is NOT currently required by the identified Process or Experience APIs

IT Certification Exams - Questions & Answers | Vdumps.com


https://vceplus.io
https://vceplus.io
https://vceplus.io/
https://vceplus.io
https://vdumps.com

System AFi(a) Data Object A

g |
APl - Experience Process API(s) May return data needed
Consumer ~ ———» API(s)  ------ > by Future APIs
—— N |
System API(s) Data Object B
Future APIS - _______ -

C) Always use a tiered approach by creating exactly one API for each of the 3 layers (Experience, Process and System APIs)

APl . Experience Process API(s) System API(s)
Consumer —_— API(s) o e i e o

D) Use a Process API to orchestrate calls to multiple System APls, but NOT to other Process APIs

System APIs)

AP o Experience Process API(s)
Consumer , - APl(s) -

System API(s)
Process API(s)

Option A
Option B
Option C
Option D

oSN >

Correct Answer: B
Section:

Explanation:
Allow System APIs to return data that is NOT currently required bythe identified Process or Experience APIls. >> All customizations for the end-user application should be handled in 'Experience API' only. Not in Process API>>

We should use tiered approach but NOT always by creating exactly one API for each of the 3 layers. Experience APls might be one but Process APIs and System APIs are often more than one. System APIs for sure will be more
than one all the time as they are the smallest modular APIs built in front of end systems.>> Process APIs can call System APls as well as other Process APIls. There is no such anti-design pattern in APIl-Led connectivity saying
Process APIs should not call other Process APIs.So, the right answer in the given set of options that makes sense as per API-Led connectivity principles is to allow System APIs to return data that is NOT currently required by
the identified Process or Experience APls. This way, some future Process APIs can make use of that data from System APIs and we need NOT touch the System layer APIs again and again.
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System API(s)

Data Object A
- |
API - Experience Process API(s) May return data needed
Consumer  —» API(s) - by Future APIs
it S I
System APKs) Data Object B
ST T - S —— 3

QUESTION 25
What is true about where an API policy is defined in Anypoint Platform and how it is then applied to APl instances?

The API policy Is defined In Runtime Manager as part of the APl deployment to a Mule runtime, and then ONLY applied to the specific APl Instance
The API policy Is defined In APl Manager for a specific APl Instance, and then ONLY applied to the specific APl instance
The API policy Is defined in APl Manager and then automatically applied to ALL API instances

o0 ®p»

The API policy is defined in API Manager, and then applied to ALL APl instances in the specified environment

Correct Answer: B

Section:

Explanation:

The API policy is defined in APl Manager for a specific APlinstance, and then ONLY applied to the specific APl instance. >> Once our API specifications are ready and published to Exchange, we need to visit APl Manager and
register an APl instance for each APl.>> APl Manager is the place where management of APl aspects takes place like addressing NFRs by enforcing policies on them.>> We can create multiple instances for a same API and
manage them differently for different purposes.>> One instance can have a set of API policies applied and another instance of same APl can have different set of policies applied for some other purpose.>> These APIs and
their instances are defined PER environment basis. So, one need to manage them seperately in each environment.>> We can ensure that same configuration of APl instances (SLAs, Policies etc..) gets promoted when
promoting to higher environments using platform feature. But this is optional only. Still one can change them per environment basis if they have to.>> Runtime Manager is the place to manage APl Implementations and their
Mule Runtimes but NOT APIs itself. Though API policies gets executed in Mule Runtimes, We CANNOT enforce API policies in Runtime Manager. We would need to do that via APl Manager only for a cherry picked instance in
an environment.So, based on these facts, right statement in the given choices is - 'The API policy is defined in APl Manager for a specific APl instance, and then ONLY applied to the specific APl instance'.

QUESTION 26
An APl implementation is deployed to CloudHub.
What conditions can be alerted on using the default Anypoint Platform functionality, where the alert conditions depend on the end-to-end request processing of the APl implementation?

When the APl is invoked by an unrecognized API client
When a particular API client invokes the API too often within a given time period
When the response time of APl invocations exceeds a threshold

o n >

When the API receives a very high number of APl invocations

Correct Answer: C

Section:

Explanation:

When the response time of APl invocations exceeds a threshold >> Alerts can be setup for all the given options using the default Anypoint Platform functionality>> However, the question insists on an alert whose conditions
depend on the end-to-end request processing of the APl implementation.>> Alert w.r.t 'Response Times' is the only one which requires end-to-end request processing of APl implementation in order to determine if the
threshold is exceeded or not.
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QUESTION 27
A Mule application exposes an HTTPS endpoint and is deployed to the CloudHub Shared Worker Cloud. All traffic to that Mule application must stay inside the AWS VPC.
To what TCP port do APl invocations to that Mule application need to be sent?

443

8081
8091
8082

OO0 w®

Correct Answer: D

Section:

Explanation:

8082 >> 8091 and 8092 ports are to be used when keeping your HTTP and HTTPS app private to the LOCAL VPC respectively.>> Above TWO ports are not for Shared AWS VPC/ Shared Worker Cloud.>> 8081 is to be used when
exposing your HTTP endpoint app to the internet through Shared LB>> 8082 is to be used when exposing your HTTPS endpoint app to the internet through Shared LBSo, API invocations should be sent to port 8082 when
calling this HTTPS based app.https://docs.mulesoft.com/runtime-manager/cloudhub-networking-guidehttps://help.mulesoft.com/s/article/Configure-Cloudhub-Application-to-Send-a-HTTPS-Request-Directly-to-Another-
Cloudhub-Applicationhttps://help.mulesoft.com/s/question/0D52T00004mXXULSA4/multiple-http-listerners-on-cloudhub-one-with-port-9090

QUESTION 28
What is a key requirement when using an external Identity Provider for Client Management in Anypoint Platform?

Single sign-on is required to sign in to Anypoint Platform
The application network must include System APIs that interact with the Identity Provider
To invoke OAuth 2.0-protected APIs managed by Anypoint Platform, API clients must submit access tokens issued by that same Identity Provider

o0 w® P

APls managed by Anypoint Platform must be protected by SAML 2.0 policies

Correct Answer: C

Section:

Explanation:

https://www.folkstalk.com/2019/11/mulesoft-integration-and-platform.html|To invoke OAuth 2.0-protected APIls managed by AnypointPlatform, API clients must submit access tokens issued by that same Identity Provider >>
It is NOT necessary that single sign-on is required to sign in to Anypoint Platform because we are using an external Identity Provider for Client Management>> It is NOT necessary that all APIs managed by Anypoint Platform
must be protected by SAML 2.0 policies because we are using an external Identity Provider for Client Management>> Not TRUE that the application network must include System APIs that interact with the Identity Provider
because we are using an external Identity Provider for Client ManagementOnly TRUE statement in the given options is - 'To invoke OAuth 2.0-protected APls managed by Anypoint Platform, API clients must submit access
tokens issued by that same Identity Provider'https://docs.mulesoft.com/api-manager/2.x/external-oauth-2.0-token-validation-policyhttps://blogs.mulesoft.com/dev/api-dev/api-security-ways-to-authenticate-and-authorize/

QUESTION 29
The responses to some HTTP requests can be cached depending on the HTTP verb used in the request. According to the HTTP specification, for what HTTP verbs is this safe to do?

PUT, POST, DELETE
GET, HEAD, POST
GET, PUT, OPTIONS
GET, OPTIONS, HEAD

OO0 ®p

Correct Answer: D
Section:
Explanation:

GET, OPTIONS, HEAD
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APIs use HTTP-based protocols: cached HTTP responses from previous HTTP requests may
potentially be returned if the same HTTP request is seen again.

Safe HTTP methods are ones that do not alter the state of the underlying resource. That is, the
HTTP responses to requests using safe HTTP methods may be cached.

The HTTP standard requires the following HTTP methods on any resource to be safe:

o GET
¢ HEAD
e OPTIONS

Safety must be honored by REST APIs (but not by non-REST APIs like SOAP APIs): It is the
responsibility of every API implementation to implement GET, HEAD or OPTIONS methods such
that they never change the state of a resource.

http://restcookbook.com/HTTP%20Methods/idempotency/

QUESTION 30

What is the most performant out-of-the-box solution in Anypoint Platform to track transaction state in an asynchronously executing long-running process implemented as a Mule application deployed to multiple CloudHub

workers?

A. Redis distributed cache
B.
C
D

java.util. WeakHashMap

. Persistent Object Store
. File-based storage

Correct Answer: C
Section:
Explanation:

Persistent Object Store >> Redis distributed cache is performant but NOT out-of-the-box solution in Anypoint Platform>> File-storage is neither performant nor out-of-the-box solution in Anypoint Platform>>

java.util. WeakHashMap needs a completely custom implementation of cache from scratch using Java code and is limited to the JVM where it is running. Which means the state in the cache is not worker aware when running
on multiple workers. This type of cache is local to the worker. So, this is neither out-of-the-box nor worker-aware among multiple workers on cloudhub. https://www.baeldung.com/java-weakhashmap>> Persistent Object
Store is an out-of-the-box solution provided by Anypoint Platform which is performant as well as worker aware among multiple workers running on CloudHub. https://docs.mulesoft.com/object-store/So, Persistent Object

Store is the right answer.

QUESTION 31
How can the application of a rate limiting API policy be accurately reflected in the RAML definition of an API?
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By refining the resource definitions by adding a description of the rate limiting policy behavior
By refining the request definitions by adding a remaining Requests query parameter with description, type, and example
By refining the response definitions by adding the out-of-the-box Anypoint Platform rate-limit-enforcement securityScheme with description, type, and example

o 0N >

By refining the response definitions by adding the x-ratelimit-* response headers with description, type, and example

Correct Answer: D

Section:

Explanation:

By refining the response definitions by adding thex-ratelimit-*responseheaders with description, type, and example

Response Headers

The following access-limiting policies return headers having information about the current state of the request:

o X-Ratelimit-Remaining: The amount of available quota.
o X-Ratelimit-Limit: The maximum available requests per window.

o X-Ratelimit-Reset: The remaining time, in milliseconds, until a new window starts. . Lo )
https://docs.mulesoft.com/api-manager/2.x/rate-limiting-and-throttling#response-

headershttps://docs.mulesoft.com/api-manager/2.x/rate-limiting-and-throttling-sla-based-policies#fresponse-headers

QUESTION 32
What CANNOT be effectively enforced using an API policy in Anypoint Platform?

Guarding against Denial of Service attacks
Maintaining tamper-proof credentials between APls
Logging HTTP requests and responses

OO0 >

Backend system overloading

Correct Answer: A

Section:

Explanation:

Guarding against Denial of Service attacks >> Backend system overloading can be handled by enforcing 'Spike Control Policy'>> Logging HTTP requests and responses can be done by enforcing 'Message Logging Policy'>>
Credentials can be tamper-proofed using 'Security' and 'Compliance’ PoliciesHowever, unfortunately, there is no proper way currently on Anypoint Platform to guard against DOS attacks.
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