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Exam A

QUESTION 1
MFA is enabled at which level for Marketing Cloud-Email Studio, Mobile Studio, and Journey Builder?

User level
Top-level account
Role level

o0 ®p»

Business unit level

Correct Answer: B
Section:

QUESTION 2
How often are Security Center metrics updated?

Daily
Weekly
Hourly

OO0 wp

Every 30 days

Correct Answer: A
Section:

QUESTION 3
What is an implication of connecting or disconnecting a tenant during the update period?

All previous metrics are erased
This can cause partial data to load
Data will not be loaded until the following day

o0 ® >

An error message will display to the user

Correct Answer: B
Section:

QUESTION 4
Where would the user go to connect a new tenant to the Security Center app?

Setup/Manage Tenants
Setup/Security Center
Manage Security Tab

o n >

Connected Tenants Tab

Correct Answer: D
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Section:

QUESTION 5
User in one of the monitored orgs has been granted the 'Modify All Data' permission. Where can the consultant see how the permission was granted?

View the Configuration Metrics detail page.
View the detail page of the 'View All Data' metric, and check the Context column on the change for the user.
See the Permissions dashboard.

o0 ® >

View the detail page of the 'Modify All Data' metric, and check the Context column on the change for the user.

Correct Answer: D
Section:

QUESTION 6
When is data from a newly connected tenant updated in the Security Center App?

Upon triggering the refresh
During the next daily update
Immediately

When the API is called

o n >

Correct Answer: B
Section:

QUESTION 7
Which activity is not recommended for internal support teams after MFA is enabled?

Adjusting policies that enable or disable MFA for Salesforce users
Helping users recover access if they've lost or forgotten their verification methods

Maintaining a supply of replacement security keys

o0 ® P

Enabling MFA for new employees as part of the new hire onboarding process

Correct Answer: A
Section:

QUESTION 8
Which three standard authentication protocols does Salesforce support to integrate external applications using APIs?

OpenlD Connect

Single Sign On (SSO)

OMFA

Security Assertion Markup Language (SAML)
OAuth

m o0 ®w >

Correct Answer: A, D, E
Section:
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QUESTION 9
What are three recommended change management activities to prepare users for MFA?

Provide launch day support such as office hours or an onsite help desk
Enable MFA for a test period to see what issues arise.
Create onboarding materials on how to obtain, set up, and use verification methods to log in

o0 ®p

Communicate frequently about when MFA is coming and why it's important Send users a single announcement email, the day before MFA is enabled

Correct Answer: C,D
Section:

QUESTION 10
What is an example of the principle of least privilege?

Using single sign on
Requiring unique passwords
Prohibiting reuse of passwords on multiple accounts

o0 ® >

Limiting the number of users with admin rights

Correct Answer: D
Section:

QUESTION 11
What settings can be controlled from the user's profile?

Session time out, Welcome email template, Password complexity requirement
Session time out, Password complexity requirement, Login IP Ranges, Login Hours
Session time out, Enabled Custom Permissions, Email opt-in

oSN >

Session time out, Welcome email template, Password complexity requirement, Enabled Custom

Correct Answer: B
Section:

QUESTION 12
By which method can Data Classification fields such as Compliance Categorization and Data

Sensitivity Level be accessed?
Field History Archive

Bulk API

Custom Metadata Types

mo O w >

Apex

Correct Answer: E
Section:

QUESTION 13
Which two regulations are important to follow for many companies collecting and processing their customers' data?
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California Consumer Privacy Act (CCA), United States
Personal Electronic Documents Act (PEDA), Canada
General Data Protection Regulation (GDPR), European Union

OO0 ® P

California Corporate Privacy Regulation (CCPR), European Union

Correct Answer: A, C
Section:

QUESTION 14
Which feature in Heroku allows an organization to generate a URL that can be used to download selected data in various formats?

Heroku Kafka
Heroku Postgres Dataclips
Heroku Redis

Heroku Connect

o0 ® >

Correct Answer: B
Section:

QUESTION 15
Which three objects is monitored by the Consent Event Stream (CES)?

Lead

Authorization Form Consent
Case

Contact

moo®p

Opportunity

Correct Answer: A, B, D
Section:

QUESTION 16
How much Heroku data storage is included with Privacy Center?

1.5TB
5TB
17TB
3TB

o0 ® >

Correct Answer: A
Section:

QUESTION 17
Which two date types are available when filtering on a condition that has the DATETIME object field?

A. Relative
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B. Absolute
C. Within
D. Outside

Correct Answer: A, C
Section:

QUESTION 18
Which Customer 360 Privacy Center capability is used to control how long data is stored in Salesforce?

Date Archiving
DeteRetention

Date Subject Rights

Data Privacy Law Compliance

o0 >

Correct Answer: B
Section:

QUESTION 19
What is the correct order of precedence of strong verification methods for MFA logins?

Salesforce Authenticator, Third-party TOTP authenticator apps, Security keys
Security keys, Salesforce Authenticator, Third-party TOTP authenticator apps
Third-party TOTP authenticator apps, Security keys, Salesforce Authenticator

OO0 w®

Salesforce Authenticator, Security keys, Third-party TOTP authenticator apps

Correct Answer: A
Section:

QUESTION 20
What archive options are available for retention policies, as of the Winter '21 release

Heroku

Custom Connectors
S3 Connector

AWS Private Connect

OO0 >

Correct Answer: A
Section:

QUESTION 21
What does Salesforce Data Mask do?

Encrypt Salesforce Sandbox data
Change the color scheme of metrics within a production org based on predetermined rules
Anonymize data at rest within a production org

o0 ® >

Anonymize, delete, or pseudonymize sensitive Salesforce sandbox data
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Correct Answer: D
Section:

QUESTION 22
Using Data Mask, how can a user mask the "Country" field with another country value?

Replace with Library and select "Address"
Replace with Random Characters
Replace with Library and select "Country"

o0 ® >

Replace with Pattern and then input "Country"

Correct Answer: C
Section:

QUESTION 23
How does a user reverse the masking of data once the process has completed?

Data Mask retains any historical data that can be retrieved by an admin
The masking of data is an irreversible process
Data Mask takes snapshots of prior versions of sandbox data that can be viewed

OO0 >

Utilize the "Unmask' feature

Correct Answer: B
Section:

QUESTION 24
After installing, what tab in Privacy Center 360 does a user need to input their Heroku credentials during the setup process?

Remote Site Settings
Settings
Setup

o0 ®p

Home

Correct Answer: A
Section:

QUESTION 25
What are the actions that an admin can take with Transaction Security?

Freeze User, End Session, require 2FA

Obfuscate, Encrypt, de-identify

Launch Workflow, Require Approval, Send SMS Text
Block, Multi-Factor Authentication, and Notifications

o0 ® >

Correct Answer: D
Section:
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QUESTION 26
Which tool does an admin use to enable streaming or storage of Real-Time Event Monitoring events?

Platform Events
Event Monitoring Analytics App
Event Manager

o0 ®p

Transaction Security

Correct Answer: C
Section:

QUESTION 27
Within Data Mask, which operators are available for the DATETIME field type when using the data filter?

. is prior to, is within, is after

A

B. is before, is within, is after
C. is before, is after, is between
D

. yesterday, today, a month ago

Correct Answer: B
Section:

QUESTION 28
Which two technologies are used to stream and store real-time event monitoring data?

Platform Events and Big Objects
Platform Events and Standard Objects
Web Sockets and PostgreSQL

CDC Events and Custom Objects

oSN >

Correct Answer: A
Section:

QUESTION 29
What is the fastest way to combine CRM data with EventLogFile data?

Write a SOQL join query
Create a custom object
Use the Big Object lightning app

o0 ®p»

Create a new Tableau CRM recipe in the Event Monitoring Analytics App

Correct Answer: A
Section:

QUESTION 30
When enabled for streaming, Real-Time Events are published where?
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To the EventMonitoring subscription channel
To independent custom object streams
To independent event subscription channels

o 0N >

To independent Big Objects

Correct Answer: C
Section:

QUESTION 31
What are two ways customers can satisfy the MFA requirement that goes into effect on February 1, 20227

Enable MFA for all users who log in through a Salesforce product's user interface
Enable MFA for all admins who log in through a Salesforce product's user interface
Enable MFA for your single sign-on identity provider and ensure all Salesforce users log in via SSO

o0 ®p

Enable delegated authentication for all products built on the Salesforce Platform

Correct Answer: A, D
Section:

QUESTION 32
How are the keys packaged in case of Cache-Only Keys

In XML format

Using JSON Web Token
Using JSON Web Encryption
Packaged using OData

o0 ® >

Correct Answer: C
Section:

QUESTION 33
What is the type and length of the key used to encrypt data?

AES-256
AES-192
3DES
RSA-4096

OO0 ®p

Correct Answer: A
Section:

QUESTION 34
A customer needs to track field history for more than 20 fields per object? How should the consultant advise them to proceed?

A. Purchase additional storage capacity to unlock additional field history tracking.
B. Purchase the Field Audit Trail add-on feature.
C. Purchase additional field history tracking capacity in blocks of 20 fields.
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D. Enable and save field history tracking settings on the 21st field to automatically add additional field history tracking capacity to the org.

Correct Answer: B
Section:

QUESTION 35
What does the default Field Audit Trail policy in a production org state?

A. Archive data after 12 months, store it for 5 years
B. Archive data after 6 months, store it for 18 months
C. Archive data after 18 months, store it for 10 years
D. Archive data after 24 months, store it for 7 years

Correct Answer: C
Section:

QUESTION 36
Which Real-Time Events can be used with Transaction Security?

ApiEvent, LoginEvent, MobileEmailEvent
ApiEvent, ReportEvent, LoginEvent
ApiEvent, LogoutEvent, UriEvent

o0 w®p

ApiEvent, LoginEvent, LightningURI Event

Correct Answer: B
Section:

QUESTION 37
How do customers access Field Audit Trail data?

Event Log Files

Set-up Audit Trail
Salesforce API

Pre-built Tableau CRM app

o0 ® >

Correct Answer: B
Section:

QUESTION 38
Why do admins need Shield Platform Encryption?

To protect data from external hackers
To meet regulatory compliance mandates
To mask sensitive data on Ul and API

oSN >

To encrypt ALL data Salesforce does not allow email or SMS text messages as verification methods for MFA.

Correct Answer: C
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Section:

QUESTION 39
Which two reasons explain this?

Entering codes from text messages is error-prone
Mobile devices can be lost or broken

Email account credentials can be compromised
SIM cards can be hacked

o0 ® >

Correct Answer: A, C
Section:

QUESTION 40
What is the difference between Classic Encryption and Platform Encryption?

Classic Encryption encrypts standard fields
Platform Encryption encrypts custom fields only. Classic Encryption encrypts standard fields

Platform Encryption is built on Classic Encryption

o n >

Classic Encryption masks characters whereas Platform Encryption does not

Correct Answer: D
Section:

QUESTION 41
What is the primary difference between Data Mask and Data Encryption?

Data encryption is used for masking data in a production environment
Data encryption is an add on feature to the Data Mask product
Data Mask prevents malicious attackers from accessing or interacting with sensitive data at rest in the data center.

o0 ® P

Data masking prevents developers or other users from viewing sensitive data in the user interface or exporting it as plain text

Correct Answer: C
Section:

QUESTION 42
Which of the following is a blocker to rolling out MFA?

. Licensing for Transaction Security Policies

A
B. Users refusing to install applications on their personal phones
C. Shared accounts or credentials

D

. Licensing for Login Flows

Correct Answer: C
Section:

QUESTION 43
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How do triggers and process automations deactivate before running a Data Mask configuration?

o0 w®p

Triggers and process automation do not need to be deactivated to run a configuration

User will manually deactivate all automated actions before running a configuration

User will need to run a script in the developer console to deactivate any automated processes

While running a configuration, Data Mask will automatically disable triggers and process automation before the masking begins

Correct Answer: D
Section:

QUESTION 44

When is it necessary to set an object configuration to "Run in Serial Mode"?

o0 ® >

To mask objects that have multiple records with master detail or lookup relationships to the same record

For each custom object that is part of the configuration
Each time a configuration needs to be run more than one time
When a user needs to replace sensitive data with a random number

Correct Answer: A
Section:

QUESTION 45
Which technology enables an admin to query for data or write custom code when enforcing a security pelicy?

o n >

An apex based Transaction Security Policy

Process Builder
Threat Detection
Real-Time Events

Correct Answer: A
Section:

QUESTION 46

What three are driving factors for Data Mask completion time?

A.

mo O

Number of fields being masked
The amount of data in the fields
A valid distractor

The time of day a configis run
Type of masking rules selected

Correct Answer: A, B, E
Section:

QUESTION 47
When will a user select the "Unique' check box next to a field as part of their Data Mask configuration?
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If a user wants to mask with data generated using a defined pattern.
When a user wants to prevent unintended reuse of library words or random characters
Whenever a user needs to delete sensitive data entirely, leaving an empty data set

o 0N >

When a user needs to specify a minimum and maximum value for the field.

Correct Answer: B
Section:

QUESTION 48
How does Salesforce protect your org from all other customer orgs on a multitenancy platform?

Uses a unique identifier which is associated with user's session
Restricts IP addresses users can log in from
Uses only server authentication

o0 ®p

Leverages only classic encryption

Correct Answer: A
Section:

QUESTION 49
If the client wants to record the set up changes users are making to fields for a three years, how would the client achieve this with the standard product?

The Setup Audit Trail is good for 5 years so can be used to record this as standard.
Leverage Platform Encryption and enable the archive feature
Buy Shield as this provides features that can do this

o0 ® >

The Setup Audit Trail is good for 180 days so, use this together with a process of exporting the changes out of Salesforce to another system.

Correct Answer: D
Section:

QUESTION 50
If a user is to have access to an object, but limit their access to individual fields in that object, how would a consultant address this?

Use field level security or field permissions
Use object level security or object permissions
Use Apex managed sharing

OO0 ®p

Use record level security settings

Correct Answer: A
Section:

QUESTION 51
How does SF control access to its APIs?

A. OAuth Flows
B. OAuth Everywhere
C. Connected Apps
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D. Customer 360 API Connect

Correct Answer: C
Section:

QUESTION 52
The Admin wants to make Salesforce applications more secure. Which set of security settings should be enabled to achieve this?

A. Enable Clicklack protection, Lightning Lockdown, Enable User Certificates

B. Enable Clicklack protection, Health Check, Enable User Certificates

C. Enable Click Jack protection, Require HTTPS, Enable Cross-Site Scripting (XSS) Protection
D. Run Health Check, Require HTTPS, Salesforce Shield

Correct Answer: C
Section:

QUESTION 53
For products built on the Salesforce Platform, which three tools can admins use to monitor MFA usage patterns?

Identity Verification Methods report

Login History page in Setup

Multi-Factor Authentication Dashboard App
Multi-Factor Authentication Assistant

m o0 w >

Custom list view of Users in Setup

Correct Answer: A, C, E
Section:

QUESTION 54
Which two options are available for masking data outside of objects and fields?

Update Contacts
Anonymize Case Comments
Query All Entries
Delete All Emails

o n >

Correct Answer: B, D
Section:

QUESTION 55
Within Data Mask, what is an example of a correct custom filter criteria that can be used in the data filter?

1&& (2]13)
1+(2+3)

1&& (2 OR 3)
1& (2 OR3)

1 AND (2 OR 3)

m o0 w >
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Correct Answer: E
Section:

QUESTION 56
Which masking option should the client use if they want to replace data with familiar values?

Replace Using Pattern
Replace with Random Characters
Replace From Library

o0 ® >

Transform

Correct Answer: C
Section:

QUESTION 57
Within Data Mask a user wants to stop a configuration that is currently running. What dropdown option needs to be selected to terminate the execution

END
STOP
CANCEL
ABORT

OO0 >

Correct Answer: B
Section:

QUESTION 58
Which two options are good ways to check Filter Criteria before running a Data Mask configuration

Click Query Preview in the Data Filter to preview your query in SOOL.
Test the query on workbench or dev console.
Run an initial configuration from end to end without filtering

o0 ®p

Execute script in filtered view

Correct Answer: B
Section:

QUESTION 59
Which three login types must have MFA enabled when the MFA requirement goes into effect on February 1, 2022?

User interface logins

APl logins

Delegated authentication logins
Automated test account logins
Federated SSO logins

m o0 ®m >

Correct Answer: A, C, E
Section:
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QUESTION 60

Which metric view holds information on the 'Password Never Expires' setting?

Permission Metrics
Configuration Metrics
Authentication Metrics

User and Profile Metrics

o0 ®p

Correct Answer: A
Section:

QUESTION 61
How long are EventLogFile objects stored for?

6 months
30 days
1 year

o0 ® >

1 week

Correct Answer: B
Section:

QUESTION 62
What format can Event Log Files be downloaded via API?

XML
serialized
JSON
Ccsv

oSN >

Correct Answer: D
Section:

QUESTION 63
Which filter operator is supported by Deterministic Encryption?

A. contains
B. like

C. equals

D. starts with

Correct Answer: C
Section:

QUESTION 64
How frequently can a user gather encryption statistics?
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Once every month per objectOnce every 24 hours per object
Once every hour per object
Once every week per object

o 0N >

Via Field Level Security settings, a Salesforce user has view access to a field that is encrypted via Platform Encryption.

Correct Answer: A
Section:

QUESTION 65
What will the user see in the Salesforce user interface when they view a page that includes the field on it?

The field label followed by a message indicating that the field value is encrypted
The field label followed by the unencrypted field value
The field label followed by eight asterisks

o0 ®p

The field label followed by 256 characters of cipher text

Correct Answer: B
Section:

QUESTION 66
Which three options can be controlled through password policies in Salesforce?

Password expiration

Password complexity

Password length

Password with special characters

m o0 ®w >

Disallowed passwords

Correct Answer: A, B, C
Section:

QUESTION 67
What are three implementation activities that should happen prior to enabling MFA for users?

Document processes and troubleshooting information
Enable the Salesforce Authenticator app for the org/tenant
Create the Identity Verification Methods reportTest registration and login flows for each supported verification method

o0 ®p

Distribute verification methods and registration instructions to users

Correct Answer: A, B, D
Section:

QUESTION 68
What do Right to be Forgotten policies automate?

A. How to compile and send PIl to customers.
B. How Pll is anonymized
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C.
D.

How and when Pll is deleted.
How PIl is stored and archived

Correct Answer: C
Section:

QUESTION 69
How does a user schedule automated runs for a policy?

OO0 wp

Execute an APEX script in the Developer Console

Set email notifications in Salesforce for when to run a Policy
Scheduling of automated executions is not an included feature
Under Run Frequency, indicate how often you want the policy to run.

Correct Answer: D
Section:

QUESTION 70
A customer prefers to generate an encryption key for Salesforce to use. They prefer to generate it manually, once a year.

What key management capability should the admin advise them to use?

o0 ® >

Export the tenant secret
Implement a custom Apex key generation class
Bring your own key, plus opt-out of key derivation

Upload your own tenant secret

Correct Answer: A
Section:

QUESTION 71
How often do Event Log Files capture activity?

o n >

In near real-time

Hourly and once every 24 hours
Every 5 minutes

Every 30 minutes

Correct Answer: B
Section:

QUESTION 72
What does encryption statistics display to users?

o0 ®p

Percentage of records encrypted

Percentage of records failing encryption check
Number of records created since last sync job was run
Number of times encrypted data was accessed by user
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Correct Answer: A
Section:

QUESTION 73
How do customers access Field Audit Trail data?

Set-up Audit Trail
Salesforce API

Pre-built Tableau CRM app
Event Log Files

o0 ® >

Correct Answer: A
Section:

QUESTION 74
Other than IdentityVerificationEvent and LoginEvent, Real-Time Events are stored for how long when enabled for storage

One year
Thirty days
six months

OO0 >

Three months

Correct Answer: C
Section:

QUESTION 75
What two things occur if Platform Encryption is later enabled on fields that are enabled for Field Audit Trail?

Customers must run encryption sync again to encrypt the previously stored data for these fields
All data for these fields will be automatically encrypted
Data that was stored prior to encryption enablement can be encrypted via a support case

o0 ®p

Only new data in these fields will be encrypted

Correct Answer: A
Section:
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