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Exam A

QUESTION 1
Under which circumstances is it necessary to use an SNMP based Enforcement profile to send a VLAN?

A. when a VLAN must be assigned to a wired user on an Aruba Mobility Controller

B. when a VLAN must be assigned to a wireless user on an Aruba Mobility Controller

C. when a VLAN must be assigned to a wired user on a third party wired switch that does not support RADIUS return attributes
D. when a VLAN must be assigned to a wired user on an Aruba Mobility Access Switch

E. when a VLAN must be assigned to a wired user on a third party wired switch that does not support RADIUS accounting

Correct Answer: C
Section:

QUESTION 2
What must be configured to enable RADIUS authentication with ClearPass on a network access device (NAD)? (Select two.)

. the ClearPass server must have the network device added as a valid NAD
. the ClearPass server certificate must be installed on the NAD

A
B
C. amatching shared secret must be configured on both the ClearPass server and NAD
D. an NTP server needs to be set up on the NAD

E

a bind username and bind password must be provided

Correct Answer: A, C
Section:

QUESTION 3
If the "Alerts" tab in an access tracker entry shows the following error message: "Access denied by policy", what could be a possible cause for authentication failure?

Configuration of the Enforcement Policy.
An error in the role mapping policy.
Failure to select an appropriate authentication method for the authentication request.

Implementation of a firewall policy on ClearPass.
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Failure to find an appropriate service to process the authentication request.

Correct Answer: A
Section:

QUESTION 4
Refer to the exhibit.
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Policy:

Policy Name: WLAN role mapping

Description:

Default Role: [Guest]

Mapping Rules:

Rules Evaluation Algorithm:  Evaluate all

Conditions Role Name

1. (Authorization:remotelab AD:Department EQUALS Product Manage ment) Executive
OR (Authorization:remotelab AD:UserDN EQUALS Executive)

2. (Authorization: [Endpoints Repository]:0S Family EQUALS _IGNORE_CASE Vendor
Windows)

3. (Authorization: [Endpoints Repository]:Category CONTAINS SmartDevice) i05 Device
AND [Authorization: [Endpoints Repository]:0S Family EQUALS_IGNORE_CASE
Apple)

4, (Authorization:remotelab AD:Department EQUALS HR) HR Local

OR (Connection:NAD-IP-Address BELONGS_TO_GROUP HQ)
OR (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
5. (Host:08Type CONTAINS Fedora) Linux User
OR (Host:05Type CONTAINS Redhat)
OR (Host:05Type CONTAINS Ubuntu)
6. Connection:NAD-IP-Address BELONGS_TO_GROUP Remote NAD) Remote Employee

An AD user's department attribute is configured as "HR". The user connects on Monday using an Android phone to an Aruba Controller that belongs to the Device Group Remote NAD.
Which roles are assigned to the user in ClearPass? (Select two.)

Executive

iOS Device
Vendor

Remote Employee
HR Local
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Correct Answer: D, E
Section:

QUESTION 5
When is the RADIUS server certificate used? (Select two.)

During dual SSID onboarding, when the client connects to the Guest network

During EAP-PEAP authentication in single SSID onboarding

During post-Onboard EAP-TLS authentication, when the client verifies the server certificate
During Onboard Web Login Pre-Auth, when the client loads the Onboarding web page

m o0 w>

During post-Onboard EAP-TLS authentication, when the server verifies the client certificate
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Correct Answer: C,D
Section:

QUESTION 6

Refer to the exhibit.
Configreraton » Seraces » Fol - CompanyX Onbosrd Authonzaton

Services - CompanyX Onboard Authorization

Usa Cached Results 1 Use cached Roles and Peature attributes from pravious sesmons

Enforcemant Pobcy CompanyX Orboard Authorzaton Poscy =) [TTETINN Addnde Bp
[ Deacrplbion: Sample polcy controfing suthonzaton during Onboard provisiorsng

| Dafsult Profile: [Deny Access Profile]

Mubes Evaluabon aAlgonthn:  evaluste-sll

s CRIOME . 440 g1 000000011 L1 s SR ST
(Datm: Day- of - Weak
Mepnday, Tuesday, Wadnesday Thursday, Frelay, Saturdey, Sunday )

[abow Access Profila ], [Aruba Terminate Sesskon]

Based on the configuration of the Enforcement Profiles in the Onboard Authorization service shown, which Onboarding action will occur?

The device will be disconnected from the network after Onboarding so that an EAP-TLS authentication is not performed.
The device will be disconnected from and reconnected to the network after Onboarding is completed.
The device's onboard authorization request will be denied.

The device will be disconnected after post-Onboarding EAP-TLS authentication, so a second EAPTLS authentication is performed.

mo o ® P

After logging in on the Onboard web login page, the device will be disconnected form and reconnected to the network before Onboard begins.

Correct Answer: B

Section:
QUESTION 7
Refer to the exhibit.
Search
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& ann © oA
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AR e [ FER AT Vol b poh Foaiwdd bo clanudy egues! 1 servee

DR SR L8 Lrahg B PR LN T R Faiad bo rlamufy inguer? 1o sarvcs

An administrator configured a service and tested authentication, but was unable to complete authentication successfully. The administrator performs a Search using insight and the information displays as shown.
What is a possible reason for the ErrorCode 'Failed to classify request to service' shown?

The user failed authentication due to an incorrect password.

ClearPass could not match the authentication request to a service, but the user passed authentication.
ClearPass service authentication sources were not configured correctly.

The NAD did not send the authentication request.

ClearPass service rules were not configured correctly.
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Correct Answer: E
Section:

QUESTION 8
What is the purpose of RADIUS CoA (RFC 3576)?

to force the client to re-authenticate upon roaming to a new Controller

to apply firewall policies based on authentication credentials

to validate a host MAC address against a whitelist or a blacklist

to authenticate users or devices before granting them access to a network

moo® P

to transmit messages to the NAD/NAS to modify a user's session status

Correct Answer: E

Section:

Explanation:

CoA messages modify session authorization attributes such as data filters.
Reference: https://tools.ietf.org/html/rfc3576

QUESTION 9
Refer to the exhibit.

ml |'- tes _.'_ Resuits I[
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Description: 41

4%

Type: [ Role Mapping R L
Service: [ Table6 Wireless Service hello i
Role Mapping Policy: AD Role mapping policy
Authentication Source: { remote labAD i
Username: {testl]

| Test Date and Time: i

Policy Simulation

Roles AD User, Engineering, Software Engineer, [User Authenticated

Which statement accurately reflects the status of the Policy Simulation test figure shown?

A. The test verifies that a client with username test1 can authenticate using EAP-PEAP.
B. Role mapping simulation verifies if the remote lab AD has the ClearPass server certificate.
C. Role mapping simulation verifies that the client certificate is valid during EAP-TLS authentication.
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D. The simulation test result shows the firewall roles assigned to the client by the Aruba Controller.
E. The roles assigned in the results tab are based on rules matched in the AD Role Mapping Policy.

Correct Answer: E

Section:
QUESTION 10
Refer to the exhibit.
Summary Service Authentication [0 Enforcement
Authentication Methods: . [[gar PEAF] - T p—
(EAP TLS] " Move Down
[EAP MSCHAPVZ] = R,,n,ce =
Vigw Dotalls
¥ ".'.C,-:.!Li':-
-—Select 1o Add-- o
Authentication Sources: . [Local User Repository] [Local SOL DB]
remotelab AD [Active Directory)

Based on the Authentication sources configuration shown, which statement accurately describes the outcome if the user is not found?

If the user is not found in the remotelab AD but is present in the local user repository, a reject message is sent back to the NAD.
If the user is not found in the local user repository but is present in the remotelab AD, a reject message is sent back to the NAD.
If the user is not found in the local user repository a reject message is sent back to the NAD.

If the user is not found in the local user repository and remotelab AD, a reject message is sent back te the NAD.
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If the user is not found in the local user repository a timeout message is sent back to the NAD.

Correct Answer: D

Section:

Explanation:

Policy Manager looks for the device or user by executing the first filter associated with the authentication source.

After the device or user is found, Policy Manager then authenticates this entity against this authentication source. The flow is outlined below:

* On successful authentication, Policy Manager moves on to the next stage of policy evaluation, which collects role mapping attributes from the authorization sources.

* Where no authentication source is specified (for example, for unmanageable devices), Policy Manager passes the request to the next configured policy component for this service.
* If Policy Manager does not find the connecting entity in any of the configured authentication sources, it rejects the request.

Reference: ClearPass Policy Manager 6.5 User Guide (October 2015), page 134
https://community.arubanetworks.com/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%20Guide.pdf

QUESTION 11
Which authorization servers are supported by ClearPass? (Select two.)

Aruba Controller

LDAP server

Cisco Controller

Active Directory

Aruba Mobility Access Switch

m o0 w >

Correct Answer: B, D
Section:
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Explanation:

Authentication Sources can be one or more instances of the following examples:

* Active Directory

* LDAP Directory

*SQL DB

* Token Server

* Policy Manager local DB

Reference: ClearPass Policy Manager 6.5 User Guide (October 2015), page 114
https://community.arubanetworks.com/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%20Guide.pdf

QUESTION 12
Which CLI command is used to upgrade the image of a ClearPass server?

Image update
System upgrade
Upgrade image
Reboot

Upgrade software

m o0 >

Correct Answer: B

Section:

Explanation:

When logged in as appadmin, you can manually install the Upgrade and Patch binaries imported via the CLI using the following commands:

* system update (for patches)

* system upgrade (for upgrades)

Reference: ClearPass Policy Manager 6.5 User Guide (October 2015), page 564
https://community.arubanetworks.com/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%20Guide.pdf

QUESTION 13
Which steps are required to use ClearPass as a TACACS+ Authentication server for a network device?
(Select two.)

Configure a TACACS Enforcement Profile on ClearPass for the desired privilege level.
. Configure a RADIUS Enforcement Profile on ClearPass for the desired privilege level.

. Configure ClearPass roles on the network device.

A.
B
C. Configure ClearPass as an Authentication server on the network device.
D
E. Enable RADIUS accounting on the NAD.

Correct Answer: A, C

Section:

Explanation:

You need to make sure you modify your policy (Configuration » Enforcement » Policies » Edit - [Admin Network Login Policy]) and add your AD group settings in to the corresponding privilege level.

QUESTION 14
What are Operator Profiles used for?

A. to enforce role based access control for Aruba Controllers
B. to enforce role based access control for ClearPass Policy Manager admin users
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C. to enforce role based access control for ClearPass Guest Admin users
D. to assign ClearPass roles to guest users
E. to map AD attributes to admin privilege levels in ClearPass Guest

Correct Answer: C

Section:

Explanation:

An operator profile determines what actions an operator is permitted to take when using ClearPass Guest.

Reference: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/OperatorLog ins/OperatorProfiles.htm

QUESTION 15
Refer to the exhibit.

RADIUS Attributes &

Vendor Name:; Aruba (14823)

#  Attribute Name ID Type InfOut
1.  Aruba-User-Role 1. Unsigned3? in out
2.  Aruba-User-Vlan 2. Unsigned32 in out
3.  Aruba-Priv-Admin-User 3 String in out
4.  Aruba--Admin-Role 4. String in out
5.  Aruba-Essid-Name 5. String in out
6.  Aruba-Location-Id b. String in out
7.  Aruba-Port-Id 7 8 String in out
8.  Aruba-Template-User 8. String in out
9.  Aruba-Named-Vlan 9. String in out
10. Aruba-AP-Group 10. String in out

(st | | e

In the Aruba RADIUS dictionary shown, what is the purpose of the RADIUS attributes?
In the Aruba RADIUS dictionary shown, what is the purpose of the RADIUS attributes?

to send information via RADIUS packets to Aruba NADs
to gather and send Aruba NAD information to ClearPass
to send information via RADIUS packets to clients

to gather information about Aruba NADs for ClearPass
to send CoA packets from ClearPass to the Aruba NAD

m o 0w >

Correct Answer: C
Section:

QUESTION 16
Refer to the exhibit.
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Configuration = Identity = Role Mappings = Edit - [Guest Roles]
Role Mappings - [Guest Roles]

Summary [T Mapping Rulos

Rules Evaluaton Algonthm: = Select ﬁ:"'s't match ‘= Select all matches
Role Mapping Rules:

. Conditions - i G, Role Name
1. (GuastUser:Rola ID - EQUALS 1) [Contractor]
2. {GuestUsar:Robe 1D - ous 2} IGuest]
= E (Guestlizer:Role TD - Egoils ) [Emplovaal
. (GuastUser:Rode 1D EO00ALE 49) Test guest role creabon
[ AddRule | ' Moveiip. || Movedown |

Based on the Guest Role Mapping Policy shown, what is the purpose of the Role Mapping Policy?

A. to display a role name on the Self-registration receipt page

to send a firewall role back to the controller based on the Guest User's Role ID

to assign Controller roles to guests

to assign three roles of [Contractor], [Guest] and [Employee] to every guest user

to create additional account roles for guest administrators to assign to guest accounts

mo o

Correct Answer: C
Section:

QUESTION 17
A customer wants all guests who access a company's guest network to have their accounts approved bythe receptionist, before they are given access to the network.

How should the network administrator set this up in ClearPass? (Select two.)

Enable sponsor approval confirmation in Receipt actions.
Configure SMTP messaging in the Policy Manager.
Configure a MAC caching service in the Policy Manager.
Configure a MAC auth service in the Policy Manager.

m o 0w >

Enable sponsor approval in the captive portal authentication profile on the NAD.

Correct Answer: A, D
Section:

Explanation:
A: Sponsored self-registration is a means to allow guests to self-register, but not give them full access until a sponsor (could even be a central help desk) has approved the request. When the registration form is completed by

the guest/user, an on screen message is displayed for the guest stating the account requires approval.

Guests are disabled upon registration and need to wait on the receipt page for the confirmation until the login button gets enabled.

D: Device Mac Authentication is designed for authenticating guest devices based on their MAC address.

Reference: ClearPass Policy Manager 6.5 User Guide (October 2015), page 94
https://community.arubanetworks.com/aruba/attachments/aruba/SoftwareUserReferenceGuides/52/1/ClearPass%20Policy%20Manager%206.5%20User%20Guide.pdf

QUESTION 18
Refer to the exhibit.
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Home >> Configuration >> Web Logins
RADIUS Web Login

Use this form to make changes to the RADIUS Web Login Guest Network.

* Name: | Guest Network |
Enter a name for this web login page.
Page Name: [Aruba_legin |

Enter a page name for this web login.
The web login be accessible from “/guest/page name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: |[Aruba Networks [¥]

Select a predefined group of settings suitable for standard network
configurations

Address: | securelogin arubanetworks.com |
Enter the IP address or hostname of the vendor’s product here.
Secure Login: |Use vendor default [v]

Select a security option to apply to the web login process.
Dynamic Address: |[_] The controller will send the IP to submit credentials
In multi-controller deployments, it is often required to post credentials

to different addresses. The address above will be used whenever the d u m S
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed.

What is the page name field used for?

for forming the Web Login Page URL

for Administrators to access the PHP page, but not guests

for Administrators to reference the page only

for forming the Web Login Page URL where Administrators add guest users

m o0 w>

for informing the Web Login Page URL and the page name that guests must configure on their laptop wireless supplicant.

Correct Answer: A

Section:

Explanation:

The Page Name is an identifier page name that will appear in the URL -- for example, "/guest/page_name.php".

Reference: http://www.arubanetworks.com/techdocs/ClearPass/CPGuest_UG_HTML_6.5/Content/Configuratio n/CreateEditWebLogin.htm

QUESTION 19
Refer to the exhibit.
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Home >> Configuration >> Web Logins
RADIUS Web Login
Use this form to make changes to the RADIUS Web Login Guest Network.

- - - — —— ] TEET ¥ - & = = = = =

- i T

* Name: | Guest Network |
Enter a name for this web login page.
Page Name: [Aruba_legin |

Enter a page name for this web login.
The web login be accessible from “/guest/page name.php”.

Description:

Comments or descriptive text about the web login.
* Vendor Settings: |[Aruba Networks [*]
Select a predefined group of settings suitable for standard network
configurations.

Address: | securelogin arubanetworks.com |
Enter the IP address or hostname of the vendor’s product here.
Secure Login: [Use vendor default |

Select a security option to apply to the web login process.
Dynamic Address: |[ | The controller will send the IP to submit credentials
In multi-controller deployments, it is often required to post credentials

to different addresses, The address above will be used whenever the d u m S
parameter is not available or fails.

When configuring a Web Login Page in ClearPass Guest, the information shown is displayed.

What is the Address field value 'securelogin.arubanetworks.com' used for?

for ClearPass to send a TACACS+ request to the NAD

for appending to the Web Login URL, before the page name
for the client to POST the user credentials to the NAD

for ClearPass to send a RADIUS request to the NAD

for appending to the Web Login URL, after the page name.

m o0 w>

Correct Answer: C
Section:

QUESTION 20
Refer to the exhibit.
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Configuration => Zanves => Bl - MAC Caching - Gues! Access With MAC Caching
Services - MAC Cahing - Guest Access With MAC Cahing

Summary Service Authentication Authorization Rodes m

Use Cached Resits Use cached Roles and Posture altiutes from previous Sessions
Enforcement Policy: MAC Caching - Guest Access With MAC Cachin Acid new Endoroamant Policy

Enforcement Policy Delails

Description Limits guests to madmum n device for MAC caching paEposes
Detaull Profile [Allow Access Profike)
Rules Evaluation Algorithm: | first-applicable

Conditions Entorcement Prafiles
1 {Authorzabion [Endpoints. Repositon] Linique-Device-Count |Deny Access Profile]
A )
2 {Date: Day-of-Week B MAC Caching - Guest Session Timeout, MAC Caching - Guest
Monday. Tuesdny, Wednesady, Thursday, Friddy, Salurday, Sunday) Bandwidih Lim#l, MAC Caching, Guest Session Limit, MAC
Caching - Guest MAC Gaching [{Upzate Endpeint F
Mac Cahing - Guest Do Expire, Mac Caching - Gues] Expire
Post Login

A guest connects to the Guest SSID and authenticates successfully using the guest.php web login page.
Based on the MAC Caching service information shown, which statement about the guests' MAC address is accurate?

It will be visible in the Guest User Repository with Unknown Status
It will be deleted from the Endpoint table.

It will be visible in the Guest User Repository with Known Status.

It will be visible in the Endpoints table with Known Status.

m o 0w >

It will be visible in the Endpoints table with Unknown Status.

Correct Answer: D
Section:

QUESTION 21
A university wants to deploy ClearPass with the Guest module. The university has two types that need to use web login authentication. The first type of users are students whose accounts are in an Active Directory server. The

second type of users are friends of students who need to self-register to access the network.
How should the service be set up in the Policy Manager for this network?

Guest User Repository and Active Directory server both as authentication sources
Active Directory server as the authentication source, and Guest User Repository as the authorization source
Guest User Repository as the authentication source, and Guest User Repository and Active Directory server as authorization sources

Either the Guest User Repository or Active Directory server should be the single authentication source

m o0 ®w >

Guest User Repository as the authentication source and the Active Directory server as the authorization source

Correct Answer: A
Section:

QUESTION 22
An administrator enabled the Pre-auth check for their guest self-registration.
At what stage in the registration process in this check performed?

A. after the user clicks the login button and after the NAD sends an authentication request
B. after the user self-registers but before the user logs in
C. after the user clicks the login button but before the NAD sends an authentication request
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D. when a user is re-authenticating to the network
E. before the user self-registers

Correct Answer: C

Section:

Explanation:

The Onboard template is designed for configuration that allows to perform checks before allowing Onboard provisioning for Bring Your Own Device (BYOD) use-cases. This service creates an Onboard Pre-Auth service to check
the user's credentials before starting the device provisioning process. This also creates an authorization service that checks whether a user's device can be provisioned using Onboard.

QUESTION 23
Refer to the exhibit.

to Register page {Z‘L

Submit form (3)
Display receipt page {4”

i Urdumps

Login message page gﬁf ] NAS Login

tomated NAS login (6) | Access-Request Authentication
i ccess- Response ﬂ‘”mﬂfﬂmm
rt BEAAAARE IR R s R AR AR E R R E B W ﬁUESt 'ﬂiﬂ {?)
| Network access (8)
| d"I]
J]r."_'.
Status: Unauthorized  Authenticating
Authonzed

Based on the guest Self-Registration with Sponsor Approval workflow shown, at which stage is an email request sent to the sponsor?

after 'Guest Role (7)'

after 'Login Message page (5)'
after 'Submit form (3)'

after 'Automated NAS login (6)'
after 'Redirects (1)'
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Correct Answer: C
Section:
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Explanation:

There's the Self Service part of provisioning one's information.
Then the sponsor/operator part to confirm that guest is valid.
Then the enablement via the sponsor/operator clicking 'confirm'.

New Visitor ClearPass Policy Manager
Access Network

s e @ w S e — =

.mﬂ-“-h#u-r-i L e e e

Wt RegiwtTrten Beee |

' dumps
Sponsor : o Wil

T T Account enabled,
visitor notified via

screen, SMS, or email

Collect visitor

information St = et e = e e
e S— Sponsor prompted

A

B s to confirm that

W W guest is valid

COr T o g R s ¥, |

I LA HERT B EE T [
B g e TIE LN

Reference: https://community.arubanetworks.com/t5/Security/Guest-Captive-Portal-sponsorapproval-architecture/td-p/267625

QUESTION 24
Refer to the exhibit.
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RUJEY ClearPass

networks

Customer Service

Welcome to the visitor portal, guestl.

v |

Username: guestl@abc.com

| W

J
i
Your account has expired.

@ Your IP address: 172.16.199.168

Last network login: 2013-03-08 03:33 |

= _i‘l’ Traffic received: 94.7 KB
'MB |

_‘I_% Traffic sent: 51.2 KB |
MB | |

.___? Change your password

Log out of self-service |

A user logged in to the Self-Service Portal as shown.
What do the traffic received and sent statistics present?

A. These show the total amount of traffic the guest transmitted, as seen through RADIUS CoA packets from the NAD to ClearPass.
B. These show the total amount of traffic the NAD transmitted to ClearPass, as seen through RADIUS accounting messages from the NAD to ClearPass.
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C. These show the total amount of traffic the guest transmitted after account expiration, as seen through RADIUS accounting messages sent from the NAD to ClearPass.
D. These show the total amount of traffic the guest transmitted, as seen through RADIUS CoA packets from the client to ClearPass.
E. These show the total amount of traffic the guest transmitted, as seen through RADIUS accounting messages sent from the NAD to ClearPass.

Correct Answer: E
Section:

QUESTION 25
Refer to the exhibit.
Use thiﬁjﬁt v':e:_w to mﬂdifg_;_r_te fields of t]_‘_ue form c_rgatg__yser.

o Cluick Help — Preview Form

Field Description

10 shhdiiE i it Sponsor's  Name of the person sponsoring this

Name: visitor account.
y Sponsor's  Email of the person sponsoring this
15 sponsor_email text P : g 3 P g
Email: visitor account.
5 Visitor's i
20 visitor_name text MName of the visitor.
Name:
i Phone seoe A
25 visitor_phone text The visitor's phone number
T Mumber

_yEdt W Edtbasefield €) Remove “» insertbefore 5p InsertAfier W) Enable Fieid

30 visitor_company text ;ﬂmPa“? Company name of the visitor.
ame:

i The visitor's email address. This will
40 email text i become their username to log into

Address:

the network.
. - dropdow Account Select an option for changing the
50 d t t
WIOEHY. start._tine n Activation: activation time of this account.

Based on the configuration of the create_user form shown, which statement accurately describes the status?

The email field will be visible to guest users when they access the web login page.

The visitor_company field will be visible to operators creating the account.

The visitor_company field will be visible to the guest users when they access the web login page.
The visitor_phone field will be visible to the guest users in the web login page.

The visitor_phone field will be visible to operators creating the account.

m oo w >

Correct Answer: A

Section:

Explanation:

Reference: https://community.arubanetworks.com/t5/AAA-NAC-Guest-Access-BYOD/expiretimezone-field-is-not-showing-up-on-the-create-user-form/ta-p/250230

QUESTION 26
Refer to the exhibit.
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Captive Portal Authentication Profile > default Show Reference  Sawve As Reset
Default Role guest ¥ | Default Guest Role guest hd
Redirect Pause 10 S8 User Login v
Guest Login Logout popup window +
Use HTTP for Logon wait minimum E -
authentication wait
Logon wait maximum logon wait CPU
wait 10 - utilization threshold o o
Max Authenticati

o driisih A Show FODN
failures
Use CHAP (non- :

Logi th/index.htmil
sSandard) ogin page fauth/index.htm
Welcome page fauth/welcome.html | Show Welcome Page v
Add switch IP address Allow only one active
in the redirection URL user session

A Delete & | Delete
While List Black List

L Add - Add
Show the acceptable
use policy page

Based on the information shown, which field in the Captive Portal Authentication profile should be changed so that guest users are redirected to a page on ClearPass when they connect to the Guest SSID?

Default Role
Welcome Page
Default Guest Role
Login Page

moo®p

Correct Answer: E
Section:
Explanation:

both Login and Welcome Page

The Login page is the URL of the page that appears for the user logon. This can be set to any URL.
The Welcome page is the URL of the page that appears after logon and before redirection to the web URL. This can be set to any URL.

Reference: http://www.arubanetworks.com/techdocs/ArubaOS_63 Web_Help/Content/ArubaFrameStyles/Cap tive_Portal/Captive_Portal_Authentic.htm

QUESTION 27
Refer to the exhibit.
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Enforcement Policies - Enterprise Enforcement Policy

e —

Enforcement;
Mama: Enterprise Enforcement Polscy
Description: Enforcement policies for local and remote employees
Enforcement Typa: RADILS
Default Profile: [Deny Access Profila]
Rules:
Rules Evaluabon algorthm: Evaluate all
Conditions Actions.
| (Tips: Posture Equals HEALTHY {(0))
| AND (Tips-Role MATCHES_ANY Remote Worker [RADIUS] EMPLOYEE_VLAN, [RADIUS]
1. | Rodir Engineer testga) Remote Employes ACL
| AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday)
| [Tips:Rote EQUALS Senior_Mgmt)
2. | AND (Date-Day-oF-Week NOT BELONGS_TO Saturday, Sunday) [FADILIS] EMPLOYEE_VLAN
3 | (Tips:Rode EQUALS San Jose HR Local) HR VLAN
* | AMD (Tips: Posture EQUALS HEALTHY (D))
| (Tips:Role EQUALS [Guest]) 2
4. | anD {Connection:SSID CONTAINS guest) [RADIUS] WIRELESS_GUEST_MNETWORK
| (Tips:Role EQUALS Remole Worker)
5. | AND (Tips-Posture MOT EQUALS HEALTHY (0)) RestrictedACL

Based on the Enforcement Policy configuration shown, when a user with Role Remote Worker connects to the network and the posture token assigned is quarantine, which Enforcement Profile will be applied?

RestrictedACL

Remote Employee ACL
[Deny Access Profile]
EMPLOYEE_VLAN

HR VLAN

Correct Answer: B UI l lps

Section:
Explanation:
The first rule will match, and the Remote Employee ACL will be used.

moo®p

QUESTION 28
Refer to the exhibit.
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Session Identifier: W00000024-01-515a5f14
Date and Time: Apr 02, 2013 04:31:17 UTC
End-Host Identifier: 4c60defd 12ee

Username: 4c60defd 12ee

Access Device IP/Port: -
System Posture Status: HEALTHY (0)

Policies Used -

Service: Health Check for clients
Authentication Method: Not applicable
Authentication Source: -

Authorization Source: -

Roles: [Guest]

Enforcement Profiles: [Aruba Terminate Session]
Service Monitor Mode: Disabled

Based on the Access Tracker output for the user shown, which statement describes the status?

The Aruba Terminate Session enforcement profile as applied because the posture check failed.
A Healthy Posture Token was sent to the Policy Manager.

A RADIUS-Access-Accept message is sent back to the Network Access Device.

The authentication method used is EAP-PEAP.

A NAP agent was used to obtain the posture token for the user.

m o 0w >

Correct Answer: B

Section:

Explanation:

We see System Posture Status: HEALTHY/(0)

End systems that pass all SHV tests receive a Healthy Posture Token, if they fail a single test they receive a Quarantine Posture Token.

Reference: CLEARPASS ONGUARD CONFIGURATION GUIDE (July 2015), page 13
https://community.arubanetworks.com/aruba/attachments/aruba/aaa-nac-guest-accessbyod/21122/1/0nGuard%20config%20Tech%20Note%20v1.pdf

QUESTION 29
Why can the Onguard posture check not be performed during 802.1x authentication?

A. Health Checks cannot be used with 802.1x.
B. Onguard uses RADIUS, so an additional service must be created.
C. Onguard uses HTTPS, so an additional service must be created.
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D. Onguard uses TACACS, so an additional service must be created.

E. 802.1xis already secure, so Onguard is not needed.

Correct Answer: C

Section:

Explanation:

OnGuard uses HTTPS to send posture information to the ClearPass appliance. For OnGuard to use

HTTPS, it must have access to the network. If a customer requires 802.1x authentication on the wiredswitch, a separate 802.1x authentication must be used prior to the OnGuard posture check. In thisexample, an 802.1x
PEAP-EAP-

MSCHAPvV2 authentication is completed first. A separate WebAuthservice must be setup with posture checks to use the OnGuard agent.

Reference: MAC Authentication and OnGuard Posture Enforcement using Dell WSeries ClearPass and Dell Networking Switches (August 2013), page 21

QUESTION 30
Refer to the exhibit.

| Summary [T Mapping rules

Name: Agent Unhealthy Profile
Description:

Type: Agent

Action: Accept

Device Group List: -

Attributes:

Attribute Name Attribute Value
false
Your client is unhealthy

Il

1. Bounce Client
2. Message

Based on the Enforcement Profile configuration shown, which statement accurately describes what is sent?

A limited access VLAN value is sent to the Network Access Device.
An unhealthy role value is sent to the Network Access Device.

A message is sent to the Onguard Agent on the client device.

A RADIUS CoA message is sent to bounce the client.

A RADIUS access-accept message is sent to the Controller

m o 0w >

Correct Answer: C

Section:

Explanation:

The OnGuard Agent enforcement policy retrieves the posture token. If the token is HEALTHY it returns a healthy message to the agent and bounces the session. If the token is UNHEALTHY it returns an unhealthy message to
the agent and bounces the session.

Reference: CLEARPASS ONGUARD CONFIGURATION GUIDE (July 2015), page 27

QUESTION 31
A ClearPass administrator wants to make Enforcement decisions during 802.1x authentication based on a client's Onguard posture token.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

Which Enforcement profile should be used on the health check service?

RADIUS CoA
Quarantine VLAN
Full Access VLAN
RADIUS Accept
RADIUS Reject

m o0 w>»

Correct Answer: A

Section:

Explanation:

The Health Check Service requires a profile to terminate the session so that the RADIUS 802.1X authentication Service can use the posture token in a new authentication routine. The terminate session profile will utilize the
Change of

Authorization feature to force a re-authentication.

See step 6) below.

Navigate to the list of Enforcement Profiles by selecting, Configuration > Enforcement > Profiles.

2. Click the + Add link in the upper right hand corner.

3. From the Template dropdown menu, choose RADIUS Change of Authorization (CoA).

4. Name the policy.

This example uses Dell Terminate Session as the profile name.

5. Leave all the other settings as default, and click Next > to move to the Attributes tab.

6. On the dropdown menu for Select RADIUS CoA Template, choose IETF-Terminate-Session-IETF.

7. Click Next > and review the Summary tab (Figure 22).

8. Click Save.

Reference: ClearPass NAC and Posture Assessment for Campus Networks Configuring ClearPass OnGuard, Switching, and Wireless'(v1.0) (September 2015), page 22 http://en.community.dell.com/cfs-file/ __key/telligent-
evolution-components-attachments/13-4629- 00-00-20-44-16-18/

ClearPass-NAC-and-Posture-Assessment-for-Campus- Networks.pdf?forcedownload=true

QUESTION 32
Refer to the exhibit.

MAC Address ‘.'Iﬂbﬂﬂﬁl'fddf 1P Address 192.168.1.252
Description Static IP FALSE
Status Unknown Hostname
Added by Policy Manager MAC Vendor Apple
Category SmartDevice
25 Family Apple
Device Name Apple iPad
Updated AL Apr 10, 2013 19:M47:28 UTC
Show Fin gerprint ¥
dpoint Flngerps
Host User Agent Mozilla/5.0. (iPad; CPU OS5 6_0_2 like Mac OS5 X) AppleWebkit/536.26 (KHTML, ke
Gecka) Verslon/6.0 Meobde/L0AB500 Salfan/8536.25
DHCP Option55 [f1.3,6,15,119,252%]
DHCP Options [*53,55,57,61,50,51.12%]

Based on the Endpoint information shown, which collectors were used to profile the device as Apple iPad? (Select two.)

A. HTTP User-Agent
B. SNMP
C. DHCP fingerprinting

IT Certification Exams - Questions & Answers | Vdumps.com


00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
00-00-20-44-16-18\
https://vdumps.com

D. SmartDevice
E. Onguard Agent

Correct Answer: A, C

Section:

Explanation:

HTTP User-Agent

In some cases, DHCP fingerprints alone cannot fully classify a device. A common example is the Apple family of smart devices; DHCP fingerprints cannot distinguish between an Apple iPad and an iPhone. In these scenarios,
User-Agent strings sent by browsers in the HTTP protocol are useful to further refine classification results.
User-Agent strings are collected from:

* ClearPass Guest

* ClearPass Onboard

* Aruba controller through IF-MAP interface

Note: Collectors are network elements that provide data to profile endpoints.

The following collectors send endpoint attributes to Profile:

* DHCP

DHCP snooping

Span ports

* ClearPass Onboard

* HTTP User-Agent

*MAC OUI — Acquired via various auth mechanisms such as 802.1X, MAC auth, etc.

* ActiveSync plugin

* CPPM OnGuard

*SNMP

* Subnet Scanner

* |F-MAP

* Cisco Device Sensor (Radius Accounting)

* MDM

Reference: Tech Note: ClearPass Profiling (2014), page 11
https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote.pdf

QUESTION 33
Refer to the exhibit.

] EMolr Ll Enforcement’ | Rules:
Enforcements L} i -
Mame: Handheld_Wireless_Access_ Policy
Description: Enforcemnent policy for handheld wireless access
Enforcement Type: RADIUS
Default Profile: WIRELESS CAPTIVE_NETWORK
Rules:
Rules Evaluationr Algorithm: | First applicable
ConditloRm i i et o gt ieri SR S e ACTIONE o MRS, |
1.|(Tips:Role MATCHES ANY [guest]) WIRELESS GUEST MNETWORK
2. (EndpointiOS Version CONTAINS Android) WIRELESS HANDHELD NETWORK
{ Tips: Role MATCHES, ANY conferencelaptop
doveloper
3. soenior_mgmet WIRELESS EMPLOYEE _MNETWORK
testga
Role_ Engimnear)

A user who is tagged with the ClearPass roles of Role_Engineer and developer, but not testga, connects to the network with a corporate Windows laptop.
Which Enforcement Profile is applied?

A. WIRELESS_GUEST_NETWORK
B. WIRELESS_CAPTIVE_NETWORK
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C. WIRELESS_HANDHELD_NETWORK
D. Deny Access
E. WIRELESS_EMPLOYEE_NETWORK

Correct Answer: E

Section:

Explanation:

MATCHES_ANY: For list data types, true if any of the run-time values in the list match one of the configured values.

Example: Tips:Role MATCHES_ANY HR,ENG,FINANCE

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User Guide/Rules/Operators.htm

QUESTION 34
An SNMP probe is sent from ClearPass to a network access device, but ClearPass is unable to obtain profiling information.
What are likely causes? (Select three.)

Only SNMP read has been configured but SNMP write is needed for profiling information.
An external firewall is blocking SNMP traffic.

SNMP is not enabled on the NAD.

SNMP community string in the ClearPass and NAD configuration is mismatched.

m o 0w >

SNMP probing is not supported between ClearPass and NADs.

Correct Answer: B, C,D

Section:

Explanation:

Verify firewall port 162 (default) is open between AMP and the controller.

SNMP must be enabled on the NAD.

The community string that ClearPass is using to access the NAD might be wrong.

Reference: https://community.arubanetworks.com/t5/Monitoring-Management-Location/SNMPGet-Failed-quot-error-message/ta-p/169774

QUESTION 35
Which database in the Policy Manager contains the device attributes derived by profiling?

Endpoints Repository

Client Repository

Local Users Repository
Onboard Devices Repository

mo 0o w>

Guest User Repository

Correct Answer: A

Section:

Explanation:

Configure [Endpoints Repository] as Authorization Source. Endpoint profile attributes derived by Profile are available through the '[Endpoint Repository]' authorization source.
These attributes can be used in role-mapping or enforcement policies to control network access. Available attributes are:

Authorization:[Endpoints Repository]:MAC Vendor

Authorization:[Endpoints Repository]:Category

Authorization:[Endpoints Repository]:0S Family

Authorization:[Endpoints Repository]:Name

Reference: ClearPass Profiling TechNote (2014), page 29
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QUESTION 36
When a third party Mobile Device Management server is integrated with ClearPass, where is the endpoint information from the MDM server stored in ClearPass?

Endpoints repository
Onboard Device repository
MDM repository

Guest User repository

moo® P

Local User repository

Correct Answer: A

Section:

Explanation:

A service running in CPPM periodically polls MDM servers using their exposed APIs. Device attributes obtained from MDM are added as endpoint tags. Profiler related attributes are send to profiler which uses these attributes
to derive final profile.

Reference: ClearPass Profiling TechNote (2014), page 23

https://community.arubanetworks.com/aruba/attachments/aruba/ForoenEspanol/653/1/ClearPass%20Profiling%20TechNote.pdf

QUESTION 37
Refer to the exhibit.
‘g Publisher
-ﬁr‘___. J 5 i j r——— -
- —= "._. 'F"-; _‘-‘-1‘-\?.-_..-.--
 Subscriber
2 SR egional
DNS/DH smmm - Office
cP L . >
= _ . " Publisher
Identity ~ Subscriber Subscriber Subscriber (VM)
Stores : } (VM)
- Publisher -
Main Data Center ; B e Mid-size Branch
DMZ

Based on the network topology diagram shown, how many clusters are needed for this deployment?

m o 0w >
oo A W N -

Correct Answer: D
Section:
Explanation:
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Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/5%20Cluster %$20Deployment/Design_guidelines.htm

QUESTION 38
Refer to the exhibit.
Administration » Server Manager » Server Configuration

Server Configuration

Cluster-Wide Parameters ()
General Cleanup Intervals Motifications Standby Publisher Virtual IP Configuration

Parameter Name Parameter Value Default Value
Enable Publisher Failover TRUE |E| FALSE
Designated Standby Publisher cpd2.clearpass &] 0
Failover Wait Time |10 |E| minutes 10

Restore Defautts [ Save |

Which statements accurately describe the cp82 ClearPass node? (Select two.)

It becomes the Publisher when the primary Publisher fails.

It operates as a Publisher in the same cluster as the primary Publisher when the primary is active.
It operates as a Publisher in a separate cluster when the Publisher is active.

It operates as a Subscriber when the Publisher is active.

m o 0w >

It stays as a Subscriber when the Publisher fails.

Correct Answer: A, D

Section:

Explanation:

ClearPass Policy Manager allows you to designate one of the subscriber nodes in a cluster to be the Standby Publisher, thereby providing for that subscriber node to be automatically promoted to active Publisher status in the
event that the

Publisher goes out of service. This ensures that any service degradation is limited to an absolute minimum.

When a Publisher failure is detected, the designated subscriber node is promoted to active Publisher status.

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd _HTML/Content/5%20Cluster %20Deployment/Standby_publisher.htm

QUESTION 39
Refer to the exhibit.
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A customer wants to enable Publisher redundancy.
Based on the network topology diagram shown, which node should the network administrator configure as the standby Publisher for the Publisher in the main data center?

Subscriber in the main data center
Publisher in the regional office
Any of the other three Publishers
Publisher in the mid-size branch
Publisher in the DMZ
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Correct Answer: A

Section:

Explanation:

ClearPass Policy Manager allows you to designate one of the subscriber nodes in a cluster to be the Standby Publisher, thereby providing for that subscriber node to be automatically promoted to active Publisher status in the

event that the
Publisher goes out of service. This ensures that any service degradation is limited to an absolute minimum.
Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/5%20Cluster %20Deployment/Standby_publisher.htm

QUESTION 40
A customer wants to implement Virtual IP redundancy, such that in case of a ClearPass server outage, 802.1x authentications will not be interrupted. The administrator has enabled a single Virtual IP address on two ClearPass

servers.
Which statements accurately describe next steps? (Select two.)

The NAD should be configured with the primary node IP address for RADIUS authentication on the 802.1x network.

A new Virtual IP address should be created for each NAD.

Both the primary and secondary nodes will respond to authentication requests sent to the Virtual IP address when the primary node is active.
The primary node will respond to authentication requests sent to the Virtual IP address when the primary node is active.

The NAD should be configured with the Virtual IP address for RADIUS authentications on the 802.1x network.

moo® P

Correct Answer: D, E

Section:

Explanation:

In an Aruba network, APs are controlled by a controller. The APs tunnel all data to the controller for processing, including encryption/decryption and bridging/forwarding data. Local controller redundancy provides APs with
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failover to a backup controller if a controller becomes unavailable.
Local controller redundancy is provided by running VRRP between a pair of controllers. The APs are then configured to connect to the "virtual-IP" configured for the VRRP instance.
Reference: http://www.arubanetworks.com/techdocs/ArubaOS_64x_WebHelp/Content/ArubaFrameStyles/VRR P/Redundancy_Parameters.htm

QUESTION 41
ClearPass and a wired switch are configured for 802.1x authentication with RADIUS CoA (RFC 3576) on UDP port 3799. This port has been blocked by a firewall between the wired switch and ClearPass.
What will be the outcome of this state?

RADIUS Authentications will fail because the wired switch will not be able to reach the ClearPass server.

During RADIUS Authentication, certificate exchange between the wired switch and ClearPass will fail.

RADIUS Authentications will timeout because the wired switch will not be able to reach the ClearPass server.

RADIUS Authentication will succeed, but Post-Authentication Disconnect-Requests from ClearPass to the wired switch will not be delivered.

m o 0w >

RADIUS Authentication will succeed, but RADIUS Access-Accept messages from ClearPass to the wired switch for Change of Role will not be delivered.

Correct Answer: D
Section:

QUESTION 42
Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance? (Select two.)

Static IP addresses are only allowed on the management port.
Configuration of the data port is mandatory.

Configuration on the management port is mandatory.
Configuration of the data port if optional.
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Configuration of the management port is optional.

Correct Answer: C,D

Section:

Explanation:

The Management port (ethernet 0) provides access for cluster administration and appliance maintenance using the WebUI, CLI, or internal cluster communication. This configuration is mandatory.
The configuration of the data port is optional. If this port is not configured, requests are redirected to the Management port.

Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_DeployGd_HTML/Content/1%20About %20ClearPass/Hardware_Appliance.htm

QUESTION 43
Which licenses are included in the built-in Starter kit for ClearPass?

10 ClearPass Guest licenses, 10 ClearPass Onguard licenses and 10 ClearPass Onboard licenses
25 ClearPass Profiler licenses

25 ClearPass Enterprise licenses

10 ClearPass Enterprise licenses

moo®p

25 ClearPass Redundancy licenses

Correct Answer: C

Section:

Explanation:

All CPPM's comes bundled with 25 Enterprise application licenses so you can test the functionality of the Applications as this license can be used for any of them.
Reference: http://community.arubanetworks.com/t5/Security/ClearPass-licensing-explained-August-MHC/td-p/195719
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QUESTION 44
An employee provisions a personal smart phone using the Onboard process. In addition, the employee has a corporate laptop provided by IT that connects to the secure network.
How many licenses does the employee consume?

1 Policy Manager license, 2 Guest Licenses

2 Policy Manager licenses, 1 Onboard License
1 Policy Manager license, 1 Onboard License
1 Policy Manager license, 1 Guest License

m o0 w>

2 Policy Manager licenses, 2 Onboard Licenses

Correct Answer: B
Section:

QUESTION 45
A customer would like to deploy ClearPass with these requirements: every day, 100 employees need to authenticate with their corporate laptops using EAP-TLS every Friday, a meeting with business partners takes place and
an additional 50 devices need to authenticate using Web Login Guest Authentication What should the customer do regarding licenses? (Select two.)

When counting policy manager licenses, include the additional 50 business partner devices.
When counting policy manager licenses, exclude the additional 50 business partner devices.
Purchase Onboard licenses.

Purchase guest licenses.

moo®p

Purchase Onguard licenses.

Correct Answer: A, C
Section:

QUESTION 46
An employee authenticates using a corporate laptop and runs the persistent Onguard agent to send a health check back the Policy Manager. Based on the health of the device, a VLAN is assigned to the corporate laptop.
Which licenses are consumed in this scenario?

1 Policy Manager license, 1 Onboard License
2 Policy Manager licenses, 1 Onguard License
1 Policy Manager license, 1 Profile License

2 Policy Manager licenses, 2 Onguard licenses
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1 Policy Manager license, 1 Onguard License

Correct Answer: E
Section:

QUESTION 47
A customer would like to deploy ClearPass with these requirements: between 2000 to 3000 corporate users need to authenticate daily using EAP-TLS should allow for up to 1000 employee devices to be Onboarded should
allow up to 100 guest users each day to authenticate using the web login feature What is the license mix that customer will need to purchase?

A. CP-HW-2k, 1000 Onboard, 100 Guest
B. CP-HW-500, 1000 Onboard, 100 Guest
C. CP-HW-5k, 2500 Enterprise
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D. CP-HW-5k, 1000 Enterprise
E. CP-HW-5k, 100 Onboard, 100 Guest

Correct Answer: C
Section:

QUESTION 48
Refer to the exhibit.

Policy Manager Entihy Details

Enforcement Profile - Lab 4 - Company12 Onboard Pre-Provisioning

MName: Lab 4 - Company 12 Onboard Fm=Prwé=in|;ﬁ19

Typa: RADIUS

Descripbon: Use Aruba user role 'H‘l‘ﬂl}-Prm'i:inﬁ' for pra-provisioned Onboard users
Achion: Accapl

Davice Grouptist: -

Typ - B 5 A i a1 Mame;: value

i

1. Radus:fruba

—_———— - rm e === 2l e i e -

Aruba-User=-Fola BYOD-Provision

Security > User Roles > Edit Role(BYOD-Provision)

User Roles | System Roles ' Policies Time Ranges = Guest Access |

Onboarding Page Chmw]

Based on the ClearPass and Aruba Controller configuration settings for Onboarding shown, which statement accurately describes an employee's new personal device connecting to the Onboarding network? (Select two.)

Post-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller.
Pre-Onboarding, the device will be redirected to the 'Onboarding Page' Captive Portal.

The BYOD-Provision role is a ClearPass internal role and exists in ClearPass.

The device will not be redirected to any Onboarding page.

Pre-Onboarding, the device will be assigned the BYOD-Provision firewall role in the Aruba Controller.

moo®p

Correct Answer: B, E

Section:

Explanation:

You can pre-provision with the Aruba controller firewall role of BYOD-Provision.

From the Firewall policies part of the exhibit, we see that the onboarding page is set to captive portal.
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Reference: https://community.arubanetworks.com/t5/Security/CP-OnBoard-not-redirecting-toportal-on-single-SSID/td-p/284506

QUESTION 49
Which authentication protocols can be used for authenticating Windows clients that are Onboarded?

(Select two.)

EAP-GTC

PAP

EAP-TLS

CHAP

PEAP with MSCHAPv2
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Correct Answer: C, E
Section:

QUESTION 50
Which devices support Apple over-the-air provisioning? (Select two.)

0S5

Laptop running Mac OS X 10.8
Laptop running Mac OS X 10.6
Android 2.2

Windows XP

m o 0w >

Correct Answer: A, B

Section:

Explanation:

Apple over-the-air provisioning is supported by I0S and OSX above version 10.6.

Reference:
https://community.arubanetworks.com/aruba/attachments/aruba/tkb@tkb/286/1/BYODwithClearPass_Cameron_Esdaile.pdf

QUESTION 51
Refer to the exhibit.
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Audit Row Detalls L

Service Detalls

Precedence Order 3
i
Authentication Sources 1. [Onboard Devices Repository] [Local SQL DB)

2. testtraining [(Active Directory)

3. radius0l [Active Directory]

4. [Endpoints Repository] [Local SQL DB)
5. [Local User Repository] [Local SQL DB)

Modified | Added [l Deleted 4+ Moved up ¥ Moved down

. Closs

What information can be drawn from the audit row detail shown? (Select two.)

A. radius01 was deleted from the list of authentication sources.
B. The policy service was moved to position number 4.

C. radius01 was moved to position number 4.

D. The policy service was moved to position number 3.

E. raduisO1 was added as an authentication source.

Correct Answer: A, B
Section:

QUESTION 52
What is the purpose of the Audit Viewer in the Monitoring section of ClearPass Policy Manager?

to audit client authentications

to display changes made to the ClearPass configuration

to display the entire configuration of the ClearPass Policy Manager
to audit the network for PCl compliance
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to display system events like high CPU usage.

Correct Answer: B
Section:

QUESTION 53
Refer to the exhibit.

IT Certification Exams - Questions & Answers | Vdumps.com


https://vdumps.com

; :
Protected EAP Properties _ | =

When connecting:
/| validate server certihcate

|| Connect to these servers:

Trusted Root Certification Authorities:

| AddTrust External CA Root

] America Online Root Certification Authority 1
|| Certum CA

|| Class 3 Public Primary Certification Authority
"] Class 3 Public Primary Certification Authority
|| corp-SFODCO1A-CA

|| corp-SFODCD1A-CA -

« [ = i | b

m| »

' | Do not prompt user to authorize new servers or trusted
certification authorities.

— dumps

Secured password (EAP-MSCHAP v2) 'I | Configure... [

|/|Enable Fast Reconnect

|| Enforce Network Access Protection

|| Disconnect if server does not present aryptobinding TLV
|| Enable Identity Privacy

| Lok || cancel

\ e y
Based on the configuration of a Windows 802.1X supplicant shown, what will be the outcome of selecting 'Validate server certificate'?

The server and client will perform an HTTPS SSL certificate exchange.
The client will verify the server certificate against a trusted CA.

The client will send its private key to the server for verification.

The server will send its private key to the client for verification.

The client will send its certificate to the server for verification.
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Correct Answer: B
Section:
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QUESTION 54
Which settings need to be validated for a successful EAP-TLS authentication? (Select two.)

Username and Password
Pre-shared key
WPA2-PSK

Server Certificate

Client Certificate

moo0O w>

Correct Answer: D, E

Section:

Explanation:

When you use EAP with a strong EAP type, such as TLS with smart cards or TLS with certificates, both the client and the server use certificates to verify their identities to each other. Certificates must meet specific
requirements both on the server and on the client for successful authentication.

Reference: https://support.microsoft.com/en-us/help/814394/certificate-requirements-when-youuse-eap-tls-or-peap-with-eap-tls

QUESTION 55
Refer to the exhibit.
[Reports » Add Reports
FalaciTovplare D e
Ao RH0) Do
ke e e Emmw (3}
£ e o e
i L Loy ol e
* ano
] AT
ylas = Ty M P i s At Wb ( !
A - rence o =] EGuALE =] AL 75 -
Mad - Pataert Dot (= | EOUAS =1 10838 160 ==

Which types of records will the report shown display?

A. all RADIUS authentications from the 10.8.10.100 NAD to ClearPass

B. all failed RADIUS authentications through ClearPass

C. only Windows devices that have authenticated through the 10.8.10.100 NAD
D. all successful RADIUS authentications through ClearPass

E. all successful RADIUS authentications from the 10.8.10.100 NAD to ClearPass

Correct Answer: A
Section:

QUESTION 56
Refer to the exhibit.
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Configuration = Enforcement » Polides » Edit - Vian enforcement
Enforcement Policies - Vlan enforcement

Enforcement:
MName: Vian enforceament
Desoription:

Enforcement Type: RADIUS
Crefault Profile: Intemet VLAN

Rules:
Rules Evaluation Algorithm:: First applicable

Conditions 4 Actions

i et B — - = o R ESC S d f e AT Xl il e ARG

it‘l‘lpﬁ::ﬁ.nle EQUALS Engineer ]
1./AND (Date:Day-of-Week BELONGS_TO Monday, Tuesday, Wednesday, Thurscay, Friday) Full Access VLAN
AND (Connection:Protocol EQUALS RADIUS)
|
|{Tips:Role EQUALS Manager)
2-|AND (Connection:Protocol BELONGS._ TO RADIUS, TACACS, WEBAUTH, Application) Faiiaeocss ra

[(Tips:Rede EQUALS Engineer)
3-AND (Connection:Protocol BELONGS,_TO WEBAUTH) Employee Vian

Based on the Policy configuration shown, which VLAN will be assigned when a user with ClearPass role Engineer authenticates to the network successfully using connection protocol WEBAUTH?

Deny Access
Employee VLAN
Internet VLAN
Full Access VLAN
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Correct Answer: B
Section:

QUESTION 57
Which statement accurately describes configuration of Data and Management ports on the ClearPass appliance? (Select two.)

Configuration of the management port is optional.
Configuration of the management port is mandatory.
Configuration of the data port is mandatory.
Configuration of the data port is optional.
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Static IP addresses are only allowed on the management port, not the data port.

Correct Answer: B, D
Section:

QUESTION 58
What is a benefit of ClearPass Onguard?

It enables organizations to run advanced endpoint posture assessments.

It allows a receptionist in a hotel to create accounts for guest users.

It allows employees to self-provision their personal devices on the corporate network.

It offers an easy way for users to self-configure their devices to support 802.1X authentication on wired and wireless networks.

m o 0w

It allows employees to create temporary accounts for Wi-Fi access.

Correct Answer: A
Section:
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QUESTION 59
A guest self-registered through a Publisher's Register page.
Which statement accurately describes how the guest's account will be stored?

It will be stored in the Publisher's guest user repository and the Subscriber's Onboard user repository.

It will be stored in the Publisher's local user repository and the Subscriber's guest user repository.

It will be stored in the Publisher's guest user repository permanently, but only for 14 days in the Subscriber's guest user repository,
It will be stored in both the Publisher's guest user repository and the Subscriber's guest user repository.

m o0 w>

It will be stored in the Publisher's guest user repository, but not the Subscriber's.

Correct Answer: D
Section:

QUESTION 60
Which IP address should be set as the DHCP relay on an Aruba Controller for device fingerprinting on ClearPass?

DHCP server IP

Active Directory IP
Switch IP

Microsoft NPS server IP

ClearPass server IP

moo®p

Correct Answer: E
Section:

QUESTION 61
Which collectors can be used for device profiling? (Select two.)

Username and Password
ActiveSync Plugin

Client's role on the controller
Onguard agent

m o 0w >

Active Directory Attributes

Correct Answer: B, D
Section:

QUESTION 62
Which checks are made with Onguard posture evaluation in ClearPass? (Select three.)

Registry keys

EAP TLS certificate validity
Client role check

Peer-to-peer application checks

m o0 ®m >

Operating System version
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Correct Answer: A, D, E
Section:

QUESTION 63
Why is a terminate session enforcement profile used during posture checks with 802.1x authentication?

To send a RADIUS CoA message from the ClearPass server to the client

To disconnect the user for 30 seconds when they are in an unhealthy posture state
To blacklist the user when they are in an unhealthy posture state

To force the user to re-authenticate and run through the service flow again

To remediate the client applications and firewall do that updates can be installed

moo® P

Correct Answer: A
Section:

QUESTION 64
Refer to the exhibit.
Enforcement Policies - Enterprise Enforcement Policy

Enforcement Rules

Enforcement:
MHama: Emterprise Enforcement Polcy
Description: Enforcement policies for local and remote employees
Enforcemant Typa: RADIUS
Default Profile: [Deny Access Profila]
Rules:
Rules Evaluabon algornthm: Evaluate all
Conditions Actions
(Tips: Posture Equats HEALTHY (0))
AND (Tips:Role MATCHES_ANY Remate Workes [RADIUS] EMPLOYEE _VLAN, [RADIUS]
1. | Role Engineer testga) Remote Employes ACL
AND (Date:Day-of-Week NOT_BELONGS_TO Satwrday, Sunday)
(Tips:Role EQUALS Senior_Mgmt)
= AND (Date:Day-of-Week NOT_BELONGS_TO Saturday, Sunday) (FADRISHEMPLOYEE_VLAN
(Tips:Role EQUALS San Josa HR Local)
3 AMND [Tips: Posture EQUALS HEALTHY (D)) HRVLAN
CHapmHioks SCIAN. o [tesl] [RADIUS] WIRELESS GUEST NETWORK

4. AND (Connection:SSID CONTAINS guest)
(Tips:Role EQUALS Remote Worker)

5. | AMD (Tips-Posture NOT EQUALS HEALTHY (0)) RestrictedACL

Based on the Enforcement Policy configuration shown, when a user with Role Engineer connects to the network and the posture token assigned is Unknown, which Enforcement Profile will be applied?

EMPLOYEE_VLAN
RestrictedACL

Deny Access Profile
HR VLAN

Remote Employee ACL
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Correct Answer: C
Section:

QUESTION 65

A client's authentication is failing and there are no entries in the ClearPass Access tracker.
What is a possible reason for the authentication failure?
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The user account has expired.

The client used a wrong password.

The shared secret between the NAD and ClearPass does not match.
The user's certificate is invalid.

m o0 w>

The user is not found in the database.

Correct Answer: C
Section:

QUESTION 66
Refer to the exhibit.

O Network Login In Progiess. X i

AFROA ClearPass J

networks

Network Login In Progress...

Please wait while you are logged into the network...

Based on the information shown on a client's laptop, what will happen next?

A. The web login page will be displayed.

The client will send a NAS authentication request to ClearPass.
ClearPass will send a NAS authentication request to the NAD.
the NAD will send an authentication request to ClearPass.

mo O ®

The user will be presented with a self-registration receipt.

Correct Answer: D
Section:

QUESTION 67
What does a Windows client need for it to perform EAS-PEAP successfully when 'Validate server Certificate' is not enabled?

Pre-shared key

Client Certificate
WPA2-PSK

Username and Password

moo®p

Server Certificate

Correct Answer: D
Section:

QUESTION 68
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Refer to the exhibit.
Monitoring & Reporting = Live Monitoring = Access Tracker
Access Tracker ju 12, 2012 10:26:36 POT

Data Filter: (Al Requests] Server: Clearpasss (10.254.1.176)
Date Range: Last 1 day before Today
miter: [ Troe i “tlcontains * fad Show (10 %) records

T T e ———— Y T ———————— Y W ]
o

10.254.1 -

Error Code: 204
10.254.1

Error Category: Authentication faliure
10.254.1

Error Mossage: Falled to classify reguest to service

10.254.1 ue

10.254.1

RADIUS Service Categorization failed

am mm

What can be concluded from the Access Tracker output shown?

The client used incorrect credentials to authenticate to the network.

ClearPass does not have a service enabled for MAC authentication.

The client MAC address is not present in the Endpoints table in the CrearPass database.
The RADIUS client on the Windows server failed to categorize the service correctly.
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The client wireless profile is incorrectly setup.

Correct Answer: B
Section:

QUESTION 69
Refer to the exhibit.
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Configuration » Enforcement » Policies » Edit - Vlan enforcement

Enforcement Policies - Vlan enforcement

Enforcement Rules

Enforcement:
Name: Vlan enforcement
Description:
Enforcement Type: RADIUS
Default Profile: Internet VLAN
Rules:
Rules Evaluation Algorithm: First applicable
Conditions Actions
1. (Tips: Role EQUALS Engineer Full Access VLAN

AND (Date:Day-of-Week BELONGS_TO Monday, Tuesday,
Wednesday, Thursday, Friday)
AND (Connection:Protocol EQUALS RADIUS)

2. (Tips: Role EQUALS Manager) Full Access VLAN
AND (Connection:Protocol BELONGS_ TO RADIUS, TACACS, |
WEBAUTH, Application) |

3. (Tips: Role EQUALS Engineer Employee VLAN
AND (Connection;Protocol BELONGS_ TO WEBAUTH)

Based on the Policy configuration shown, which VLAN will be assigned when a user with ClearPass role Engineer authenticates to the network successfully on Saturday using connection protocol WEBAUTH?

Full Access VLAN
Employee VLAN
Internet VLAN
Deny Access

OO0 wp

Correct Answer: B
Section:

QUESTION 70
In a single SSID Onboarding, which method can be used in the Enforcement Policy to distinguish between a provisioned device and a device that has not gone through the Onboard workflow?

Active Directory Attributes
Network Access Device used
Endpoint OS Category
Onguard Agent used
Authentication Method used

mo o ® P
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Correct Answer: E
Section:

QUESTION 71
An organization implements dual SSID Onboarding. The administrator used the Onboard service template to create services for dual SSID Onboarding.

Which statement accurately describes the outcome?

The Onboard Provisioning service is triggered when the user connects to the provisioning SSID to Onboard their device.
The Onboard Authorization service is triggered when the user connects to the secure SSID.
The Onboard Authorization service is triggered during the Onboarding process.

The device connects to the secure SSID for provisioning.

m o 0w >

The Onboard Authorization service is never triggered.

Correct Answer: C
Section:

QUESTION 72
Refer to the exhibit.
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Which statements accurately describe the status of the Onboarded devices in the configuration for the network settings shown? (Select two.)

They will connect to Employee_Secure SSID after provisioning.

They will connect to Employee_Secure SSID for provisioning their devices.
They will use WPA2-PSK with AES when connecting to the SSID.

They will connect to secure_emp SSID after provisioning.
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They will perform 802.1X authentication when connecting to the SSID.

Correct Answer: D, E
Section:

QUESTION 73
Which use cases will require a ClearPass Guest application license? (Select two.)

A. Guest device fingerprinting
B. Guest endpoint health assessment
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C. Sponsor based guest user access
D. Guest user self-registration for access
E. Guest personal device onboarding

Correct Answer: C,D
Section:

QUESTION 74

A customer would like to deploy ClearPass with these req
-2000 devices need to be Onboarded

-2000 corporate devices need to run posture checks daily
-500 guest users need to authenticate each day using the

CP-HW-5k, 2500 ClearPass Enterprise
CP-HW-25k, 4500 ClearPass Enterprise
CP-HW-500, 2500 ClearPass Enterprise
CP-HW-25k, 4000 ClearPass Enterprise
CP-HW-5k, 4500 ClearPass Enterprise
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Correct Answer: B
Section:

QUESTION 75
Refer to the exhibit.

a4 €% Matchadmin

Data Retention

Import Configuration

Dperator Logins
s Start Here *Name: | MatchAdmin

uirements:

web login feature What is the license mix that customer will need to purchase?

memberdf contains CN=Administrators

s - i
,'? Edit g Delate fE] Duplicate 6 Disable 77 Mowve Up = Mowe Down

Edit Translation Rule

S— = 'l

Enter a name for this

translation rule.

%Lagin Configuration
Enabled: N Use this rule when processing reply attributes

,1 Profiles

Attribute Name: | memberQf

E Servers Enter the name of the attribute (2.8, member Of), Lise * for all attributes

'“\,I Matching Rule: | contains &
@ Translation Rules

Seiect the matching rule to apply to the value of the attribute,

Plugin Manager [ e

& g Value: |CN=Administrators —
SMS Services Enter the value tomatch the attribute aganst
Support : ;

i On Match: |Assign fixed operator profile ¥

Selact what happens

Operator Profile: | | IT Administrators

Select the operator g

when this translation rule matches an attribute

A
L

rofile 1o asskgn

Fallthrough: Continue trangation if rule matches

Chedk this box if you

want toapply multiple translation rules

) sovecrres| Xl

Based on the Translation Rule configuration shown, what will be the outcome?
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An AD user from group Administrators will be assigned the operator profile of IT Administrators.
All ClearPass Policy Manager admin users who are members of the Administrators AD group will be assigned the TACACS profile of IT Administrators.
All active directory users will be assigned the operator profile of IT Administrators.

o 0N >

A user from AD group MatchAdmin will be assigned the operator profile of IT Administrators.

Correct Answer: A
Section:

QUESTION 76
Refer to the exhibit.

Administration = Dicbonanes = TACACS+ Services

TACACS+ Services Dictionaries

TACACS + Service Dictionary Attributes

Display Name: Aruba: Common
root, read-only, locabon
1. Aruba-Admin-Role Aruba- Admin- Rola String I IMpIME, NOOMNE:

cperabons, guest-
Provisioning, no-access

Based on the Aruba TACACS+ dictionary shown, how is the Aruba-Role attribute used?

The Aruba-Admin-Role on the controller is applies to users using TACACS+ to login to the Policy Manager
To assign different privileges to clients during 802.1X authentication

To assign different privileges to administrators logging into an Aruba NAD

It is used by ClearPass to assign TIPS roles to clients during 802.1X authentication

m o0 ®m >

To assign different privileges to administrators logging into ClearPass

Correct Answer: C
Section:

QUESTION 77
In which ways can ClearPass derive client roles during policy service processing? (Select two.)

A. From the attributes configured in Active Directory
B. From the server derivation rule in the Aruba Controller server group for the client
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C. From the Aruba Network Access Device
D. From the attributes configured in a Network Access Device
E. Through a role mapping policy

Correct Answer: A, E
Section:

QUESTION 78
Refer to the exhibit.

Home » Guest » Manage Accounts

Manage Guest Accounts

The following table shows the guest accounts that have been created. Click an account to modify it.

@uuicknelp !{:Ereate

'“. 12063775 [Guest] Expired
h 128962798 [Guest] Expired
&/ def@mycomany.com [Gue ., visabled
.u donald@ arubanetworks.com [Guest] Expired
i‘f donald@ disney.com [Guest] Disabled
i donald @duck.com [Executive Guest] Active

- [Guest] Disabled

& Kevin@ mycomany.com

thi More Options

201508-27 00:19

201508-", 00:19

201508-22 20:5.

201508-3118:28

2015-09-02 06:42

201508-26 1219

201506-28 0(x12

Expired
Expired
Expire.w
Expired
Expired

Not expiry

Expired

An administrator logs in to the Guest module in ClearPass and '"Manage Accounts' displays as shown.
When a user with username donald@disney.com attempts to access the Web Login page, what will be the outcome?

The user will not be able to log in and authenticate.

m o 0w >

The user will not be able to access the Web Login page.

Correct Answer: C
Section:

QUESTION 79
Refer to the exhibit.

The user will be able to log in and authenticate successfully but will then be immediate disconnected.
The user will be able to log in for the next 4.9. days, but then will no longer be able to log in.

The user will be able to log in and authenticate successfully, but will then get a quarantine role.
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Confgurabon = Enforcement = Profiles » Add Enforcement Profde
Enforcement Profiles

Typo - e MName A - Value =
1. Rads:IETF i = Session-Timeout (27) | =] e, [ O —
2. Chck to add...

An Enforcement Profile has been created in the Policy Manager as shown.
Which action will ClearPass take based on the Enforcement Profile?

It will send the Session-Timeout attribute in the RADIUS Access-Request packet to the NAD and the NAD will end the user's session after 600 seconds.
It will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user's session will be terminated after 600 seconds.
It will count down 600 seconds and send a RADUIS CoA message to the NAD to end the user's session after this time is up.

It will count down 600 seconds and send a RADUIUS CoA message to the user to end the user's session after this time is up.

It will send the session —Timeout attribute in the RADIUS Access-Accept packet to the NAD and the NAD will end the user's session after 600 seconds.

m o0 w>

Correct Answer: E
Section:

QUESTION 80
Use this form to make changes to the RADIUS Web Login Guest Network.

Login Form

Ophong for speclfyng the behaviour and content of the logen form

Credenbals - Require a usemame and password -
Select the aulheniicabon reguirement

Athenbicabon: Access Code requires a single code (username) to be entered

# - & B = I/ . . L
A W it a w3 & blank form regquinng just the terml o0 1N DUton, = pires

- i& and A requere the a A ave the Usermarme Authenbc

Prowde a custom logn form

If salacted, v rmust supply v A L g form

Custom Form

the Header or Footer HTY

Overnde the default labels and emmor messages

' e . - § ' 5 1¥ 8 - ared ere SAT T oW P et hog

Custom Labeds

RAD - check us a RADIUS requesl -
* Pre-Auth Chedk 1IUS ,cll'[. B “g. d1 2 ulu i

& CheCeed D & [s

Reguerd 3 Terms and Conditrons confirmation

ecked. the user » c © ept @ TarT

Terms

A Web Login page is configured in Clear Pass Guest as shown.
What is the purpose of the Pre-Auth Check?

To authenticate users after the NAD sends an authentication request to ClerPass
To authenticate users before the client sends the credentials to the NAD

To authenticate users when they are roaming from one NAD to another

To authenticate users before they launch the Web Login Page
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To replace the need for the NAD to send an authentication request to ClearPass

Correct Answer: B
Section:

QUESTION 81
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Refer to the exhibit.

L o

I\

S

ubmit form (3)

Display receipt page {4?

S

ubmit form

Login message pnmt]HAS Login

omated NAS logn [Ei’ Access-Request

Authentication

ess-Response

*'---'.."".“'iiil!'!'-ii LA L L

Network access (8)

Guest role (7)

“Authari:aﬁm
Al
1

Authorized

Status: Unauthonzed  Authenticating

U'dumps

Based on the guest Self-Registration with Sponsor Approval workflow shown, at which stage does the sponsor approve the user's request?

moo0O w >

After the RADIUS Access-Request

After the NAS login, but before the RADIUS Access-Request
Before the user can submit the registration form

After the RADIUS Access-Response

After the receipt page is displayed, before the NAS login

Correct Answer: E
Section:

QUESTION 82
What is the purpose of ClearPass Onboard?

m o 0w

to provide MAC authentication for devices that don't support 802.1x

to run health checks on end user devices

to provision personal devices to securely connect to the network

to configure self-registration pages for guest users

to provide guest access for visitors to connect to the network
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Correct Answer: C
Section:

QUESTION 83
Refer to the exhibit.

Protected EAP Properties =

LS

When connecting:
V| validate server certihcate
ﬂmm&mm;_

Trusted Root Certification Authorities:
| AddTrust External CA Root -

| Arubat] When connecting:

v | Automatically use my Windows Logon name and
password (and domain if any).

dumps

ot ( ok ) ( cancel )

Select Authentication Method:
Secured password (EAP-MSCHAP v2) v [Cmﬁg.u 1

'/ Enable Fast Reconnect

(| Enforce Network Access Protection

|| Disconnect if server does not present cryptobinding TLV
] Enable Identity Privacy

Ll e i -z ]
Based on the configuration of a Windows 802.1X supplicant shown, what will be the outcome when 'Automatically use my Windows logon name and password' are selected?

A. The client will use machine authentication.
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The client's Windows login username and password will be sent inside a certificate to the Active Directory server.
The client's Windows login username and password will be sent to the Authentication server.

The client will need to re-authenticate every time they connect to the network.

mo O

The client will prompt the user to enter the logon username and password.

Correct Answer: C
Section:

QUESTION 84
A hotel chain deployed ClearPass Guest. When hotel guests connect to the Guest SSID, launch a web browser and enter the address www.google.com, they are unable to immediately see the web login page.

What are the likely causes of this? (Select two.)

The ClearPass server has a trusted server certificate issued by Verisign.
The ClearPass server has an untrusted server certificate issued by the internal Microsoft Certificate server.

The ClearPass server does not recognize the client's certificate.

OO0 ®p

The DNS server is not replying with an IP address for www.google.com.

Correct Answer: B, D

Section:

Explanation:

You would need a publicly signed certificate.

Reference: http://community.arubanetworks.com/t5/Security/Clearpass-Guest-certificate-error-forguest-visitors/td-p/221992

QUESTION 85
Refer to the exhibit.

Profile Attributes Summary

Type Name Value
1. |Radius:IETF v Session-Timeout (27) |w = |600
2. Click to add...

An Enforcement Profile has been created in the Policy Manager as shown.
Which action will ClearPass take based on this Enforcement Profile?

ClearPass will count down 600 seconds and send a RADIUS CoA message to the user to end the user's session after this time is up.

ClearPass will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the NAD and the NAD will end the user's session after 600 seconds.
ClearPass will count down 600 seconds and send a RADIUS CoA message to the NAD to end the user's session after this time is up.

ClearPass will send the Session-Timeout attribute in the RADIUS Access-Request packet to the NAD and the NAD will end the user's session after 600 seconds.
ClearPass will send the Session-Timeout attribute in the RADIUS Access-Accept packet to the User and the user's session will be terminated after 600 seconds.

m o 0w >

Correct Answer: E
Section:

Explanation:
Session Timeout (in seconds) - Configure the agent session timeout interval to re-evaluate the system health again. OnGuard triggers auto-remediation using this value to enable or disable AV-RTP status check on endpoint.

Agent re-authentication is determined based on session-time out value.
You can specify the session timeout interval from 60 — 600 seconds. Setting the lower value for session timeout interval results numerous authentication requests in Access Tracker page. The default value is 0.
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Reference: http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_User Guide/Enforce/EPAgent_Enforcement.htm

QUESTION 86
Refer to the exhibit.

Summary Service Authentication Authorization Roles Enforcement

Authorization Details:  Authorization sources from which role mapping attributes are fetched

Authentication Source

1. [GuestUser Repository] [Local SQL DB]

Additional authorization sources from which to fetch role-mapping

[Endpoints Repository] [Local SQL DB) | Remove

[Time Source] [Local 5QL DB) View Details
Modify

-- Select to Add -- —

Based on the information shown, what is the purpose of using [Time Source] for authorization?

to check how long it has been since the last login authentication

to check whether the guest account expired

to check whether the MAC address is in the MAC Caching repository

to check whether the MAC address status is known in the endpoints table

moo® P

to check whether the MAC address status is unknown in the endpoints table

Correct Answer: D
Section:

QUESTION 87
A customer with an Aruba Controller wants it to work with ClearPass Guest.
How should the customer configure ClearPass as an authentication server in the controller so that guests are able to authenticate successfully?

Add ClearPass as a RADIUS CoA server.

Add ClearPass as a RADIUS authentication server.
Add ClearPass as a TACACS+ authentication server.
Add ClearPass as an HTTPS authentication server.

OO0 >

Correct Answer: B

Section:

Explanation:

5. Configuring the Aruba Controller

5.1 Add Clearpass as RADIUS Server

Navigate to Configuration > SECURITY > Authentication > Servers

Click on RADIUS Server and enter the Name of your Clearpass Server: myClearpass Click Add Click on myClearpass in the Server List Etc.
Reference: https://community.arubanetworks.com/t5/Security/Step-by-Step-Controller-CPPM-6-5-Captive-Portal-authentication/td-p/229740
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QUESTION 88

A bank would like to deploy ClearPass Guest with web login authentication so that their customers can selfregister on the network to get network access when they have meetings with bank employees. However, they're
concerned about security.

What is true? (Choose three.)

If HTTPS is used for the web login page, after authentication is completed guest Internet traffic willall be encrypted as well.
During web login authentication, if HTTPS is used for the web login page, guest credentials will beencrypted.

After authentication, an IPSEC VPN on the guest's client be used to encrypt Internet traffic.

HTTPS should never be used for Web Login Page authentication.

moo®

If HTTPS is used for the web login page, after authentication is completed some guest Internettraffic may be unencrypted.

Correct Answer: B, C, E
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