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Exam A

QUESTION 1

Monitor the logs of pod foo and:

Extract log lines corresponding to error unable-to-access-website
Write them to /opt/KULMO00201/foo

Set configuration context:

tanode-1] § kube
ctl config use-context
k8s

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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B3 Readme >_ Web Terminal o THELINUX FOUNDATION

student@node-1:~5§
student@node-1:~% sudo -i
root@node-1:~f alias k=kubect]
root@node-1:~§ I

88 Readme ). Web Terminal ol THELINUX FOUNDATION

root@node-1:~¢# k logs foo | grep unable-to-access-website

Thu Aug 27 05:25:28 UTC 2020 ERROR - (T o)

root@node-1:~¢ k logs foo | grep unable-to-access-website > /opt/KULM00201/foo
root@node-1:~$ l
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QUESTION 2
List all persistent volumes sorted by capacity, saving the full kubectl output to /opt/KUCC00102/volume_list. Use kubectl 's own functionality for sorting the output, and do not manipulate it any further.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B3 Readme  >_ Web Terminal ]l THELINUX FOUNDATION

Id
pvO00o7 G : Available
77d
pvO0D06 BGi1 \ecycle Available
774
pvﬂﬂ;; lecycle Available
pv0 u,}l_,lj'l ,'J'I‘d EWO Tecyvcle Available
17d
pv0010 3G WO lecycle Available
77d
pv001l1 WO lecycle Available
27d
pv0001 lecycle Available
7id
' Available

pv0005 3G RWO lecycle Available
77d
1 9G1 3 cle Avallable

21G1 lecycle Available slow

> /opt/KUCC00102/volume list

QUESTION 3
Ensure a single instance of pod nginx is running on each node of the Kubernetes cluster where nginx also represents the Image name which has to be used. Do not override any taints currently in place.
Use DaemonSet to complete this task and use ds-kusc00201 as DaemonSet name.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
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solution

U*dumps
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B Readme > Web Terminal ] THELINUX FOUNDATION

root@node-1:~# vim ds.yaml

J--I

8 Readme > Web Terminal ] THELINUX FOUNDATION

apps/v]
DaemonSet

fluentd-elasticsearch
kube-system

fluentd-logging

fluentd-elasticsearch

IT Certification Exams - Questions & Answers | Vdum o}
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B3 Readme >_ Web Terminal

apps/vl
DaemonSet

ds-kusc00201

[luentd-elasticsearch

fluentd-=lasticsearch

nginx
nginy

:wa

L] THELINUX FOUNDATION

B Readme >_ Web Terminal

root@node-1:~# vim ds.yam]
iroot@node-1:~# k create -f ds.yaml
daemonset . apps/ds-kusc00201 created
root@node-1:~% k get ds

NAME DESIRED CURRENT
ds-kusc00201 2
root@node-1;~4 I

READY

cl THELINUXFOUNDATION

UP-TO-DATE  AVAILABLE NODE SELECTOR  AGE
- . <None> 4s

IT Certification Exams - Questions & Answers | Vdum
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QUESTION 4
Perform the following tasks:

Add an init container to hungry-bear (which has been defined in spec file /opt/KUCC00108/pod-spec-KUCCO0108.yaml
)

The init container should create an empty file named

/workdir/calm.txt

If /workdir/calm.txt is not detected, the pod should exit

Once the spec file has been updated with the init container definition, the pod should be created

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme >_ Web Terminal ol THELINUX FOUNDATION

[ ds.yaml
1201 created

DESIRED CURRENT READY UP-TC—DATE AVAILABLE NODE SELECTOR AGE

ds-kusc00201 2 2 y : : <none>
root@node-1:~# vim /opt/KUCC00108/pod-spec-KUCCO0108. j.".':L[-.'-'llI
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B Readme  >_ Web Terminal ol THELINUX FOUNDATION

Pod

hungry-bear

checker
alpine

workdir
fworkdir

create

alpine

workdir
fworkdir

B Readme  >_ Web Terminal cl THELINUX FOUNDATION

root@node-1:~% vim ds.yaml

iroot@node-1l:~4 k create -f ds.yaml

daemonset.apps/ds-kusc00201 created

rootldnode-1:~% k get ds

NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NODE SELECTOR AGE
ds-kusc00201 . 2 2 2 . <none> is
root@node-1:~f vim /opt/KUCC00108/pod-spec~-KUCCO0108.yvaml

root@node-1:~# k create -f /opt/RKUCC00108/pod-spec-KUCC00108.yam]

pod/hungry-bear created

rooténode-1:~4 l

IT Certification Exams - Questions & Answers | Vdum
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QUESTION 5

Create a pod named kucc8 with a single app container for each of the following images running inside (there may be between 1 and 4 images specified):

nginx + redis + memcached.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme »_ Web Terminal

ode-=1:~% vim ds.vyaml

@node-1:~4 k create -f ds.yaml

created

daemonset.apps/ds-kusc00201
rootnode-1:~# k get ds
NAME DESIRED

ds-kusc 01 2

CURRENT

root@node-1:~# vim ,
fnode-1:~# k create
pod/hungry-bear created

root@node-1:~%# k get po
NAME

cpu—utilizer—98bose 1/1
cpu-utilizer-ab2Zd3is 1/1
cpu-utilizer-kipb9 1/1
ds-kusc 01-: S 1/1
da-kusc00201-hzm9¢ 1/1
foo 1/1
front-end 1/1
hungry-bear 1/1

O A 1/1

1/1
-image

root@node-1:~%# vim nginx.vyaml I

READY

READY

.

STATUS
Running
Running
Running
Running
Running
Eunning
Funning
Funning
Running
Running
nginx

UP-TO-DATE

-dry-ru

]l THELINUX FOUNDATION

NODE SELECTOR AGE

AVAILABLE
2 <none> 43

AGE
S5h50m
oh50m

5h50m

client -0 yaml > nginx.yaml
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8 Readme > Web Terminal cl THELINUX FOUNDATION

nginx
nginx
redis

redis

memcached

memcached

A

B Readme  >_ Web Terminal ﬂ THE l-l NUX FOUNDAﬂON

cpu-utilizer-98b9se 1/1 Running 0 5h51m
cpu-utilizer-abZdis 1/1 Running 0 Jnolm
cpu-utilizer-kipb9a 1/1 Running 0 oh51m
ds-kuscl00201-2r2k9 1/1 Running 0 emlils
ds-kusc00201-hzm9q 1/1 Running 0 eml2s
foo 1/1 Running 0 5h54m
front-end 1/1 Running U anS3m
hungry-bear 1/1 Running 0 2mds
kuccH a/3 ContainerCreating 0 45
webserver-84c5596714-qzijcv 1/1 Running 0 BhS9m
webserver-84c5596714-14791] 1/1 Running 0 Eh9m
rooténode-1:~¢ k get po

NAME READY STATUS RESTARTS AGE

IT Certifjﬁja‘giorg Exams - Questions & Answers | Vdum

cpu-utilizer-98b9se 1/1 Running 0
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QUESTION 6

Schedule a pod as follows:
Name: nginx-kusc00101
Image: nginx

Node selector: disk=ssd

A. See the solution below.
Correct Answer: A
Section:

Explanation:
solution

B8 Readme >_ Web Terminal

root@node-1:~# vim disk. '-,-'..rsmll

cl THELINUX FOUNDATION



https://vdumps.com
https://vdumps.com

B Readme  >_ Web Terminal o THELINUX FOUNDATION

nginx-kusci01l01

1fNotPresent

"disk.yaml"™ [New] 11L, 176C written

B Readme . Web Terminal ] THELINUX FOUNDATION

root@node-~1:~¢# vim disk.yaml
root@node-1:~§ k create -f disk.yaml
pod/nginx-kusc00101 created
root@node-1:~% k get px

NAME READY STATUS RESTARTS AGE

cpu-utilizer-98b9se 1/1 Running 0 2h59m

cpu-utilizer-abiZdis 1/1 Running 0 ah559m

cpu-utilizer-kipb9a 1/1] Running ( 5h59m

ds-kusc00201-2r2k9 1/1 Running 0 13m

ds-kusc00201-hzmSq 1/1 Running 0 13m

foo 1/1 Running 0 ehlm

front-end 1/1 Running 0 éhlm

URGEy-Dess 1/] Running 0 IT CertifitBidA Exams - Questions & Answers | Vdum

kucest 3/3 Running 0 Im37s
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QUESTION 7

Create a deployment as follows:

Name: nginx-app

Using container nginx with version 1.11.10-alpine

The deployment should contain 3 replicas

Next, deploy the application with new version 1.11.13-alpine, by performing a rolling update.
Finally, rollback that update to the previous version 1.11.10-alpine.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

88 Readme > Web Terminal ]l THELINUX FOUNDATION

root@node-1:~# k create deploy nginx-app -image=nginx:1.11.10-alpine dry-run=client -o vy
aml > app.yaml
rootl@node-1:~f# vim app.yaml l
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B Readme > Web Terminal ol THELINUX FOUNDATION

apps/vl
Deployment

nginx-app

nginx-app

nginx-app

nginx:1.11.10-alpine

nginx

‘app . yaml

B Readme  >_ Web Terminal Ll THELINUX FOUNDATION

root@node-1:~# k create deploy nginx-app image=nginx:1.11.10-alpine dry-run=client
aml > app.yaml
root@node-1:~% vim app.yaml
root@node-1:~# k create -f app.yaml
deployment.apps/nginx-app created
root@node-1:~#
root@node-1:~§
rooténode-1:~% k set image deploy nginx-app nginx=nginx:1.11.13-alpine
deployment.apps/nginx-app image updated
root@node-1:~% k rollout undo deploy nginx-app
deployment.apps/nginx-app rolled back
root@node-1:~# I
IT Certification Exams - Questions & Answers | Vdum
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QUESTION 8
Create and configure the service front-end-service so it's accessible through NodePort and routes to the existing pod named front-end.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme > Web Terminal ]l THELINUX FOUNDATION

were provided, but no name, label selector, or all flag specified
B ’ Jd SE
or help and examples
fron-end name=front-end-service port=80 target-port=iu

found

front-end-service ——port=80 —target-port=80 —-

EATE I[E FORT {:-. -+

<no > H0:-31878 .""]‘1""_-
kubernetes Clusterll 0.1 <none> 443/TC]
root@node-1:~§ [

QUESTION 9

Create a pod as follows:

Name: mongo

Using Image: mongo

In a new Kubernetes namespace named: my-website

A. See the solution below.

Correct Answer: A
Section:
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Explanation:
solution

B8 Readme >_ Web Terminal ol THELINUX FOUNDATION

root@node-1:~#
root@node-1:~4
root@node-1:~% k create ns my-website
/my-website created
run monge ——image=mongo —-n my-website

pod/mor created

de-1:~# k get po -n my-website
NAME READY STATUS RESTARTS AGE
mongo 0/1 ContainerCreating 0 4s

root@node-1:~# []

QUESTION 10

Create a deployment spec file that will:

Launch 7 replicas of the nginx Image with the label app_runtime_stage=dev deployment name: kual00201
Save a copy of this spec file to /opt/KUAL00201/spec_deployment.yaml

(or /opt/KUALO0201/spec_deployment.json).

When you are done, clean up (delete) any new Kubernetes API object that you produced during this task.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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B3 Readme >_ Web Terminal cl THELINUX FOUNDATION

root@node-1:~# k create deploy kual0020] image=nginx dry-run=client -o yaml > /opt/KUAL
00201/spec deployment.yaml
root@node-1:~% vim /opt/KUALO0201/spec deployment.yaml

B8 Readme >_ Web Terminal L THELINUX FOUNDATION

apps/vl
Deployment

kual00201

IT Certification Exams - Questions & Answers | Vdum{il co
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QUESTION 11

Create afile:

/opt/KUCC00302/kucc00302.txt that lists all pods that implement service baz in namespace development.
The format of the file should be one pod name per line.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme  >_ Web Terminal ]l THELINUX FOUNDATION

rootlnode-1:~§
rooti@node-1:~§

-1 development

<none>
name=foo
ClusterIP
10.104.252.175

SUNE

rootBnode-1:~% k get
NAME
' Running 0
Running 0
1/1 Running 0

po -1 name=foo -n development -o NAME

o NAME > /opt/KUCC00302/kucc00302.txt
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BB Readme »>_ Web Terminal

pod-kuec00302
pod=-kuccOD302
pod-kuce00302

B8 Readme

Name :

Namespace:
Labels:
Annotations:
Selector:

Type:

1P;

Port:
TargetPort:
Endpoints:
Session Affinity:
Events:
root@node-1:~% k
NAME

get po ]

B47878

YH3451

985953

> Web Terminal

baz

development

<none->

<none>

name=foo

ClusterIP
10.104.252.1175

<unset> 80/TCP
9376/TCP
10.244.1.5:9376,10.244
None

<none>

name=Loo
READY STATUS

n development
RESTARTS

Ll THELINUX FOUNDATION

cl THELINUX FOUNDATION

c2.3:9316,10,.244.2.6:937¢

IT Certification Exams - Questions & Answers | Vdum
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QUESTION 12

Create a Kubernetes secret as follows:

Name: super-secret password: bob

Create a pod named pod-secrets-via-file, using the redis Image, which mounts a secret named supersecret at /secrets.
Create a second pod named pod-secrets-via-env, using the redis Image, which exports password as

CONFIDENTIAL

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme  >_ Web Terminal ]l THELINUX FOUNDATION

cret generic super-secret from-literal=password=bob
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B3 Readme  >_ Web Terminal o THELINUX FOUNDATION

Pod

pod-secrets-via-1ile

super-secret

A

B8 Readme >_ Web Terminal ] THELINUX FOUNDATION

rootlinode-1:~# k create
pod/pod-secrets-via-file created
root@node-1:~% vim secretl.yaml
root@node-1:~# k create -f secretl.yaml
pod/pod-secrets-via-env created
rooté@node-1:~% k get pc

f secret.yaml

NAME READY STATUS RESTARTS AGE

cpu-utilizer-98b%se 1/1 Running W eh25m

cpu-utilizer-abZdis 1/1 Running 0 &hZ5m

cpu-utilizer-kipb9a 1/1 Running N Bh25m

ds-kusc00201-2r2k9 1/1 Running O 40m

ds-kusc00201-hzmSqg 1/1 Running () 40m

foo /1 Running 0 Bh28m _

T —r 1/1 Running O IT Certlf';ﬁ?q_t@”r‘] Exams - Questions & Answers | Vdum{gco
z R x: ,, h
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QUESTION 13

Create a pod as follows:

Name: non-persistent-redis container Image: redis

Volume with name: cache-control

Mount path: /data/redis

The pod should launch in the staging namespace and the volume must not be persistent.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme >._ Web Terminal Ll THELINUX FOUNDATION

root@node-1:~4
root@node-1:~#
root@node-1:~% vim volume. '--f..-'mﬂl
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B3 Readme >_ Web Terminal ] THELINUX FOUNDATION

Pod
non-persistent-redis
staging
redls
redis

cache-control
/data/redis

cache-control

|

B Readme  >_ Web Terminal cl THELINUX FOUNDATION

root@node-1:~4

rooténode-1:~#

root@node-1:~% vim volume.yam]

root@node-1:~%# k create —-f volume.yaml

P uJ;"'T.-.-rr—pi--r sistent-redis created

root@node-1:~# k get po -n staging

NAME READY STATUS RESTARTS
non-persistent-redis 1/1 Running 0

root@node-1:~48 l

IT Certification Exams - Questions & Answers | Vdum|§ilco
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QUESTION 14
Scale the deployment webserver to 6 pods.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme > Web Terminal Cl THELINUX FOUNDATION

root@node-1:~# k scale deploy webserver replicas=6
deployment .apps/webserver scaled
rooti@node-1:~ L \y
NAME READY UP-TO-DATE AVAILABLE AGE
nginx-app 3/3 . 3 29m

; : 6h50m

QUESTION 15
Check to see how many worker nodes are ready (not including nodes tainted NoSchedule) and write the number to /opt/KUCC00104/kucc00104.txt.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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BB Readme >_ Web Terminal

rooté@node-1:~# k scale deploy webserver --replicas=6
deployment .apps/webserver scaled

root@node-1:~%f k get deploy

NAME, HEADY UP-TO-DATE AVALLABLE Ak
nginx-app 3/3 3 3 2 9m
webserver &/6 [ eh50m
root@node-1:~4

rooténode-1:~% k get nodes

NAME STATUS ROLES AGE VERSION
kBs-master-0 Ready master 1id vl.18.2
k8s-node-0 Ready <none> 17d vl1.18.2
k8s—-node-] Ready <none> 'ld vi.l8.2
root@node-1:~# vim /opt/KUCC00104/kucc00104.1 :-;1'

Ll THELINUX FOUNDATION

BB Readme >_ Web Terminal

cl THELINUX FOUNDATION

IT Certification Exams - Questions & Answers | Vdum
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QUESTION 16
From the pod label name=cpu-utilizer, find pods running high CPU workloads and write the name of the pod consuming most CPU to the file /opt/KUTR00102/KUTR00102.txt (which already exists).

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution

B8 Readme > Web Terminal ] THELINUX FOUNDATION

root@node-1:~# k top po -1 name=cpu-utilizer
NAMP, CPU (cores] MEMORY (bytes)
cpu-utilizer-98bSse 60 ™i
cpu-utilizer-abldis L4m M1
cpu-utilizer-kip 45 T™i
root@node-1:~# vim /opt/KUTR00102/KUTR00102.txt
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B8 Readme > Web Terminal ]l THELINUX FOUNDATION

cpu-utilizer-98b9se

QUESTION 17

Create a deployment as follows:

Name: nginx-random

Exposed via a service nginx-random

Ensure that the service & pod are accessible via their respective DNS records

The container(s) within any pod(s) running as a part of this deployment should use the nginx Image

Next, use the utility nslookup to look up the DNS records of the service & pod and write the output to /opt/KUNWO00601/service.dns and /opt/KUNWO00601/pod.dns respectively.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
Solution:


https://vdumps.com
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B Readme ».. Web Terminal ] THELINUX FOUNDATION

root@node~1:~#

rootlénode-1:~# k create deploy nginx-random lmage=nginx

deployment .apps/nginx-random created

root@node-1:~# k expose deploy nginx-random name=nginx-random --port=80 target-port=80
service/nginx-random exposed

root@node-1:~# vim rin.f:.'-,r;tnl

B8 Readme .. Web Terminal c] THELINUX FOUNDATION

IT Certification Exams - Questions & Answers | Vdu .C(Q
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B8 Readme >_ Web Terminal ] THELINUX FOUNDATION

image=nginx

==name=nglLnx- random

_ random
76€6bbdc-ptzv2 1/ Running O
<none>
root@node-1:~ ¢ exec -1t busyboxl nslookup nginx-random
Server: 10.96.0.10

10.96.0.10 kube-dns.kube-system.svc.cluster

Name: nginx-random

Address : 10.111.37.132 nginx-random.default.svc.cluster.local

rootfnode-1:~% k exec —-it bus %1 —— nslookup nginx-random > /Jopt/KUNW0O0601l/service.dns
root@node-1:~f# k exec —-it busybox - nslookup 10-244-2-1l6.default.pod

Server: 10.96.0.10

Address 1: 10.96.0.10 kube-dns.kube-system.svc.cluster.local

Mame: 10-244-2-16.default.pod
g 1: 10.244.2.16 10-244-2-16.nglnx
~% k c -it busyboxl slookup 44 g.d - POC > Jopt/KUNW00&01/pod

QUESTION 18

Create a snapshot of the etcd instance running at https://127.0.0.1:2379, saving the snapshot to the file path /srv/data/etcd-snapshot.db.
The following TLS certificates/key are supplied for connecting to the server with etcdctl:

CA certificate: /opt/KUCMO00302/ca.crt

Client certificate: /opt/KUCMO00302/etcd-client.crt

Client key: Topt/KUCMO00302/etcd-client.key

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution


https://127.0.0.1:2379
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B8 Readme >_ Web Terminal ol THELINUX FOUNDATION

root@node-1:~f ETCDCT
0302/ca.crt
apshot save /s
{"level":"info", "ta™:159
orary db file","path"™: data/etcd—snapshot.db.part"™
warn™, "ts":"2020-08-2 2:14:30.83B2","caller":"clientv3/retry inte
":"snapshot/v3 snapshot.go:121","msg":"fetchi
30470.8570414, "caller":"snapshot/v3 qo:134", "msqg" : "fetche
+//127.0.0.1::
143", "msg" : "saved"
 "path":"/srv/d
Snapshot saved at
root@node-1:~# |

QUESTION 19
Set the node named ek8s-node-1 as unavailable and reschedule all the pods running on it.

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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B8 Readme  >_ Web Terminal LI THELINUX FOUNDATION

root@node-1:~# kubectl config use-context ekis
Switched to context "ek "

-ignore-daemonsets --delete-local-data

ignoring DaemonSet-managed Pods: kube-system/kube-flannel-ds-amdéd—-qjiw8, kube-syst
em/ kube-proxy-x7=xkv
evicting pod default/nginx-568

cting pod kube-system/metrics-server-64b cktk5

QUESTION 20

A Kubernetes worker node, named wk8s-node-0 is in state NotReady. Investigate why this is the case, and perform any appropriate steps to bring the node to a Ready state, ensuring that any changes are made permanent.
You can ssh to the failed node using:

[student@node-1] $ | ssh Wk8s-node-0

You can assume elevated privileges on the node with the following command:

[student@w8ks-node-0] $ | sudo —i

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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83 Readme  »>_. Web Terminal cl THELINUX FOUNDATION

root@node-1:~§ kubectl config use-context
Switched to context "wkBs®.
root@node-1:~f kK get nodes

MNAME STATUS ROLES AGE
wkis-master-0 Ready master 17d
wkis-node-0 NotReady <none> 717d
wkis-node-1 Ready <none> I'id
rooténode-1:~# ssh wkBs-node-{

B8 Readme  >_ Web Terminal cl THELINUX FOUNDATION

wkBs-node-0 NotReady <none> 17d v1.18.2
wkis-node-1 Ready <none> 1id v1.18.2
root@node<]1:~# ssh wkBs-node-0

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-1109-aws xB6

Documentation: https « [ /hel p.ubuntu.com
Management : https://landscape.canonical.com
Support: https://ubuntu.com/advantage

Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with
sudo snap install microk8s channel=1.19/candidate

classic

https://microk8s. lo/ has docs and detalls.

IT Certification Exams - Questions & Answers | Vdumco
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https://microkBs.io/ has docs and details.

1 update 1is

New release §.04.5 LTS' available.

Run 'do-release xgrade' to upgrade to it.

restart kubelet

enable kubelet
Created symlink from /et /syste 5 ] | g to /1 Jt:-,.f’:;.i_.f.-.'-'.
temd/system/kubelet. s

logout

student@wkBs-node-0:~%

logout

Connection to 10.250.5.34 closed.
rooté@node-l:~# k get nodes

NAME STATUIS ROLES VERSTON
wkis-master-0 Ready master [ vli.18.2
wk8s-node-0 Ready Cnone> T7c vl.18.2
wkBs-node-1 Ready T7¢ vl.l8.2

oot@node-1:~# D

QUESTION 21

Configure the kubelet systemd- managed service, on the node labelled with name=wk8s-node-1, to launch a pod containing a single container of Image httpd named webtool automatically. Any spec files required should be
placed in the /etc/kubernetes/manifests directory on the node.

You can ssh to the appropriate node using:

[student@node-1] S ssh wk8s-node-1

You can assume elevated privileges on the node with the following command:

[student@wk8s-node-1] $ | sudo —i

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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root@node-1:~4%
root@node-1:~# kubectl config use-context wkis
Switched to context "wkB8s".

root@node-1:~# ssh wkis-node-1

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-1109%-aws %86 64)

Documentation: https://help.ubuntu.com
Management : https://landscape.canonical .com
Support: https://ubuntu.com/advantage

Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with

sudo snap install microk8s --channel=1.19/candidate --classic
https://microkfs.io/ has docs and details.

4 packages can be updated.

l update 1s a security update,

New release '"18.04.5 LTS' available.

Run 'do-release-upgrade' to upgrade

student@wkB8s-node-1:~5 sudo -1
root@wkB8s-node-1:~# vim /var/lib/kubelet/config.yaml

B8 Readme . Web Terminal cl THELINUX FOUNDATION

/etc/kubernetes/pki/ca.crt

IT Certification Exams - Questions & Answers | Vduies.



https://vdumps.com
https://vdumps.com

B Readme > Web Terminal Cl THELINUX FOUNDATION

rooténode-1:~# ssh wkBs-node-]
Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-1109-aws x86 64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical .com
Support: https://ubuntu.com/advantage

Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with
sudo snap install microkis channel=1.19/candidate classic

https://microkB8s.io/ has docs and details.

4 packages can be updated.

| update is a security update.

New release '"18.04.5 LTS' available.

Run 'do-release-upgrade' to upgrade

student@wkB8s-node-1:~35 sudo -i
rootéwkBs-node-1:~# vim /var/lib/kubelet/config.yaml
root@wkBs-node-1:~§ cd /etc/kubernetes/manifests
rootéwkBs-node-1:/etc/kubernetes/manifestsé

1 =

root@wk8s-node-1:/etc/kubernetes/manifestsd vim pod.yaml

B8 Readme ). Web Terminal ]l THELINUX FOUNDATION

Pod

webtool
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://microkBs.io/ has 5 and details.

es can be updated

is a security 1

LTS' available.

—upgrade' to upgrade to it.

k8s-node-1:~5 sudo -i
node-1:~# vim fvar/lib/kubelet/config.yaml

bernetes/manifests

start kubelet

enable kubelet

NAME READY  STATUS
webtool-wkBs—1 1/1 Running

root@node

QUESTION 22

For this item, you will have to ssh to the nodes ik8s-master-0 and ik8s-node-0 and complete all tasks on these nodes. Ensure that you return to the base node (hostname: node-1) when you have completed this item.
Context

As an administrator of a small development team, you have been asked to set up a Kubernetes cluster to test the viability of a new application.

Task

You must use kubeadm to perform this task. Any kubeadm invocations will require the use of the --ignore-preflight-errors=all option.

Configure the node ik8s-master-O as a master node. .

Join the node ik8s-node-o to the cluster.

A. See the solution below.

Correct Answer: A

Section:

Explanation:

solution

You must use the kubeadm configuration file located at /etc/kubeadm.conf when initializing your cluster.

You may use any CNI plugin to complete this task, but if you don't have your favourite CNI plugin's manifest URL at hand, Calico is one popular option:
https://docs.projectcalico.org/v3.14/manifests/calico.yaml

Docker is already installed on both nodes and apt has been configured so that you can install the required tools.


https://docs.projectcalico.org/v3.14/manifests/calico.yaml
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QUESTION 23

Given a partially-functioning Kubernetes cluster, identify symptoms of failure on the cluster.

Determine the node, the failing service, and take actions to bring up the failed service and restore the health of the cluster. Ensure that any changes are made permanently.
You can ssh to the relevant | nodes (bk8s-master-0 or bk8s-node-0) using:

[student@node-1] S ssh <nodename>

You can assume elevated privileges on any node in the cluster with the following command:

[student@nodename] $ | sudo —i

A. See the solution below.

Correct Answer: A
Section:
Explanation:
solution
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root@node-1:~#

root@node-1:~# kubectl config use-context bkés

Switched to context "bkBs™.

root@node-1:~# ssh bk8s-master-0

Welcome to Ubuntu 16.04.6 LTS (GNU/Linux 4.4.0-1109-aws x86 €4)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical .com
Support: https://ubuntu.com/advantage

Are you ready for Kubernetes 1.19? It's nearly here! Try RC3 with

sudo snap install microk8s --channel=1.19/candidate --classic
https://microkfis.io/ has docs and details.

4 packages can be updated.

1l update 1s a securlty update.
New release '18.04.5 LTS' available.

Run 'do-release-upgrade' to upgrade

gstudent@bkBs-master-0:~5 sudo =1

root@bk8s-master-0:~# vim /var/lib/kubelet/config.yaml l

B Readme . Web Terminal cl THELINUX FOUNDATION

Hf_‘bhi_-'-_,}‘.
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https://microk8s.io/ has docs and details.

4 packages can be updated.
1 update is a security update.

New rele: '128.04.5 LTS' available.

to upgrade to it.

ster-0:~5 sudo —-i
s-master-0:~# vim /var/lib/kubelet/
-master—-0:~# systemctl rest
O:~% = temctl enable kubelet
master-0:~# kubectl get nodes

STATUS i
Ready 77d  v1.18.2
17d vl.18.2
Bs-master-0:~#
skBs-master-0:~#
oqout
student@bkBs-master-0:~5 exit
lu_n'_]-,,ul_; t

root@node—1:~§ .

QUESTION 24
Create a persistent volume with name app-data, of capacity 2Gi and access mode ReadWriteMany.
The type of volume is hostPath and its location is /srv/app-data.

A. See the solution below.

Correct Answer: A

Section:

Explanation:

solution

Persistent Volume

A persistent volume is a piece of storage in a Kubernetes cluster. PersistentVolumes are a clusterlevel resource like nodes, which don't belong to any namespace. It is provisioned by the administrator and has a particular file
size. This way, a developer deploying their app on Kubernetes need not know the underlying infrastructure. When the developer needs a certain amount of persistent storage for their application, the system administrator
configures the cluster so that they consume the PersistentVolume provisioned in an easy way.

Creating Persistent Volume

kind: PersistentVolume

apiVersion: vl

metadata:
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name:app-data

spec:

capacity: # defines the capacity of PV we are creating

storage: 2Gi #the amount of storage we are tying to claim

accessModes: # defines the rights of the volume we are creating

- ReadWriteMany

hostPath:

path: "/srv/app-data" # path to which we are creating the volume

Challenge

Create a Persistent Volume named app-data, with access mode ReadWriteMany, storage classname shared, 2Gi of storage capacity and the host path /srv/app-data.

vl
PersistentVolume

app-data

2Gi

ReadWriteMany

/srv/app-data

sharefll

“app-data.yaml!” 12L, 194C
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2. Save the file and create the persistent volume.
njerryl91@cloudshell:~ (extreme-clone-265411)% kubectl create -f pv.yaml

persistentvolume/pv created

3. View the persistent volume.
njerrvi9i@cloudshe (extreme-clone~-265411)5 kubec
NAME CAPACI ACCESS MODES RECLAIM POLICY

app-data 2Gi WX Retain

Our persistent volume status is available meaning it is available and it has not been mounted yet.
This status will change when we mount the persistentVolume to a persistentVolumeClaim.
PersistentVolumeClaim

In a real ecosystem, a system admin will create the PersistentVolume then a developer will create a
PersistentVolumeClaim which will be referenced in a pod. A PersistentVolumeClaim is created by specifying the minimum size and the access mode they require from the persistentVolume.
Challenge

Create a Persistent Volume Claim that requests the Persistent Volume we had created above. The claim should request 2Gi. Ensure that the Persistent Volume Claim has the same storageClassName as the persistentVolume you had previously
created.

kind: PersistentVolume

apiVersion: vl

metadata:

name:app-data

spec:

accessModes:

- ReadWriteMany

resources:

requests:

storage: 2Gi

storageClassName: shared

2. Save and create the pvc

njerryl91@cloudshell:~ (extreme-clone-2654111)$ kubectl create -f app-data.yam|
persistentvolumeclaim/app-data created

3. View the pvc

njerryl9l@cloudshell:~ (extreme-clone-265411)S kubectl get pvc

NAME, STATUS VOLUME CAPACETY ACCESS MODES STORAGECLASS

pVv Bound pv 512m RWX shared

4. Let's see what has changed in the pv we had initially created.
njerryl9l@cloudshell:~ (extreme-clone-265411)$5 kubectl get pwv
NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE

pv 512m RWX Retain Bound default/pv shared l16m

Our status has now changed from available to bound.
5. Create a new pod named myapp with image nginx that will be used to Mount the Persistent
Volume Claim with the path /var/app/config.
Mounting a Claim

apiVersion: vl

kind: Pod

metadata:

creationTimestamp: null

name: app-data

spec:

volumes:
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- hame:congigpvc
persistenVolumeClaim:
claimName: app-data
containers:

- image: nginx

name: app

volumeMounts:

- mountPath: "/srv/app-data "
name: configpvc

QUESTION 25
Create a namespace called 'development' and a pod with image nginx called nginx on this
namespace.

A. See the solution below.

Correct Answer: A

Section:

Explanation:

kubect| create namespace development

kubectl run nginx --image=nginx --restart=Never -n development

QUESTION 26
Create a nginx pod with label env=test in engineering namespace

A. See the solution below.

Correct Answer: A

Section:

Explanation:

kubectl run nginx --image=nginx --restart=Never --labels=env=test --namespace=engineering --dryrun
-0 yaml > nginx-pod.yaml

kubectl run nginx --image=nginx --restart=Never --labels=env=test --namespace=engineering --dryrun
-o yaml | kubectl create -n engineering -f —
YAML File:

apiVersion: vl

kind: Pod

metadata:

name: nginx

namespace: engineering

labels:

env: test

spec:

containers:

- name: nginx

image: nginx

imagePullPolicy: IfNotPresent
restartPolicy: Never

kubectl create -f nginx-pod.yaml

QUESTION 27
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Get list of all pods in all namespaces and write it to file "/opt/pods-list.yaml"

A. See the solution below.

Correct Answer: A

Section:

Explanation:

kubectl get po —all-namespaces > /opt/pods-list.yaml

QUESTION 28
Create a pod with image nginx called nginx and allow traffic on port 80

A. See the solution below.

Correct Answer: A

Section:

Explanation:

kubectl run nginx --image=nginx --restart=Never --port=80

QUESTION 29
Create a busybox pod that runs the command "env" and save the output to "envpod" file

A. See the solution below.

Correct Answer: A

Section:

Explanation:

kubectl run busybox --image=busybox --restart=Never —-rm -it -- env > envpod.yaml|

QUESTION 30
List pod logs named "frontend" and search for the pattern "started" and write it to a file "/opt/errorlogs"

A. See the solution below.

Correct Answer: A

Section:

Explanation:

Kubectl logs frontend | grep -i "started" > /opt/error-logs
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