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Exam A

QUESTION 1
Create a new ServiceAccount named backend-sa in the existing namespace default, which has the capability to list the pods inside the namespace default.

Correct Answer: E, E,E,H,S, T

Section:

Explanation:

Explanation:

A service account provides an identity for processes that run in a Pod.

When you (a human) access the cluster (for example, using kubectl), you are authenticated by the apiserver as a particular User Account (currently this is usually admin, unless your cluster administrator has customized your
cluster). Processes in containers inside pods can also contact the apiserver. When they do, they are authenticated as a particular Service Account (for example, default).

When you create a pod, if you do not specify a service account, it is automatically assigned the default service account in the same namespace. If you get the raw json or yaml for a pod you have created (for example, kubectl
get pods/<podname> -o yaml), you can see the spec.serviceAccountName field has been automatically set.

You can access the API from inside a pod using automatically mounted service account credentials, as described in Accessing the Cluster. The APl permissions of the service account depend on the authorization plugin and
policy in use.

In version 1.6+, you can opt out of automounting API credentials for a service account by setting automountServiceAccountToken: false on the service account: apiVersion: v1 kind: ServiceAccount metadata: name: build-
robot automountServiceAccountToken: false

In version 1.6+, you can also opt out of automounting API credentials for a particular pod: apiVersion: v1 kind: Pod metadata: name: my-pod spec: serviceAccountName: build-robot automountServiceAccountToken: false
The pod spec takes precedence over the service account if both specify a automountServiceAccountToken value.

QUESTION 2
Fix all issues via configuration and restart the affected components to ensure the new setting takes effect.

Correct Answer: E, E, E,H,S, T

Section:

Explanation:

Explanation:

APl server:

Ensure the --authorization-mode argument includes RBAC
Turn on Role Based Access Control.

Role Based Access Control (RBAC) allows fine-grained control over the operations that different entities can perform on different objects in the cluster. It is recommended to use the RBAC authorization mode.
Fix - Buildtime

Kubernetes

apiVersion: vl

kind: Pod

metadata:

creationTimestamp: null

labels:

component: kube-apiserver

tier: control-plane

name: kube-apiserver

namespace: kube-system
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spec:

containers:

- command:

+ - kube-apiserver

+ - --authorization-mode=RBAC,Node

image: gcr.io/google_containers/kube-apiserver-amd64:v1.6.0 livenessProbe:
failureThreshold: 8

httpGet:

host: 127.0.0.1

path: /healthz

port: 6443

scheme: HTTPS

initialDelaySeconds: 15

timeoutSeconds: 15

name: kube-apiserver-should-pass

resources:

requests:

cpu: 250m

volumeMounts:

- mountPath: /etc/kubernetes/

name: k8s

readOnly: true

- mountPath: /etc/ssl/certs

name: certs

- mountPath: /etc/pki

name: pki

hostNetwork: true

volumes:

- hostPath:

path: /etc/kubernetes

name: k8s

- hostPath:

path: /etc/ssl/certs

name: certs

- hostPath:

path: /etc/pki

name: pki

Ensure the --authorization-mode argument includes Node
Remediation: Edit the API server pod specification file /etc/kubernetes/manifests/kubeapiserver. yaml on the master node and set the --authorization-mode parameter to a value that includes Node.
--authorization-mode=Node,RBAC

Audit:

/bin/ps -ef | grep kube-apiserver | grep -v grep
Expected result:

'Node,RBAC' has 'Node'

Ensure that the --profiling argument is set to false
Remediation: Edit the API server pod specification file /etc/kubernetes/manifests/kubeapiserver. yaml on the master node and set the below parameter.
--profiling=false

Audit:

/bin/ps -ef | grep kube-apiserver | grep -v grep
Expected result:
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'false' is equal to 'false'

Fix all of the following violations that were found against the Kubelet:-Ensure the --anonymous-auth argument is set to false.
Remediation: If using a Kubelet config file, edit the file to set authentication: anonymous: enabled to false. If using executable arguments, edit the kubelet service file /etc/systemd/system/kubelet.service.d/10-kubeadm.conf
on each worker node and set the below parameter in KUBELET_SYSTEM_PODS_ARGS variable.

--anonymous-auth=false

Based on your system, restart the kubelet service. For example:

systemctl daemon-reload

systemctl restart kubelet.service

Audit:

/bin/ps -fC kubelet

Audit Config:

/bin/cat /var/lib/kubelet/config.yaml

Expected result:

'false' is equal to 'false’

2) Ensure that the --authorization-mode argument is set to Webhook. Audit

docker inspect kubelet | jg -e '.[0].Args[] | match("--authorization-mode=Webhook").string' Returned Value: --authorization-mode=Webhook
Fix all of the following violations that were found against the ETCD:-a. Ensure that the --auto-tls argument is not set to true
Do not use self-signed certificates for TLS. etcd is a highly-available key value store used by Kubernetes deployments for persistent storage of all of its REST APl objects. These objects are sensitive in nature and should not be
available to unauthenticated clients. You should enable the client authentication via valid certificates to secure the access to the etcd service. Fix - Buildtime
Kubernetes

apiVersion: vl

kind: Pod

metadata:

annotations:

scheduler.alpha.kubernetes.io/critical-pod: ""

creationTimestamp: null

labels:

component: etcd

tier: control-plane

name: etcd

namespace: kube-system

spec:

containers:

- command:

+ - etcd

+ - --auto-tls=true

image: k8s.gcr.io/etcd-amd64:3.2.18

imagePullPolicy: IfNotPresent

livenessProbe:

exec:

command:

- /bin/sh

- -ec

- ETCDCTL_API=3 etcdctl --endpoints=https://[192.168.22.9]:2379 --cacert=/etc/kubernetes/pki/etcd/ca.crt
--cert=/etc/kubernetes/pki/etcd/healthcheck-client.crt --

key=/etc/kubernetes/pki/etcd/healthcheck-client.key

get foo

failureThreshold: 8

initialDelaySeconds: 15

timeoutSeconds: 15

name: etcd-should-fail
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resources: {}

volumeMounts:

- mountPath: /var/lib/etcd

name: etcd-data

- mountPath: /etc/kubernetes/pki/etcd
name: etcd-certs

hostNetwork: true

priorityClassName: system-cluster-critical
volumes:

- hostPath:

path: /var/lib/etcd

type: DirectoryOrCreate

name: etcd-data

- hostPath:

path: /etc/kubernetes/pki/etcd

type: DirectoryOrCreate

name: etcd-certs

status: {}

Explanation:
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daemon-reload
systemct]l restart kubelet.

ctl status kubvle.ﬁthLcwl

systemct]

preset: enabled)


https://vdumps.com
https://vdumps.com

201-master kubelet[135849]: 10520 14:22:30.330463 135849 reconciler.

QUESTION 3
Create a PSP that will prevent the creation of privileged pods in the namespace.

Correct Answer: E, E,E,H,S, T

Section:

Explanation:

Explanation:

Create a PSP that will prevent the creation of privileged pods in the namespace. $ cat clusterrole-use-privileged.yam|
apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: use-privileged-psp

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- default-psp

apiVersion: rbac.authorization.k8s.io/v1

kind: RoleBinding

metadata:

name: privileged-role-bind

namespace: psp-test

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: use-privileged-psp

subjects:

- kind: ServiceAccount

name: privileged-sa

S kubectl -n psp-test apply -f clusterrole-use-privileged.yaml After a few moments, the privileged Pod should be created.
Create a new PodSecurityPolicy named prevent-privileged-policy which prevents the creation of privileged pods. apiVersion: policy/vlbetal
kind: PodSecurityPolicy

metadata:

name: example

spec:

privileged: false # Don't allow privileged pods!
# The rest fills in some required fields.
selinux:

rule: RunAsAny

supplementalGroups:
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rule: RunAsAny

runAsUser:

rule: RunAsAny

fsGroup:

rule: RunAsAny

volumes:

LY

And create it with kubectl:

kubectl-admin create -f example-psp.yaml
Now, as the unprivileged user, try to create a simple pod:
kubectl-user create -f- <<EOF

apiVersion: vl

kind: Pod

metadata:

name: pause

spec:

containers:

- name: pause

image: k8s.gcr.io/pause

EOF

The output is similar to this:

Error from server (Forbidden): error when creating "STDIN": pods "pause" is forbidden: unable to validate against any pod security policy: [] Create a new ServiceAccount named psp-sa in the namespace default. $ cat
clusterrole-use-privileged.yaml
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: use-privileged-psp

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- default-psp

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding

metadata:

name: privileged-role-bind

namespace: psp-test

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: use-privileged-psp

subjects:

- kind: ServiceAccount

name: privileged-sa

S kubectl -n psp-test apply -f clusterrole-use-privileged.yaml After a few moments, the privileged Pod should be created.
Create a new ClusterRole named prevent-role, which uses the newly created Pod Security Policy prevent-privileged-policy.
apiVersion: policy/vlbetal
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kind: PodSecurityPolicy

metadata:

name: example

spec:

privileged: false # Don't allow privileged pods!

# The rest fills in some required fields.

selinux:

rule: RunAsAny

supplementalGroups:

rule: RunAsAny

runAsUser:

rule: RunAsAny

fsGroup:

rule: RunAsAny

volumes:

Y

And create it with kubectl:

kubectl-admin create -f example-psp.yaml

Now, as the unprivileged user, try to create a simple pod:
kubectl-user create -f- <<EOF

apiVersion: vl

kind: Pod

metadata:

name: pause

spec:

containers:

- name: pause

image: k8s.gcr.io/pause

EOF

The output is similar to this:

Error from server (Forbidden): error when creating "STDIN": pods "pause" is forbidden: unable to validate against any pod security policy: [] Create a new ClusterRoleBinding named prevent-role-binding, which binds the
created ClusterRole prevent-role to the created SA psp-sa.
apiVersion: rbac.authorization.k8s.io/v1

# This role binding allows "jane" to read pods in the "default" namespace. # You need to already have a Role named "pod-reader" in that namespace. kind: RoleBinding
metadata:

name: read-pods

namespace: default

subjects:

# You can specify more than one "subject"

- kind: User

name: jane # "name" is case sensitive

apiGroup: rbac.authorization.k8s.io

roleRef:

# "roleRef" specifies the binding to a Role / ClusterRole
kind: Role #this must be Role or ClusterRole

name: pod-reader # this must match the name of the Role or ClusterRole you wish to bind to apiGroup: rbac.authorization.k8s.io apiVersion: rbac.authorization.k8s.io/v1
kind: Role

metadata:

namespace: default

name: pod-reader
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rules:

- apiGroups: [""] #"" indicates the core APl group
resources: ["pods"]

verbs: ["get", "watch", "list"]

QUESTION 4

Correct Answer: S, E,E,E,X,P,L,A,N,A,T,1,0,N,B,E,L,O, W
Section:
Explanation:

Explanation:
candidate@

-n security

olebindings.rbac.authorization.kBs.io —-n

candidate@cli:~$ kubectl edit role/dev-role

b4c9ddde-21729-43bd-8fbd-b2 /f4dcdcd

services

watch
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idate@cli:

>source Names Verbs

[*]

-role -n security

Names

[watch]

o yaml | grep servit

inding —--role

e rolebinding role-2-binding role=ro 2 service

bin ) iuthorization. .do/role-2-binding cr
candidatef@cli

QUESTION 5
Enable audit logs in the cluster, To Do so, enable the log backend, and ensure that

logs are stored at /var/log/kubernetes-logs.txt.
Log files are retained for 12 days.
at maximum, a number of 8 old audit logs files are retained.

oSN >

set the maximum size before getting rotated to 200MB
Edit and extend the basic policy to log:

namespaces changes at RequestResponse
Log the request body of secrets changes in the namespace kube-system.
Log all other resources in core and extensions at the Request level.

T o m m

Log "pods/portforward", "services/proxy" at Metadata level.

Omit the Stage RequestReceived

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W

Section:

Explanation:

Explanation:

Kubernetes auditing provides a security-relevant chronological set of records about a cluster. Kubeapiserver performs auditing. Each request on each stage of its execution generates an event, which is then pre-processed
according to a certain policy and written to a backend. The policy determines what’s recorded and the backends persist the records. You might want to configure the audit log as part of compliance with the CIS (Center for
Internet Security) Kubernetes Benchmark controls.

The log backend writes audit events to a file in JSONlines format. You can configure the log audit backend using the following kube-apiserver flags:

--audit-log-path specifies the log file path that log backend uses to write audit events. Not specifying this flag disables log backend. - means standard out

--audit-log-maxage defined the maximum number of days to retain old audit log files
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--audit-log-maxbackup defines the maximum number of audit log files to retain

--audit-log-maxsize defines the maximum size in megabytes of the audit log file before it gets rotated

If your cluster's control plane runs the kube-apiserver as a Pod, remember to mount the hostPath to the location of the policy file and log file, so that audit records are persisted. For example:
--audit-policy-file=/etc/kubernetes/audit-policy.yaml \

--audit-log-path=/var/log/audit.log

QUESTION 6
Analyze and edit the given Dockerfile

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,A,T,I,0,N,B,E,L,O W
Section:

Explanation:

Explanation:

FROM debian:latest

MAINTAINER k@bogotobogo.com

#1-RUN

RUN apt-get update && DEBIAN_FRONTEND=noninteractive apt-get install -yq apt-utils RUN DEBIAN_FRONTEND=noninteractive apt-get install -yq htop
RUN apt-get clean

#2-CMD

H#CMD ["htop"]

#CMD ["Is", "-1"]

# 3 - WORKDIR and ENV

WORKDIR /root

ENV DZ versionl

S docker image build -t bogodevops/demo .
Sending build context to Docker daemon 3.072kB
Step 1/7 : FROM debian:latest
--->be2868bebaba

Step 2/7 : MAINTAINER k@bogotobogo.com

---> Using cache

---> e2eefd76b3fd

Step 3/7 : RUN apt-get update && DEBIAN_FRONTEND=noninteractive apt-get install -yq apt-utils ---> Using cache
--->32fd044c1356

Step 4/7 : RUN DEBIAN_FRONTEND=noninteractive apt-get install -yq htop ---> Using cache

--->0a5b514a209e

Step 5/7 : RUN apt-get clean
---> Using cache
--->5d1578a47c17

Step 6/7 : WORKDIR /root

---> Using cache
--->6b1c70e87675

Step 7/7 : ENV DZ versionl

---> Using cache
--->¢d195168c5c7

Successfully built cd195168c5c7
Successfully tagged bogodevops/demo:latest

QUESTION 7
Create a RuntimeClass named gvisor-rc using the prepared runtime handler named runsc.
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Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATION,B,E,L,O W
Section:

Explanation:

Explanation:

Install the Runtime Class for gVisor
{ # Step 1: Install a RuntimeClass
cat <<EOF | kubectl apply -f -
apiVersion: node.k8s.io/vlbetal
kind: RuntimeClass

metadata:

name: gvisor

handler: runsc

EOF

}

Create a Pod with the gVisor Runtime Class
{ # Step 2: Create a pod

cat <<EOF | kubectl apply -f -
apiVersion: vl

kind: Pod

metadata:

name: nginx-gvisor

spec:

runtimeClassName: gvisor
containers:

- hame: nginx

image: nginx

EOF

}

Verify that the Pod is running

{ # Step 3: Get the pod

kubectl get pod nginx-gvisor -o wide

}

QUESTION 8

Correct Answer: S, E,E,E,X,P,L,A,N,AT,,0,N,B,E,L,O, W
Section:

Explanation:

Explanation:
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AGE
6h40m

vim np

networking.k
NetworkPolics

accC

dev-team

[ngres:

tadata.name=dev

team
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candidat

candic

apive ;
kind: NetworkPolicy

matchLabels:
environment: testing
Ceam

candida

Mame:

AL |||'|'

k-policy. yaml

19?."dm_l
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candidatelcli:~$ cat KSSHO0301l/network-policy.yaml
apiVersion: networking.k8s.io/vl

kind: NetworkPolicy
metadata:
name: pod-ac

namespace: dev-team

environment:
policyTypes:
— Ingress
1Ngr

- namespaceSelector:
matchlLabels:
environment: dev
podSelector:
matchLabels:
environment: testing
candidate@cli:~$

QUESTION 9

A container image scanner is set up on the cluster.

Given an incomplete configuration in the directory

/etc/kubernetes/confcontrol and a functional container image scanner with HTTPS endpoint
https://test-server.local.8081/image_policy

A. Enable the admission plugin.
B. Validate the control configuration and change it to implicit deny.

Correct Answer: S, E, E,E,X,P,L,A,N,AT,I,0O,N,B,E,L,O, W
Section:

Explanation:

Explanation:

ssh-add ~/.ssh/tempprivate

eval "S(ssh-agent -s)"

cd contrib/terraform/aws

vi terraform.tfvars

terraform init

terraform apply -var-file=credentials.tfvars

ansible-playbook -i ./inventory/hosts ./clusteryml -e ansible_ssh_user=core -e bootstrap_os=coreos -b --become-user=root --flush-cache -e ansible_user=core
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QUESTION 10
On the Cluster worker node, enforce the prepared AppArmor profile

Correct Answer: S, E,E,E,X,P,L,A,N,AT,I,0,N,B,E,L,O, W
Section:

Explanation:

Explanation:
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candidate@cli:~$ kubect] ig use-conte
Switched to context (SSHO0401".
{ I 0l-workerl
'10.240.86.172" (ECDSA)

The programs included with the Ubuntu system are
the exact distribution terms for each program are
individual fil | 1are / yright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to
applicable law.

ofile nginx
finclude

network inet tcp,
network inet udp,
network inet icmp,

deny network raw
Y ’

root@kssh00401-workerl:~# apparmor parser -q fetc/apparmor.d/nginx apparmor
root 38h0040]-workerl:~# exit
logout
Connection to
Xx-pod.yaml

name: nginx-pod

- containert
candidatellcli:~$ vim 3HO0401 /nginx pmd.yumll

vl
nginx-pod

nginx-poc
nginx:
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rity.beta.kubernetes. ginx-pod: localhost/nginx-profile-2

QUESTION 11
Create a new NetworkPolicy named deny-all in the namespace testing which denies all traffic of type ingress and egress traffic

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,ON,B,EL O W
Section:

Explanation:

Explanation:

You can create a "default"” isolation policy for a namespace by creating a NetworkPolicy that selects all pods but does not allow any ingress traffic to those pods.
apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: default-deny-ingress

spec:

podSelector: {}

policyTypes:

- Ingress

You can create a "default" egress isolation policy for a namespace by creating a NetworkPolicy that selects all pods but does not allow any egress traffic from those pods. ---
apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: allow-all-egress

spec:

podSelector: {}

egress:

-{}

policyTypes:

- Egress

Default deny all ingress and all egress traffic

You can create a "default" policy for a namespace which prevents all ingress AND egress traffic by creating the following NetworkPolicy in that namespace. ---
apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: default-deny-all

spec:

podSelector: {}

policyTypes:


https://vdumps.com
https://vdumps.com

- Ingress
- Egress
This ensures that even pods that aren't selected by any other NetworkPolicy will not be allowed ingress or egress traffic.

QUESTION 12

A. Retrieve the content of the existing secret named default-token-xxxxx in the testing namespace.
Store the value of the token in the token.txt b. Create a new secret named test-db-secret in the DB namespace with the following content: username: mysql password: password@123 Create the Pod name test-db-pod of
image nginx in the namespace db that can access test-db-secret via a volume at path /etc/mysql-credentials

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,A,TI,0ON,B,E L O W
Section:

Explanation:

Explanation:

To add a Kubernetes cluster to your project, group, or instance:

Navigate to your:

Project’s Operations > Kubernetes page, for a project-level cluster.
Group’s Kubernetes page, for a group-level cluster.

Admin Area > Kubernetes page, for an instance-level cluster.

Click Add Kubernetes cluster.

Click the Add existing cluster tab and fill in the details:

Kubernetes cluster name (required) - The name you wish to give the cluster.
Environment scope (required) - The associated environment to this cluster.

API URL (required) - It’s the URL that GitLab uses to access the Kubernetes API. Kubernetes exposes several APls, we want the “base” URL that is common to all of them. For example, https://kubernetes.example.com rather
than https://kubernetes.example.com/api/v1.

Get the API URL by running this command: kubectl cluster-info | grep -E 'Kubernetes master|Kubernetes control'plane' | awk '/http/\{print SNF}' CA certificate (required) - A valid Kubernetes certificate is needed to authenticate to the cluster.
We use the certificate created by default.

List the secrets with kubectl get secrets, and one should be named similar to default-token-xxxxx.

Copy that token name for use below.

Get the certificate by running this command: kubect! get secret <secret name> -o jsonpath="{['data']['ca\.crt']}"

QUESTION 13
use the Trivy to scan the following images,

A. amazonlinux:1

B. k8s.gcr.io/kube-controller-manager:v1.18.6
Look for images with HIGH or CRITICAL severity vulnerabilities and store the output of the same in
/opt/trivy-vulnerable.txt

Correct Answer: S,E,N,D, U,S,Y,0,U,R,S,U,G,G,E,S, T,I,O,N,O,N, I, T
Section:

QUESTION 14

Correct Answer:S,E,E,E,X,P,L,LA,N,AT,I,O,N,B,E,L,O W
Section:

Explanation:

Explanation:
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use-context 00101

the list of known

The programs included ne Ubuntu system are free software;
th ct distribution terms for e 1 program are cribed in the
individual files in /usr/share/doc

with ABSOLUTELY NO W?Z
licable law.

0l-workerl:~
fa C r-loa

00101 —workerl -1 /etc/fa

roOQ |T.

"

W

'w

ro 3 409¢ n 31 16

srs0010]1-worker im /etc/falc
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iner Drift Det (chmod)
cutable created in a contai

snat, create) and

and
not runc writir docker and

not user

rl:~#
irkerl:~§ syste 1 status falc
Falco Runtime
ded (/lib/systemd/systern : e; disabled; ven
lnactive
)0101-workerl:~# systemctl enable falco.service

em/multi-user.target.wants/falco.service

WO

0101-workerl :~#

workerl
jin: Fri May . 2022 from
10101 -wor 1~ tc/falco/
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/opt/ 00101/alerts

info

0101-workerl:~# wim /Jetc/falco/falco.yaml
s00101-workerl:~8% qrep log /etc/falco/falco.yaml
rail es.

displa 5 and cutput

: ] =

QUESTION 15
Create a User named john, create the CSR Request, fetch the certificate of the user after approving it.

Correct Answer:S,E,E, T,H, E

Section:

Explanation:

Explanation:

se kubectl to create a CSR and approve it.
Get the list of CSRs:

kubectl get csr

Approve the CSR:
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kubectl certificate approve myuser

Get the certificate

Retrieve the certificate from the CSR:

kubectl get csr/myuser -o yaml

here are the role and role-binding to give john permission to create NEW_CRD resource:
kubectl apply -f roleBindingJohn.yaml --as=john
rolebinding.rbac.authorization.k8s.io/john_external-rosource-rb created kind: RoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: john_crd

namespace: development-john

subjects:

- kind: User

name: john

apiGroup: rbac.authorization.k8s.io

roleRef:

kind: ClusterRole

name: crd-creation

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/v1
metadata:

name: crd-creation

rules:

- apiGroups: ["kubernetes-client.io/v1"]
resources: ["NEW_CRD"]

QUESTION 16
Fix all issues via configuration and restart the affected components to ensure the new setting takes effect.

Correct Answer:S,E,E, T,H, E

Section:

Explanation:

Explanation:

Fix all of the following violations that were found against the API server:-a. Ensure that the RotateKubeletServerCertificate argument is set to true. apiVersion: v1
kind: Pod

metadata:

creationTimestamp: null

labels:

component: kubelet

tier: control-plane

name: kubelet

namespace: kube-system

spec:

containers:

- command:

- kube-controller-manager

+ - --feature-gates=RotateKubeletServerCertificate=true
image: gcr.io/google_containers/kubelet-amd64:v1.6.0
livenessProbe:
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failureThreshold: 8

httpGet:

host: 127.0.0.1

path: /healthz

port: 6443

scheme: HTTPS

initialDelaySeconds: 15
timeoutSeconds: 15

name: kubelet

resources:

requests:

cpu: 250m

volumeMounts:

- mountPath: /etc/kubernetes/

name: k8s

readOnly: true

- mountPath: /etc/ssl/certs

name: certs

- mountPath: /etc/pki

name: pki

hostNetwork: true

volumes:

- hostPath:

path: /etc/kubernetes

name: k8s

- hostPath:

path: /etc/ssl/certs

name: certs

- hostPath:

path: /etc/pki

name: pki

b. Ensure that the admission control plugin PodSecurityPolicy is set. audit:
"/bin/ps -ef |

grep

Sapiserverbin

| grep -v

grep"

tests:

test_items:

- flag: "--enable-admission-plugins"
compare:

op: has

value: "PodSecurityPolicy"

set: true

remediation: |

Follow the documentation and create Pod Security Policy objects as per your environment.
Then, edit the API server pod specification file Sapiserverconf on the master node and set the --enable-admission-plugins
parameter to a

value that includes PodSecurityPolicy :
--enable-admission-plugins=...,PodSecurityPolicy;,...
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Then restart the API Server.

scored: true

c. Ensure that the --kubelet-certificate-authority argument is set as appropriate. audit:
"/bin/ps -ef |

grep

Sapiserverbin

| grep -v

grep"

tests:

test_items:

- flag: "--kubelet-certificate-authority"

set: true

remediation: |

Follow the Kubernetes documentation and setup the TLS connection
between the

apiserver and kubelets. Then, edit the API server pod specification

file

Sapiserverconf on the master node and set the --kubelet-certificateauthority
parameter to the path to the cert file for the certificate authority.
--kubelet-certificate-authority=<ca-string>

scored: true

Fix all of the following violations that were found against the ETCD:-

a. Ensure that the --auto-tls argument is not set to true

Edit the etcd pod specification file Setcdconf on the master

node and either remove the --auto-tls parameter or set it to false.
--auto-tls=false

b. Ensure that the --peer-auto-tls argument is not set to true

Edit the etcd pod specification file Setcdconf on the master

node and either remove the --peer-auto-tls parameter or set it to false.
--peer-auto-tls=false

QUESTION 17
Create a PSP that will only allow the persistentvolumeclaim as the volume type in the namespace restricted.

Correct Answer: S, E,E, T,H, E

Section:

Explanation:

Explanation:

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: restricted

annotations:

seccomp.security.alpha.kubernetes.io/allowedProfileNames: 'docker/default,runtime/default' apparmor.security.beta.kubernetes.io/allowedProfileNames: 'runtime/default’
seccomp.security.alpha.kubernetes.io/defaultProfileName: 'runtime/default' apparmor.security.beta.kubernetes.io/defaultProfileName: 'runtime/default' spec:
privileged: false

# Required to prevent escalations to root.

allowPrivilegeEscalation: false

# This is redundant with non-root + disallow privilege escalation, # but we can provide it for defense in depth.
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requiredDropCapabilities:

- ALL

# Allow core volume types.
volumes:

- 'configMap'

- 'emptyDir’

- 'projected’

- 'secret’

- 'downwardAPI'

# Assume that persistentVolumes set up by the cluster admin are safe to use. - 'persistentVolumeClaim'
hostNetwork: false

hostIPC: false

hostPID: false

runAsUser:

# Require the container to run without root privileges.
rule: '"MustRunAsNonRoot'
selinux:

# This policy assumes the nodes are using AppArmor rather than SELinux. rule: 'RunAsAny'
supplementalGroups:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.
-min: 1

max: 65535

fsGroup:

rule: 'MustRunAs'

ranges:

# Forbid adding the root group.
-min: 1

max: 65535
readOnlyRootFilesystem: false

QUESTION 18
Given an existing Pod named nginx-pod running in the namespace test-system, fetch the serviceaccount- name used and put the content in /candidate/KSC00124.txt Create a new Role named dev-test-role in the namespace
test-system, which can perform update operations, on resources of type namespaces.

Correct Answer:S,E, E,E,X,P,L,A,N,ATI,ON,B,E,L,O, W
Section:

Explanation:

Explanation:
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dev-role

Name Namespace

sa—dev-1
kubectl de

role

*

-2729-43bd-8

watch
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rce Names

[*]

-role -n security

o yaml | grep servit

S5ervicea

QUESTION 19
Enable audit logs in the cluster, To Do so, enable the log backend, and ensure that

A. logs are stored at /var/log/kubernetes/kubernetes-logs.txt.
B. Log files are retained for 5 days.

at maximum, a number of 10 old audit logs files are retained.
Edit and extend the basic policy to log:

Cronjobs changes at RequestResponse
Log the request body of deployments changes in the namespace kube-system.
Log all other resources in core and extensions at the Request level.

G m m O

Correct Answer: S, E,E,E,X,P,L,LA,N,AT,I,0O,N,B,E,L,O W
Section:

Explanation:

Explanation:
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own hosts.
software;
cribed in the

pyright.

to tl ent permitted by

~i~# cat / tes/logpolic
sion: audit.k8s.io/vl

rate audit events for all

uthenticated requests to certain non-resource URL paths.

:authenticated"]

*" # Wildcard matching.
il__:l n .
Edit form here below

@ksrs006 master:~# vim /etc/kubernete ample-policy.yaml

Reque:

Metadata

Metadata

IT Certification
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"/version"
# Edit form here bel
level:

resource

" § core ]
resources* [ﬂI.”._ It]
namespaces: ["webafg
and secret changes in all other name es at the Metadata

#+ A catch-all rule to log all other requests at the Metadata level.
level: Metadata
# Long-running reque ; like watc g that fall under this rule will not
# generate an audit event in RequestReceived.

~% vim

audit-p

audit-1¢

audit
——audit—-1¢

enable-admission-plugins=Node

-enable-bootstrap-token-auth=
--etcd-cafile=/etc/kubernetes/pki/etcd/ca.crt



https://vdumps.com
https://vdumps.com

# A catch-all rule to all other requests at the Metadata level.

Metadata
like watches that fall under this rule will not
ent in Req

QUESTION 20
Create a RuntimeClass named untrusted using the prepared runtime handler named runsc.

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W
Section:
Explanation:
Explanation:
Starting gvisc
Creating ed children...

Moving fil to filing cabinet.
Letting the watchdogs out

Javascript...

QUESTION 21
Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods in the same namespace.
Ensure that Network Policy:-

A. Does not allow access to pod not listening on port 80.
B.

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W

Section:

Explanation:

Explanation: apiVersion: networking.k8s.io/v1 kind: NetworkPolicy metadata: name: network-policy spec: podSelector: {} #selects all the pods in the namespace deployed policyTypes:
- Ingress ingress:

- ports: #in input traffic allowed only through 80 port only

- protocol: TCP port: 80

QUESTION 22
Create a Pod name Nginx-pod inside the namespace testing, Create a service for the Nginx-pod named nginx-svc, using the ingress of your choice, run the ingress on tls, secure port.
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Correct Answer: S, E,E,E,X,P,L,LA,N,ATI,O N,B,E L O W
Section:

Explanation:

Explanation:

S kubectl get ing -n <namespace-of-ingress-resource>

NAME HOSTS ADDRESS PORTS AGE cafe-ingress cafe.com 10.0.2.15 80 25s S kubectl describe ing <ingress-resource-name> -n <namespace-of-ingress-resource> Name: cafe-ingress Namespace: default Address: 10.0.2.15
Default backend: default-http-backend:80 (172.17.0.5:8080) Rules:
Host Path Backends

---------------- cafe.com

/tea tea-svc:80 (<none>)

/coffee coffee-svc:80 (<none>)

Annotations: kubectl.kubernetes.io/last-applied-configuration:

n.n nmn n.n nmn

{"apiVersion":"networking.k8s.io/v1","kind":"Ingress","metadata":{"annotations":{},"name":"cafeingress"," namespace":"default","selfLink":"/apis/networking/vl/namespaces/default/ingresses/cafe -
ingress"},"spec":{"rules":[{"host":"cafe.com","http":{"paths":[{"backend":{"serviceName":"teasvc"," servicePort":80},"path":"/tea"},{"backend":{"serviceName":"coffeesvc","
servicePort":80},"path":"/coffee"}]}}1},"status":{"loadBalancer":{"ingress":[{"ip":"169.48.142.11 0"}]}}} Events:

Type Reason Age From Message

Normal CREATE 1m ingress-nginx-controller Ingress default/cafe-ingress Normal UPDATE 58s ingress-nginx-controller Ingress default/cafe-ingress $ kubectl get pods -n <namespace-of-ingress-controller> NAME READY STATUS
RESTARTS AGE ingress-nginx-controller-67956bf89d-fv58j 1/1 Running 0 1m $ kubectl logs -n <namespace> ingress-nginx-controller-67956bf89d-fv58j NGINX

Ingress controller Release: 0.14.0 Build: git-734361d Repository: https://github.com/kubernetes/ingress-nginx

QUESTION 23
Secrets stored in the etcd is not secure at rest, you can use the etcdctl command utility to find the secret value for e.g:-

Correct Answer:S,E,E,E,X,P,L,A,N,ATI,ON,B,E,L,O,W

Section:

Explanation:

Explanation:

ETCD secret encryption can be verified with the help of etcdctl command line utility. ETCD secrets are stored at the path /registry/secrets/Snamespace/Ssecret on the master node.
The below command can be used to verify if the particular ETCD secret is encrypted or not.

# ETCDCTL_API=3 etcdctl get /registry/secrets/default/secretl [...] | hexdump -C

QUESTION 24
Service is running on port 389 inside the system, find the process-id of the process, and stores the names of all the open-files inside the /candidate/KH77539/files.txt, and also delete the binary.

Correct Answer: S, E,E,E,X,P,L,LA,N,ATI,O N,B,EL,O W
Section:

Explanation:

Explanation:

root# netstat -ltnup

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name tcp 00 127.0.0.1:17600 0.0.0.0:* LISTEN 1293/dropbox
tcp 00127.0.0.1:17603 0.0.0.0:* LISTEN 1293/dropbox

tcp 00 0.0.0.0:22 0.0.0.0:* LISTEN 575/sshd

tcp 00 127.0.0.1:9393 0.0.0.0:* LISTEN 900/perl

tcp 00 :::80 :::* LISTEN 9583/docker-proxy

tcp 00 :::443 :::* LISTEN 9571/docker-proxy
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udp 0 00.0.0.0:68 0.0.0.0:* 8822/dhcpcd

root# netstat -ltnup | grep ':22'

tcp 00 0.0.0.0:22 0.0.0.0:* LISTEN 575/sshd

The ss command is the replacement of the netstat command.

Now let’s see how to use the ss command to see which process is listening on port 22:

root# ss -ltnup 'sport = :22'

Netid State Recv-Q Send-Q Local Address:Port Peer Address:Port tcp LISTEN 0 128 0.0.0.0:22 0.0.0.0:* users:("sshd",pid=575,fd=3))

QUESTION 25
Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of 4 points.

Correct Answer: S, E, E,E,X,P,L,A,N,ATI,ON,B,E,L,O, W

Section:

Explanation:

Explanation:

kubesec scan k8s-deployment.yaml

cat <<EOF > kubesec-test.yaml|

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: gcr.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

EOF

kubesec scan kubesec-test.yaml|

docker run -i kubesec/kubesec:512c5e0 scan /dev/stdin < kubesec-test.yaml kubesec http 8080 &
[1] 12345

{"severity":"info","timestamp":"2019-05-
12T11:58:34.662+0100","caller":"server/server.go:69","message":"Starting HTTP server on port 8080"}
curl -sSX POST --data-binary @test/asset/score-0-cap-sys-admin.yml http://localhost:8080/scan [
{

"object": "Pod/security-context-demo.default",

"valid": true,

"message": "Failed with a score of -30 points",

"score": -30,

"scoring": {

"critical": [

{

"selector": "containers[] .securityContext .capabilities .add == SYS_ADMIN", "reason": "CAP_SYS_ADMIN is the most privileged capability and should always be avoided" },
{

"selector": "containers[] .securityContext .runAsNonRoot == true",

// ...

reason": "Force the running image to run as a non-root user to ensure least privilege" },

QUESTION 26
Using the runtime detection tool Falco, Analyse the container behavior for at least 20 seconds, using filters that detect newly spawning and executing processes in a single container of Nginx. store the incident file art
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/opt/falco-incident.txt, containing the detected incidents. one per line, in the format [timestamp],[uid],[processName]

Correct Answer: S,E,N,D,U,S,Y,0,U,R,FE,E,D,B,A,C,K,O,N,IT
Section:

QUESTION 27

Cluster: ga-cluster

Master node: master Worker node: workerl

You can switch the cluster/configuration context using the following command:

[desk@cli] S kubectl config use-context ga-cluster

Task:

Create a NetworkPolicy named restricted-policy to restrict access to Pod product running in namespace dev.
Only allow the following Pods to connect to Pod products-service:

A. Pods in the namespace ga
B. Pods with label environment: stage, in any namespace

Correct Answer:S,E,E, T,H, E
Section:
Explanation:

sHOO301

dev—-team —show-labels
LS

ronment=dewv, kuberne . | etadata.name=dev-team



https://vdumps.com
https://vdumps.com

networking.kBs.io/vl
NetworkPolicy

pod-access

dev-team

[n gress
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candidat

candic

apive ;
kind: NetworkPolicy

matchLabels:
environment: testing
Ceam

candida

Mame:

AL |||'|'

k-policy. yaml

19?."dm_l
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candidatelcli:~$% cat KSSHO0030l1l/network-policy.yaml

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:

name: pod-access

namespace: dev-team

environment: dev
policyTypes:
- Ingress
1ng 35 :
from:
- namespaceSelector:
matchl.abels:
environment: dev
podSelector:
matchLabels:
environment
candidatefdcli:~$

Reference: https://kubernetes.io/docs/concepts/services-networking/network-policies/

QUESTION 28

mu&t { ‘5.'. ara r ¥ _a AT -. .|+ ¥ 1@
Cluster Master node Worker node
¥ Y it > Wy

Context

A container image scanner is set up on the cluster, but it's not yet fully integrated into the cluster s configuration. When complete, the container image scanner shall scan for and reject the use of vulnerable images.
Task
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You have to complete the entire task on the cluster's master node

where all services and files have been prepared and placedq.
Given an incomplete configuration in directory /etc/kubernetes/epconfig and a functional container image scanner with HTTPS endpoint https://wakanda.local:8081 /image_policy :

A. Enable the necessary plugins to create an image policy
B. Validate the control configuration and change it to an implicit deny
C. Edit the configuration to point to the provided HTTPS endpoint correctlyFinally, test if the configuration is working by trying to deploy the vulnerable resource /root/KSSC00202/vulnerable-resource.yml.

You can find the container image scanner’s log file at

var/log/imagepolicy/acme log .

Correct Answer: S, E,E, T,H,E,E,X,P,L,A,N,A,T,I,0,N,B,E,L,O W
Section:

Explanation:

Explanation:

fig/webhook

10 jetc/ pco
wakanda. Loce poli 'p'I

contexts
context

current
kind: Config
preferences:
users:
name: Kubernets
user
client-certificate; /etc/kul
client-key etc/kubernetes
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apiversion:
kind

met

annotations
kubeadm. kubernetes.io/kube-apiserver.advertise-address.endpoint: 10

creationTimestamp :
. s
component
T..HH contro
am kube dpl
ace: ki

i Talners
command

kube

sSCBb 20,
s CRR202
00202

202

82

cBh20?2

CB0202
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nginx
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e right host or

kube-apis

kube-apiserver

QUESTION 29

You must complete this task on the following cluster/nodes: Cluster: immutable-cluster

Master node: masterl

Worker node: worker1l

You can switch the cluster/configuration context using the following command:

[desk@cli] S kubectl config use-context immutable-cluster

Context: It is best practice to design containers to be stateless and immutable.

Task:

Inspect Pods running in namespace prod and delete any Pod that is either not stateless or not immutable.
Use the following strict interpretation of stateless and immutable:
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A. Pods being able to store data inside containers must be treated as not stateless.
Note: You don't have to worry whether data is actually stored inside containers or not already.

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,ON,B,EL O W
Section:
Explanation:

/frontend -n t 1g —O var grep -E 'priv
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ng -o yaml | grep -E 'privile

dOnly

get pod/smtp -n testing -o yaml | grep -E 'privileged|readOnlyRootF

get pod/app -n testing -o yaml | grep -E 'privileged|readOnlyRootFi

get pod/frontend -n testing -o | grep -E '"privileged|readOnlyR

aml | grep -E 'privi

rubect] - pod/smtp -n testing —-o yaml | grep -E 'privileged|readOnlyRootF
true

kubectl

Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/
https://cloud.google.com/architecture/best-practices-for-operating-containers

QUESTION 30

You can switch the cluster/configuration context using the following command:
[desk@cli] S kubectl config use-context stage

Context:

A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace.
Task:

A. Create a new PodSecurityPolcy named deny-policy, which prevents the creation of privileged Pods.
B. Create a new ClusterRole name deny-access-role, which uses the newly created PodSecurityPolicy deny-policy.
C. Create a new ServiceAccount named psd-denial-sa in the existing namespace development.

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W
Section:

Explanation:

Explanation:

Create psp to disallow privileged container
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']
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resourceNames:

- “deny-policy”

k create sa psp-denial-sa -n development
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: restrict-access-bing

roleRef:

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io
subjects:

- kind: ServiceAccount

name: psp-denial-sa

namespace: development

masterl $ vim psp.yaml|

apiVersion: policy/vlbetal

kind: PodSecurityPolicy

metadata:

name: deny-policy

spec:

privileged: false # Don't allow privileged pods!
selLinux:

rule: RunAsAny

supplementalGroups:

rule: RunAsAny

runAsUser:

rule: RunAsAny

fsGroup:

rule: RunAsAny

volumes:

Y

masterl $ vim crl.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy']

resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- “deny-policy”

masterl S k create sa psp-denial-sa -n development
masterl S vim cbl.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: restrict-access-bing

roleRef:
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kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io
subjects:

# Authorize specific service accounts:
- kind: ServiceAccount

name: psp-denial-sa

namespace: development

masterl S k apply -f psp.yaml
masterl S k apply -f crl.yaml
masterl S k apply -f cbl.yaml
Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/

QUESTION 31
Context:

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W

Section:

Explanation:

Explanation:

1. For Dockerfile: Fix the image version & user name in Dockerfile

2. For mydeployment.yaml : Fix security contexts

[desk@cli] S vim /home/cert_masters/Dockerfile

FROM ubuntu:latest # Remove this

FROM ubuntu:18.04 # Add this

USER root # Remove this

USER nobody # Add this

RUN apt get install -y Isof=4.72 wget=1.17.1 nginx=4.2

ENV ENVIRONMENT=testing

USER root # Remove this

USER nobody # Add this

CMD ["nginx -d"]
FROM ubuntu:latest # Remove this
FROM ubuntu:18.04 # Add this
USER root # Remove this
USER nobody # Add this
RUN apt get install -y lsof=4.72 wget=1.17.1 nginx=4.2
ENV ENVIRONMENT=testing
USER root # Remove this
USER nobody # Add this
CMD [ "nginx 1'

[desk@cli] $ vim /home/cert_masters/mydeployment.yaml|

apiVersion: apps/vl

kind: Deployment

metadata:

creationTimestamp: null

labels:

app: kafka

name: kafka
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spec:
replicas: 1

selector:

matchLabels:

app: kafka

strategy: {}

template:

metadata:
creationTimestamp: null
labels:

app: kafka

spec:

containers:

- image: bitnami/kafka
name: kafka
volumeMounts:

- name: kafka-vol
mountPath: /var/lib/kafka
securityContext:
{"capabilities":{"add":["NET_ADMIN"],"drop":["all"]},"privileged":
True,"readOnlyRootFilesystem": False, "runAsUser": 65535} # Delete

This {"capabilities":{"add":["NET_ADMIN"],"drop":["all"]},"privileged":
False,"readOnlyRootFilesystem": True, "runAsUser": 65535} # Add This resources: {}
volumes:

- name: kafka-vol

emptyDir: {}

status: {}

Pictorial View:

[desk@cli] $ vim /home/cert_masters/mydeployment.yaml

a=vol
Pabh: /vardlib/kafka

Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/

QUESTION 32

You can switch the cluster/configuration context using the following command:
[desk@cli] S kubectl config use-context test-account

Task: Enable audit logs in the cluster.

To do so, enable the log backend, and ensure that:

A. logs are stored at /var/log/Kubernetes/logs.txt
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B. log files are retained for 5 days

C. at maximum, a number of 10 old audit log files are retained
A basic policy is provided at /etc/Kubernetes/logpolicy/audit-policy.yaml. It only specifies what not to log.
Note: The base policy is located on the cluster's master node.
Edit and extend the basic policy to log:

D. Nodes changes at RequestResponse level
E. The request body of persistentvolumes changes in the namespace frontend

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W
Section:

Explanation:

Explanation:

S vim /etc/kubernetes/log-policy/audit-policy.yaml
- level: RequestResponse

userGroups: ["system:nodes"]

- level: Request

resources:

- group: "" # core API group

resources: ["persistentvolumes"]

namespaces: ["frontend"]

- level: Metadata

resources:

- group:
resources: ["configmaps", "secrets"]

- level: Metadata

S vim /etc/kubernetes/manifests/kube-apiserveryaml

Add these

- --audit-policy-file=/etc/kubernetes/log-policy/audit-policy.yaml - --audit-log-path=/var/log/kubernetes/logs.txt
- --audit-log-maxage=5

- --audit-log-maxbackup=10

[desk@cli] S ssh masterl

[masterl@cli] $ vim /etc/kubernetes/log-policy/audit-policy.yaml apiVersion: audit.k8s.io/v1 # This is required.
kind: Policy

# Don't generate audit events for all requests in RequestReceived stage. omitStages:

- "RequestReceived"

rules:

# Don't log watch requests by the "system:kube-proxy" on endpoints or services - level: None

users: ["system:kube-proxy"]

verbs: ["watch"]

resources:

- group: "" # core API group

resources: ["endpoints", "services"]

# Don't log authenticated requests to certain non-resource URL paths. - level: None

userGroups: ["system:authenticated"]

nonResourceURLs:

- "/api*" # Wildcard matching.

- "/version"

# Add your changes below
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- level: RequestResponse

userGroups: ["system:nodes"] # Block for nodes

- level: Request

resources:

- group: "" # core API group

resources: ["persistentvolumes"] # Block for persistentvolumes namespaces: ["frontend"] # Block for persistentvolumes of frontend ns - level: Metadata
resources:

- group: "" # core API group

resources: ["configmaps", "secrets"] # Block for configmaps & secrets - level: Metadata # Block for everything else
[masterl@cli] $ vim /etc/kubernetes/manifests/kube-apiserver.yaml apiVersion: v1

kind: Pod

metadata:

annotations:

kubeadm.kubernetes.io/kube-apiserver.advertise-address.endpoint: 10.0.0.5:6443 labels:

component: kube-apiserver

tier: control-plane

name: kube-apiserver

namespace: kube-system

spec:

containers:

- command:

- kube-apiserver

- --advertise-address=10.0.0.5

- --allow-privileged=true

- --authorization-mode=Node,RBAC

- --audit-policy-file=/etc/kubernetes/log-policy/audit-policy.yaml #Add this - --audit-log-path=/var/log/kubernetes/logs.txt #Add this
- --audit-log-maxage=>5 #Add this

- --audit-log-maxbackup=10 #Add this

output truncated
Note: log volume & policy volume is already mounted in vim /etc/kubernetes/manifests/kube-apiserver.yaml so no need to mount it.
Reference: https://kubernetes.io/docs/tasks/debug-application-cluster/audit/

QUESTION 33

Correct Answer:S,E, E, T,H,E,E,X,P,L,A,N,ATION,B,E L O W
Section:

Explanation:

Explanation:
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candidate@cli:~$ kubect] ig use-conte
Switched to context (SSHO0401".
{ I 0l-workerl
'10.240.86.172"

‘ograms included with the
Xé distribution
ridual fil

Ubuntu comes with ABSOLUTELY NO WARRANTY, to
applicable law.

ofile nginx
#include

network inet tcp,
network inet udp,
network inet icmp,

deny network raw
Y ’

root@kssh00401-workerl:~# apparmor parser -q fetc/apparmor.d/nginx apparmor
rootlkssh0040]l-workerl:~# exit
logout

nection to
Xx-pod.yaml

name: nginx-pod

- containert
candidatellcli:~$ vim 3HO0401 /nginx-pod. y‘umll

vl
nginx-pod

nginx-poc
nginx:
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0401/nginx-pod.vaml

5SH00401/nginx-pod.yaml

-.apparmor .security.beta.kubernetes.io/nginx-pod: localhost/nginx-profile-2

>d
x:1:19.0

- >ntainerPort: 80

Reference: https://kubernetes.io/docs/tutorials/clusters/apparmor/

QUESTION 34
You can switch the cluster/configuration context using the following command:

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,ON,B,EL O W

Section:

Explanation:

Explanation:

[desk@cli] S k create sa backend-ga -n ga

sa/backend-qa created

[desk@cli] S k get role,rolebinding -n qa

No resources found in ga namespace.

[desk@cli] S k create role backend -n ga --resource pods,namespaces,configmaps --verb list # No access to secret
[desk@cli] S k create rolebinding backend -n ga --role backend --serviceaccount qa:backend-qa [desk@cli] $ vim /home/cert_masters/frontend-pod.yaml
apiVersion: vl

kind: Pod

metadata:

name: frontend

spec:

serviceAccountName: backend-qa # Add this

image: nginx

name: frontend

[desk@cli] S k apply -f /home/cert_masters/frontend-pod.yaml pod created

[desk@cli] S k create sa backend-ga -n ga

serviceaccount/backend-ga created

[desk@cli] S k get role,rolebinding -n qa

No resources found in ga namespace.

[desk@cli] S k create role backend -n qa --resource pods,namespaces,configmaps --verb list role.rbac.authorization.k8s.io/backend created
[desk@cli] S k create rolebinding backend -n ga --role backend --serviceaccount ga:backend-qa rolebinding.rbac.authorization.k8s.io/backend created
[desk@cli] S vim /home/cert_masters/frontend-pod.yaml|

apiVersion: vl

kind: Pod

metadata:

name: frontend

spec:

serviceAccountName: backend-qa # Add this
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image: nginx

name: frontend

[desk@cli] S k apply -f /home/cert_masters/frontend-pod.yaml| pod/frontend created
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

QUESTION 35

You must complete this task on the following cluster/nodes:

Cluster: trace

Master node: master

Worker node: workerl

You can switch the cluster/configuration context using the following command:
[desk@cli] S kubectl config use-context trace

Given: You may use Sysdig or Falco documentation.

Task:

Use detection tools to detect anomalies like processes spawning and executing something weird frequently in the single container belonging to Pod tomcat.
Two tools are available to use:

A. falco
B. sysdig
Tools are pre-installed on the workerl node only.
Analyse the container’s behaviour for at least 40 seconds, using filters that detect newly spawning and executing processes.
Store an incident file at /home/cert_masters/report, in the following format:
[timestamp],[uid],[processName]

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W
Section:

Explanation:

Explanation:

Svim /etc/falco/falco_rules.local.yaml

- rule: Container Drift Detected (open+create)

desc: New executable created in a container due to open+create condition: >
evt.type in (open,openat,creat) and

evt.is_open_exec=true and

container and

not runc_writing_exec_fifo and

not runc_writing_var_lib_docker and

not user_known_container_drift_activities and

evt.rawres>=0

output: >

%evt.time,%user.uid,%proc.name # Add this/Refer falco documentation priority: ERROR
Skill -1 <PID of falco>

[desk@cli] S ssh node01

[node01@cli] $ vim /etc/falco/falco_rules.yaml

search for Container Drift Detected & paste in falco_rules.local.yaml [node01@cli] S vim /etc/falco/falco_rules.local.yaml
- rule: Container Drift Detected (open+create)

desc: New executable created in a container due to open+create condition: >
evt.type in (open,openat,creat) and

evt.is_open_exec=true and

container and

not runc_writing_exec_fifo and
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not runc_writing_var_lib_docker and
not user_known_container_drift_activities and

evt.rawres>=0

output: >

%evt.time,%user.uid,%proc.name # Add this/Refer falco documentation priority: ERROR
[node01@cli] $ vim /etc/falco/falco.yaml

e: /home/cert_masters/report

send HUP signal to falco process to re-read the configuration
rooténodedl:/etc/falco# pa -ef | grep falco
root 10127 1 I 17v13 ¢ 00:00:35 /usr/bin/falco =-pidfile=/var/run/falco.pid =-c /etc/falco/falco.yaml

root 30938 20175 0 17:55 pta/l 00:00:00 grep falco
rooténodell: /ete/faleo# kill -1 10127

Reference:
https://falco.org/docs/alerts/
https://falco.org/docs/rules/supported-fields/

QUESTION 36

Cluster: dev

Master node: masterl

Worker node: worker1

You can switch the cluster/configuration context using the following command:

[desk@cli] S kubectl config use-context dev

Task:

Retrieve the content of the existing secret named adam in the safe namespace.

Store the username field in a file names /home/cert-masters/username.txt, and the password field in a file named /home/cert-masters/password.txt.

A. You must create both files; they don't exist yet.

B. Do not use/modify the created files in the following steps, create new temporary files if needed.
Create a new secret names newsecret in the safe namespace, with the following content:
Username: dbadmin
Password: moresecurepas
Finally, create a new Pod that has access to the secret newsecret via a volume:

Namespace: safe

Pod name: mysecret-pod
Container name: db-container
Image: redis

Volume name: secret-vol

Correct Answer:S,E, E, T,H,E,E,X,P,L,A,N,ATION,B,E L O W
Section:

Explanation:

Explanation:
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DATA A

2 6h23
3

" CHIVZHVdG]

ate ername.

d > /home/c

n monitorin

dry-run=client
yaml
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test-workflow

httpd
dev-container

volume
/etc/credentials

image=httpd dry-run=client
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labels:
run:
name: test

namespace: monl toring

name: dev—volume

test-workflow
containers:
image: httpd
name: dev-contalner
resources: {|}
volumeMounts:
- name: dev-volume
mountPath: /etc/credentials
dnsPolicy: ClusterFirst
restartPolicy: Always

status: {}

candidatefcli:~$% kubectl create : ;t—secret-pod.yaml

/test-secret-pod created
candidatef@cli:~$ kubectl get pods
NAME READY STATUS AGE
test-secret-pod 1/1 Running C 95
candidate@cli:~$ |

QUESTION 37
Cluster: scanner

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,ON,B,E L O W
Section:

Explanation:

Explanation:
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nning
ning

mning

| 100.00% 27.43 MiB ¢
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4 - - o 4

*00401-master:- get pods -n naboo ) name) ; do k >tl -n naboo

9fe0f4b

de61£0£3ad19215b75

alpi
PullPol

18421d9a84432575

9621119£d5

vulnerabilities
ific fi

0, MEDIUM: 0, HIGH: 0, CRIT

~# kubectl get pods -n naboo -0 name

o yaml | grep
ame: -n

F":'-‘"i-'f"“l'l"" -0 yaml | grep image

13£515d06eb0fal 1€ 135e739a494ceT60aa’
)1-master:~# kubectl -n naboo delete pod/c-3po

J1-master:~# ku n naboo e pod/jawas
deleted
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:~§ history

O name
n naboo -o name); do kubectl get ${i} o yaml | grep

-n naboo -0 name); do 2ct]l -n naboo get ${i} -o yaml

© name); do ect n naboo get ${i} -o yaml

n naboo -0 do kubectl I get ${i} -o yaml

Reference: https://github.com/aquasecurity/trivy

QUESTION 38
You can switch the cluster/configuration context using the following command:

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,AT,I,0,N,B,E L O W
Section:

Explanation:

masterl S k get pods -n test --show-labels

NAME READY STATUS RESTARTS AGE LABELS
test-pod 1/1 Running 0 34s role=test,run=test-pod
testing 1/1 Running 0 17d run=testing

S vim netpol.yaml

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: deny-network

namespace: test

spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

masterl S k apply -f netpol.yaml|

controlplane $ k get pods -n test --show-labels
NAME READY STATUS RESTARTS AGE LABELS
test-pod 1/1 Running 0 34s role=test,run=test-pod
testing 1/1 Running 0 17d run=testing

masterl S vim netpoll.yaml

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

=1
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metadata:

name: deny-network

namespace: test

spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

masterl S k apply -f netpoll.yaml

Reference:
https://kubernetes.io/docs/concepts/services-networking/network-policies/
controlplane S k get pods -n test --show-labels
NAME READY STATUS RESTARTS AGE LABELS
test-pod 1/1 Running 0 34s role=test,run=test-pod
testing 1/1 Running 0 17d run=testing

masterl S vim netpoll.yaml

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: deny-network

namespace: test

spec:

podSelector: {}

policyTypes:

- Ingress

- Egress

masterl S k apply -f netpoll.yaml

Reference:
https://kubernetes.io/docs/concepts/services-networking/network-policies/

QUESTION 39
Context:

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,A,T,I,0,N,B,E,L,O W
Section:

Explanation:

Explanation:

1. Create runtime class by the name of not-trusted using runsc
handler
apiversion: node.k8s.iofvi
kind: RuntimeClass
metadata:
name; not-trusted
handler: runsc
2. Find all the pods/deployment and edit runtimeClassMame
parameter to not-trusted under spec
[desk@cli] $ k edit deploy nginx
Spec:
runtimeClasshame; not-irusted. & Add this
[desk@cli] Svim runtime.yaml
apiVersion: node.k8s.io/v1l
kind: RuntimeClass

metadata:
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name: not-trusted
handler: runsc
[desk@cli] $ k apply -f runtime.yaml
[desk@cli] S k get pods
NAME READY STATUS RESTARTS AGE
nginx-6798fc88e8-chp6r 1/1 Running 0 11m
nginx-6798fc88e8-fs53n 1/1 Running 0 11m
nginx-6798fc88e8-ndved 1/1 Running 0 11m
[desk@cli] S k get deploy
NAME READY UP-TO-DATE AVAILABLE AGE
nginx 3/3 113 5m
[desk@cli] $ k edit deploy nginx
apiVersion: apps/vl
kind: Deployment
metadata
labels
app: nginx
name: nginx
spec
replicas
selector
matchLabels
app: nginx
strategy
template
metadata
labels
app: nginx
spec
runtimeClassName: not-trusted # Add this
containers
- image: nginx
name: nginx
resources

status
Reference: https://kubernetes.io/docs/concepts/containers/runtime-class/

QUESTION 40

You can switch the cluster/configuration context using the following command:

[desk@cli] S kubectl config use-context prod-account

Context:

A Role bound to a Pod's ServiceAccount grants overly permissive permissions. Complete the following tasks to reduce the set of permissions.
Task:

Given an existing Pod named web-pod running in the namespace database.

A. Edit the existing Role bound to the Pod's ServiceAccount test-sa to only allow performing get operations, only on resources of type Pods.
B. Create a new Role named test-role-2 in the namespace database, which only allows performing update operations, only on resources of type statuefulsets.
C. Create a new RoleBinding named test-role-2-bind binding the newly created Role to the Pod's ServiceAccount.

IT Certification Exams - Questions & Answers | Vdumps.com


https://kubernetes.io/docs/concepts/containers/runtime-class/
https://kubernetes.io/docs/concepts/containers/runtime-class/
https://kubernetes.io/docs/concepts/containers/runtime-class/
https://vdumps.com
https://vdumps.com

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W
Section:
Explanation:
Expl
kube
STAT!
Runnin

ebindings.rb

dev-role

candidate@cli:~$ kubectl edit role/dev-role

b4cSddde-2729-43bd-! d-b2d227f4c4dcd

services

watch
b4c9ddde-21729-43bd-8fbd-b2c¢ 1f4cdcd

services

watch

QUESTION 41

You can switch the cluster/configuration context using the following command:

[desk@cli] S kubectl config use-context dev

Context:

A CIS Benchmark tool was run against the kubeadm created cluster and found multiple issues that must be addressed.
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Task:
Fix all issues via configuration and restart the affected components to ensure the new settings take effect.
Fix all of the following violations that were found against the APl server:

A. 2.7 authorization-mode argument is not set to AlwaysAllow FAIL
B. 2.8 authorization-mode argument includes Node FAIL

C. 2.7 authorization-mode argument includes RBAC FAIL
Fix all of the following violations that were found against the Kubelet:

D. 2.1 Ensure that the anonymous-auth argument is set to false FAIL
E. 2.2 authorization-mode argument is not set to AlwaysAllow FAIL (Use Webhook autumn/authz where possible) Fix all of the following violations that were found against etcd:

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,ON,B,EL O W
Section:

Explanation:

Explanation:

workerl S vim /var/lib/kubelet/config.yaml
anonymous:

enabled: true #Delete this

enabled: false #Replace by this

authorization:

mode: AlwaysAllow #Delete this

mode: Webhook #Replace by this

workerl S systemctl restart kubelet. # To reload kubelet config ssh to masterl
masterl S vim /etc/kubernetes/manifests/kube-apiserver.yaml - -- authorization-mode=Node,RBAC
masterl S vim /etc/kubernetes/manifests/etcd.yaml
- --client-cert-auth=true

ssh to worker1

workerl S vim /var/lib/kubelet/config.yaml
apiVersion: kubelet.config.k8s.io/vlbetal
authentication:

anonymous:

enabled: true #Delete this

enabled: false #Replace by this

webhook:

cacheTTL: Os

enabled: true

x509:

clientCAFile: /etc/kubernetes/pki/ca.crt
authorization:

mode: AlwaysAllow #Delete this

mode: Webhook #Replace by this

webhook:

cacheAuthorizedTTL: Os

cacheUnauthorizedTTL: Os

cgroupDriver: systemd

clusterDNS:

-10.96.0.10

clusterDomain: cluster.local


https://vdumps.com
https://vdumps.com

cpuManagerReconcilePeriod: Os
evictionPressureTransitionPeriod: Os
fileCheckFrequency: Os

healthzBindAddress: 127.0.0.1

healthzPort: 10248

httpCheckFrequency: Os
imageMinimumGCAge: Os

kind: KubeletConfiguration

logging: {}

nodeStatusReportFrequency: Os
nodeStatusUpdateFrequency: Os

resolvConf: /run/systemd/resolve/resolv.conf
rotateCertificates: true
runtimeRequestTimeout: Os

staticPodPath: /etc/kubernetes/manifests
streamingConnectionldleTimeout: Os
syncFrequency: Os

volumeStatsAggPeriod: Os

workerl S systemctl restart kubelet. # To reload kubelet config ssh to master1

masterl S vim /etc/kubernetes/manifests/kube-apiserver.yam|
apiVersion. v
kind: Pod
metadata
annotations
kubeadn.kubernetes.io/kube-apiserver.advertise-address.endpoint: 172.17.0.22:6443
labels
component: kube-apiserver
tier' control-plane
name: kube-apiserver
namespace  kube-system
spec
containers
command
kube-apiserver
--advertise-address=172.17,0.22
—-allow-privileged=true
- ==guthorization= Alwayshllow # Delete This
--authorization-mode=Node, REAC ¥ Replace by this line
—--client-ca-file=/etc/kubernetes/pki/ca.crt
-~enable-admission-plugins=NodeRestriction
=-gnable-bootstrap-token-auth=true
--atcd-cafile=/etc/kubernetes/pki/eted/ca.crt
--eted-certfile=/etc/kubernetes/pki/apiserver-etcd-client.crt
—-eted-keyfile=/etc/kubernetes/pki/apiserver-etcd-client.key
--eted-servers=https://127.0.0.1:2379
= ==insecure=-port=0

masterl $ vim /etc/kubernetes/manifests/etcd.yaml
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apiVersion: vl
kind: Pod
metadata
annotations
kubeadm.kubernetes.io/etcd.advertise-client-urls: https://172.17.0.29:2379
creationTimestamp: null
labels
component: etecd
tier . control-plane
name: eted
namespace: kube-system
spec
containers
- command
etcd
--advertise-client-urls=https://172.17.0.29:2379
~-cert-file=/etc/kubernetes/pki/etcd/server.crt
-=client-cert-auth=true #Add this line
~-data=dir=/var/lib/eted
==initial-advertise-peer-urls=https://172.17.0.29:2380
==initial-cluster=controlplane=https://172.17.0,29:2380
--key-file=/etc/kubernetes/pki/etcd/server.key
~-listen-client-urls=https://127.0.0.1:2379 https://172.17.0.29:2379
--listen-metrics-urls=http://127.0.0.1:2381
--listen-peer-urls=https://172.17.0.29:2380
--name=controlplane
--peer-cert-file=/etc/kubernetes/pki/eted/peer.crt
~-peer-client-cert-auth=t
--peer-key-file=/etc/kubernetes/pki/etcd/peer.key
~-peer-trusted-ca~-file=/etc/kubernetes/pki/etcd/ca.crt
==gnapshot=count=10000
--trusted-ca-file=/etc/kubernetes/pki/etcd/ca.crt
image: kBs.gcr.io/etcd:3.4.9-1
imagePullPolicy: IfNotPresent

Reference:

kubelet parameters: https://kubernetes.io/docs/reference/command-line-tools-reference/kubelet/
kubeapi parameters: https://kubernetes.io/docs/reference/command-line-tools-reference/kubeapiserver/
etcd parameters: https://kubernetes.io/docs/tasks/administer-cluster/configure-upgrade-etcd/

QUESTION 42

Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,A,T,I,0,N,B,E L, O W
Section:

Explanation:

Explanation:

metadata:

. VY2 mm
name :

handler:

mn

candidatef@cli:~$
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node.k8s.io/vl
RuntimeClass
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KsSMvV00301
Switche
candidatelcli:~$

apiVersion: node.k8s.io/vl

kind: RuntimeClass
metadata:

name: ""
handler: "™
candidatelcli : ~¢

didatelcli:

apiVersion: node.k8
kind: RuntimeClass
metadata:
name: "sand
handler: "runsc
candidatefcli:~$ kubectl get deployments.apps -n server
NAME READY UP-TO-DATE AVATLABLE AGE
workloadl 1/1 1 5h43m
5h43m
5h43m
-n server
STATUS RESTARTS AGE
Running 0 5h43m
Running 0 5h43m
Running 0 5h43m
-n server edit deployments.apps workloadl l
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nginx
workloadl

sandbo

nginx:1.14.
[fNotPresent
workloadl

/dev/termination-log
File
ClusterFirst
Always
default-scheduler

"/tmp/kubectl-edit-3385772700.yaml"

NAME READTY STATUS
workloadl-e8e9857ddT-s45rc 1/1 Hunning

work g 7d5-h44 /1 Bunning

warklo e chmS6 Bunning ] Shidm

candid ii~% ki l -n server edit deployments.apps workloadl
Edit c©
candidate

NAME AL STATUS EESTARTS

Running O
Running {
Hunning 8]
ents.apps workloadz

i’l- J-I!"- =N Server

MAME READY aTATUS
worklcadl-€869857ddT-545rc 1/1] Running
19 7d5-h141d! 1/1 Running

3/ 4 ALY IT Certification
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PASE

RollingUpds

nginx

sandboxed
NAME READY STATUS RESTARTS AGE
' C 1/1 Running 0 5h45m
1/1 Running 0 5h45m
1/1 Runni ne 0 5h45m
server edit deployments.apps workload?2
yyment . apps/workload?2 edited
candidatefcli:~$ kubectl get pods -n server
READY STATUS RESTARTS
1/1 Running 0

1/1 Running

nginx
workload3

sandboxed
nginx:1.14

workload3
candidate@cli:~$ kubect]
deployment .apps/workload :
candidate@cli:~$ kubectl get pods -n server
NAME READY STATUS

workloadl -8d8e649ffe—wvitg 1/1 Running

workl: 72— ybdb 98¢

QUESTION 43
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You must complete this
task on the following

cluster/nodes:

Master Worker

Cluster
node node
KSCHOO ksch00301
ksch00301
301 -master
-worker1

You can switch the
cluster/configuration context

using the following command:

[candidatefdcli] $ kubec
tl config use-context KS
CHeo301

Context

Your organization’s security policy includes:
ServiceAccounts must not automount AP| credentials
ServiceAccount names must end in "-sa"

The Pod specified in the manifest file /fhome/candidate/KSCH00301 /pod-m nifest.yaml fails to schedule because of an incorrectly specified ServiceAccount.
Complete the following tasks:

Task

A. Create a new ServiceAccount named frontend-sa in the existing namespace q a. Ensure the ServiceAccount does not automount API credentials.

B. Using the manifest file at /home/candidate/KSCH00301 /pod-manifest.yaml, create the Pod.
C.

IT Certification Exams - Questions & Answers | Vdumps.com
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Correct Answer:S,E,E, T,H,E,E,X,P,L,A,N,ATI,O N,B,EL O W
Section:
Explanation:
Explanation:
Switched to context ( .
candidate@cli:~$ kubectl get s
NAME SECRETS AGE
default ] Sh4ém
podrunner 1 Sh46m
candidatefcli:~$ kubectl get deployment -n ga
No re nrces found in ga namespace.
candidate@cli:~$ kubectl get pod -n ga
No resources found in ga ne ace.
candidate@cli:~$ kuk 1 c te sa frontend-sa -n ga
serviceaccount/frontend-sa created
candidate@cli:~$ kubectl get sa -n ga
NAME SECRETS AGE
default 5h47m
frontend-sa 4s
podrunner 5h47m
candidate@cli:~$ cat /home/candidate/KSCH00301/pod-manifest.yaml
apive
kind: Pod
metadata:
name: "frontend"
namespace: "ga"
spec:
serviceAccol Name: "frontend-sa"

contain

nginx
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candidate/ (
andidate/KSCH00301/pod-mani
S510n-:
Pod
metadata:
name: "frontenc

name: "fro
image:

idate@cli:~$ kubect
SECRETS

nner |

date@ecli:~$ kubectl delete runner -n da

QUESTION 44

Correct Answer: S, E, E,E,X,P,L,LA,N,ATI,O N,B,E L O W
Section:

Explanation:

Explanation:
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Warning:
The p ams included witl he Ubuntu sy:

the ! ributi terms
ind 1 /usr/shar

d/system/kubelet.servi vendor pre

stem/kubelet. =.d
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de Agent

pr t: enabled)

|

] I

] "operation
/]

"Reconcile
] | Waited for 1.0 0 C
ober manager.qq 5] "Failed a manual run"

c utdat
134205 pre 1a q ) ‘aile o trigger a manual run"

-—config=/var/lib/kubele nfig.yaml ”I

1lume
| ume arted for v

o

started for volume \"flannel-c
trigger a man

it is ou

a manual run"



https://vdumps.com
https://vdumps.com

master

201 -master

)1

~s(00201

master:

master

is.io/v1betal

s P

vim /var/1lib/kub
vim /var/lib/kubelet/config.yaml

vim /etc/kubernetes/manifests/etcd.yaml
daemon-reload
systemct]l restart kubelet.

ctl status kubvle.ﬁthLcwl

systemct]

preset: enabled)
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00201 -master kubelet[135849]: 10520

QUESTION 45

Correct Answer: S, E,E,E,X,P,L,LA,N,ATI,O N,B,E L, O W

Section:

Explanation:

Explanation:

candidatefcli:~$ k ] fig use-context KSCS00101
Switched to cont

ndidate@cli:~$ cat /home/candidate/KSCS00101/network-policy.yaml

metadata:
name: ""

namespa

networking. ki
NetworkPolic

testingproject
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candidat
candida
candidat

101/network-policy

+0000 OUTC

ific traffic to all

QUESTION 46
Context

Correct Answer:S,E,E,E,X,P,L,LA,N,ATI,O N,B,E L, O W
Section:

Explanation:

Explanation:
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use—context EKSMV00102

102™.
andidate/KSMV00102/ security-policy.yaml

policy/vlbetal
urityPolicy

sel.inux:
rule: ""
runAsUser:
rule: "“
supplementalGroups: {}
sroup: {}

candidatefcli:~$ vim /home/candidate/KSMVO0O0 pod-security-policy. ﬁ,-'amll

pmliuyﬁvlbetal
PodSecurityPolicy

RunAsAny
RunAsAny

RunAsAny

RunAsAny
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surity-policy.yaml

ailab in v1.25+

)0102/cluster

@cli:~$ wvim /home/candidate, )0 cluster-role dmll

c.authorizati .k8s.io/vl

ate/KSMV00102/cluster
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rbac.authorization.kf8s.io/vl

policy

podsecuritypolici

candidate@cli: / 5 /cluster-role.yaml]]

rbac.authorization.kB8s
sterRole

Uus<

candidatef@cli:~$ kubectl create 70010: role.yaml
clusterrole.rk authorization.k8s.1

wdidatelcli

candidate@cliz:~$
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1t yaml.

name: Tres
leRef:
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rbac.authorization.k8s.io/vl
sterRoleBinding

estrict—-access-bind

rbac.authorization. ki
ClusterRole

restrict—-access-role

srviceAccount
-restrict—-sa

staging

bind
ization.kB8s.i
rict-acc role

count
rict-sa

ter—-role-binding.yaml

QUESTION 47

Correct Answer: S, E, E,E,X,P,L,A,N,ATI,ON,B,E,L,O,W
Section:
Explanation:
Explanation:
~andidatelcli:~5 ki
Switched to context C00301".

candidateflcli:~$ vim KSSC00301/Dockerfile I
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ubuntu:16

1.

update

install ommends runiti 3ubuntul

path=0.16~1 lsof=4. 5g-0.1

at=11.: 26ubuntul

.0.6-Bubuntud.2 &&

‘ouchbase/bin/tools:/opt/co

ichbase -u 1000 -g couchb

&& \

RL/SCB PA

In

{ummy

In -s dummy. s

In dummy

chrpath -r e/bin/curl

itrypoint.sh

11210 11211
1 confi«
SCO003(

vim KSSC0030]

candidatefcli:~$ kube

LLA "

Switched to context "KS

candidatefcl i >

candidateficli

databa

lshw=02.17-1.1lubuntul3

numactl=2.0.

L

lubuntul.5

lubuntul.]l

e/bin/install

M

\

\
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QUESTION 48

Correct Answer: S, E,E,E,X,P,LLA,N,ATI,O N,B,E L, O W

Section:

Explanation:

Explanation:
candidatef

00101-mas
'10.240.86.190' (ECDSA) to the list of known hosts.

The programs included with the Ubuntu system are free software;
the t distribution terms each program are described in the

1ndividg S i in /usr e / right.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@ksch0010]1-master:~% vim /etc/kubernetes/manifests/kube apiserver.yaml I

H vl

86.190:6443
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1 must b i to the server (Unauthori
100101-—ma

mas

mmning
Running

101-master

anon



https://vdumps.com
https://vdumps.com

