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Exam A

QUESTION 1
-- Exhibit --
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-- Exhibit --
Refer to the exhibit.
An LTM Specialist configures a virtual server that balances HTTP connections to a pool of three application servers. Approximately one out of every three connections to the virtual server fails.
Which two actions will resolve the problem? (Choose two.)

o0 w >

m

Correct Answer: B, D
Section:
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Assign a custom HTTP monitor to the pool.

Enable SNAT automap on the virtual server.

Verify that port lockdown is set to allow port 80.
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Verify the default gateway on the application servers.

Increase the TCP timeout value in the default TCP profile.

QUESTION 2
-- Exhibit --
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10.10.1.30.53347 > 172.16.20.2.http: 5 1829726557:1829726557 (0)
172.16.20.2.http > 10.10.1.30.53347:
10.10.1.30.53347 > 172.16.20.2.http:
10.10.1.30.53347 > 172.16.20.2.http:
172.16.20.2.http > 10.10.1.30.53347:
172.16.20.2 . http > 10.10.1.30.53347:
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LE I U I I I 7 B

P 1:334(333)

P 1:463(462)

win 4380 <mss 1460,nop,wscale 0,nop,nop,timestamp 2395417326 0,sackCE,eol>
3203430150:3203430150(0) ack 1829726558 win 5792 <mss 1460, sackCE, timestamp 1165862 2395417926, nop,wscale 3>
ack 1 win 4380 <nop,nop,timescamp 2385417327 1165862>

ack 1 win 4380 <nop,nop,timestamp 2395417527 11&65862>

ack 334 win 858 <nop,nop,timescamp 1165863 2395417327>

ack 334 win 858 <nop,nop,timestamp 1165864 2335417327

463:463(0) ack 334 win 858 <nop,nop,timestamp 1165864 2395417327>

ack 464 win 4842 <nop,nop,timestamp 2395417930 1165864>

334:334(0) ack 464 win 4842 <nop,nop,timestamp 2355417333 11&65864>

ack 335 win 858 <nop,nop,timescamp 1165869 2335417333>

2990657852 :2990657892 (0) win 4380 «m=s 1460,nop,w=cale 0,nop,nop,timestamp 23857795676 0,=sackCE,eocls>
3583899485:35838559489(0) ack 29380657883 win 5792 <ms=s 1460, sackOK, timestamp 1527617 23895779676, nop,wscale 3>
2990657852 :2990657892 (0) win 4380 «m=s 1460,nop,w=cale 0,nop,nop,timestamp 23895782676 0,=sackCE,eocls>
3583855489:3583899485(0) ack 25990657893 win 5752 <mss 1460, sackCE, timestamp 1530617 2395773676, nop,wscale 3>
2990657892 :29906578592 (0) win 4380 <mss 1460,nop,wscale 0,nop,nop, timestamp 2395785876 0,s5ackCE, eol>
35838959489:3583899489(0) ack 2990657893 win 5792 <mss 1460, sackCE, timestamp 1533817 2395779676, nop,wscale 3>
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Client

VS$:10.10.1.100:80 ‘
Float: 10.10.1.33

Self: 10.10.1.31 Self: 10.10.1.32

Self: 172.16.1.31 Self: 172 16.1.32
Float: 172.16.1.33

R

172.16.20.1:80 172.16.20.2:80 172.16.20.3:80

-- Exhibit --

Refer to the exhibit.

A server administrator notices that one server is intermittently NOT being sent any HTTP requests. The server logs display no issues. The LTM Specialist notices log entries stating the node (172.16.20.1) status cycling between
down and up. The pool associated with the virtual server (10.10.1.100) has a custom HTTP monitor applied.

Which tcpdump filter will help trace the monitor?

tcpdump -i internal port 80 and host 172.16.1.31
tcpdump -i external port 80 and host 10.10.1.100
tcpdump -i internal port 80 and host 172.16.1.33
tcpdump -i external port 80 and host 172.16.20.1

o0 ® >

Correct Answer: A
Section:

QUESTION 3
-- Exhibit --
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:29:38.095440 IP 10.0.0.2.15885 > 10.0.0.1.http: S 233558736:233558736(0) win 8152 <m=s=s 1416,nop,wscale 2,nop,nop,sackOE>» in =slotl/tmml lis=

0x0000: Ob71 OB00 4500 0034 35b8 4000 7606 5844 .g..E..45.8.v.¥XD

0x0010: acll 0l4e acld 1d4b 3e=0d 0050 Odeb d4d2d0 ...H...E»..P....

Ox0020: 0000 0000 2002 2000 b9s1 0000 0204 058B ......... I 1

Ox0030: 0103 0302 0101 0402 0105 0101 0001 00 @ 4uececenweennns

:29:38.095485 IP 10.0.0.1.http > 10.0.0.2.15885: S5 24B86948624:2486948624 (0) ack 233558737 win 4248 <ms=s 1460,nop,wscale 0,sack0E,eol> out =slotl/tmml lis=/Common/test-vs
0x0000: Ob71 OB00 4500 0034 a9d4 4000 £f06 S5b27 .g..E..4..@...["

0x0010: acld 1d4b acll 014e 0050 Zel0d 943b 4310 ...E...H.P>..:..
0x0020: 0Odeb d2dl 8012 1098 6243 0000 0204 05b4 ........ TS i i
0x0030: 0103 0300 0402 0000 01lc 0100 0001 172F .......ceeeo.nnn £

0=x0040: 436f &ded 6fee 2f61 7263 6B2d 6263 6172 Common/test-vs

:29:38.251761 IP 10.0.0.2.15885 > 10.0.0.1.http: . ack 1 win 16638 in slotl/tmml lis=/Common/test-vs
0x0000: Ob71 OBO0 4500 0028 3549 4000 7706 572f .g..E..(5.@8.w.W/S

0x0010: acll 0l4e acld 1d4b 3e=0d 0050 Odeb d2dl ...H...E»>..P....

0x0020: 943b d311 5010 40fe 71a7 0000 01lc 0101 .;..P.B.g.......

0x0030: 0001 172f 436f 6ded 6f6e 2f61 T263 682d ... /Common/arch-

Ox0040: 6263 6172 642d 7485 7374 bocard-test

:29:38.252723 IP 10.0.0.2.15885 > 10.0.0.1.http: P 1:426(425) ack 1 win 16638 in =slotl/tmml lis=/Common/test-wvs
0x0000: Ob71 OB00 4500 01dl 35d4da 4000 7706 5585 .g..E...5.@8.w.0.
0x0010: acll 0l14e acld 1d4b 3e=0d 0050 Odeb d2dl ...H...E»>..P....
0x0020: 943b d311 5018 40fe 558e 0000 4745 5420 .;..P.@8.U...GET.
0x0030: 2f42 4947 2449 505f 4def €475 6c65 5f49 JSzome-file-name.
0x0060: 7064 6620 4854 5450 2f31 2e31 0d0a 4163 pdf.HTTES1.1l..4c
Ox0070: &365 7074 3a20 2a2f 2ald 0ab2 elee 6765 cept:.#/%._Range
Ox0080: 3a20 6279 7465 T733d 3234 3537 3630 2d32 :.bytes=245760-2
Ox0090: 3632 3134 330d 0241 6363 6570 742d 456e 62143, .Accept-En
O0x00al: 636f 6468 bebT7 3220 &77a 6870 2c20 6465 coding:.g=ip, .de
Ox00b0: 6&66c 6174 650d 0a55 7365 722d 4167 656e flate..User-Agen
0x00cO: 7432 204d &6f7a 6%9%6c 6c6l 2£f34 2e30 2028 t:.Mozilla/ 4.0. |
Ox00d0: &36f 6d70 6174 6962 6ce5 3b20 4453 45945 compatible; .MSIE
Ox00ed: 2038 2e30 3b20 5769 &6e6d4 &f77 7320 4254 (8.0; . .Windows.HT
Ox00f0: 2036 2e31 3b20 574f 5736 343b 2054 7269 .6.1;.WCWe4:.Tri
0x0100: 6465 6274 2f34 2e30 3b20 534c 4343 323b dent/4.0;.5LCCZ2;
Ox0110: 202e 4e45 5420 434c 5220 3222 302e 3530 ..HET.CLE.2.0.50
Ox0120: 3732 373b 202e 4245 5420 434c 5220 332e 727;..HET.CLR.3.
Ox0130: 352e 3330 3732 383b 202e 4e45 5420 434c 5.30729:..HET.CL
Ox0140: 5220 332e 302e 3330 3732 393b 204d 6564 ER.3.0.30729;.Med
Ox0150: 6961 2043 656e 7465 7220 5043 2036 2230 ia.Center.PC.6.0
Ox0160: 3b20 Z2ede 4554 342e 3043 3b20 4%9&e 666f ;.. HET4.0C:.Info
Ox0170: 5061 7468 2233 3b20 2ede 4554 342e 3045 Path.3:..NET4.0E
Ox0180: 3b20 4d53 2d52 5443 204c 4d20 383b 2041 ;. M5-RIC.IM.8:.4
0x0190: 736b 5482 4f52 432f 352e 3135 2e31 2e32 s=kTbORJS5.15.1.2
Ox01a0: 3232 3239 290d Oa48 &f73 743z 2031 3732 2229)..Ho=t:.10.

Ox01b0: 2e32 392e 3239 2237 350d 0a43 e6fée Gebs 0.0.1...... Conne

0x01cO: 6374 696f 6e3a 204b 6565 T702d 41éc 6976 ction:.Heep-Alivw

Ox01d0: &50d 0ald 0201 1c01 0100 0117 2f43 6fed e........... fCom

0x01e0: 6def 6e2f 6172 6368 2d62 6361 7264 2d74 mon/test-vs

:29:38.252761 IP 10.0.0.1.http > 10.0.0.2.15885: . ack 426 win 4673 out slotl/tmml lis=/Common/test-vs
0x0000: Ob71 OB00 4500 0028 afde 4000 £f06 Sb2f .g..E..(..@...[/

0x0010: acld 1d4b acll 014e 0050 3e0d 943b 4311 ...E...H.P>..:..

0x0020: 0Odeb d47a 5010 1241 Sebb 0000 01lc 0100 ...=2ZP..A........

0x0030: 0001 172f 436f 6ded 6fee 2f61 T263 E82d ... /Common/test-wvs

:29:38.252774 IP 10.0.0.1.http > 10.0.0.2.15885: R 1:50(49) ack 426 win 4673 out slotl/tmml lis=/Common/test-vs
0x0000: Ob71 OB00 4500 0059 afda 4000 f£f06 Safc .g..E..¥..@...Z.

0x0010: acld 1d4b acll 014e 0050 3e0d 943b 4311 ...E...H.P>..;..

Ox0020: 0Odeb d47a 5014 1241 8e5b 0000 4249 472d ...=zP..A.[..BIG-

Ox0030: 45950 3a20 5b30 7831 3430 3264 6334 3a31 IP:.[0x1402dc4:1

Ox0040: 3432 375d 204e &f20 T706f &f6c 206d 656d 427].Ho.pool.mem

Ox0050: 6265 7220 6176 6169 6cel &26c 6501 1201 ber.awvailable. ..

0x0060: 0000 0117 Z2f43 e6fed e6def &e2f 6172 6368 ....,/Common/test-wvs
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-- Exhibit --

Refer to the exhibit.

A user is unable to access an HTTP application via a virtual server.
What is the cause of the failure?

The host header requires a host name.
The virtual server is in the disabled state.
The Connection: Keep-Alive header is set.

o0 ®p

There is no pool member available to service the request.

Correct Answer: D
Section:

QUESTION 4
-- Exhibit --
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-- Exhibit --

Refer to the exhibit.

A layer 2 nPath routing configuration has been deployed. A packet capture contains a client connection packet with the following properties:
Source IP: <Virtual Server>

Destination IP: <Client A>

At which two locations could the packet capture have been taken? (Choose two.)

the network interface of web server

the DMZ interface of the Internet firewall

the internal interface of the Internet firewall
the external VLAN interface of the LTM device

o 0N >

Correct Answer: A, C
Section:

QUESTION 5
-- Exhibit --

Monitor definition:

ltm monitor http testZ {
defaults-from http
destination *:¥%
interval 5
recv "200 OCE"
send "GET /webmail HTTPE/S1.1\\r\‘\mHost: webmail.example.com\\r\‘\nConnection: clo@e‘\\ri\\n\i\ri\n"
time-until-up 0O
timeout 16

HITP Headers from tcpdump:

GET /webmail HITP/1.1
Host: webmail.example.com
Connection: close

HTTES1.1 301 Moved Permanently

Date: Tue, 16 Oct 2012 20:23:22 GMT

Server: Apache/2.2.3 (Cent05)

Location: http://webmail.example.com/webmail/
Content-Length: 327

Conmection: close

-- Exhibit --

Refer to the exhibit.

An HTTP monitor always marks the nodes in the pool as down. The monitor's definition and the HTTP headers from the monitor request and response are provided.
What is the issue?

The response is compressed.
The send string is incorrect.
The monitor timeout is too short.

o0 w®

The monitor is NOT configured to follow the redirect.

Correct Answer: B


https://vdumps.com
https://vdumps.com

Section:

QUESTION 6
-- Exhibit --

ltm monitor http http head {
default=s-from http
de=stination #*:#%
interval 5
recv <html>
send "HEAD / HITE/1.0%\\r‘\An\\r\\n"
time-until-up 0
timeout 16

ltm pool srvl _http pool {
members {
152.168.2.1:http {
addres=s 182.168.2.1
zession monitor-enabled
state down

monitor http head

TCPDUMP OCutpuat:

HEAD / HTTBES1.0

HITES1.1 200 O

Date: Wed, 24 Oct 2012 18:45:53 GMT

Server: Apache/2.2.22 (FreeB5D) PHP/5.4.4 mod =ss1/2.2.22 CpenS35L/0.9.8g DAV/Z
X-Powered-By: PHE/5.4.4

Connection: close

Content-Type: text/html

-- Exhibit --

Refer to the exhibit.
An LTM Specialist is troubleshooting a new HTTP monitor on a pool. The pool member is functioning correctly when accessed directly through a browser. However, the monitor is marking the member as down. The LTM

Specialist captures the monitor traffic via tcpdump.
What is the issue?

The server is marking the connection as closed.

The pool member is rejecting the monitor request.
The monitor request is NOT returning the page body.
The 'time-until-up' setting on the monitor is incorrect.

o n >

Correct Answer: C
Section:

QUESTION 7
An LTM Specialist uploaded new releases .iso and .md5 files titled 'BIGIP-FILENAME' via the GUI.
Which commands are run via the command line from the root directory to verify the integrity of the new .iso file?
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A. cd /var/shared/images md5sum --check BIGIP-FILENAME .iso

B. cd /shared/images md5sum --check BIGIP-FILENAME .iso

C. cd /var/shared/images md5sum --check BIGIP-FILENAME .iso.md5
D. cd /shared/images md5sum --check BIGIP-FILENAME .iso.md5

Correct Answer: D
Section:

QUESTION 8
An LTM Specialist must perform a hot fix installation from the command line.
What is the correct procedure to ensure that the installation is successful?

import the hot fix to the /var/shared/images directory check the integrity of the file with an md5 checksum tmsh apply sys software hotfix volume <volume_name> <hotfix_name>.iso
import the hot fix to the /var/shared/images directory check the integrity of the file with an md5 checksum tmsh install sys software hotfix <hotfix_name>.iso volume <volume_name>
import the hot fix to the /shared/images directory check the integrity of the file with an md5 checksum tmsh apply sys software hotfix volume <volume_name> <hotfix_name>.iso

OO0 ®p

import the hot fix to the /shared/images directory check the integrity of the file with an md5 checksum tmsh install sys software hotfix <hotfix_name>.iso volume <volume_name>

Correct Answer: D
Section:

QUESTION 9
Which two alerting capabilities can be enabled from within an application visibility reporting (AVR) analytics profile? (Choose two.)

sFlow
SNMP
e-mail

LCD panel alert

m o 0w >

high speed logging (HSL)

Correct Answer: B, C
Section:

QUESTION 10
What is a benefit provided by F5 Enterprise Manager?

Enterprise Manager allows administrators to analyze traffic flow and create custom application IPS signatures.
Enterprise Manager allows administrators to establish baseline application usage and generate an alert if an administratively set threshold for the application is exceeded.
Enterprise Manager allows administrators to identify application vulnerabilities. Virtual patches are then automatically generated and applied to remediate the detected application vulnerability.

o0 ® P

Enterprise Manager allows administrators to monitor all application traffic. Configuration optimization suggestions based on the observed traffic patterns are then generated for the administrator to review and apply.

Correct Answer: B
Section:

QUESTION 11
Which two items can be logged by the Application Visibility Reporting analytics profile? (Choose two.)

A. User Agent
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B. HTTP version
C. HTTP Response Codes
D. Per Virtual Server CPU Utilization

Correct Answer: A, C
Section:

QUESTION 12
Which file should be modified to create custom SNMP alerts?

A. /config/alert.conf

B. /etc/alertd/alert.conf

C. /config/user_alert.conf
D. /etc/alertd/user_alert.conf

Correct Answer: C
Section:

QUESTION 13
An LTM Specialist has set up a custom SNMP alert.
Which command line tool should the LTM Specialist use to test the alert?

logger
logtest
testlog

o0 ®p

snmptest

Correct Answer: A
Section:

QUESTION 14
An LTM Specialist is customizing local traffic logging.
Which traffic management OS alert level provides the most detail?

Alert
Notice
Critical
Emergency

m o 0w >

Informational

Correct Answer: E
Section:

QUESTION 15
A new web application is hosted at www.example.net, but some clients are still pointing to the legacy web application at www.example.com.
Which iRule will allow clients referencing www.example.com to access the new application?


www.example.net
www.example.com
www.example.com
https://vdumps.com
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o 0N >

when HTTP_REQUEST { if {{[HTTP::host] equals 'www.example.*' { HTTP::redirect 'http://www.example.net' } }
when HTTP_REQUEST { if {{[HTTP::host] equals 'www.example.com' { HTTP::redirect 'http://www.example.net' } }
when HTTP_DATA { if {{HTTP::host] equals 'www.example.*' { HTTP::redirect 'http://www.example.net' } }

when HTTP_RESPONSE { if {[HTTP::host] equals 'www.example.com' { HTTP::redirect 'http://www.example.net' } }

Correct Answer: B
Section:

QUESTION 16
Which iRule will instruct the client's browser to avoid caching HTML server responses?

A

when HTTP_REQUEST { if {{HTTP::header Content-Type] equals 'html'} { HTTP::header insert Pragma 'no-cache' HTTP::header insert Expires 'Fri, 01 Jan 1990 00:00:00 GMT' HTTP::header replace Cache-Control 'no-
cache,no-store,must-revalidate' } }

when HTTP_REQUEST { if {{HTTP::header Content-Type] contains 'html'} { HTTP::header insert Pragma 'no-cache' HTTP::header insert Expires 'Fri, 01 Jan 1990 00:00:00 GMT' HTTP::header replace Cache-Control 'no-
cache,no-store,must-revalidate' } }

when HTTP_RESPONSE { if {{HTTP::header Content-Type] contains 'html'} { HTTP::header insert Pragma 'no-cache' HTTP::header insert Expires 'Fri, 01 Jan 1990 00:00:00 GMT' HTTP::header replace Cache-Control 'no-
cache,no-store,must-revalidate' } }

when HTTP_RESPONSE { if {{HTTP::header Content-Type] equals 'html'} { HTTP::header insert Pragma 'no-cache' HTTP::header insert Expires 'Fri, 01 Jan 1990 00:00:00 GMT' HTTP::header replace Cache-Control 'no-
cache,no-store,must-revalidate' } }

Correct Answer: C
Section:

QUESTION 17
An IT administrator wants to log which server is being load balanced to by a user with IP address 10:10.10.25.
Which iRule should the LTM Specialist use to fulfill the request?

OO0 wp

when SERVER_CONNECTED { if { [IP::addr [IP::remote_addr]] equals 10.10.10.25]} { log localO. 'client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]' } }

when CLIENT_ACCEPTED { if { [IP::addr [clientside [IP::remote_addr]] equals 10.10.10.25]} { log localO. 'client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]' } }
when SERVER_CONNECTED { if { [IP::addr [clientside [IP::remote_addr]] equals 10.10.10.25]} { log localO. 'client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]' } }
when CLIENT_ACCEPTED { if { [IP::addr [IP::remote_addr] equals 10.10.10.25]} { log localO. 'client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]' } }

Correct Answer: C
Section:

QUESTION 18
A customer needs to intercept all of the redirects its application is sending to clients. When a redirect is matched, the customer needs to log a message including the client IP address.
Which iRule should be used?

o0 ® >

when HTTP_RESPONSE { if { [HTTP::is_3xx] } { log local0. 'redirecting client ip address [IP::addr [IP::remote_addr]]"' } }
when HTTP_REQUEST { if { [HTTP::is_301] } { log localO. 'redirecting client ip address [IP::addr [IP::remote_addr]]' } }
when HTTP_REQUEST { if { [HTTP::is_redirect] } { log local0. 'redirecting client ip address [IP::addr [IP::remote_addr]]"' } }
when HTTP_RESPONSE { if { [HTTP::is_redirect] } { log localQ. 'redirecting client ip address [IP::addr [IP::remote_addr]]' } }

Correct Answer: D
Section:
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QUESTION 19

A web application requires knowledge of the client's true IP address for logging and analysis purposes. Instances of the application that can decode X-Forwarded-For HTTP headers reside in pool_a, while pool_b instances
assume the source IP is the true address of the client.

Which iRule provides the proper functionality?

when HTTP_DATA { if {{HTTP::header exists X-Forwarded-For]{ pool pool_a } else { pool pool b }}
when HTTP_RESPONSE { if {{HTTP::header exists X-Forwarded-For]}H{ pool pool_a } else { pool pool_b } }
when HTTP_REQUEST { if {{HTTP::header exists X-Forwarded-For]H pool pool_a } else { pool pool b }}
when HTTP_OPEN { if {{HTTP::header exists X-Forwarded-For]}{ pool pool_a } else { pool pool_b }}

o0 ®p

Correct Answer: C
Section:

QUESTION 20
Which iRule will reject any connection originating from a 10.0.0.0/8 network?

when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::remote_addr] mask 8] switch Sremote_ip {'10.0.0.0' { reject } '11.0.0.0' { pool pool_http1} default { pool http_pool } } }
when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::local_addr] mask 8] switch Sremote_ip {'10.0.0.0' { reject } '11.0.0.0' { pool pool_http1} default { pool http_pool } } }

when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::client_addr] mask 255.0.0.0] switch Sremote_ip { '10.0.0.0' { reject } '11.0.0.0' { pool pool_http1} default { pool http_pool } } }
when CLIENT_ACCEPTED { set remote_ip [IP::addr [IP::local_addr] mask 255.0.0.0] switch Sremote_ip {'10.0.0.0' { reject } '11.0.0.0' { pool pool_http1} default { pool http_pool } } }
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Correct Answer: C
Section:

QUESTION 21

There is a fault with an LTM device load balanced trading application that resides on directly connected VLAN vlan-301. The‘application virtual server is 10.0.0.1:80 with trading application backend servers on subnet
192.168.0.0/25. The LTM Specialist wants to save a packet capture with complete payload for external analysis.

Which command should the LTM Specialist execute on the LTM device command line interface?

tcpdump -vvv -w /var/tmp/trace.cap 'net 192.168.0.0/25'

tcpdump -vvv -s 0 -w /var/tmp/trace.cap 'net 192.168.0.0/25'

tcpdump -vvv -nni vlan-301 -w /var/tmp/trace.cap 'net 192.168.0.0/25'
tcpdump -vvv -s 0 -nni vlan-301 -w /var/tmp/trace.cap 'net 192.168.0.0/25'
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Correct Answer: D
Section:

QUESTION 22
An LTM Specialist has just captured trace /var/tmp/trace.cap for site www.example.com while listening on virtual address 10.0.0.1:443 configured on partition Application

A . The data payload being captured is SSL encrypted.
Which command should the LTM Specialist execute to decrypt the data payload?

. ssldump -Aed -nr /var/tmp/trace.cap -k /config/filestore/files_d/Common_d/certificate_d/:Common:www.example.com.crt_1

A

B. ssldump -Aed -nr /var/tmp/trace.cap -k /config/filestore/files_d/Common_d/certificate_key_d/:Common:www.example.com.key 1
C. ssldump -Aed -nr /var/tmp/trace.cap -k /config/filestore/files_d/ApplicationA_d/certificate_d/:ApplicationA:www.example.com.crt_1
D

. ssldump -Aed -nr /var/tmp/trace.cap -k /config/filestore/files_d/ApplicationA_d/certificate_key d/:ApplicationA:www.example.com.key 1
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Correct Answer: B
Section:

QUESTION 23
An LTM Specialist must perform a packet capture on a virtual server with an applied standard FastL4 profile. The virtual server 10.0.0.1:443 resides on vlan301.
Which steps should the LTM Specialist take to capture the data payload successfully while ensuring no other virtual servers are affected?

The standard FastL4 profile should have PVA acceleration disabled. Then the packet capture tcpdump -ni vlan301 should be executed on the command line interface.
The packet capture tcpdump -ni vlan301 should be executed on the command line interface. There is no need to change profiles or PVA acceleration.
A new FastL4 profile should be created and applied to the virtual server with PVA acceleration disabled. Then the packet capture tcpdump -ni vlan301 should be executed on the command line interface.
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The LTM device is under light load. The traffic should be mirrored to a dedicated sniffing device. On the sniffing device, the packet capture tcpdump -ni vlan301 should be executed.

Correct Answer: C
Section:

QUESTION 24

A new VLAN vlan301 has been configured on a highly available LTM device in partition Application A . A new directly connected backend server has been placed on vlan301. However, there are connectivity issues pinging the
default gateway. The VLAN self IPs configured on the LTM devices are 192.168.0.251 and 192.168.0.252 with floating IP 192.168.0.253. The LTM Specialist needs to perform a packet capture to assist with troubleshooting the
connectivity.

Which command should the LTM Specialist execute on the LTM device command line interface to capture the attempted pings to the LTM device default gateway on VLAN vlan301?

tcpdump -ni /ApplicationA/vlan301 'host 192.168.0.253'

tcpdump -ni vlan301 'host 192.168.0.253'

tcpdump -ni /ApplicationA/vlan301 'host 192.168.0.251 or host 192.168.0.252'
tcpdump -ni vlan301 'host 192.168.0.251 or host 192.168.0.252'
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Correct Answer: A
Section:

QUESTION 25
An LTM device pool has suddenly been marked down by a monitor. The pool consists of members 10.0.1.1:443 and 10.0.1.2:443 and are verified to be listening. The affected virtual server is 10.0.0.1:80.
Which two tools should the LTM Specialist use to troubleshoot the associated HTTPS pool monitor via the command line interface? (Choose two.)

. curl

A

B. telnet
C. ssldump
D

. tcpdump

Correct Answer: A, C
Section:

QUESTION 26

An LTM Specialist needs to modify the logging level for tcpdump execution events. Checking the BigDB Key, the following is currently configured:
sys db log.tcpdump.level {

value 'Notice'

}

Which command should the LTM Specialist execute on the LTM device to change the logging level to informational?
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tmsh set /sys db log.tcpdump.level value informational
tmsh set /sys db log.tcpdump.level status informational
tmsh modify /sys db log.tcpdump.level value informational

o 0N >

tmsh modify /sys db log.tcpdump.level status informational

Correct Answer: C
Section:

QUESTION 27

An application is configured on an LTM device:

Virtual server: 10.0.0.1:80 (VLAN vlan301)

SNAT IP: 10.0.0.1

Pool members: 10.0.1.1:8080, 10.0.1.2:8080, 10.0.1.3:8080 (VLAN vlan302)

Which packet capture should the LTM Specialist perform on the LTM device command line interface to capture only client traffic specifically for this virtual server?

tcpdump -ni 0.0:nnn -s 0 'host 10.0.0.1' -w /var/tmp/trace.cap

tcpdump -ni vlan301 -s 0 'port 80 and host 10.0.0.1' -w /var/tmp/trace.cap

tcpdump -ni vlan301 -s 0 'port 8080 and host 10.0.1.1 or host 10.0.1.2 or host 10.0.1.3' -w /var/tmp/trace.cap

tcpdump -ni vlan302 -s 0 'port 8080 and host 10.0.1.1 or host 10.0.1.2 or host 10.0.1.3' -w /var/tmp/trace.cap

tcpdump -ni 0.0:nnn -s 0 '(port 80 and host 10.0.0.1) or (port 8080 and host 10.0.1.1 or host 10.0.1.2 or host 10.0.1.3)' -w /var/tmp/trace.cap

mo 0o w>

Correct Answer: B
Section:

QUESTION 28

An application is configured on an LTM device:

Virtual server: 10.0.0.1:80 (VLAN vlan301)

SNAT IP: 10.0.0.1

Pool members: 10.0.1.1:8080, 10.0.1.2:8080, 10.0.1.3:8080 (VLAN vlan302)

Which packet capture should the LTM Specialist perform on the LTM device command line interface to capture only server traffic specifically for this application?

tcpdump -ni 0.0:nnn -s 0 'host 10.0.0.1" -w /var/tmp/trace.cap

tcpdump -ni vlan301 -s 0 'port 80 and host 10.0.0.1' -w /var/tmp/trace.cap

tcpdump -ni vlan302 -s 0 'port 8080 and (host 10.0.1.1 or host 10.0.1.2 or host 10.0.1.3)' -w /var/tmp/trace.cap

tcpdump -ni 0.0:nnn -s 0 '(port 80 and host 10.0.0.1) or (port 8080 and host 10.0.1.1 or host 10.0.1.2 or host 10.0.1.3)' -w /var/tmp/trace.cap
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Correct Answer: C
Section:

QUESTION 29

An LTM Specialist sees these entries in /var/log/Itm:

Oct 25 03:34:31 tmm warning tmm[7150]: 01260017:4: Connection attempt to insecure SSL server (see RFC5746) aborteD. 172.16.20.1:443
Oct 25 03:34:32 tmm warning tmm[7150]: 01260017:4: Connection attempt to insecure SSL server (see RFC5746) aborteD. 172.16.20.1:443
Oct 25 03:34:32 tmm warning tmm[7150]: 01260017:4: Connection attempt to insecure SSL server (see RFC5746) aborteD. 172.16.20.1:443
Oct 25 03:34:32 tmm warning tmm[7150]: 01260017:4: Connection attempt to insecure SSL server (see RFC5746) aborteD. 172.16.20.1:443
Oct 25 03:34:32 tmm warning tmm[7150]: 01260017:4: Connection attempt to insecure SSL server (see RFC5746) aborteD. 172.16.20.1:443
Oct 25 03:34:33 tmm warning tmm[7150]: 01260017:4: Connection attempt to insecure SSL server (see RFC5746) aborteD. 172.16.20.1:443
Assume 172.16.20.0/24 is attached to the VLAN 'internal.’


https://vdumps.com
https://vdumps.com

What should the LTM Specialist use to troubleshoot this issue?

curl -d - -k https://172.16.20.1
ssldump -i internal host 172.16.20.1
tcpdump -i internal host 172.16.20.1 > /shared/ssl.pcap ssldump < /shared/ssl.pcap

o0 w®p

tcpdump -s 64 -i internal -w /shared/ssl.pcap host 172.16.20.1 ssldump -r /shared/ssl.pcap

Correct Answer: B
Section:

QUESTION 30

A virtual server for a set of web services is constructed on an LTM device. The LTM Specialist has created an iRule and applied this iRule to the virtual server:
when HTTP_REQUEST {

switch [HTTP::uri] {

'/WS1/ws.jsp' {

log localO. '[HTTP::uri]-Redirected to JSP Pool'

pool JSP

}

default { log localQ. '[HTTP::uri]-Redirected to Non-JSP Pool'
pool NonJSP

}

}

}

However, the iRule is NOT behaving as expected. Below is a snapshot of the log:
/WS1/ws.jsp-Redirected to JSP Pool

/WS1/ws.jsp-Redirected to JSP Pool

/WS1/ws.jsp-Redirected to JSP Pool

/WS1/WS.jsp-Redirected to Non-JSP Pool

/ws1/WS.jsp-Redirected to Non-JSP Pool

/WS1/ws.jsp-Redirected to JSP Pool

/ws1/ws.jsp-Redirected to Non-JSP Pool

What is the problem?

The condition in the iRule is case sensitive.
The 'switch' command in the iRule has been used incorrectly.
The pool members of both pools need to be set up as case-insensitive members.

o0 ® >

The 'Process Case-Insensitivity' option for the virtual server needs to be selected.

Correct Answer: A
Section:

QUESTION 31

An LTM Specialist is tasked with ensuring that the syslogs for the LTM device are sent to a remote syslog server.

The following is an extract from the config file detailing the node and monitor that the LTM device is using for the remote syslog server:
monitor

Syslog_ 15002 {

defaults from udp

dest *:15002

}
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node 91.223.45.231 {

monitor Syslog_15002

screen RemoteSYSLOG

}

There seem to be problems communicating with the remote syslog server. However, the pool monitor shows that the remote server is up.

The network department has confirmed that there are no firewall rules or networking issues preventing the LTM device from communicating with the syslog server. The department responsible for the remote syslog server
indicates that there may be problems with the syslog server. The LTM Specialist checks the BIG-IP LTM logs for errors relating to the remote syslog server. None are found. The LTM Specialist does a tcpdump:
tcpdump -nn port 15002, with the following results:

21:28:36.395543 IP 192.168.100.100.44772 > 91.223.45.231.15002: UDP, length 19

21:28:36.429073 IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 169

21:28:36.430714 IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 181

21:28:36.840524 1P 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 169

21:28:36.846547 1P 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 181

21:28:39.886343 IP 192.168.100.100.39499 > 91.223.45.231.15002: UDP, length 144

NotE. 192.168.100.100 is the self IP of the LTM device.

Why are there no errors for the remote syslog server in the log files?

The -log option for tcpdump needs to be used.
The monitor type used is inappropriate.
The 'verbose' logging option needs to be enabled for the pool.
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When the remote syslog sever fails, it returns to service before the timeout for the monitor has expired.

Correct Answer: B
Section:

QUESTION 32
Given a tcpdump on an LTM device from both sides of a connection on the External and Internal VLANs, how should an LTM Specialist determine if SNAT is enabled for a particular pool?

by checking to see if the Source IP is carried through from the External Vlan to the Internal Vlan
by checking to see if the Destination port is carried through from the External Vlan to the Internal Vlan
by checking to see if the Source port is carried through from the External Vlan to the Internal Vlan

o0 >

by checking to see if the Destination IP is carried through from the External Vlan to the Internal Vlan

Correct Answer: A
Section:

QUESTION 33

An LTM Specialist has a OneConnect profile and HTTP profile configured on a virtual server to load balance an HTTP application.
The following HTTP headers are seen in a network trace when a client connects to the virtual server:
Clientside:

GET /HTTP/1.1

Host: 192.168.136.100

User-Agent: Mozilla/5.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-EncodinG. gzip, deflate

Connection: keep-alive

Serverside:

HTTP/1.1 200 OK

DatE. 5 Jun 1989 17:06:55 GMT
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Server: Apache/2.2.14 (Ubuntu)

Vary: Accept-Encoding

Content-EncodinG. gzip

Content-LengtH. 3729

X-Cnection: close

Content-TypE. text/html

The LTM Specialist notices the OneConnect feature is working incorrectly.
Why is OneConnect functioning incorrectly?

Client must support HTTP/1.0.
Client must support HTTP keep-alive.
Server must support HTTP/0.9.
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Server must support HTTP keep-alive.

Correct Answer: D
Section:

QUESTION 34

A virtual server for a set of web services is constructed on an LTM device. The LTM Specialist has created an iRule and applied this iRule to the virtual server:
when HTTP_REQUEST {

switch [HTTP::uri] {

'/wsl/ws.jsp' {

log localO. '[HTTP::uri]-Redirected to JSP Pool'

pool JSP

}

default { log localO. '[HTTP::uri]-Redirected to Non-JSP Pool'
pool NonJSP

}

}

}

However, the iRule is NOT behaving as expected. Below is a snapshot of the log:
/WS1/ws.jsp-Redirected to JSP Pool

/WS1/ws.jsp-Redirected to JSP Pool

/WS1/ws.jsp-Redirected to JSP Pool

/WS1/WS.jsp-Redirected to Non-JSP Pool

/ws1/WS.jsp-Redirected to Non-JSP Pool

/WS1/ws.jsp-Redirected to JSP Pool

/ws1/ws.jsp-Redirected to Non-JSP Pool

What should the LTM Specialist do to resolve this?

Use the followinG. switch -Ic [HTTP::uri]
Use the followinG. switch [string tolower [HTTP::uri]]
Set the 'Case Sensitivity' option of each member to 'None'.
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Select the 'Process Case-Insensitivity' option for the virtual server.

Correct Answer: B
Section:

QUESTION 35
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An LTM device has a virtual server configured as a Performance Layer 4 virtual listening on 0.0.0.0:0 to perform routing of packets to an upstream router. The client machine at IP address 192.168.0.4 is attempting to contact a
host upstream of the LTM device on IP address 10.0.0.99.

The network flow is asymmetrical, and the following TCP capture displays:

# tcpdump -nnni 0.0 'host 192.168.0.4 and host 10.0.0.99'

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode listening on 0.0, link-type EN10MB (Ethernet), capture size 96 bytes
05:07:55.499954 IP 192.168.0.4.35345 > 10.0.0.99.443: S 3205656213:3205656213(0) ack 3267995082 win 1480

05:07:55.499983 IP 10.0.0.99.443 > 192.168.0.4.35345: R 1:1(0) ack 1 win O

05:07:56.499960 IP 192.168.0.4.35345 > 10.0.0.99.443: S 3205656213:3205656213(0) ack 3267995082 win 1480

05:07:56.499990 IP 10.0.0.99.443 > 192.168.0.4.35345: R 1:1(0) ack 1 win O

4 packets captured

Which option within the fastL4 profile needs to be enabled by the LTM Specialist to prevent the LTM device from rejecting the flow?

Loose Close
Loose Initiation
Reset on Timeout

o0 >

Generate Initial Sequence Number

Correct Answer: B
Section:

QUESTION 36

An LTM Specialist has configured a virtual server for www.example.com, load balancing connections to a pool of application servers that provide a shopping cart application. Cookie persistence is enabled on the virtual server.
Users are able to connect to the application, but the user's shopping cart fails to update. A traffic capture shows the following:
Request:

GET /cart/updatecart.php HTTP/1.1

Host: www.example.com

Connection: keep-alive

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_5) AppleWebKit/537.4 (KHTML, like Gecko) Chrome/22.0.1229.94 Safari/537.4
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-EncodinG. gzip,deflate,sdch

Accept-LanguagkE. en-US,en;q=0.8

Accept-Charset: 1SO-8859-1,utf-8;9=0.7,*;9=0.3

CookiE. BIGipServerwebstore_pool=353636524.20480.0000

Response:

HTTP/1.1 200 OK

DatE. Wed, 24 Oct 2012 18:00:13 GMT

Server: Apache/2.2.22 (Ubuntu)

X-Powered-By: PHP/5.3.10-1ubuntu3.1

Set-CookiE. cartiID=647A5EA6657828C69DB8188981CB5; path=/; domain=wb01.example.com

Keep-AlivE. timeout=5, max=100

Connection: Keep-Alive

Content-TypE. text/html

No changes can be made to the application.

What should the LTM Specialist do to resolve the problem?

A. Use an iRule to rewrite the cartID cookie domain.
B. Create a universal persistence profile on the cartID cookie.
C. Enable source address persistence as a fallback persistence method.
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D. Create a cookie persistence profile with 'match across services' enabled.

Correct Answer: A
Section:

QUESTION 37

An LTM Specialist has been asked to configure a virtual server to distribute connections between a pool of two application servers with addresses 172.16.20.1 and 172.16.20.2. The application servers are listening on TCP
ports 80 and 443. The application administrators have asked that clients be directed to the same node for both HTTP and HTTPS requests within the same session.

Virtual servers vs_http and vs_https have been created, listening on 1.2.3.100:80 and 1.2.3.100:443, respectively.

Which configuration option will result in the desired behavior?

A. Create pool app_pool with members 172.16.20.1:any and 172.16.20.2:any Assign app_pool as the default pool for both vs_http and vs_https Disable port translation for vs_http and vs_https

B. Create pool http_pool with members 172.16.20.1:80 and 172.16.20.2:80 Assign pool http_pool as the default pool for both vs_https and vs_https Disable port translation for vs_https Create an SSL persistence profile with
'match across virtual servers' enabled Assign the persistence profile to vs_http.

C. Create pool http_pool with members 172.16.20.1:80 and 172.16.20.2:80 Create pool https_pool with members 172.16.20.1:443 and 172.16.20.2:443 Assign http_pool as the default pool for vs_http Assign https_pool as
the default pool for vs_https Create a source address persistence profile with 'match across services' enabled Assign the persistence profile to vs_http and vs_https

D. Create pool http_pool with members 172.16.20.1:80 and 172.16.20.2:80 Create pool https_pool with members 172.16.20.1:443 and 172.16.20.2:443 Assign http_pool as the default pool for vs_http Assign https_pool as
the default pool for vs_https Create an SSL persistence profile with 'match across virtual servers' enabled Assign the persistence profile to vs_http

Correct Answer: C
Section:

QUESTION 38

An LTM Specialist is investigating reports from users that SSH connections are being terminated unexpedtedly. SSH connections are load balanced through a virtual server. The users experiencing this problem are running SQL
gueries that take upwards of 15 minutes to return with no screen output. The virtual server is standard with a pool associated and no other customizations.

What is causing the SSH connections to terminate?

UDP IP ToS
TCP idle timeout
The virtual server has no persistence.
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The pool has Reselect Retries set to 0.

Correct Answer: B
Section:

QUESTION 39

Users in a branch office are reporting a website is always slow. No other users are experiencing the problem. The LTM Specialist tests the website from the external VLAN along with testing the servers directly. All tests indicate
normal behavior. The environment is a single HTTP virtual server on the external VLAN with a single pool containing three HTTP pool members on the internal VLAN.

Which two locations are most appropriate to collect additional protocol analyzer data? (Choose two.)

A. auser's machine

B. the switch local to the user

C. the LTM device's internal VLAN

D. the LTM device's external VLAN

E. auser's Active Directory authentication

Correct Answer: A, B
Section:
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QUESTION 40

An LTM Specialist has a single HTTPS virtual server doing SSL termination. No server SSL profile is defined. The pool members are on the internal VLAN answering on HTTP port 80. Users with certain browsers are experiencing
issues.

Which two locations are most appropriate to gather packets needed to determine the SSL issue? (Choose two.)

A. server interface
B. user's computer
C. LTM device's external VLAN
D. LTM device's internal VLAN
E

LTM device's management interface

Correct Answer: B, C
Section:

QUESTION 41

A user is having issues with connectivity to an HTTPS virtual server. The virtual server is on the LTM device's external vlan, and the pools associated with the virtual server are on the internal vlan. An LTM Specialist does a
tcpdump on the external interface and notices that the host header is incomplete.

In which location should the LTM Specialist put a traffic analyzer to gather the most pertinent data?

A. server
B. external VLAN
C. internal VLAN
D

. client machine

Correct Answer: D
Section:

QUESTION 42

An application owner claims an LTM device is delaying delivery of an HTTP application. The LTM device has two VLANSs, an internal and an external. The application servers reside on the internal VLAN. The virtual server and
clients reside on the external VLAN.

With appropriate filters applied, which solution is most efficient for obtaining packet captures in order to investigate the claim of delayed delivery?

. one capture on interface 0.0

A

B. one capture on the internal interface
C. one capture on the external interface
D

. one capture on the management interface

Correct Answer: A
Section:

QUESTION 43
A client (10.10.1.30) connecting to an HTTPS virtual server (10.10.1.100) with a clientssl profile is getting an SSL error.
Which options will trace this issue?

A. tcpdump -i external -X -e -nn -vvv -w /shared/ss|_problem.cap port 443 and host 10.10.1.30 ssldump -r /shared/ss|_problem.cap -n -x
B. tcpdump -i external -s 0 -w /shared/ss|_problem.cap port 443 and host 10.10.10.30 and host 10.10.1.100 ssldump -r /shared/ss|_problem.cap -n -x
C. tcpdump -i external -X -s 0 -vvv src host 10.10.10.30 and dst host 10.10.1.100 and port 443 > /shared/ss|_problem.cap ssldump -r /shared/ss|_problem.cap -n -x


https://vdumps.com
https://vdumps.com

D. tcpdump -i external -X -e -nn -vv port 443 and host 10.10.1.100 and host 10.10.1.30 > /shared/ss|_problem.cap ssldump -n -x < /shared/ssl|_problem.cap

Correct Answer: B
Section:

QUESTION 44

An LTM device is deployed in a one-armed topology. The virtual server, clients, and web servers are connected on the LTM device internal VLAN. A client tries to connect to the virtual server and is unable to establish a
connection. A packet capture from the LTM device internal VLAN shows that the HTTP request is being forwarded to the web server.

From which two additional locations should protocol analyzer data be collected? (Choose two.)

network interface of web server

network interface of client machine

internal VLAN interface of LTM device
external VLAN interface of LTM device

any network interface of the Internet firewall

moo®p

Correct Answer: A, B
Section:

QUESTION 45

An LTM Specialist configures a new HTTP virtual server on an LTM device external VLAN. The web servers are connected to the LTM device internal VLAN. Clients trying to connect to the virtual server are unable to establish a
connection. A packet capture shows an HTTP response from a web server to the client and then a reset from the client to the web server.

From which two locations could the packet capture have been collected? (Choose two.)

A. network interface of web server

B. network interface of client machine

C. internal VLAN interface of the LTM device

D. external VLAN interface of the LTM device

E. management VLAN interface of the LTM device

Correct Answer: A, B
Section:

QUESTION 46
The LTM device is configured for RADIUS authentication. Remote logins are failing and the LTM Specialist must verify the RADIUS configuration.
How should the LTM Specialist check the RADIUS server and shared secret configured on the LTM device?

tmsh show running-config /auth radius
tmsh show running-config /sys auth radius
tmsh show running-config /auth configuration

OO0 ® P

tmsh show running-config /sys auth radius-server

Correct Answer: A
Section:

QUESTION 47
An F5 LTM Specialist needs to perform an LTM device configuration backup prior to RMA swap.
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Which command should be executed on the command line interface to create a backup?

bigpipe config save /var/tmp/backup.ucs
tmsh save /sys ucs /var/tmp/backup.ucs
tmsh save /sys config /var/tmp/backup.ucs

o0 w®p

tmsh save /sys config ucs /var/tmp/backup.ucs

Correct Answer: B
Section:

QUESTION 48

An LTM Specialist notices the following error on the stdout console:

mcpd[2395]: 01070608:0: License is not operational(expired or digital signature does not match contents)
Which command should be executed to verify the LTM device license?

bigpipe version
tmsh show /sys license
tmsh /util bigpipe version

o0 ® >

tmsh show /sys license status

Correct Answer: B
Section:

QUESTION 49

An active/standby pair of LTM devices deployed with network failover are working as desired. After external personnel perform/maintenance on the network, the LTM devices are active/active rather than active/standby. No
changes were made on the LTM devices during the network maintenance.

Which two actions would help determine the cause of the malfunction? (Choose two.)

. checking that the configurations are synchronized
. checking the configuration of the VLAN used for failover

A

B

C. checking the configuration of the VLAN used for mirroring

D. checking the open ports in firewalls between the LTM devices
E

. checking synchronization of system clocks among the network devices

Correct Answer: B, D
Section:

QUESTION 50

Given LTM device Itm log:

Sep 26 20:51:08 local/lb-d-1 notice promptstatusd[3695]: 01460006:5: semaphore mcpd.running(1) held

Sep 26 20:51:08 local/lb-d-1 notice promptstatusd[3695]: 01460006:5:

Sep 26 20:51:08 local/lb-d-1 warning promptstatusd[3695]: 01460005:4: mcpd.running(1) held, wait for mcpd

Sep 26 20:51:08 local/lb-d-1 info sod[3925]: 010c0009:6: Lost connection to mcpd - reestablishing.

Sep 26 20:51:08 local/lb-d-1 err bcm56xxd[3847]: 012c0004:3: Lost connection with MCP: 16908291 ... Exiting bsx_connect.cpp(174)
Sep 26 20:51:08 local/lb-d-1 info bcm56xxd[3847]: 012c0012:6: MCP Exit Status

Sep 26 20:51:08 local/lb-d-1 info bcm56xxd[3847]: 012c0012:6: Info: LACP stats (time now:1348717868) : no traffic
Sep 26 20:51:08 local/lb-d-1 info bcm56xxd[3847]: 012c0014:6: Exiting...

Sep 26 20:51:08 local/lb-d-1 err lind[3842]: 013c0004:3: 10 error on recv from mcpd - connection lost


https://vdumps.com
https://vdumps.com

Sep 26 20:51:08 local/lb-d-1 notice bigd[3837]: 01060110:5: Lost connection to mcpd with error 16908291, will reinit connection.

Sep 26 20:51:08 local/lb-d-1 err statsd[3857]: 011b0004:3: Initial subscription for system configuration failed with error "

Sep 26 20:51:08 local/lb-d-1 err statsd[3857]: 011b0001:3: Connection to mcpd failed with error '011b0004:3: Initial subscription for system configuration failed with error "
Sep 26 20:51:08 local/lb-d-1 err csyncd[3851]: 013b0004:3: 10 error on recv from mcpd - connection lost

Sep 26 20:51:30 local/lb-d-1 notice sod[3925]: 01140030:5: HA proc_running bcm56xxd is now responding.
Sep 26 20:51:34 local/lb-d-1 notice sod[3925]: 01140030:5: HA proc_running mcpd is now responding.

Sep 26 20:51:34 local/lb-d-1 notice sod[3925]: 010c0018:5: Standby

Which daemon failed?

promptstatusd
mcpd

sod

bcm56xxd

lind

moo®p

Correct Answer: B
Section:

QUESTION 51

An LTM Specialist is running the following packet capture on an LTM device:

ssldump -Aed -ni vlan301 'port 443’

Which two SSL record message details will the ssldump utility display by default? (Choose two.)

HTTP Version
User-Agent
ClientHello
ServerHello

m o 0w >

Issuer

Correct Answer: C,D
Section:

QUESTION 52

Given this as the first packet displayed of an ssldump:
221296947622.6313 (0.0001) S>CV3.1(74) Handshake
ServerHello

random[32]=

1921 d755cl 14656354 2362b7c430a2f0

b8 c4 20 06 86 ed 9c 1f 9e 46 0f 42 79 45 8a 29
session_id[32]=

c4 44 ea 86 e2 ba f5 40 4b 44 b4 c2 3a d8 b4 ad

4c dc130d 6¢c 4827019 ¢3 05406 e5 ab a9
cipherSuite TLS_RSA_WITH_RC4 128 SHA
compressionMethod NULL

In reviewing the rest of the ssldump, the application data is NOT being decrypted.
Why is ssldump failing to decrypt the application data?
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The application data is encrypted with SSLv3.
The application data is encrypted with TLSv1.
The data is contained within a resumed TLS session.

o 0N >

The BigDB Key Log.Tcpdump.Level needs to be adjusted.

Correct Answer: C
Section:

QUESTION 53

An LTM Specialist is troubleshooting virtual server 10.0.0.1:443 residing on VLAN vlan301. The web application is accessed via www.example.com. The LTM Specialist wants to save a packet capture with complete decrypted
payload for external analysis.

Which command should the LTM Specialist execute on the LTM device command line interface?

. tcpdump -vvv -s 0 'host 10.0.0.1 and port 443' -w /var/tmp/trace.cap

A

B. tcpdump -vvv -s 0 -ni vlan301 'host 10.0.0.1 and port 443' -w /var/tmp/trace.cap

C. ssldump -Aed -k /config/filestore/files_d/Common_d/certificate_key d/:Common:www.example.com.key_ 1 > /var/tmp/trace.cap
D

. ssldump -Aed -ni vlan301 -k /config/filestore/files_d/Common_d/certificate_key_d/:Common:www.example.com.key 1 > /var/tmp/trace.cap

Correct Answer: D
Section:

QUESTION 54

In preparation for a maintenance task, an LTM Specialist performs a 'Force to Standby' on LTM device Unit 1. LTM device Unit 2 becomes active as expected. The maintenance task requires the reboot of Unit 1. Shortly after
the reboot is complete, the LTM Specialist discovers that Unit 1 has become active and Unit 2 has returnedito standby:

What would cause this behavior?

Unit 1 is set with the redundancy state preference of active in devices groups.
Unit 1 is set with the redundancy state preference of active in high availability.
A traffic group is configured with Auto Failback, and Unit 1 is the default device.

o0 ® >

A device group is configured with Auto Failback, and Unit 1 is the default device.

Correct Answer: C
Section:

QUESTION 55

A high-availability (HA) pair configuration uses only the hardwire serial cable connection to determine device state. A power outage occurs to the PDU powering the active unit. The standby unit takes over the active role as
expected.

How is the peer unit able to determine the active unit is unavailable?

. voltage loss on serial cable

A

B. no data stream received on serial port
C. noresponse on management interface
D

. no heartbeat packets received on self IPs

Correct Answer: A
Section:
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QUESTION 56

While investigating the cause of a device failover, an LTM Specialist discovers the following events in /var/log/Itm:
01010029:5: Clock advanced by 518 ticks

01010029:5: Clock advanced by 505 ticks

01010029:5: Clock advanced by 590 ticks

01010029:5: Clock advanced by 568 ticks

01010029:5: Clock advanced by 1681 ticks

01010029:5: Clock advanced by 6584 ticks

01140029:5: HA daemon_heartbeat tmm fails action is failover and restart.
010c0026:5: Failover condition, active attempting to go standby.

Which issue caused the failover?

NTP being out of sync

TMM being descheduled
VLAN Fail-safe heartbeats

HA missing heartbeat packets

o0 >

Correct Answer: B
Section:

QUESTION 57

A failover event is recorded in the log messages:

Jan 01 00:00:50 BIG-IP notice sod[5855]: 01140029:5: HA proc_running tmm fails action is go offline and down links.

Jan 01 00:00:50 BIG-IP notice sod[5855]: 010c0050:5: Sod requests links down.

Jan 01 00:00:50 BIG-IP notice sod[5855]: 010c0054:5: Offline for traffic group /Common/traffic-group-1.

Jan 01 00:00:50 BIG-IP notice sod[5855]: 010c003e:5: Offline

Jan 01 00:00:50 BIG-IP notice logger: /usr/bin/tmipsecd --tmmcount 4 ==> /usr/bin/bigstart stop racoon

Jan 01 00:00:50 BIG-IP info lacpd[5502]: 01160016:6: Failover event detected. (Switchboard failsafe disabled while offline)
Jan 01 00:00:51 BIG-IP err bcm56xxd[5296]: 012c0010:3: Failover event detected. Marking external interfaces down. bsx.c(3633)
Jan 01 00:00:51 BIG-IP info bcm56xxd[5296]: 012c0015:6: Link: 1.1 is DOWN

Jan 01 00:00:56 BIG-IP notice mcpd[5318]: 0107143c:5: Connection to CMI peer 10.0.0.3 has been removed

Jan 01 00:00:56 BIG-IP notice mcpd[5318]: 0107143a:5: CMI reconnect timer: enabled

Jan 01 00:00:56 BIG-IP notice mcpd[5318]: 01071431:5: Attempting to connect to CMI peer 10.0.0.3 port 6699

What is the cause of the failover?

TMM failed, and VLAN fail-safe initiated the failover.
TMM failed, and system fail-safe initiated the failover.
Loss of connection to CMI peer 10.0.0.3 initiated the failover.

o0 ® >

A switchboard failure caused system fail-safe to initiate the failover.

Correct Answer: B
Section:

QUESTION 58

An LTM Specialist has just manually failed the active LTM device over to the standby LTM device. The LTM Specialist notices the newly active LTM device is NOT currently receiving traffic. The LTM Specialist verifies the newly
active device is responding to ARP but still no traffic is hitting the virtual servers. The LTM Specialist also notices that the virtual servers eventually start responding.

What should be added to the configuration to resolve the problem?


https://vdumps.com
https://vdumps.com

vlan failsafe
floating self IP
network failover
MAC masquerading

m o0 w>

connection mirroring

Correct Answer: D
Section:

QUESTION 59
-- Exhibit --

1tm node /test/10.1.1.1 |
address 10.1.1.1

}

1tm node /ftest/l0.1.1.
addresa 10.1.1.2

[l
e

}

1tm node /test/10.1.1.3 |
address 10.1.1.3

}

1tm pool Stest/testl _pool |
members |

Jteatf10.1.1.1:80 |
address 10.1.1.1

}
Jteat/10.1.1.2:8080 {
address 10.1.1.2
}
1

1tm pool Stest/testd pool |
members |
Jtest/10.1.1.1:80

gog8o0 {
address 10.1.

|

| ]

1
Jteat/10.1.1.3:8080 {
address 10.1.1.3
}
1

1tm wirtual /ftest/teatl _wva |
destination /ftest/l72.16.20.1:80
ip-protocol tcp
mask 255.255.255.25%
pool Steat/testiZ _pool
profiles |
SCommon/http [ }
SCommon,/tcp { }
1
translate-address enabled
translate-port enabled
vlans-disakled

1tm virtual-address /ftest/172.16.20.1 |
address 172.16.20.1
mask 255.255.255.255
traffic-group /Common/traffic-group-1

-- Exhibit --

Refer to the exhibit.

An LTM Specialist is reviewing the 'test' partition.

Which objects, in order, can be removed from the partition?
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delete pool testl_pool, delete node 10.1.1.2

delete node 10.1.1.2, delete pool test2_pool

delete pool testl_pool, delete node 10.1.1.2, delete node 10.1.1.1
delete virtual testl_vs, delete pool test2_pool, delete node 10.1.1.1

m o0 w >

delete pool test1l_pool, delete pool test2_pool, delete node 10.1.1.3

Correct Answer: A
Section:

QUESTION 60
-- Exhibit --

[tm rule /Commonis1-https-redirect {

when HTTP_REQUEST {

if £ not ((HTTP::host] eq "vs1") && not ([HT TP uri] starts_with “fapp™ }{
HTTF: :redirect "hitps./Avs1/app”

return

H

i

i
[tm rule /Commonivs2-https-redirect {

when HTTP_REQUEST {

it { not ((HTTP::host] eq "vs2™) && not ((HT TP uri] starts_with “/fapp4™) } {
HTTP: redirect "https:./hvs2/appd”

return

}

}

H
[tm rule /Commonivs3-https-redirect {

when HTTP_REQUEST {

if { not ((HTTP:host] eq "vs3"™) && not ((HTTP::uri] starts_with "fapp2™) } {
HTTF: redirect “https./vs3appal”

return

H

}

}

[tm rule /Commonivsd-https-redirect {

when HTTP_REQUEST {

if { not ((HTTP::host] eq "vs4™) && not ([HTTP::uri] starts_with “fapp™ }{
HTTF: redirect “https./fvsdapp’

return

i

}

h

[tm rule /CommonisS-https-redirect {

when HTTP_REQUEST {

if { not ((HTTP::host] eq "vs5™) && not ([HT TP uri] starts_with "fapp3™) } {
HTTF: redirect “https./ivs&appal”

return

h
¥
h

-- Exhibit --
Refer to the exhibit.
Which two items can be consolidated to simplify the LTM configuration? (Choose two.)

A. /Common/vsl-https-redirect
B. /Common/vs2-https-redirect
C. /Common/vs3-https-redirect
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D. /Common/vs4-https-redirect
E. /Common/vs5-https-redirect

Correct Answer: A, D

Section:
QUESTION 61
-- Exhibit --
Data Format Mormalized - |
Auto Refresh [Disabled  ~| | Refresh | |
* || Search | | Bits Packets Connections Requests || Request Queue |
| Status + PoolMember ' Partition / Path n 0wt In  Out Curent Maximum Total Total | Depth | Maximum Age |
@ DNS_pool Common 0 0 0 0 ] 0 0 o 0
O @ - 172.16.20.1:53 Common i} 0 ] 0 ] ] D o o ]
@ - 17216.20.2:53 Comman 0 0 0 0 0 ] 0 0 o 0
] @ - 172.16.20.3:53 Common 0 0 0 0 ] 0 0 0 o 0
@  ecomm_pool Common 216K B0.2K 20 16 0 1 2 ] 0
J @ = ecomm_server:80 Common 216K 602K 20 16 1] 1 2 5 0 1]
@ fip_pool Common 109K B89k 24 15 1 1 1 0 1]
0 @ - 172.16.20.1:21 Common 109K B8OK 24 15 1 1 i 0 0 0 |
0 @ - 1721620221 Common 0 0 0 0 0 0 0 o0 0 0 '
| @ - 172.16.20.3:21 Common 0 0 0 0 i
@  hello_word_pool Common 1] um S ] 0 I
J @ = gcomm_server:81 Common i 0 0 1] 0 0 1] 0 0 |
@  http_pool Common 1422 1.5M 137 173 0 il 10 0 0 .
o @ - 172.16.20.1:80 Common 436K 639K 48 66 0 2 3 <] 0 0
@ - 17216.20.2:80 Common 307K 369.8K 34 44 0D 2 3 4 0 0
I @ - 172.16.20.3:80 Common 678K 5372K 55 63 O 2 4 1 0 0
1 @ i05_pool Cammon 0 0 0 0 ] 0 0 o ]
O @ = ecomm_serverf2 Common 0 D 0 0 0 ] 0o o o 0
O @ serveri_80 Common 249M 190.0M 56.4K 56.3K 0 1 9.5K 0 0
U @ - 172.16.20.1:80 Common 24.9M  190.0M S6.4K 563K 0 1 9.5 0 0 1]
O @ server2 80_pool Common 248M 190.1M 56.3K 566K 0 1 9.5K 0 0
[ | - 172.16.20.2:80 Common 24 BM  190.1M 563K 566K 0 1 8.5 0 0 0
@  sarver_pool Common 1] 0 0 1] 0 0 0 4] 0
0 @ = 172.16.20.10 Common 0 0 0 0 0 0 0 o0 0 0
@ - 172162020 Common 0 0 0 0 0 1] o 0 ¥ 0
o @ - 172.16.20.3:0 Common 0 0 0 0 0 0 b 0 0 0
Z 4 webgoat_pool Common ] ] 0 0 0 0 ] ] 0
- @ = webgoat_8080:8080 Common i} 0 0 0 0 i} i i} i] 0

-- Exhibit --
Refer to the exhibit.
Which pool can be removed without affecting client traffic?

IT Certification Exams - Questions & Answers | Vdumps.com
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A. ftp_pool
B. http_pool
C. serverl_80
D. server_pool

Correct Answer: D

Section:
-- Exhibit --
Canfiguratan: Profies
Selact Frofia 5
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Arcapied [ k] DneCennesd Profle Mo [] Tetal Cachad less i Clear Profiie Sawisticy.
Mol Asoapied o Totm| Exicied bams [
NTLM Conn Poal [ None T3] | Y—
EfLabned 481
Faa ) e o Cacheri/Wares G | st |
. ( J Hiz 233 120M POST
Emqred HTTP Compression Pril EpEQmEressin :
- Wersion 0.9
: Wigses (Gacheable] 1 517K
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o 5 Centant Tyse Comoraesion Pra-Compress - © PestCompress
HTHL o o Clianl Emm
HYN Cache Overiow o
c55 ] a Sarvar Enms
Fatrarsmid Sagmant ]
35 a a Wersion 08
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-- Exhibit --

Refer to the exhibit.
Which profile could be removed or changed on this virtual server to reduce CPU load on the LTM device without increasing server side bandwidth usage?

tcp
http
httpcompression

o0 ® >

optimized-caching

Correct Answer: C
Section:

QUESTION 63
-- Exhibit --
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Device A Device B Device C Device D

Active Active Standby Active

-- Exhibit --

Refer to the exhibit.

An LTM Specialist is upgrading the LTM devices.
Which device should be upgraded first?

Device A
Device B
Device C

o 0N >

Device D

Correct Answer: C
Section:

QUESTION 64
-- Exhibit --

An 55H configuration error exposes a potential vulnerability - CVE-2012-1493

Recommended upgrade version Solution Links Heuristic Name Was this helpful?
1024 T.00HFZ2 TA0HF3 11240 SOL13600 H336652 @7 Yes &¥ No

Detailzs

Related Changes
ID 379600

Description
An 33H configuration error in the default 33H configuration may allow unauthorized remaote users to gain privileged access to the system.

Recommendation resolution
pgrade to an unaffected version. For workaround infarmation, refer to the linked Solution.

Additional Information
The current configuration appears to be vulnerable.

-- Exhibit --
Refer to the exhibit.
An LTM Specialist is working on an LTM 11.0.0 installation and has identified a security vulnerability as shown in the exhibit. The LTM Specialist is tasked with applying the latest available hotfix to resolve the problem.

Which procedure resolves the problem?

Browse to System > Software Management > Hotfix List. Import TMOS 11.2.0 to the available hotfix images. Select the imported hotfix image and installation location and click Install.
Browse to System > Software Management > Hotfix List. Import 11.1.0.HF3 to the available hotfix images. Select the imported hotfix image and installation location and click Install.
Browse to System > Software Management > Image List. Import TMOS 11.2.0 to the available hotfix images. Select the imported hotfix image and installation location and click Install.

OO0 wp

Browse to System > Software Management > Image List. Import 11.1.0.HF3 to the available hotfix images. Select the imported hotfix image and installation location and click Install.
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Correct Answer: B
Section:

QUESTION 65
-- Exhibit --

dumps
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| ONLINE (ACTIVE)
Hot All Devices Synced

System :» Software Management : Image List

I+ - | Image List Huotfix List Antivirus Check Updates | Boot Locations

Installed Images

|l Wizards Product Version Build Disk Boot Location Active Media Install Status
BIG-IP 11.21 787.0 HCH HD1.1 Yes hd complete
@ Global Traffic
BIG-IP 11.1.0 22680 HCH HD1.2 Mo hd complete
[j;jj Local Traffic BIG-IP 11.21 7897.0 HCH HD1.3 Mo hd complete
3_ Access Policy Available Images
Status | = Software Image Version | Last Modified Image Size MD5 Verified | Available
— : -
Device Management [ BIGIP-11.1.0.1942 0.iso 1110 TueOct210:37:312012  1012MB  Yes Yes =
‘@ Network 0 BIGIP-11.2.1.797 0.iso 1M.21  WedSep 26 131927 2012 1213 MB Yes Yes
Delete Install...

dumps

Caonfiguration

Device Cerificates
File Management

Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives

Senvices
Preferences
Performance

SMMP
-- Exhibit --
Refer to the exhibit.

An LTM Specialist has uploaded a gkview to F5 iHealth.
Within the GUI, what is the correct procedure to comply with the recommendation shown in the exhibit?

IT Certification Exams - Questions & Answers | Vdumps.com
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Obtain product version image from release.f5.com. Overwrite existing image with new product version image. Select product version image and click Install. Select the available disk and volume set name.

Obtain product version image from images.f5.com. Overwrite existing image with new product version image. Select product version image and click Install. Select the available disk and volume set name.

Obtain product version image from downloads.f5.com. Import product version image. Install image onto BIG-IP platform. Select product version image and click Install. Select the available disk and volume set name.

Log a call requesting the product version image via websupport.f5.com Import product version image. Install image onto BIG-IP platform. Select product version image and click Install. Select the available disk and volume

OO0 wp

set name.

Correct Answer: C

Section:
QUESTION 66
-- Exhibit --
Diagnostics
Results @ 3High (@ 1Medium () 2 Low
Recommendation  §J Upgrade toversion: 11.2.0 or higher
Status " Mo new potential issues identified since last update.
Errors
Extraction " Mo errors during QKView extraction.
Diagnostics « Mo errors during diagnostics run.
-- Exhibit --

Refer to the exhibit.
Which step should an LTM Specialist take next to finish upgrading to HD1.3?

Install image to HD1.3
Install hotfix to HD1.3
Activate HD1.3
Relicense HD1.3

o0 ® >

Correct Answer: C
Section:

QUESTION 67
-- Exhibit --
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User IP: 168.210.232.5

External Interface:
195.56.67.66/26

F5 Self IP: 195.56.67.89/26 Virtual Server: WEBSEAVICES! Firewall
WLAN: External |P: 195. 56.67.90/26

Port: 443 Internal Interface;

55L Offloacing Enabled 192.168.100,1/24

F5 Self IP:192.166.100.100/24
WVLAN: Internal "

Mode: WS1 ModeWS2
IP:192.168,100. 20,24 [P: 192,166,100, 21,24
DG;192.1658.100.1 DG;192 168.100.1

Pool Mame: WebServicesl
Motes: Service: port G0
LB Method: Least conns (member)

-- Exhibit --

Refer to the exhibit.

Users receive an error when attempting to connect to the website https://website.com. The website has a DNS record of 195.56.67.90. The upstream ISP has confirmed that there is nothing wrong with the routing between
the user and the LTM device.

The following tcpdump outputs have been captured:

External Vlan, filtered on IP 168.210.232.5

00:25:07.598519 IP 168.210.232.5.33159 > 195.56.67.90.https: S 1920647964:1920647964(0) win 8192 <mss 1450,nop,nop,sackOK>
00:25:07.598537 IP 195.56.67.90.https > 168.210.232.5.33159: S 2690691360:2690691360(0) ack 1920647965 win 4350 <mss 1460,sackOK,eol>
00:25:07.598851 IP 168.210.232.5.33160 > 195.56.67.90.https: S 2763858764:2763858764(0) win 8192 <mss 1450,nop,nop,sackOK>
00:25:07.598858 IP 195.56.67.90.https > 168.210.232.5.33160: S 1905576176:1905576176(0) ack 2763858765 win 4350 <mss 1460,sackOK,eol>
Internal Vlan, filtered on IP 168.210.232.5

00:31:46.171124 1P 168.210.232.5.33202 > 192.168.100.20.http: S 2389057240:2389057240(0) win 4380 <mss 1460,nop,wscale 0,sackOK,eol>
What is the problem?

A. The filters on the tcpdumps are incorrect.


https://website.com
https://vdumps.com
https://vdumps.com

The DNS entry for website.com is incorrect.
The virtual server '"WEBSERVICES1' is listening on the incorrect port.

The firewall is dropping the connection coming from the pool members returned to the client.

mo O

The subnet masks of the pool members of pool WebServices1 and the f5 'Internal’ Vlan are incorrect.

Correct Answer: D
Section:

QUESTION 68
-- Exhibit --

11 0.2423 (0.2423) C»5 Handshake
ClientHello
Verzion 3.2
cipher suites=s
TLS DHE RSA WITH AES 256 CBC SHA
TLS DHE DS5 WITH AES 256 CBC SHA
TLS DHE DS5 WITH 2DES EDE CEC SHA
TLS RS5A WITH 3DES EDE CBC SHA
compression methods
HULL
Unknown S55L content type 72
12 0.2432 (0.0008) S»CS5hort record
i 0.2432 (0.0000) 5»C TCP FIN
New TCP conmection #2: 168.210.232.5(24782) <->
193.33.229.103 (443)
21 0.23%3 (0.23893) C»5 Handshake
ClientHello
Verzion 3.2
cipher suites=s
TLS DHE RSA WITH AES 256 CBC SHA
TLS DHE DS5 WITH AES 256 CBC SHA
TLS DHE DS5 WITH 2DES EDE CEC SHA
TLS RS5A WITH 3DES EDE CBC SHA
compression methods
HULL
Unknown S55L content type 72

2 2 0.2404 (0.0010) S»CS5hort record
2 0.2404 (0.0000) 5»C TCP FIN
23 0.4738 (0.2333) C»5 Alert

level fatal

value unexpected message

3%

0.4742 (0.0003) C»5 TCP FIN
13 0.4857 (0.2425) C»5 Alert

level fatal
value unexpected message
i 0.4857 (0.0000) C»5 TCP FIN
-- Exhibit --

Refer to the exhibit.

A client attempts to connect from a Google Chrome browser to a virtual server on a BIG-IP LTM. The virtual server is SSL Offloaded. When the client connects, the client receives an SSL error. After trying Mozilla Firefox and
Internet Explorer browsers, the client still receives the same errors.

The LTM Specialist does an ssldump on the virtual server and receives the results as per the exhibit.

What is the problem?

A. The SSL key length is incorrect.


https://vdumps.com
https://vdumps.com

B. The BIG-IP LTM is NOT serving a certificate.
C. The BIG-IP LTM is NOT listening on port 443.
D. The client needs to be upgraded to the appropriate cipher-suite.

Correct Answer: B
Section:

QUESTION 69
-- Exhibit --

User IP: 168.210.232.5
External Interface:
195.56.67.66/26

F5 Self IP: 195.56.67.89/26 Virtual Server: WEBSERVICES1 Firewall
VLAN: External IP: 195.56.67.90/26
Port: 443
SsL Offloading Enabled Internalinterface:

10/240.242.1/23

F5 Self IP:10.240.242.100/23

BIG-IP
VLAN: Internal Local Traffic Manager

External Vlan tcpdump

22:28:27.689421 1P 168.210.232.5.27820 > 195.56.67.90.https: S 4159851702:4159851702(0) win 8192 <mss 1450,nop,nop,sackOK=
22:28:27.689433 IP 195.56.67.90.https > 168.210.232.5.27820: 5 876741540:876741540(0) ack 4159851703 win 4350 <mss 1460,5ackOK,eol>
22:28:27.919524 1P 168.210.232.5.27820 > 195.56.67.90.https: . ack 1 win 1450

22:28:27.921141 IP 168.210.232.5.27820 > 195.56.67.90.https: P 1:104(103) ack 1 win 65250

22:28:27.922822 IP 195.56.67.90.https > 168.210.232.5.27820: P 1:506(505) ack 104 win 4453

22:28:27.922839 IP 195.56.67.90.https > 168.210.232.5.27820: F 506:506(0) ack 104 win 4453

Mode: WS1 Mode:WSs2
IP:10.240.243.187/24 IP:10.240.242,189/23
DG:10.240.242.100 DG:10.240.242.100

Internal Vlan tcpdump

2:35:17.858896 IP 168.210.232.5.27820 > 10.40.242.189.http: § 3302554564:3302554564(0) win 4380 <mss 1460,nop,wscale 0,sackOK,eol>
22:35:17.862769 IP 10.40.242.189 http > 168.210.232.5.27820: 5§ 4222909244:4222909244(0) ack 3302554565 win 65535 <mss 1310,nop,wscale
0,nop,nop,sackOK>

22:35:17.862786 |P 168.210.232.5.27820 > 10.40.242.189.http: . ack 1 win 4380

22:35:36.636255 P 168.210.232.5.33202 > 10.240.243.187.http: 5 2389057240:2389057240(0) win 4380 <mss 1460,nop,wscale 0,5ackOK,eol>

Fool Name: WebServicesl
Motes: Service: port 80
LB Method: Least conns (member)

-- Exhibit --

Refer to the exhibit.

An LTM Specialist has a virtual server set up on the LTM device as per the exhibit. The LTM Specialist receives reports of intermittent issues. Some clients are connecting fine while others are failing to connect.
The LTM Specialist does a tcpdump on the relevant interfaces, with the following results extracted:
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What is causing the intermittent issues?

The firewall is dropping the packets from WS1.
The default gateway is inaccessible from WS1.
The load balancing (LB) method is inappropriate.

OO0 wp

The pool members have been set up as an active/standby pair, with WS1 as the standby.

Correct Answer: B
Section:

QUESTION 70
-- Exhibit --
External Vlian tcpdump:

4]

12084678598 :12084678%98(0) win 8192 <mss 1380, nop,wscale 8, nop, nop, sackOK>
16:38:10.184248 TP £6.212.246.58.1980 > 168.210.232_.5.58156: 2008182511 :2009182511(0) ack 1208467889 win 4140 <mss 1460, nop,wacale 0,3ack0OH, eal
16:38:10.454030 IP 168.210.232.5,59156 » 66.212 _246.58.1990: . ack 1 win &

16:38:52.809723 IP 168.210.232.5.31084 > 66,212.246.58.1991: 2991752264:2991752264(0) win B19%2 <mss 1380,nop,wscale B,nop,nop, 2ackOE>
16:38:52.809734 IP 66.212.246.58.1951 > 168.210.232.5.31084: 2217364875:2217364875(0) ack 2581752265 win 4140 <mss 1460, nop,wscale 0,szackCE,eol>
16:38:52.737749 IP 168.210.232.5.59172 > 66.212.246.58.2002: 3158709238 :3158709238(0) win 81%2 <mss 1380,nop,wscale 8,nop,nop, sacklE>
16:38:52.737766 IP 66.212.246.58.2002 > 168.210.232.5.59172: T716150: 7716150 (0) ack 3158709239 win 4140 <mss 1460, nop,wscale 0,sackOK,eolx
16:38:53.007421 IP 168.210.232.5.59172 > 66.212.246.58.2002: . ack 1 win 5

16:138:53.078216 IP 168.210.232.5.31084 > 66,212.246.58.1991: ack 1 win 5

16:43:21.434766 IP 168.210.232.5.59156 > 66.212.246.58.1990: R 830:830(0) ack 954934 win 0

16:38:10.184240 IP 168.210.232.5.59156 > 66.212.246.58.15990:
B

a1 &)

Internal Vian teopodump:

16:38:11.887217 IP 168.210.232.5.10033 > 10.240.243.65.1989: 5 2408612037:2408c120370) Nim 4380-mB: 1Mo, ndp¥mscale 0,z3ackOE, eocl>

16:38:11.887559 IP 10.240.243.65.198%9 > 168.210.232.5.10033: 5 1654353377:165435577 (0)Nack J9D8e12038 win 8982 €mSs 1310, nop, nop, sackOE>

16:38:11.887566 IP 168.210.232.5.10033 > 10.240.243.65.1989: . ack 1 win 4380

16:38:53.007459 IP 168.210.232.5.59172 > 10.240.243.66.2002: 26149351:26149351(0) win 4380 <mss 1460,nop,wscale 0,sackOK,eocl>

16:138:53.007808 IP 10.240.243.66.,2002 > 168.210.232.5.58172: § JB60385485:386009685485(0) ack 26149352 win 8132 <mss 1310,nop, nop, sackOE>

16:38:53.0075916 IP 168.210.232.5.59172 > 10.240.243.66.2002: . ack 1 win 4380

16:38:53.078499 IP 168.210.232.5.31084 > 10.240.242.1587.1981: 5 2788170026:2T788170026(0) win 4380 <mss 1460,nop,wscale 0,=zacklE,eocll

16:38:53.078861 IP 10.240.242.197.1991 > 168.210.232.5.31084: 5 2169754248:2169754248 (0) ack 2788170027 win 8192 «<mss 1310, nop,wscale 8,nop,nop, sackOoE>
16:38:53.078871 IP 168.210.232.5.31084 > 10.240.242.197.199): . ack 1 win 4380

1614943:29.434782 IP 168,210.232.5,10033> 10.240.243,65.19859: R 181:1181(0) ack 88278 win 65535

-- Exhibit --

Refer to the exhibit.

A company uses a complex piece of client software that connects to one or more virtual servers (VS) hosted on an LTM device. The client software is experiencing issues. An LTM Specialist is tasked with finding the cause of
the problem.

The LTM Specialist has the tcpdump extract and knows the client software has at least one connection to a VS on port 1990. However, when a tcpdump runs on the internal VLAN, there is no record of port 1990 in the
tcpdump.

Why is there no record of port 1990 in the tcpdump?

4]

The LTM device drops the connection.

Port 1990 is a well-known port, so its use is restricted.

The LTM device performs a Port Address Translation (PAT).

The LTM device performs a Network Address Translation (NAT).

OO0 wp

Correct Answer: C
Section:
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QUESTION 71
-- Exhibit --

User IP: 168.210.232.5

F5 Self IP: 195.56.67.89/26

VLAN: External IP: 195.56.67.90/26
Fort: 443
55L Offloading Enabled

F5 Self IP:10.240.242.100/23

BIG-IP
VLAN: Internal Local Traffic Manager

Virtual Server: WEBSERVICES1

S
o
X

Mode: W51 Mode:WS2
IP:10.240.243.187/24 IP:10.240.242.189/23
DG:10.240.242.100 DG:10.240.242.100

FPool Name: WebServicesl
Motes: Service: port 80
LB Method: Least conns (member)

-- Exhibit --
Refer to the exhibit.

External Interface:
195.56.67.66/26

Firewall

Internal Interface:
10.240.242.1/23

External Vlan tcpdump

22:28:27.689421 IP 168.210.232.5.27820 > 195.56.67.90.https: S 4159851702:4159851702(0) win 8192 <mss 1450,nop,nop,sackOK>
22:28:27.689433 IP 195.56.67.90.https > 168.210.232.5.27820: 5§ 876741540:876741540(0) ack 4159851703 win 4350 <mss 1460,5ackOK,eol>
22:28:27.919524 1P 168.210.232.5.27820 > 195.56.67.90.https: . ack 1 win 1450

22:28:27:921141 1P 168.210:232.5:27820 > 195.56.67.90.https: P 1:104{103) ack 1 win 65250

22:28:27.922822 IP 195.56.67.90.https > 168.210.232.5.27820: P 1:506(505) ack 104 win 4453

22:28:27.922839 IP 195.56.67.90.https > 168.210.232.5.27820: F 506:506(0) ack 104 win 4453

Internal Vlan tcpdump

2:35:17.858896 IP 168.210.232.5.27820 > 10.40.242.189.http: § 3302554564:3302554564(0) win 4380 <mss 1460,nop,wscale 0,sackOK,eol>

22:35:17.862769 IP 10.40.242.189 . http > 168.210.232.5.27820: 5 4222909244:4222909244(0) ack 3302554565 win 65535 <mss 1310,nop,wscale
0,nop,nop,sackOK>

22:35:17.862786 IP 168.210.232.5.27820 > 10.40.242.189.http: . ack 1 win 4380
22:35:36.636255 IP 168.210.232.5.33202 > 10.240.243.187 .http: 5 2389057240:2389057240(0) win 4380 <mss 1460,nop,wscale 0,5ackOK,eol>

A company uses a complex piece of client software that connects to one or more virtual servers hosted on an LTM device. The client software is experiencing issues. An LTM Specialist must determine the cause of the

problem.

The LTM Specialist has the tcpdump extract and knows the client source IP is 168.210.232.5.

Assuming no wildcard virtual servers, how many distinct virtual servers does the client connect to on the LTM device?

o ® >
A W N
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D. 6

Correct Answer: B
Section:

QUESTION 72
-- Exhibit --

User IP; 168.210.232.5

External Interface:
195.56.67.66/26

F5 Self IP: 135.56.67.89/26 Virtual Server: WEBSERVICES1 Firewall
WLAN: External |P: 195. 56.67.90/26

Part: 443 Internal Interface;

551 Offl aadling Enablad 192,168,100,1/24

F5 Self IP:192.168.100.100/24
WLAN: Internal o

Mode: WS1 Mode:'WS2
IP:192.168,100. 20,24 [P:192.166,100, 21,24
DG:192.1658.100.1 DG:192, 163.100.1

Pool Mame: WebServicesl
Motes: Service: port S0
LB Method: Least conns (member)

-- Exhibit --

Refer to the exhibit.

A company uses a complex piece of client software that connects to one or more virtual servers (VS) hosted on an LTM device. The client software is experiencing issues. An LTM Specialist must determine the cause of the
problem.

The LTM Specialist is seeing a client source IP of 168.210.232.5 in the tcpdump. However, the client source IP is actually 10.123.17.12.

Why does the IP address of 10.123.17.12 fail to appear in the tcpdump?

A. The LTM device performed NAT on the individual's IP address.

IT Certification Exams - Questions & Answers | Vdumps.com
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B. The Secure Network Address Translation (SNAT) pool on the virtual server is activated.
C. Network Address Translation (NAT) has occurred in the path between the client and the LTM device.
D. The individual's data stream is being routed to the LTM device by a means other than the default route.

Correct Answer: C
Section:

QUESTION 73
-- Exhibit --
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HNew TCP conmection #3: 172.16.1.20(492379) <-> 172.16.20.1(443)
31 0.0006 (0.000&) C»>5 Handshake
ClientHello

Version 3.1

cipher suites=s

TLS RSA WITH RC4 128 SHA

TLS RSA WITH AES 128 CEC SHA

TLS RS5A WITH AES 256 CEC SHA

TLS RSA WITH 3DES EDE CEBC SHA

Unknown wvalue 0x3c

Unknown wvalue 0x3d

Unknown wvalue Oxff

compression methods

HULL
32 0.0009 (0.0002) 5»>C Handshake
ServerHello
Version 3.1
session_ id[32]=
ed 15 16 5f c2 9d bf 5e e& 70 Oe a4 86 59 bf 27
e7 b fa 49 38 f£fd 24 d7 c3 le cl 5f d2 &7 e4 £7

cipherSuite TLS RSA WITH RC4 128 SHA
compressionMethod HULL
33 0.0009 (0.0000) 5»>C Handshake
Certificate
34 0.0009 (0.0000) 5»>C Handshake
ServerHelloDone

HNew TCP conmnection #4: 172.16.1.20(49380) <-> 172.16.20.1(443)
4 1 0.0004 (0.0004) C»>5 Handshake
ClientHello

Version 3.1

cipher suites=s

TLS RSA WITH RC4 128 SHA

TLS RSA WITH AES 128 CEC SHA

TLS RS5A WITH AES 256 CEC SHA

TLS RSA WITH 3DES EDE CEBC SHA

Unknown wvalue 0x3c

Unknown wvalue 0x3d

Unknown wvalue Oxff

compression methods

HULL
4 2 0.0007 (0.0002) 5»>C Hand=shake
ServerHello
Version 3.1
session_ id[32]=
f5 eb fe e9 8e fc e% 7f 5 13 1b 40 &9 15 08 72
85 ef 43 e5 4e 10 f4 3b b2 3e 5c ec S5e ee 66 alB

cipherSuite TLS RSA WITH RC4 128 SHA
compressionMethod HULL
4 3 0.0007 (0.0000) 5»>C Handshake
Certificate
4 4 0.0007 (0.0000) 5»>C Handshake
ServerHelloDone
3 0.0015 (0.0006) C»5 TCP RST
4 0.0010 (0.0003) C»5 TCP RST

-- Exhibit --

Refer to the exhibit.

A company uses a complex piece of client software that connects to one or more virtual servers (VS) hosted on an LTM device. The client software is experiencing issues. An LTM Specialist must determine the cause of the
problem. The LTM Specialist has the tcpdump extract. The client loses connection with the LTM device.

Where is the reset originating?
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the local switch
the application server
the device initiating the connection

OO0 ® P

the destination device of the initial connection

Correct Answer: C
Section:

QUESTION 74
-- Exhibit --

Virtual Server details

Type Standard
Frotocol TCP
Protocol Profile (Client) tcp—wan—-optimised
Protocol Profile (Server) tocp-lan—-optimised
OneConnect Profile Hone
HTILM Conn Pool Hone
HTTP Profile Hone

FTF Profile Hone
Stream Profile Hone

¥MI. Profile Hone

55L Profile (Client) Hone

55L Profile (Server) Hone
Authentication Praofiles Hone

ETS5P Profile Hone
SMTP Profile Hone
Diameter Profile Hone

5TIF Profile Hone
Statistics Profile Hone
SHAT Pool Hone
Rate Class Hone
Traffic Class Hone
Comnection Limit Hone
Connection Mirroring Hone

Address Translation Enabled

Port Translation Enabled

Source Port Freserve
Clone Pool (Client) Hone

Clone Pool (Server) Hone

Last Hop Pool Hone

Pool details:

10.40.242.12: 443
10.40.242.13: 443
-- Exhibit --

Refer to the exhibit.

An LTM device is used to load balance web content over a secure channel.

The developers of the web content have done a trace using an HTTP profiler application. They believe that allowing the LTM device to compress traffic to the client will improve performance. The client can utilize GZIP or
deflate compression algorithms.
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An LTM Specialist must implement the compression.

The LTM Specialist has completed the following actions:

1. Create the relevant profile.

2. Apply the relevant profile to the virtual server (VS).

After applying the relevant profile, the LTM device is failing to compress the traffic. Instead, the traffic is being served with an error.
What is the problem?

The incorrect compression algorithm is applied to the compression profile.
The LTM device CANNOT SSL offload the traffic in order to read and compress it.
The Protocol Profile (Client) option of 'Allow Compression' needs to be enabled.

o 0N >

The Protocol Profile (Server) option of 'Allow Compression' needs to be enabled.

Correct Answer: B
Section:

QUESTION 75
-- Exhibit --
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source-address - T8.24.213.79:443 - 10.72.250.52:80

THM 0

Mode source—address=s
Key 168.210.232.5
bge (=ec.) 140

Virtual Name V51

Virtual Addr 78.24.213.79:443
NHode Addr 10.72.250.52:80
Pool Hame CDN-ITS

Client Addr 168.210.232.5

source-address - T8.24.213.79:443 - 10.72.250.52:80

THM 1

Mode source—address=s
Key 82.171.210.22
bge (=ec.) 404

Virtual Name V51

Virtual Addr 78.24.213.79:443
NHode Addr 10.72.250.52:80
Pool Hame CDHN-ITS

Client Addr 82.171.210.22

source-address - T8.24.213.79:443 - 10.72.250.60:80

THM 0
Mode source—address=s
Key 78.24.213.193
bge (=ec.) g

Virtual Name V51

Virtual Addr 78.24.213.79:443
NHode Addr 10.72.250.60:80
Pool Hame CDHN-ITS

Client Addr 78.24.213.193

source-address - T8.24.213.79:443 - 10.72.250.60:80

THM 1
Mode source—address=s
Key 78.24.213.193
hge (=sec.) 10

Virtual Name V51

Virtual Addr 78.24.213.79:443
NHode Addr 10.72.250.60:80
Pool Hame CDHN-ITS

Client Addr 78.24.213.193

source-address - T8.24.213.79:443 - 10.72.250.52:80

THM 0
Mode source—address=s
Key 87.209.154.107
bge (=ec.) 6l

Virtual Name V51

Virtual Addr 78.24.213.79:443
NHode Addr 10.72.250.52:80
Pool Hame CDHN-ITS

Client Addr 87.209.154.107
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-- Exhibit --

Refer to the exhibit.

A virtual server is set up on an LTM device as follows:

Virtual server address 78.24.213.79

Default Persistence ProfilE. source_addr, 600s.

Pool NamE. Pool1

Pool Members: 10.72.250.52:80 and 10.72.250.60:80 (both on Internal Vlan)

There are several current connections to the virtual server, and pool member 10.72.250.52:80 has been set to a 'Disabled' state.

A tcpdump on the Internal Vlan shows traffic going to 10.72.250.52:80.

How soon after the persistence table query was run can existing connections be refreshed/renewed to ensure that no requests are sent to 10.72.250.52?

196 seconds
460 seconds
539 seconds
590 seconds
591 seconds

moo®p

Correct Answer: C
Section:

QUESTION 76
-- Exhibit --
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11 0.2423 (0.2423) C>»5 Handshake
ClientHello
Version 3.2
cipher suites
TLS DHE RSA WITH RES 256 CBC SHR
TLS DHE DS5 WITH RES 256 CBC SHR
TLS DHE DS5 WITH 3DES EDE CBC SHR
TLS ESA WITH 3DES EDE CEC SHA
compression methods
HULL
Unknown S55L content type 72
12 0.2432 (0.0008) 5>CS5hort record
1 0.2432 (0.0000) 5>C TCP FIN
Hew TCP conmection #2: 168.210.232.5(24782) <-> 193.33.229.103 (443)
21 0.23%3 (0.235%3) C>»5 Handshake
ClientHello
Version 3.2
cipher suites
TLS DHE RSA WITH RES 256 CBC SHR
TLS DHE DS5 WITH RES 256 CBC SHR
TLS DHE DS5 WITH 3DES EDE CBC SHR
TLS ESA WITH 3DES EDE CEC SHA
compression methods
HULL
Unknown S55L content type 72

2 2 0.2404 (0.0010) 5>CShort record
2 0.2404 (0.0000) 5>C TCP FIN
2 3 0.4738 (0.2333) C»5 Alert

level fatal

value unexpected message

%]

0.4742 (0.0003) C>5 TCFP FIN
13 0.4857 (0.2425) C»3 Alert

level fatal

value unexpected message
1 0.4857 (0.0000) C>5 TCP FIN
-- Exhibit --

Refer to the exhibit.

A client attempts to connect from a Google Chrome browser to a virtual server on a BIG-IP LTM. The virtual server is SSL Offloaded. When the client connects, the client receives an SSL error. The client receives the same
errors when trying Mozilla Firefox and Internet Explorer browsers.

The LTM Specialist does an ssldump on the virtual server and receives the results as per the exhibit.

How should this be resolved?

Set the virtual server to listen on port 443 (HTTPS).
Upgrade the client to support the appropriate SSL cipher suite.
Select the appropriate 'SSL Profile (Client)' in the virtual server settings.

o 0N >

Adjust the SSL key length in the SSL profile to match the minimum required by the client.

Correct Answer: C
Section:

QUESTION 77
-- Exhibit --
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13:20:26.194324 TP 10.10.1.1.428923 > 172.16.20.2.ftp: 5 1642091015:1642091015(0) win 4380 <mes=s 1460,nop,wscale 0,nop,nop,timestamp 2403895569 0, =2ackCE,eocl>
13:20:26.196505 IP 172.16.20.2.ftp > 10.10.1.1.42923: 5 3574T712268:3574712268 (0) ack 164209101€ win 5792 <mss 1460, sackOK, timestamp 9643612 2403895569, nop,wscale 3>
13:20:26.196514 IP 10.10.1.1.42923 > 172.16.20.2.ftp: . ack 1 win 4380 <nop,nop,timestamp 2403895573 9643612

13:20:26.199257 IP 172.16.20.2.ftp > 10.10.1.1.42923: P 1:21(20) ack 1 win 724 <nop,nop,timestamp 9643615 2403855573

13:20:26.199274 IP 10.10.1.1.42923 > 172.16.20.2.ftp: . ack 21 win 4400 <nop,nop,timestamp 2403895575 9643615

13:20:28.436817 IP 10.10.1.1.42923 > 172.16.20.2.ftp: P 1:15(14) ack 21 win 4400 <nop,nop,timestamp 2403897813 5643615

13:20:28.438230 IP 172.16.20.2.ftp > 10.10.1.1.42923: . ack 15 win 724 <nop,nop,timestamp 9645855 2403897813

13:20:28.438234 IP 172.16.20.2.ftp > 10.10.1.1.42923: P 21:55(34) ack 15 win 724 <nop,nop,timestamp 9645855 2403897813

13:20:28.438251 IP 10.10.1.1.42923 > 172.16.20.2.ftp: . ack 55 win 4434 <nop,nop,timestamp 2403897814 S645855>

13:20:30.860614 IP 10.10.1.1.42923 > 172.16.20.2.ftp: P 15:29(14) ack 55 win 4434 <nop,nop,timestamp 2403900237 9645855

13:20:30.901297 IP 172.16.20.2.ftp > 10.10.1.1.42923: . ack 29 win 724 <nop,nop,timestamp 9648319 2403500237>

13:20:40.864453 IP 172.16.20.2.ftp » 10.10.1.1.42923: P 55:78(23) ack 29 win 724 <nop,nop,timestamp 9658281 2403900237>

13:20:40.864522 TP 10.10.1.1.42823 > 172.16.20.2.ftp: . ack 78 win 4457 <nop,nop,timestamp 2403910241 S&5B2ZB1>

13:20:40.865948 IP 10.10.1.1.42823 > 172.16.20.2.ftp: P 289:35(6) ack 78 win 4457 <nop,nop,time=stamp 2403910242 9658281

13:20:40.867799 IP 172.16.20.2.ftp > 10.10.1.1.42923: . ack 35 win 724 <nop,nop,timestamp 9658284 2403510242

13:20:40.867803 IP 172.16.20.2.ftp > 10.10.1.1.425923: P T8:97(19) ack 35 win 724 <nop,nop,time=stamp 9658284 2403910242>

13:20:40.867816 IP 10.10.1.1.42923 > 172.16.20.2.ftp: . ack 97 win 4476 <nop,nop,timestamp 2403910244 S658284>

13:20:47.198810 IP 10.10.1.1.42823 > 172.16.20.2.ftp: P 35:43(8) ack 87 win 4476 <nop,nop,time=stamp 2403916576 S&658284>

13:20:47.201215 IP 172.16.20.2.ftp » 10.10.1.1.42923: P 97:128(31) ack 43 win 724 <nop,.nop,timestamp 9664618 24039165762

13:20:47.201233 IP 10.10.1.1.42823 > 172.16.20.2.ftp: . ack 128 win 4507 <nop,nop,time=stamp 2403916577 96646182

13:20:47.202263 IP 10.10.1.1.42923 > 172.16.20.2.ftp: P 43:67(24) ack 128 win 4507 <nop,nop,timestamp 2403916578 9664618

13:20:47.203810 IP 172.16.20.2.ftp » 10.10.1.1.42923: P 128:179(51) ack &7 win 724 <nop,nop,timestamp 9664620 24039165782

13:20:47.203822 IP 10.10.1.1.42823 > 172.16.20.2.ftp: . ack 179 win 4558 <nop,nop,time=stamp 2403916580 96646202

13:20:47.205035 IP 10.10.1.1.42923 > 172.16.20.2.ftp: P €7:82(15) ack 179 win 4558 <nop,nop,timestamp 2403916581 9664620

13:20:47.206441 IP 172.16.20.2.ftp-data > 10.10.1.1.38030: 5 3599538288:3599538288 (0) win 5840 «mss 1460, sackOK, timestamp 9664623 0,nop,wscale 3>
13:20:47.2458%94 IP 172.16.20.2.ftp > 10.10.1.1.42923: . ack 82 win 724 <nop,nop,timestamp 9664663 2403516581

13:20:50.205908 IP 172.16.20.2.ftp—-data > 10.10.1.1.38030: 5 35899538288:3598538288(0) win 5840 <ms=s 1460, sackOE, time=stamp 9667623 0,nop,wscale 3>
13:20:56.205528 IP 172.16.20.2.ftp—-data > 10.10.1.1.38030: 5 3589538288:3598538288(0) win 5840 <mss= 1460, sackOE, time=stamp 9673623 0,nop,wscale 3>
13:21:08.205&49 IP 172.16.20.2.ftp-data > 10.10.1.1.38030: 5 3599538288:3599538288 (0) win 5840 «mss 1460, sackOK, timestamp 9685623 0,nop,wscale 3>
13:21:32.205488 IP 172.16.20.2.ftp—-data > 10.10.1.1.38030: 5 350909538288 :3509538288 (M) win 5840 <mse 1460, sackOF, timestamp 9708623 0, nop, wscale 3>
13:21:47.204625 IP 172.16.20.2.ftp > 10.10.1.1.42923: P 1759:216(37) ack 82 win 129 Snap, noppLimestamn S¥2HEe’3 24035916581

[ ]

13:21:47.204646 IPF 10.10.1.1.42923 > 172.1&.2

-- Exhibit --

Refer to the exhibit.

An LTM Specialist configures a virtual server to load balance to a pool of FTP servers. File transfers are failing. The virtual server is configured as follows:
[tm virtual ftp_vs {
destination 10.10.1.103:ftp
ip-protocol tcp

mask 255.255.255.255
pool ftp_pool

profiles {

tep {}

}

vlans-disabled

}

Which change will resolve the problem?

LZ2.ftp: L. ack 216 win 4595 <€nop, nopgEineSEany 2 403 oic SRt R8s 0 3 >

Add an FTP monitor to the pool.
Add an FTP profile to the virtual server.
Enable loose initiation in the TCP profile.

o n >

Increase the TCP timeout value in the TCP profile.

Correct Answer: B
Section:
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QUESTION 78
—- Exhibit -
Ma, Time Source

114 17.145218 172.16.
115 17.145221 172.16.
117 17.145252 10.10.
132 20.937633 10.10.
135 20.942198 172.16.2
137 20.942235 10.10.1.
141 20.945471 10.10.1

145 20.987396 172.16.20.3

-- Exhibit --
Refer to the exhibit.

Src Port

21
21
50645
50645
21
50645
50645

Destination

10.10.1.2
10.10.1.2

172.16. 20.
172.16. 20.

10.10.1.2

172.16. 20.
172.16. 20.

10.10.1.2

D=t Port

50645
50645
21
21
50645
21
21

50645

Protocol

TCP
FTP
TCP
FTP
FTP
TCP
FTP

TCP

Length Info

92 ftp > 50645 [ACK] Seg=116 Ack=48 Win=5792 Len=0 TSval=86604174 TSecr=2562824726
111 Response: 215 UNIX Type: L8

92 50645 > ftp [ACK] Seg=48 Ack=135 Win=4514 Len=0 TSval=2562824728 TSecr=86604174
116 Request: PORT 10,10,1,2,162,211

143 Response: 200 PORT command successful. Consider using PASV.

92 50645 > ftp [ACK] Seg=r2 Ack=186 Win=4565 Len=0 TSval=2562828525 T5ecr=86607970
98 RequesT: LIST

92 frp > 50645 [ACK] Seg=186 Ack=F8 wWin=3792 Len=0 TSval=86608016 TSecr=2562828528

An LTM Specialist is investigating reports that users are unable to perform some commands through an FTP virtual server. The LTM Specialist performs a capture on the server side of the LTM device.

What is the issue with the application?

data connection failing
LIST command disallowed
PORT command disallowed

o0 ® >

command connection failing

Correct Answer: A
Section:

QUESTION 79
-- Exhibit --

dumps
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Ma. Tirmne Source SrcPort  Destination Dst Port  Protocol Length Info

101 6.093319 10.10.17.50 21 10.10.1.2 50589 FTP 115 Response: 230 Login successful.

104 6.096106 10.10.1.2 50589 10.10.17.50 21 FTP 98 RequesT: SYST

105 €.096133 172.16.17.33 50589 172.16.20.3 21 FTP 98 RequesT: SYST

108 €.097086 172.16.20.3 21 172.16.17.33 50589 FTP 111 Response: 215 UNIX Type: L8

109 €.097113 10.10.17.50 21 10.10.1.2 50589 FTP 111 Response: 215 UNIX Type: L8

124 8.153091 10.10.1.2 50589 10.10.17.50 21 FTP 115 Request: PORT 10,10,1,2,160,88

126 8.153145 172.16.17.33 50589 172.16.20.3 21 FTP 115 Request: PORT 10,10,1,2,160,88

128 8.154290 172.16.20.3 21 172.16.17. 33 50589 FTP 119 Response: 500 ITlegal PORT command.
130 8.154336 10.10.17.50 21 10.10.1.2 50589 FTP 119 Response: 500 ITlegal PORT command.
150 10.241918 10.10.1.2 50589 10.10.17.50 21 FTP 98 RequesT: QUIT

151 10.241963 172.16.17.33 50589 172.16.20.3 21 FTP 98 RequesT: QUIT

154 10.243124 172.16.20.3 21 172.16.17.33 50589 FTP 106 Response: 221 Goodbye.

156 10.243159 10.10.17.50 21 10.10.1.2 50589 FTP 106 Response: 221 Goodbye.

e

L

Frame 126: 115 bytes on wire (920 bits), 115 bytes captured (920 bits)
Ethernet II, Src: Vmware_29:00:9c (00:50:56:29:00:9c), Dst: Vmware_29:01:be {(00:50:56:29:01:be)
802.1Q virtual LAN, PRI: O, CFI: 0O, ID: 4093
Internet Protocol Version 4, Src: 172.16.17.33 (172.16.17.33), Dst: 172.16.20.3 (172.16.20.3)
Transmission Control Protocol, Src Port: 50589 (50589), Dst pPort: frp (21), Seq: 48, Ack: 135, Len: 23
File Transfer Protocol (FTP)
E PORT 10,10,1,2,160,88%r%n

Request command: PORT

Request arg: 10,10,1,2,160,88

Active IP address: 10.10.1.2 {10.10.1.2)

Active port: 41048

ACTive IF NAT: True

-- Exhibit --

Refer to the exhibit.

An LTM Specialist is investigating reports that users are unable to perform some commands through an FTP virtual server. The users‘are receiving the FTP error '500 lllegal PORT command.' The virtual server is configured to
SNAT using automap. The LTM Specialist performs a capture on the server side of the LTM device.

Why is the server returning this error?

N = 2 R

LIST command disallowed

PORT command disallowed

Active IP address in PORT command
Active IP address in LOGIN command

OO0 wp

Correct Answer: C
Section:

QUESTION 80
-- Exhibit --
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ltm monitor http http head {
defaults-from http
de=stination #*:#%
interval 5
recv <html>
send "HEAD / HTTE/L1.0%\r\ini\i\ri\n"
time-until-up 0
timeout 16

ltm pool srvl http pool {
members {
152.168.2.1:http {
addres= 182.168.2.1
session monitor—-enabled
state down

monitor http head

TCPDUMP Output:

HEAD / HTTES1.0

HTTE/1.1 200 OF

Date: Wed, 24 Oct 2012 18:45:53 GMT

Server: Apache/2.2.22 (FreeBSD) PHP/5.4.4 mod =s51/2.2.22 CpenSSL/0.9.8g DAV/2
¥-Powered-By: PHE/5.4.4

Connection: close

Content-Type: text/html

-- Exhibit --
Refer to the exhibit.
An LTM Specialist is troubleshooting a new HTTP monitor on a pool. The pool member is functioning correctly when accessed directly through a browser, although the monitor is marking the member as down. As part of the

troubleshooting, the LTM Specialist has captured the monitor traffic via tcpdump.
How should the LTM Specialist resolve this issue?

Add the 'http' monitor to the pool.
Add the 'icmp' monitor to the node.
Modify the receive string to valid content.

o0 ® >

Correct the firewall rules on the pool member.

Correct Answer: C
Section:

QUESTION 81
-- Exhibit --
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0D:00:13.245104 IP 10.29.29.60.51947 > 10.0.0.12.http: P 1:59(58) ack 1 win 46 <nop,nop,timestamp 2494782300 23B8063789> out slotl/tmm3 lis=

QOx0000: 4500 006e 3blS% 4000 4006 celc QOald 1d3c E..n;.@8.8...... <
0x0010: 0a0d 000c caek 0050 Bbed acald ddes e3el ....... B i 1 e
0x0020: 8018 002e 1b4l 0000 0101 080a 94b3 SbSc ..... B ) i i ) [

0x0030: 0e30 90ad 4745 5420 2£f74 6573 T45f TOsl .0..GET.ftest_pa
0x0040: 6765 2es8 T46d 6c20 4854 5450 312e 310d ge.html.HTTE/1.1.
O0x0050: 0a48 efT3 T43a 200d 0ad43 ofoe 6265 6374 .Host:...Connmect
0x0060: 636 6e3a 2043 b6cef 7365 0dDa 0d0a 0105 ion:.Close......
0x0070: 0100 QOO3 OO e

0D:00:13.245284 IP 10.0.0.12.http > 10.29.29.60.51947: . ack 59 win 362 <nop,nop,timestamp 238063789 2494782300> in slotl/tmm3 lis=
0x0000: 4500 0260 a62e 4000 4006 6105 0a00 000c E.. ..E8.8B.a.....
0x0010: ©Oald 1d3c 0030 bf4&e fadb dc73 bb2z 2817 ...<.P.F.;.=."{.
0x0020: 8018 Olea 5738 0000 0101 080a 0e37T Tadf ...jWE....... Tz _
0x0030: 94fg 7d87 4854 5450 2f31 2e31 2034 3034 ..}.HITP/1.1.404
0x0040: 204e 6L74 2046 6L£75 6e6d 0d0a 446l T4e5 .Hot.Found..Date
0x0050: 3a20 53Ted e42c 2032 3420 4fe3 T420 3230 :.Mon,.0l.Jan.20

0x0060: 3132 2032 323a 3530 3a34 3320 474d 540d 00.00:00:01.GMT.
0x0070: Da53 6572 Teed T23a 2041 TO061l 6368 652f .Server:.hpache.
0x00cD: 0dOa 436f 6e7T4 6S6e T42d 4ced &eaT T468 . .Content-Length
0x00d0: 3a20d 3332 370d Da43 6f6e b6ebd 6374 696f :.327..Connectio
0x00e0: 6e3a 2063 6cef T365 0d0a 436f 6eT4 656 mn:.close..Conten
0x00f£0: T42d 5479 7065 3220 T465 7874 Z2feg8 T4ed t-Type:.text/htm
0x0100: 6c3b 2063 6861 T2T73 6574 3de9 T3ef 2d38 1;.charset=iso-&
0x0110: 3835 392d 3104 0aldd Oa3c 2144 4f43 5459 8559-1....<'DOCTY
0x0120: 5045 2048 544d 4c20 5055 424c 4943 2022 PE.HTHML.PUBLIC."™
0x0130: 2d2f 2f49 4554 462f 2f44 5444 2048 5444 -//IETF//DTD.HTH
0x0140: 4c20 322e 302f 2f45 4e22 3elfa 3c68 Td4ed L.Z2.0//EN">.<htm
0x0150: 6c3e 3c68 6561 643e Dald3c T469 T46c 653e  lr<headr.<title>
0x0160: 3430 3420 4e6f 7420 466f T56e 643c 2f74 Ooops.Sorry..<ft
0x0170: 6974 6c65 3e0a 3c2f 6865 6164 3e3c 626f itler.</ head><bo
0x0180: 6479 3ela 3c68 313e 4e6f T420 466f T56e dy>.<hl>Not.Foun
0x0190: 643c 2f68 313e Oa3c T703e 5468 6520 7265 d</hl>.<p>Your.rc
0x01lab: T175 6573 T465 6420 5552 4c20 2£f74 6573 quest.could.not

0x01b0: 7T45f TOel 6765 Z2e6d T46d 6c20 7761l 7320 be.completed.by.
0x01cO: aeaf T420 ee6ef TSee 6420 6fee 2074 686% this.server..S5or
0x01d0: T320 T365 7276 65372 2e3c Z2E70 3ela 3chbE V... .aa. </p>.<h
0x01leD: T23e Da3c 6led4 6472 6573 T33e 4170 6163 rr.<addressrApac
Ox01f0: 6865 2£32 2e32 2e34 2028 5562 Th56e T475 he/X.X.X. (KEXXXX
0x0200: 2920 5048 502f 352e 322e 332d 3175 6275 ).PHPE/Xx.x.x-lubu
0x0210: G274 T536 2e35 206d 6fe4 SETI Tiec 2£32 ntuE.E.de_sslfz
Ox0220: 2e32 2e34 204f 7065 6253 534c 2£30 2e39 .2.4.0penS55L/x.x
0x0230: 2e38 6520 5365 7276 6572 2061 7420 2050 .Be.Server.at..P
0x0240: 6f72 T420 3830 3c2f 6164 6472 6573 T33e ort.80</address>
0x0250: Oa3c 2fe2 6f64 T793e 3c2f 6874 edec 3Jela .</body></ html:>.
0x0260: 0105 0101 0002 QO  iiieeas

-- Exhibit --

Refer to the exhibit.

The decoded TCPDump capture is a trace of a failing health monitor. The health monitor is sending the string shown in the capture; however, the server response is NOT as expected. The receive string is set to 'SERVER IS UP'.
What is the solution?

The GET request Host header field requires a host name.
Incorrect syntax in send string. 'HTTP/1.1' should be 'HTTP1.1".
The /test_page.html does NOT exist on the web server and should be added.

o0 ® >

Incorrect syntax in send string. 'Connection: Close' should be 'Connection: Open'.

Correct Answer: C
Section:
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QUESTION 82
-- Exhibit --

iglP-B-.local Date:

0.1 Time:

- admin
ple: Administrator

Welcome

Dashboard

Maodule Statistics

Performance
T iaep
¥ Wizards

() Local Traffic
“I°l Access Policy

o

@ Device Management

52 Network
System

-- Exhibit --
Refer to the exhibit.

Setup

Support

User Documentation
Technical documentation for this product, including user guides and release notes, is available on
the Ask F5 Technical Support web site.

* |Jser Documentation

Preferences
Onthe System Preferences screen, you can customize the general preferences far the

Configuration Liility,
D,Hym

» System Preferences

Additional Setup Options

Ise the following additional configuration options to refine the syste
initially configured the system using the Setup Ltility.

System Device Cerificate
DME

MTP

SHMP

Lser Authentication

Setup Utility

Run the Setup Utility again to make changes to basic device settings and standard netwaork
configuration.

* Runthe Setup Ltility

Ask F5

Ask F5 features quick solutions to technical questions, product manuals, release notes, an online
support case generator, and general information about F5 Metworks and products. Ask FS
provides unlimited access to all customers covered under an F5 service agreement.

* Visit Ask F5

Solution Center

The Solution Center features step-by-step Deployment Guides, White Papers, Application Briefs,
Success Stories, Tutorials and much maore.

siisit the Solution Center
entral

DevCentral provides netwark administrators and application developers with extensive tools, tips,
technigues, and community resources designed to speed iControl development and act as a
forum to share best practices.

* isit DevCentral

Modules

F5 BIG-IP devices are a modular system, so you can add new functions as necessary to quickly
adapt to changing application and business needs. Modules include options for acceleration,
security, and other application delivery solutions.

* Visit BIG-IP Modules

Plug-ins

Downloads

Agents
The following agents provide additional functionality for Microsoft® Windows Server™ platforms.

* |SAPI Plug-in

* |SAPI Plug-in (x64 edition)
This plug-in uses the WHMI interface to gather system metrics for use in Dynamic Ratio load
balancing mode.

BIG-IP Edge Client™ Components
Jse the following links to download BIG-IP Edge Client™ applications and tools.

BIG-IP Edge Client™ for Windows, Mac OS5 and Linux
Component Installer Package for Windows
FullArmor GPAnywhere for VPN

FullArmor GRAnywhere for VPN (x64 edition)

i*liamt Traoklackhantina | bilibe fare TR R Amasee
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Which step should an LTM Specialist take to utilize AVR?

provision AVR

reboot the device

install the AVR add-on
license the device for AVR

o0 w®p

Correct Answer: A
Section:

QUESTION 83
-- Exhibit --
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General Configuration Custom _

I Profile Name avr_example
Partition / Path Comman
Parent Profile analytics 3
Profile Description
e
Internal
Statistics Logging Type :gl EmT:HI g
Traffie Capturing Logging Type H E‘:ET:;I g
SMTP Configuration Mone (Mote: Setting can be changed only through the default analytics profile.)
o Syslog o
Notification Typa SNMP _
E-mail )
Trust XFF +/ Enable -
Transaction Sampling Ratio Sample all transactions (Note: Setting can be changed only through the default analylics profile.)
Included Objects
|| Name Destination - Service Port Partition / Path
Virtual Servers No records to display.
Add... || Delete
Statistics Gathering Configuration - Erone
e aut
Page Load Time J
Collected Metrics 7 Thioughput ,
Usar Sessions _
URLs =
Countries =
Client IP Addresses )
Collectad Enfities v Response Codes |
User Agents =
+ Methods =l
Alerts and Notifications Configuration
Alert when | Average TPS $)is [ below 3| Trans/sec, for
Add New Rule
seconds In [ an Application | $ )| Add
) Rule Edit
Active Rules | Alertwhen Average Senver Latency is below 50 ms for 300 seconds in an Application. _ Edit |
Delete |

Cancel || Finished | Note: Changes you make might take up to 10 minutes to be reflected in the charts.

-- Exhibit --

Refer to the exhibit.

An LTM Specialist sets up AVR alerts and notifications for a specific virtual server if the server latency exceeds 50ms. The LTM Specialist simulates a fault so that the server latency is consistently exceeding the 50ms threshold;

however, no alerts are being received.
Which configuration should the LTM Specialist modify to achieve the expected results?

A. The rule should be adjusted to trigger when server latency is above 50ms.
B. SNMP alerting should be enabled to allow e-mail to be sent to the support team.

IT Certification Exams - Questions & Answers | Vdumps.com
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C. User Agents needs to be enabled to ensure the correct information is collected to trigger the alert.
D. The metric 'Page Load Time' needs to be enabled to ensure that the correct information is collected.

Correct Answer: A
Section:

QUESTION 84
-- Exhibit --

GI{E)) & httpsy/ furea example.corm/ P~oX (22 Certificate Errar: Mavigatio.,.,
- v [ o= v Pagew Safetyw Tools @@~ @ G

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.

& Click here to close this webpage.

'@' Continue to this website (not recommended). d u m pS

= More information
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15:36:14.3855935 IP 182
| -7 - of - T - —— A.
B v L i o i o i i i
15:36:14.387168 IP 192.
| OVl - T Y (R —— B
N o7 e (P [ ——
15:36:14.387504 IP 192
E..47gR.B..3......... a.
L . JPRS) . 7y
15:36:14.387833 IP 192
A (1 T - T S — A.
.g.3..pJGET /
15:36:14.389325 IP 182
VRN | PN TR —— E
.-pL.g.3

<html><head>»<titlerLoad Balancing</title»</head><body>

i N i

.216,.35137 > 1892.
ST i e e s

.216.35137 > 192.
W€

LIPS, e

<h2>BIG-IF Load Balancing Test Page</hZ>

<br><br>

<table cellpadding="4">

<Lr>

<td width=35% align=right><b>Server Address:
«td align=left style="color:#347C17"><b>152

<ftr>
<tr>

<td width=35% align=right><b>Client Address:
«td align=left style="color:#300000"><b>152

</tr>

</table>
</body></html>
15:36:14.389333 IP 152
..... He.B..K.........P
iy T Y i 3 v
15:36:14.390225 IP 192
A I N R, [ A.
e o o i i
15:36:14.390230 IP 152
O S - TN | L.
S T, A
15:36:14.391575 IP 152
OV LT 2 - N - [ [ ——— E

-- Exhibit --
Refer to the exhibit.

.168.1.
BALYRL .

L.216.35137 » 182

1.80 > 192.168.1.216.35137:

/s

/s

.168.

.168.

Pl

.216.35137 > 192.168.1.1.80:

.168.1.1.80 > 152.168.1.216.35137:

</ b/ td>
L168.1.1:80</b></td>

</ b/ td>
L168.1.216:35137</b></td>

0:

0:

.168.1.1.80 > 152.168.1.216.35137:
BALYRL .

F

F

3T79008507:3T79008507(0) win 14600 <mss 1460, sack0OE, timestamp 2322043441 0,nop,wscale 7> out slotl/tmm0 lis=

2457418989:24574185985 (0)

ack 379008508 win 65535 <mss 1460,nop,wscale 3,sack0E, timestamp 2864934986 2322043441> in slotl/tmmd lis=

ack 1 win 115 <nop,nop,timestamp 2322043443 2864934986> out slotl/tmmd lis=

1:8(7) ack 1 win 115 <nop,nop,timestamp 2322043443 28649345986> out slotl/tmmd lis=

1:1216(1215) ack 8 win 8326 <nop,nop,timestamp 286493495988 2322043443> in =slotl/tmmd lis=

1216:1216(0) ack &8 win 2326 «<naop,nop, cimestanml 2364834989 2322043443> in slotl/tmmd lis=
ack 1216 win 137 <nop,nop,timestamp 2322043445 28645934988> out slotl/tmmd lis=
8:8(0)

ack 1217 win 137 <nop,nop,timestamp 2322043445 28649349859> out =slotl/tmmd lis=

ack 9 win 8325 <nop,nop,timestamp 2864934930 2322043445> in slotl/tmmd lis=

An LTM Specialist is troubleshooting an HTTP monitor that is marking a pool member as down. Connecting to the pool member directly through a browser shows the application is up and functioning correctly.

[tm monitor http http_mon {

defaults-from http
destination *:*
interval 5

recv '200 OK'
send 'GET /\\r\\n'
time-until-up 0
timeout 16

}

What is the issue?


file://r/n'
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The HTTP headers are compressed.

The pool member is responding with a 404.

The pool member is responding without HTTP headers.
The request is NOT being received by the pool member.

OO0 ® P

Correct Answer: C
Section:

QUESTION 85
-- Exhibit --
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[~]1% openssl 5 _client —connect 172.,16.20.1:443
COMNECTED (00000003)

depth=0 /C0=TurnKey Linux/0U=Scoftware appliances
verify errorinumn—l138:self signed certificate
verify return:1l

depth=0 /CO=TurnKey Linux/0U=Scoftware appliances
verify return:1l

Certificate chain

0 =:/0=TurnEey Linux/0U=5oftware appliances

i:/0=TurnKey Linux/0U=5oftware appliances

Server certificate

MIICgzCChAevgAwIBAQL JATNLXVLJgY zBMAQOGCSgqES ILIDOEEEQUAMD Y Fj AUBgHWV
BAoTDVRlcmSLZXkgTGludXgxHDAaBgNVEASTEINvZnR3IYXJ1IGEweGXpYW S j 2XHy
HhcHHMTAWHDE IMT kxNDQzWheHHj AwHDE vHMT kxNDQzWj A2 MR YwEFAYDVOOEEWw1TdXJu
52V SIEXpbnVAMRwWwWEgYDVOOLEXNTEZ 2Z0d2 FyZ5BhcHEBsaWFu Y 2VzHIGEMAOGCSqi
S5Ib3DQEBAQUAR4AGHNADCELIQEBgRCV1igenrRHesaveR+M,/ x¥vooMIVpEXWZbzeEul4ro
enadYOEOwwaZzF9jaD0HDIJ3MtnVYaHMsHEvgoolQEEfohPESRIHr 04 kMxtvaAefm
S1gGE THEmMIXLtwWY ] jWXmwxW7aCFL19ktepFOat zgeE3WxbdM S vF/RTHF4R,/ vvEQL
21Yf/wIDARQABo4GYMIGVMEOGAIUADgOWEBRGSCDELO1lkiiixTac2JjoVHajd2 ZzEm
BgNVHSMEXzEdgERGSCDEtO1lkiiixTsc2JijoVHajd2 6E6pDgw i EWHMEBQGAIUEChMH
VHVybEkt1leSEMaWSleDECcHEoGAIUECXMTIUZ SndHdhenUg Y XEwbGlhbmN1lc4 I JATImL
XVLIgY zBMAWGAIUdEW FMAMEBAF 8wl Y JEoZ InveHAQEFBQADgYEAN 02 TuXFVIZENG
neKznFoueLGzn+ggyIlz0ZVGESPFSREzHEFYDATDRUOMEReQHR I 4CRImMAWTAFdmhp 1
RGHZ+IgqwglEPBTE&eudRy0DSGgzMHZ rdMo8d3ewPE3BEg jOrPhaSsyRTgNrZHyasJdr
ZAiCzekfZ24aSwHpnhfHyvams SN2 +Wggl=

subject=/0=TurnKey Linux/0U=Scoftware appliances
izsuer=/0=TurnKey Linux/0U=Scftware appliances

Ho client certificate CA names sent
55L handshake has read 1211 bytes and written 328 bytes

Hew, TL3v1/55Lv3, Cipher i=s DHE-RSL-AESZ56-S5HL
Server public key is 1024 bit
Secure Renegotiation IS HOT supported
Compression: HCHE
Expansion: HOHNE
55L-5ession:
Protocol @ TLSvl
Cipher : DHE-RSA-AFS5256-5HA
Session-ID: E45TC0A1Z2201A4T0C4ERSS11AICDEEDTT3E8B10T3068DTDELE4F2D 74130448 TACC
Session-ID-ctx:
Master-Eey: 45D7A6TIDES9F6891B8ALEB0CZOF01T3EFEFeTTFOST2383Co0ADGSZEAFAOISEACOTORF31D16F416462596695E332CEB11EOD

Eey-Arg : Hone
Start Time: 135128614¢
Timeout 1 300 (=ec)

Verify return code: 18 (=self signed certificate)

-- Exhibit --

Refer to the exhibit.

An LTM Specialist is troubleshooting an issue with SSL and is receiving the error shown when connecting to the virtual server. When connecting directly to the pool member, clients do NOT receive this message, and the
application functions correctly. The LTM Specialist exports the appropriate certificate and key from the pool member and imports them into the LTM device. The LTM Specialist then creates the Client SSL profile and associates
it with the virtual server.

What is the issue?
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The SSL certificate and key have expired.

The SSL certificate and key do NOT match.

The client CANNOT verify the certification path.

The common name on the SSL certificate does NOT match the hostname of the site.

OO0 ® P

Correct Answer: C
Section:

QUESTION 86
-- Exhibit --
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WNew TCP connection #1:

1

1

1

1

[

1

2

3

4

5

&

7

k=3
(=]

9

1351011538.3477

ClientHelln
Version 3.0
cipher suites

10.1.1.1(32021)
(0.1562)

C>5 Handshake

SSL_DHE_RSA WITH CAMELLIA 256 CBC_SHRA
SSL_DHE_DSS_WITH_CAMELLIA 256 CBC_SHRA
SSL_DHE_RSA WITH AES 256 CBC_SHRA
SSL_DHE_DSS_WITH _AES 256 CBC_SHRA
SSL_RSA_WITH CAMELLIA 256 CBC_SHRA
SSL_RSA_WITH AES 256 CBC_SHA
SSL_DHE_DSS_WITH _RC4_128 SHA
SSL_DHE_RSA WITH AES 128 CBC_SHRA
SSL_DHE_DSS_WITH_AES_128 CBC_SHRA
SSL_DHE_RSA WITH _AES 128 CBC_SHA256
SSL_RSA WITH RC4_128 SHRA

SSL_RSA_WITH RC4_128 MDS
SSL_RSA_WITH _RES 128 CBC_SHA
SSL_DHE_RSA WITH 3DES_EDE_CBC_SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA

compression metho
NULL
1351011538.3477
ServerHello
Version 3.0
zeszgion_id[0]=

cipherSuite

compressionMethod
1351011538.3477
Certificate
1351011538.3477
CertificateRequest

certificate types

ds

(0.0000)

5»C Handshake

SSL_RSA WITH RC4_128 SHRA

(0.0000)

(0.0000)

certificate authority

30
31
Oe
1z

g1

0b

06

30

6l &e

31 1le

g8 &L

31 29

la 72 &f &f

6c 6f 83 &1
1351011538.3477

ServerHelloDone
1351011538.5112

level

value

ag
30
03
10
T8
30
T3
30

31
09
55
06
31
df
T4
27

0b
06
04
03
0b
06
2e
06
T4
ac

30
03
o7
55
30
03
ac
09
40
64

09
85
01
04
09
1
&f
2a
ac
&f

(0.0000)

(0.1635)
warning
unknown wvalue

1351011538.5112 (0.0000)

ClientFeyvExchange

1351011538.5112 (0.0000)
1351011538.5112 (0.0000)

Finished

10 1351011538.5113 (0.0000)

level fatal
value
1351011538.5113

1351011538.6866

HULL
5»C Handshake
5»C Handshake

rga sign
086 03 55 04 08 13 02
04 08 13 02 57 41 31
07 53 65 61 T4 T4 &c
0a 13 09 4d 79 43 &f
06 03 55 04 0b 13 02
04 03 13 15 6c &f 63
63 61l 6c 64 6f 6d 61
8 8 Be £7 0d 01 09
6f 63 61 6c 68 &f 73
6d 61 &9 &e
5»C Handshake
C>5 Alertc
C>5 Handshake
C»>5 ChangeCipherSpec
C>5 Handshake
5»C Alertc

handshake_failure
(0.0000)
(0.1753)

5>C
C>5

TCE FIN
TCPF FIN

55
10
65
6d
449
61
639
01
T4

<-> 10.1.1.2(443)

£3
30
31
70
o4
ac
ae
16
2e
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-- Exhibit --

Refer to the exhibit.

A user is unable to access a secure application via a virtual server.
What is the cause of the issue?

The client authentication failed.
The virtual server does NOT have a pool configured.
The client and server CANNOT agree on a common cipher.

o0 ®p

The virtual server does NOT have a client SSL profile configured.

Correct Answer: A
Section:

QUESTION 87
-- Exhibit --

ltm pool srvl https pool {
members {
19z.168.2.1:http=s {
addres= 152.168.2.1

ltm virtual https example vs {
de=stination 152.168.1.155:https=
ip-protocol tcp
mask 255.255.255.255
pool srvl https pool
praofiles {
http {
tep {

snat automap
vlans—-disabled

-- Exhibit --
Refer to the exhibit.
An LTM Specialist is troubleshooting an issue with a new virtual server. When connecting through the virtual server, clients receive the message 'The connection was reset' in the browser. Connections directly to the pool

member show the application is functioning correctly.
What is the issue?

The pool member is failing the monitor check.
The pool member default gateway is set incorrectly.
The virtual server is configured with the incorrect SNAT address.

oSN >

The virtual server is processing encrypted traffic as plain-text HTTP.

Correct Answer: D
Section:

QUESTION 88
-- Exhibit --
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ltm node 1952.168.2.1 {
addres= 1582.168.2.1
ze=ssion user-disabled
state up

ltm pool =rvl _http pool {
members {
152.168.2.1:http {
addres= 1582.168.2.1

ltm profile http http-example {
app-service none
defaunlts-from http
header-erase Accept-Encoding
via-host-name ltm prod.example.com
via-request append

ltm virtual =rvl_http vs {
destination 192.168.1.1535:http
ip-protocol tcp
mask 255.255.255.255
pool srvl http pool
profiles {
http-example {
tcp {

vlans-disabled

-- Exhibit --
Refer to the exhibit.
An LTM Specialist is troubleshooting a virtual server. Both the virtual server and the pool are showing blue squares for their statuses, and new clients report receiving 'The connection was reset' through their browsers.

Connections directly to the pool member are successful.
What is the issue?

The pool member is disabled.

The node is marked as disabled.

The HTTP profile has incorrect settings.
The virtual server is disabled on all VLANSs.

OO0 >

Correct Answer: B
Section:

QUESTION 89
-- Exhibit --
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21:48:50.118288 IP 10.0.0.2.49662 > 10.0.0.1.http: 2982039927:2982039927 (0) win B192

21:48:50.118323 IP 10.0.0.1.http > 10.0.0.2.49662: 4109615223:4109615223(0) ack 2982039928 win 4248
21:48:50.278582 IP 10.0.0.2.49662 > 10.0.0.1.http: . ack 1 win 16638 in slotl/tmm2 lis=/Common/test-vs
21:48:50.280165 IP 10.0.0.2.49662 > 10.0.0.1.htep! P 1:560(559) ack 1 win 16638 in slotl/tmm? liasa=/Common/test-vs
GET / HITE/1.1

Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pipeg

Accept-Language: en-GB

Uzer-Agent: Mozilla/4.0

Accept-Encoding: gzip, deflate

Host: 10.0.0.1

Connection: Keep-Alive

21:48:50.280270 IP 10.0.0.1.http > 10.0.0.2.49662: . ack 560 win 4807 out slotl/tmm2 li==/Common/test-vs
21:48:50.283344 IP 10.0.0.1.http > 10.0.0.2.49662: P 1:122(121) ack 560 win 4807 out slotl/tmmZ lis=/Common/test-vs
HTTP/1.0 401 Unanthorized

WWW-Authenticate: Basic realm=""

Server: BigIP

Connection: Keep-Alive

Content—-Length: ©

21:48:50.642340 IP 10.0.0.2.49662 > 10.0.0.1.http: . ack 122 win 16607 in slotl/tmm2 lis=/Common/test-vs
21:48:54 . 676670 IP 10.0.0.2.49662 > 10.0.0.1.htep: P S560:1158 (S98) ack 122 win 16607 in slaotcl/rcmm? 1ise/Common/test-—yvs
GET / HITP/1.1

Accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pipeg

Accept-Language: =n-GB

User-Agent: Mozilla/4.0

Accept-Encoding: gzip, deflate

Host: 10.0.0.1

Connection: Keep-Alive

Authorization: Basic YWRtaW46YWRtaW4=

21:48:54.676781 IP 10.0.0.1.http > 10.0.0.2.49662; . ack 1158 win 5405 out slotl/tmm?2 lis=/Common/test-vs
21:48:54.679242 IP 10.0.0.1.hcep > 10.0.0.2.496862: P 133:243(1321) ack 1158 win 5405 out aleci/cwomd 1is=/Common/tesc-vs
HTTP/1.0 401 Unauthorized

WWW-Authenticate: Basic realm=""

Server: BiglIP
Connection: Keep—Alive
Content-Length: 0

21:48:55.031314 IP 10.0.0.2.49662 > 10.0.0.1.htep: . ack 243 win 168577 in sloci/cmm? lis=/Common/ceac-vs

LI O

-- Exhibit --

Refer to the exhibit.

A user is unable to access an application.
What is the root cause of the problem?

The User-Agent is incorrect.
The 'Content-Length' is zero.
The user failed authentication.

OO0 wp

The GET request uses the wrong syntax.

Correct Answer: C
Section:

QUESTION 90
-- Exhibit --
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1tm monitor http memberd mon |
defaults-from http
destination #*:%
interval 5
gend "GET /\\r\wan™
time-until-up 0
timeout 16

1

ltm monitor http memberB mon |
defaults-from http
destination *:1%*
interval 5
send "GET /. r\\n™
time-until-up 0
timeout 16

1

1tm monitor http memberC mon {
defaults-from http
destination #*:%
interval 5

gend "GET /\Awrh\wanm™
time-until-up 0
timeout 16

-- Exhibit --

Refer to the exhibit.

An LTM Specialist is troubleshooting an HTTP monitor that is marking a pool member as down. Connecting to the pool member directly through a browser shows the application is up and functioning correctly.
How should the send string be modified to correct this issue?

GET /\r\n\r\n

GET / HTTP/1.0\r\n\r\n
GET /\r\nHost: \r\n\r\n
GET /Ar\nHTTP/1.0\r\n\r\n

o 0N >

Correct Answer: B
Section:

QUESTION 91
-- Exhibit --
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GET / HITE/1.1

Ho=st: wWwwWw.example.coom

User-agent: Mozillas5.0 (Windows NT 6.1; rv:16.0) Gecko/20100101 Firefox/16.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Aocept-Language: en-US,en;g=0.5

Aocept-Encoding: g=zip, deflate

DNT: 1

Connection: keep-alive

HITE/1.1 302 Moved Temporarily

Content-Length: 0

Location: https://wWwWw.example .com

Date: Tue, 232 0Oct 2012 18:05:57 GMT

Server: Apache/2.2.22 (FreeBSD) PHP/5.4.4 mod =s51/2.2.22 CpenSSL/0.9.8g DAV/2
Aocept-Ranges: bytes

Connection: EKeep-Alive

Content-Type: text/html

Set-Cookie: ses3ionid=a4531785-7012-46aa-b5fe-a54bed432belar path=/

-- Exhibit --
Refer to the exhibit.
An LTM Specialist is performing an HTTP trace on the client side of the LTM device and notices there are many undesired headers being sent by the server in the response. The LTM Specialist wants to remove all response

headers except 'Set-Cookie' and 'Location.'
How should the LTM Specialist modify the HTTP profile to remove undesired headers from the HTTP response?

Enter the desired header names in the 'Request Header Insert' field.
Enter the undesired header names in the 'Request Header Erase' field.
Enter the undesired header names in the 'Response Header Erase' field.

o0 ®p

Enter the desired header names in the 'Response Headers Allowed' field.

Correct Answer: D
Section:

QUESTION 92
-- Exhibit --


https://vdumps.com
https://vdumps.com

Client =ide of LTM Device:

GET / HITE/1.1

User-Agent: curl/7.21.0 (i486-pc-linux-gnu) libcurl/7.21.0 OpenSSL/0.9.8c0 z1lib/1.2.3.4 libidn/1.15 libssh2/1.2.6
Ho=t: 172.1&.80.80

bhooept: */*

HTTE/1.1 200 OK

Date: Thu, 25 Cct 2012 16:17:21 GMT

Server: Apache/2.2.16 (Debian)
Last-Modified: Tue, 23 Cct 2012 16:14:06 GMT
ETag: "17f655-1d-4cchc425aafi0™
Accept—-Ranges: bytes

Content-Length: 28

Vary: Accept-Encoding

Content-Type: text/html

X-Pad: avoid browser bug

Set-Cookie: BIGipServermy http pool=16T79034850.20480.0000; path=/

Server =side of LTM device:

GET / HITE/1.1

User-Agent: curl/7.21.0 (i486-pc-linux-gnu) libcurl/7.21.0 OpenSSL/0.9.8c0 z1lib/1.2.3.4 libidn/1.15 libssh2/1.2.6
Ho=t: 172.1&.80.80

bhooept: */*

HTTE/1.1 200 OK

Date: Thu, 25 Cct 2012 16:17:21 GMT

Server: Apache/2.2.16 (Debian)
Last-Modified: Tue, 23 Cct 2012 16:14:06 GMT
ETag: "17f655-1d-4cchc425aafi0™
Accept—-Ranges: bytes

Content-Length: 28

Vary: Accept-Encoding

Content-Type: text/html

X-Pad: avoid browser bug

-- Exhibit --

Refer to the exhibit.

A web application is configured to allow sessions to continue even after a user computer is shut down for the night. A new LTM device is configured to load balance the web application to several servers. The application
owner reports that application users are logged out of the web application whenever their browser is restarted or computer is rebooted.

What is the problem?

The virtual server does NOT have persistence configured.
The virtual server does NOT have persistence mirroring configured.
The cookie set by the LTM device does NOT have an 'Expires' value.

o0 ®p

The cookie set by the server is NOT being passed to client by the LTM device.

Correct Answer: C
Section:

QUESTION 93
-- Exhibit --
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Through LTM Device:
WNew TCP connection #1:

11 0.0013

Version 3.1

(0.0013)
ClientHello

cipher suites
TL5 _RSh WITH RC4 128 SHA
TL5_RSA WITH AES 128 CBC_ SHA
TL5_RSAh WITH AES 256 CBC_ SHA

TLS_RSA WITH 3DES_EDE_CEC_SHA

172.16.1.3(63938)

C>5 Handshake

TL5_RSh WITH AES 128 CBC SHRAZSE
TL5_RS5h WITH AES 256 CBC SHAZSE
Unknown wvalue Oxff
compression methods

12 0.0038

Version 3.1

NULL

(0.0025)
ServerHello

5>xC Handshake

session_id[32]=
Tc 00 d2 of 81 f8
12 5f £2 cé&

S»C

cipherSuite
compressionMethod
13 0.0038 (0.0000)
Certificate
14 0.0038 (0.0000)

S»C

CertificateRequest
cerctificate types
cerctificate_ types
cerctificate types
certificate authoritcy

30
31
Oe
14
65
45
03
65
&7
63

81
0b
08
30
2e
ae
1]
T2
2c
&6f

a0
30
03
12
43
&7
04
2c
44
&d

31
09
55
0&
6t
a3
03
4f
43

ServerHelloDone
(0.0002)

Certificate
(0.0000)
ClientFeyExchange
(0.0000)
(0.0003)
(0.0004)

15 0.0040

1 & 0.0040

=

T 0.0040

g8 0.0044

9 0.0049
level
value

1 0.0049

1 0.0049

=

Direct to application
WNew TCP connection #1:

11 0.0027

Version 3.1

0b
06
04
03
ed
ae
13
55
3d

Cx5

C>5

C>5

C>5
S»C

fatal

handshake_failure
5>C TCP FIN

(0.0000)
(0.0000)

(0.0027)
ClientHello

resume [32]=

98 55 ee el

cd4 eb 2f Sf
cipher suites
Unknown wvalue
Unknown value
TL5 DHE

C»5 TCP RS5T

cd ab €b 48
2a a2 e8 ef le f1 10 41 61
TLS_RSA WITH RC4 128
NULL

Handshake

Handshake

30
03
a7
55
31
85
2d
3d
85

03
55
13
04
14
85
43
45
T8

o0&
04
o7
Da
30
T2
4e
ae
61

a3

=
=]

53
13
12
a3
3d
a7
ad

Handshake

Handshake

Handshake
Alert

Zerver:
1.1.2.150(64506)
C>5 Handshake

53 90 eb &3 f8
80 40 dd 08

ae

Oxc00a
Oxc0l14
RS54 WITH CAMELLIL 256 CBC S5HA

1)
13
65
0b
o0&
ae
4a
69
T0

«<-> 172.16.20.21 (443)

cl S9a cc

04
02
&6l
45
03
&7
&f
ae
ac

«<-> 172.16.20.21 (443)

19 d4df £7
899 ad 27

SHL

rga =sign
des= =ign

unknown wvalue

06
57
T4

=
(=]

55
31

=
{n]

85
85

ChangeCipherSpec

13
41
T4
61
04
36
ae
&5
2c

0z
31
&c
ed
0b
30
20
72
44

46 3c 5c 15 589
05 5c T4 £7 3a de &1

25
10
85
T0
13
34
55
a3
43

8a

23
30
31
&c
0b
o0&
73
ae
3d

fa
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-- Exhibit --

Refer to the exhibit.

An LTM Specialist creates a virtual server to load balance traffic to a pool of HTTPS servers. The servers use client certificates for user authentication. The virtual server has clientssl, serverssl, and http profiles enabled. Clients
are unable to connect to the application through the virtual server, but they are able to connect to the application servers directly.

Which change to the LTM device configuration will resolve the problem?

Install the server certificate/key and enable Proxy SSL.
Use the serverssl-insecure-compatible serverssl profile.
Configure the clientssl profile to require a client certificate.

o 0N >

Install the client's issuing Certificate Authority certificate on the LTM device.

Correct Answer: A

Section:

QUESTION 94

-- Exhibit --
Client IP address: 10.0.0.1
Virtual Server: 11.0.0.1
Web Server: 12.0.0.1

Capture taken on Web server interface ethl:12.0.0.1

01:35:35.141396 IP 10.0.0.1.35285 > 12.0.0.1.http: 5 3230388980:3230388980 (0) win &492 <mss 1416, nop,wscale &,nop,nop, sackOK>
01:35:35.141466 IP 12.0.0.1.http > 10.0.0.1.35285: 5 2242263384:2242263384 (0) ackmsld s iab dlgwiaps ddpgcnssyl 460, nop, nop, sackOE, nop, wscale 4>
01:35:35.177621 IP 10.0.0.1.25079 > 12.0.0.1.http: P 35T705T0638:35T705T71021 (S63) PR ck 1S3 1 567 20 wih S50

01:35:35.184475 IP 12.0.0.1.http > 10.0.0.1.25079: . 1:1417(1416) ack 383%wWin TOD

01:35:35.184517 IP 12.0.0.1.http > 10.0.0.1.25079: . 1417:2833(1416) ack 383 win 700

01:35:35.184533 IP 12.0.0.1.http > 10.0.0.1.25079: P 2833:3905(1072) ack 383 win 700

01:35:35.297647 IP 10.0.0,.1.35285 > 12.0.0.1.http: . ack 1 win &6

01:35:35.337992 IP 10.0.0.1.25079 > 12.0.0.1.http: . ack 2833 win 259

01:35:35.539349 IP 10.0.0.1.25079 > 12.0.0.1.http: . ack 35305 win 255

01:35:38.945404 IP 12.0.0.1.http > 10.0.0.1.35285: 5 2242263384:2242263384(0) ack 3230388581 win 5840 <mss 1460, nop, nop, sackOE, nop, wscale 4>
01:35:39.096377 IP 10.0.0.1.35285 > 12.0.0.1.http: . ack 1 win &6 <nop,nop,sack 1 {0:1}>

Capture taken on LTM interface 0.0

17:32:30.828126 IP 10.0.0.1.10120 > 11.0.0.1.http: 5 3414174673:3414174673(0) win 8192 <mss 1416,nop,wscale 2Z,nop,nop, sack0E>» in slotl/tmmd lis=
17:32:30.828172 IP 11.0.0.1.http > 10.0.0.1.10120: 5 1751596785:1751596785(0) ack 3414174674 win 4248 <mss 1460, nop,wscale 0,3ack0E,eol> out slotl/tmm0 lis=annmnnfmy_virtual
17:32:30.981747 IP 10.0.0.1.10120 > 11.0.0.1.http: . ack 1 win 16638 in slotl/tmm0 lis=annmnnfmy_virtual
17:32:30.982820 IP 10.0.0.1.10120 > 11.0.0.1.http: P 1:560(559) ack 1 win 16638 in slotl/tmm0 lis=annmnnfmy_virtual
17:32:30.982871 IP 10.0.0.1.10120 > 12.0.0.1.http: 5 2896210787:2896210787(0) win 4380 «<mss 1460,nop,wscale 0,s5ack0E,eocl> out slotl/tmmD lis=annmnnfmy_virtual
17:32:30.982878 IP 11.0.0.1.http > 10.0.0.1.10120: . ack 560 win 4807 out slotl,/tmm0 lis=annmnnfmy_virtual
17:32:33.982895 IP 10.0.0.1.10120 > 12.0.0.1.http: 5 2896210787:2896210787(0) win 4380 <mss 1460,nop,wscale 0,s5ack0E,eocl> out slotl/tmm0 lis=annmnnfmy_virtual
17:32:37.182627 IP 10.0.0.1.10120 > 12.0.0.1.http: 5 2896210787:2896210787(0) win 4380 <mss 1460,nop,wscale 0,s5ack0E,eocl> out slotl/tmm0 lis=annmnnfmy_virtual
17:32:40.382728 IP 10.0.0.1.10120 > 12.0.0.1.http: 5 2896210787:2896210787(0) win 4380 <mss 1460, sackOK,eol> out slotl/tmmd lis=annmnnfmy_virtual
17:32:43.582864 IP 11.0.0.1.http > 10.0.0.1.10120: R 1:55(54) ack 560 win 4807 out slotl/tmm0 lis=annmnnfmy_virtual

-- Exhibit --

Refer to the exhibit.

A pair of LTM devices are configured for HA . The LTM Specialist observes from a capture that there is a successful connection from a client directly to a web server and an unsuccessful connection from a client via the LTM
device to the same web server.

Which two solutions will solve the configuration problem? (Choose two.)
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Configure SNAT on the pool.
Configure SNAT on the virtual server.
Change server default gateway to point at LTM internal self IP.

OO0 wp

Change server default gateway to point at LTM internal floating IP.

Correct Answer: B, D

Section:

QUESTION 95

-- Exhibit --
intranet_it 10.1.1.10 8080 web _it
intranet_hr 10.1.1.10 443 web_hr
intranet_sales 10.1.1.10 8081 web_sales
intranet_finance 10.1.1.10 8083 web_finance

intranet_engineering 10.1.1.10 8085 d web enginegring

web_it http_it 10.2.2.102, 10.2.2.105
web_hr https_hr 10.2.2.101, 10.2.2.102
web_sales http_sales 10.2.2.101, 10.2.2.102
web finance http_finance 10.2.2.101, 10.2.2.102

web _engineering http _engineering 10.2.2.102,10.2.2.105
-- Exhibit --
Refer to the exhibits.

Every monitor has the same Send String, Recv String, and an Alias of *:*. The LTM Specialist simplifies the configuration to minimize the number of monitors.
How many unique monitors remain?

Al
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Correct Answer: B
Section:

QUESTION 96
-- Exhibit --

ltm monitor http memberl mon |
defaults-from http
destination *:%*
interval 5
gend ™GET /\A\e\\wo"
time-until-up 0
timeout 16

ltm monitor http memberB _mon |
defaulta-from http
destination *:*
interval 5
send "GET /. r\n™
time-until-up 0
timecut 16

l1tm monitor http memberC mon |
defaults-from http
destination #*:%*
interval 5
gend "GET /\\r\wan™
time-until-up 0
timeout 16
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ltm pool member pool |
members |
merberi:http |
address 1%2.168.30.10
monitor memberdi mon
3e3sion monitor-enakbled
state down

1

merberBrhttp |
address 192.168.30.20
monitor memberE mon
session monitor-enabled
state down

}
memberC:http |

address 192.168.30.30

monitor memberC mon
session monitor-enabled

state down

-- Exhibit --
Refer to the exhibits.
How should the LTM Specialist minimize the configuration?

Remove the pool member level monitors.
The configuration is as minimized as possible.
Create a single monitor and apply it to each pool member.

o0 ® >

Create a single monitor, apply it to the pool, and remove the pool member level monitors.

Correct Answer: D
Section:

QUESTION 97
Given the log entry:
011f0005:3: HTTP header (32800) exceeded maximum allowed size of 32768 (Client sidE. vip=/Common/VS_web profile=http pool=/Common/POOL_web client_ip=10.0.0.1)

Which HTTP profile setting can be modified temporarily to resolve the issue?

Increase Maximum Requests
Decrease Maximum Requests
Increase Maximum Header Count
Decrease Maximum Header Count
Increase Maximum Header size
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Decrease Maximum Header size

Correct Answer: E
Section:

QUESTION 98
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Which command should the LTM Specialist use to determine the current system time?

A. date
B. time
C. uname -a
D

. ntpq -p

Correct Answer: A
Section:

QUESTION 99
An LTM Specialist connects to an LTM device via the serial console cable and receives unreadable output. The LTM Specialist is using the appropriate cable and connecting it to the correct serial port.
Which command should the LTM Specialist run through ssh to verify that the baud rate settings for the serial port are correct on the LTM device?

. tmsh list /sys console

A

B. tmsh edit /sys console
C. tmsh show /sys console
D

. tmsh show /Itm console

Correct Answer: C
Section:

QUESTION 100
The active LTM device in a high-availability (HA) pair performs a failover at the same time the network'team reports‘an‘outage of aswitch on the network.
Which two items could have caused the failover event? (Choose two.)

A. aVLAN fail-safe setting

B. a monitor on a pool in an HA group

C. the standby LTM that was rebooted

D. an Auditor role that has access to the GUI

E. the standby LTM that lost connectivity on the failover VLAN

Correct Answer: A, B
Section:
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