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Exam A

QUESTION 1
Exhibit.

as the primary because its override priority

F0%/99%, memory=45

stem/idle=0%/0%/0%/100%, memory=44%

ing index = 0

ting index =

Refer to the exhibit, which shows the output of get system ha status.
NGFW-1 and NGFW-2 have been up for a week.
Which two statements about the output are true? (Choose two)

If a configuration change is made to the primary FortiGate at this time, the secondary will initiate a synchronization reset.

If port 7 becomes disconnected on the secondary, both FortiGate devices will elect itself as primary.

If FGVM...649 is rebooted. FGVM...650 will become the primary and retain that role, even after FGVM...649 rejoins the cluster.
If no action is taken, the primary FortiGate will leave the cluster because of the current sync status.

o0 ® >

Correct Answer: B, C
Section:

QUESTION 2
Exhibit.
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Edit Web Filter Profile

[E Bandwidth Censuming €@

Freeware and Software Downloads & Allow
File Sharing and Storage @ Block
30% €
B Allow users to override blocked categories
& Static URL Filter
Block invalid URLs
UIRL Filter L
4 Create Mew Q
URL Type Action Status
*dropbaox.com Wildcard & Allow & Enable
1]
Block malicious URLs discovered by FortiSandbox O
Content Filter L &
& Create Mew
Pattern Type < Pattern Language = Action S Status <
Wildcard *dropbox” Western & Exermpt & Enable

Refer to the exhibit, which shows a partial web fillet profile configuration.
Which action does FortiGate lake if a user attempts to access www. dropbox. com, which is categorized as File Sharing and Storage?

FortiGate allows the connection, based on the URL Filter configuration.
FortiGate blocks the connection as an invalid URL.
FortiGate exempts the connection, based on the Web Content Filter configuration.

o0 ® P

FortiGate blocks the connection, based on the FortiGuard category based filter configuration.

Correct Answer: D
Section:

QUESTION 3
Refer to the exhibit, which shows the omitted output of a session table entry.

Which two statements are true? (Choose two)
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The traffic has been tagged for VLAN 0000.
NP7 is handling offloading of this session.
The traffic matches Policy ID 1.

The session has been offloaded.

o 0N >

Correct Answer: B, D
Section:

QUESTION 4
Refer to the exhibit.

User A
71.234.14%.16
hﬂ 10.0.3.0/24
—— = et
P User B
10.0.4.0/24 |V 95.56.234.24
. FGT # get router info routing-table all
5 0.0.0.0/0 [10/0) via 10.0.1.254, wanl, [1/0]
10.0.1.0/24 & diract "_I.' connected, wanl
10.0.2.0/24 is directly connected, wan2
User C c 10.0.3.0/24 iz directly connected, portl

10.0.4.63

Assuming a default configuration, which three statements are true? (Choose three)

Strict RPF is enabled by default.

User B: Fail. There is no route to 95.56.234.24 using wan?2 in the routing table.

User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
User B: Pass. FortiGate will use asymmetric routing using wan1 to reply to traffic for 95.56.234.24.

m o 0w >

User C: Fail. There is no route to 10.0.4.63 using portl in the touting table.

Correct Answer: B, D, E
Section:

QUESTION 5
Which two statements about Security Fabric communications are true? (Choose two)

FortiTelemetry and Neighbor Discovery both operate using TCP.
The default port for Neighbor Discovery can be modified.
FortiTelemetry must be manually enabled on the FortiGate interface.

OO0 ®wp

By default, the downstream FortiGate establishes a connection with the upstream FortiGate using TCP port 8013.

Correct Answer: C,D
Section:

QUESTION 6
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Refer to the exhibit, which contains the output of diagnose vpn tunnel list.

a=gdial

0 olast=0 ad=/0

Which command will capture ESP traffic for the VPN named DialUp_0?

diagnose sniffer packet any 'ip proto 50'
diagnose sniffer packet any 'host 10.0.10.10'
diagnose sniffer packet any 'esp and host 10.200.3.2'

o0 ®p»

diagnose sniffer packet any 'port 4500

Correct Answer: D
Section:

QUESTION 7
Which two statements are true regarding heartbeat messages sent from an FSSO collector agent to FortiGate? (Choose two)

The heartbeat messages can be seen using the command diagnose debug authd fsso list.
The heartbeat messages can be seen in the collector agent logs.
The heartbeat messages can be seen on FortiGate using the real-lime FSSO debug.

o0 ®p

The heartbeat messages must be manually enabled on FortiGate.

Correct Answer: B, C
Section:

QUESTION 8
Refer to the exhibit, which shows a truncated output of a real-time LDAP debug.

What two conclusions can you draw from the output? (Choose two)
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The name of the configured LDAP server is Lab.
The user is authenticating using CN=John Smith.
FortiOS is able to locate the user in step 3 (Bind Request) of the LDAP authentication process.

OO0 ® P

FortiOS is performing the second step (Search Request) in the LDAP authentication process.

Correct Answer: B, D
Section:

QUESTION 9
Refer to the exhibit, which shows a session entry.

n=1 expire=59 timeout=0 flags=00000000

Which statement about this session is true?

Return traffic to the initiator is sent to 10.1.0.1.
Return traffic to the initiator is sent lo 10.200.1.254.
It is an ICMP session from 10.1.10.10 to 10.200.1.1.
It is an ICMP session from 10.1.10.1 to 10.200.5.1.

o0 ®p

Correct Answer: D
Section:

QUESTION 10
Consider the scenario where the server name indication (SNI) does not match either the common name (CN) or any of the subject alternative names (SAN) in the server certificate.
Which action will FortiGate take when using the default settings for SSL certificate inspection?

FortiGate uses the SNI from the user's web browser.
FortiGate closes the connection because this represents an invalid SSL/TLS configuration.
FortiGate uses the first entry listed in the SAN field in the server certificate.

OO0 ®p

FortiGate uses the ZN information from the Subject field in the server certificate.

Correct Answer: C
Section:

QUESTION 11
Exhibit.
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comes 10.0.0.2:500->10.0.0.1 3
[KEv] PhlbanaF Aggressive id ah_a;ff 94401a/06b89c022d4df682 lem=426
1 initiator: aggressive le get lst response.
Remotesite:3: VID DD AFCA 8696FCT7RTNINAN
C DPD negotiated FC77570100
VID FORTIGATE 8299031757A3608
peer is }uft-fatﬂ'bﬁTt]U1; thFnAHElDEDDDuﬂunD
VID FRAGMENTATION ]
VID FRAGMENTATION
ived peer identifier FQDNC ?SETDET D3C0000000
em ; iation result
Remotesite proposal id =1:
Remotesite protocol id = ISAKMP:
F:mﬁta LLH )= trans id = KEY IKE.
encapsulation = IKE/

type=0AKLEY _ENCInone
.em 3 type=0AELEY HASHYPT ALG, val=AES CBC, key-len=128
Remotesite:3: “pe— AUTH METHOD, wva ALG, val=SHA.
Remotesite:3: ype=0AKLEY GROUP, 1=PRESHARED KEY.
Remotesite:3: ISAKMP S5A _1fﬁt1me 86400 val=MODP1024,
NAT-T unavailable
ISAKMF SA aZ2fbdébb63%4401a/06

Remotesite:3: ISAKMP SA a?fbdebb6394401a/06bB9%c022d4d
Remotesite : PSK authentication succeeded
Remotesite:3: authentication OK
: . add INITIATI-( i

i1: enc AZFBDG6BB . ) 0
Remot e out AZFBDG6BB6394401A06RE 22D4D aluudu;uuﬂﬂh.
Remotesite:3: sent IKE msg (agg iZsend): 10,0.0.1:500->10.0.0.2
Bemotesite:3: established IKE SA aZfbdebb6394401a/06689%9%c022d4d4df682

Refer to the exhibit, which contains partial output from an IKE real-time debug.
Which two statements about this debug output are correct? (Choose two)

Perfect Forward Secrecy (PFS) is enabled in the configuration.
The local gateway IP address is 10.0.0.1.
It shows a phase 2 negotiation.

o0 ®p»

The initiator provided remote as its IPsec peer ID.

Correct Answer: C,D
Section:

QUESTION 12
Exhibit.
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Refer to the exhibit, which shows the output of a diagnose command.
What can you conclude about the debug output in this scenario?

The first server provided to FortiGate when it performed a DNS query looking for a list of rating servers, was 121.111.236.179.
There is a natural correlation between the value in the FortiGuard-requests field and the value in the Weight field.

FortiGate used 64.26.151.37 as the initial server to validate its contract.

Servers with a negative TZ value are less preferred for rating requests.

o n >

Correct Answer: B
Section:

QUESTION 13

Refer to the exhibit, which shows the output of a policy route table entry.

id=2113929223 static route=7 dscp tag=0xff 0xff flags=0x0 tos=0x00 tos mask=0x00 protoceol=0 sport=0-0 iif=0 dport=1-65535 path(l) oif=3(portl) gwy=l
source wildecard(l): 0.0.0.0/0.0.0.0

destination wildcard(l): 0.0.0.0/0.0.0.0

internet service(l): Fortinet-FortiGuard(1245324,0,0,0)
hit ecount=0 last used=2022-02-23 06:39:07

Which type of policy route does the output show?
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An ISDB route

A regular policy route

A regular policy route, which is associated with an active static route in the FIB
An SD-WAN rule

o0 ®p»

Correct Answer: A
Section:

QUESTION 14
Exhibit.
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Refer to the exhibit, which shows a FortiGate configuration.
An administrator is troubleshooting a web filter issue on FortiGate. The administrator has configured a web filter profile and applied it to a policy; however the web filter is not inspecting any traffic that is passing through the

policy.
What must the administrator do to fix the issue?

Disable webfilter-force-off.
Increase webfilter-timeout.
Enable fortiguard-anycast.

o0 ® >

Change protocol to TCP.

Correct Answer: A
Section:
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QUESTION 15
Which statement about IKEv2 is true?

Both IKEv1 and IKEv2 share the feature of asymmetric authentication.

IKEv1 and IKEv2 use same TCP port but run on different UDP ports.

A
B. IKEv1 and IKEv2 have enough of the header format in common that both versions can run over the same UDP port.
C
D. IKEv1 and IKEv2 share the concept of phasel and phase2.

Correct Answer: B
Section:

QUESTION 16
Exhibit 1.

snat

expire=3179 timeout=3

Refer to the exhibits, which show the configuration on FortiGate and partial internet session information from a user on the internal network.
An administrator would like to lest session failover between the two service provider connections.
Which two changes must the administrator make to force this existing session to immediately start using the other interface? (Choose two)

A. Change the priority of the port! static route to 11.
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B. Change the priority of the port2 static route to 5.
C. Configure unset snat-route-change to return it to the default setting.
D. Configure set snat-route-change enable.

Correct Answer: A, D
Section:

QUESTION 17
Refer to the exhibit, which shows the output of a debug command.

Araa (
0.4,

her,

Designated Router (ID)

Backup I

Which two statements about the output are true? (Choose two)

The interlace is part of the OSPF backbone area.

There are a total of five OSPF routers attached to the vorz4 network segment
One of the neighbors has a router ID of 0.0.0.4.

In the network connected to port4, two OSPF routers are down.

o0 ® >

Correct Answer: A, D
Section:

QUESTION 18
Refer to the exhibit.

R
s
[~
I

v

L

Which three pieces of information does the diagnose sys top command provide? (Choose three)

A. The miglogd daemon is running on CPU core ID 0.
B. The diagnose sys top command has been running for 18 minutes.
C. The miglogd daemon would be on top of the list, if the administrator pressed m on the keyboard.
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D. The cmdbsvr process is occupying 2.4% of the total user memory space.
E. If the neweli daemon continues to be in the R state, it will need to be manually restarted.

Correct Answer: A, B, D
Section:

QUESTION 19
Refer to the exhibit, which shows the output o! the BGP database.

router info bgp network

> best, 1 - interna

Metric LocPrf Weight Route!

1l number of prefixes 4

Which two statements are correct? (Choose two)

The advertised prefix of 10.20.30.0'24 was configured using the network command.

The first four prefixes are being advertised using a legacy route advertisement.

The advertised prefix of 10.20.30.0'24 is being advertised through the redistribution of another routing protocol.
The output shows all prefixes advertised by all neighbors as well as the local router.

o0 ® P

Correct Answer: A, D
Section:

QUESTION 20
In which two slates is a given session categorized as ephemeral? (Choose two)

A UDP session with only one packet received
A UOP session with packets sent and received
A TCP session waiting for the SYN ACK

A TCP session waiting for FIN ACK

o0 ® >

Correct Answer: A, C
Section:

QUESTION 21
Refer to the exhibit, which shows the output of get router info bgp summary.
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get router info bgp surmary

r identifier 172.1

1l number of neighbors 2

Which two statements are true? (Choose two)

The local ForliGate has received one prefix from BGP neighbor 100.64.1.254.

The TCP connection with BGP neighbor 100.64.2.254 was successful.

The local FortiGate has received 18 packets from a BGP neighbor.

The local FortiGate is still calculating the prefixes received from BGP neighbor 100.64.2.264

o0 ®p

Correct Answer: A, C
Section:

QUESTION 22
Which exchange lakes care of DoS protection in IKEv2?

A. Create_CHILD_SA
B. IKE_Auth

C. IKE_Req_INIT

D. IKE_SA_NIT

Correct Answer: C
Section:
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